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- 59| St or Switchlf ZEZH 7|0|& HA 270 2|8, Looping B’ dA| off'S EEE XITHSt= 7|s
L 1sec EH2| SLD TfZE ™ &, SwitchO| A &t SLD IiZ10| MFYUEl= 42, Looping2 2 7HF5H0] K¢t
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LOOP
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L3 Switch L2 Switch HUB
FHo| Hyo BE A
sld enable config sid 7|5 &d3t
interface giX/X config downlink ZE ZI ¢
sld enable interface interface sld 7| &d3}
sld recovery-time <1-1440min> interface ZE XE 3 ZE A7 & (default : FA|TH KtEH
show sld privileged ZEYH loop L0 =0l
[EEWHE]

Switch(config)# sld enable

Switch(config)# interface range gi 0/14-0/15
Switch(config-if-range)# sld enable
Switch(config-if-range)# sld recovery-time 5
Switch# show sld

Interface Enable Flag Sts Link Recovery Count Last change (Sts loop = loop, Sts ok =normal)
Gie/14 yes .L loop down 295 1 0©0:00:05

Gie/15 yes .L loop down 295 1 0©0:00:05

Gio/11 yes .N ok up 0 0 01we1dezh

[XtTH2]

May 26 14:30:05.007 [4] %SLD-4-PORT_SELF_LOOPED: Giga@/14 disabled: received SLD PDU

May 26 14:30:05.078 [4] %PM-SP-4-ERR_DISABLE: sld error detected on Gi@/14, putting Gi@/14 in err-disable state
May 26 14:30:04.977 [4] %SLD-4-PORT_SELF_LOOPED: Giga@/15 disabled: received SLD PDU

May 26 14:30:05.007 [4] %PM-SP-4-ERR_DISABLE: sld error detected on Gi@/15, putting Gi@/15 in err-disable state
[sHM=)

May 26 14:35:04.982 [5] %SLD-5-PORT_ENABLE: Giga®/15 enabled by auto recovery timer

May 26 14:35:05.012 [5] %SLD-5-PORT_ENABLE: Giga®/14 enabled by auto recovery timer
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L3 Switch L2 Switch
HEHO Hyol 5 A
interface giX/X config X a3t olH I o|A ¢
traffic-control <broadcast/multicast/unicast> <10-1400000> <10-140000> _ _
/ / config E2{d High YA X|(pps) Z1tA| ZE block or alarm &

<block-mode/alarm-only>

traffic-control action shutdown config Egfj= AKX XA ZE shutdown

traffic-control recovery-time <1-1440min> config EgfT AAX| XA ZE shutdown L ST AlZH A1t = SHA|

EREEN

Switch(config)# interface gie/1

Switch(config-if-Giga@/1)# traffic-control broadcast 1200 500 block-mode
Switch(config-if-Giga@/1)# traffic-control multicast 1200 500 block-mode
Switch(config-if-Giga@/1)# traffic-control action shutdown
Switch(config-if-Giga@/1)# traffic-control recovery-time 1

[XtTH2]

Jun 21 ©3:02:40.820 [6] %PORT-TC-6-HIGH_THR: Interface Giga®/1 broadcast-inbound (44,331) reached threshold (1200)

Jun 21 03:02:40.856 [6] %PORT-TC-6-HIGH_THR: Interface Giga®/1 multicast-inbound (44,285) reached threshold (1200)

Jun 21 ©3:02:40.856 [4] %PM-SP-4-ERR_DISABLE: traffic-control error detected on Gi@/1, putting Gi@/1 in err-disable state
Jun 21 ©3:02:40.856 [3] %LINK-3-UPDOWN: Interface Giga@/1, changed state to down

Switch# show interface status

Port Name Status Vlan Duplex Speed Type
Gie/1 err-disabled trunk full auto 10/100/1000BaseT
[sHMI 2]

Jun 21 ©3:03:40.825 [5] %PORT-TC-5-PORT_ENABLE: Giga@/1 enabled by auto recovery timer
Jun 21 03:03:43.217 [3] %LINK-3-UPDOWN: Interface Giga®/1, changed state to up
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© STP 0| &%t LoorP HH
- STP 25t & EfO A LOOP HH o2, AQX|of|A &4t BPDU Tj2l10| T Fkl= H <2, Loopback Guard 5%t (ZE X}Th
L LOOPO]| 2|t M| MH[A CHEZ oSO X; 9tEl 7|5

St
LOOP
(" o o co— c—| [ e s e ® EEEN =
L3 Switch L2 Switch
HEHO HE@ol B =k
spanning-tree enable config STP 25t
spanning-tree mode rstp-vlan-bridge config RSTP 2 E HA
spanning-tree errdisable-timeout enable config STP loopback guard M A| ZE X}IEH 5 XHSSiA 7|5 43}
spanning-tree errdisable-timeout interval <10-1000000> config STP loopback guard®l 2|3+ L E K}EHA| Xt-SSiA| AlZt B
[EdaH]

Switch(config)# spanning-tree mode rstp-vlan-bridge
Switch(config)# spanning-tree enable

Switch(config)# spanning-tree errdisable-timeout enable
Switch(config)# spanning-tree errdisable-timeout interval 60
» STP loopback guard0fl 2|8t ZLE Xt ZMA|l eesec £ ZE XS Al

[Xtot2 ]
Switch# show interface status |include 0/1
Gio/1 err-disabled trunk full auto 1000BaselLX

Switch# show logging
Aug 10 17:32:27.554 [4] %PM-SP-4-ERR_DISABLE: stp-loopback-guard error detected on Gi@/1, putting Gi®/1 in err-disable state

Switch# show interface status |include @/9
Gio/1 connected trunk full a-1000 1000BaselX

[sHH =]
Aug 10 17:33:27.468 [4] %PM-SP-4-ERR_RECOVER: Attempting to recover from stp-loopback-guard err-disable state on Gie/1
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Guard LOOP
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L3 Switch L2 Switch
%2 of Yol I
show logging flash privileged Flash M& & 231 & MAC MOVE &4 0] =tol
show port statistics avg type privileged MAC MOVE 2 I E Broadcast/Multicast E2| = E4 =9I
[MAC MOVE 2™ A]
Switch(config)# show logging flash reverse | include Mac
Feb 14 09:53:08.938 [5] Mac address(10.222.59.1 0010.f3a3.9ef3 Vlanl) move from Giga®/1 to Giga®/52
Feb 14 09:48:38.184 [5] Mac address(10.222.59.11 0011.f4a2.2fe2 Vlanl) move from Giga@/1 to Giga@/2
Feb 14 ©8:40:39.197 [5] Mac address(10.222.59.12 0012.f5b3.3gf3 Vlanl) move from Giga@/1 to Giga@/3
> SSXNOZ, MOVEJl 2MGl= EZEDF LooP R (or O[AEZT) LIEZ HAER
[E3Y 57 M)
Switch# show port statistics avg type
TX| RX

Unicast Multicast Broadcast| Unicast Multicast Broadcast
Gio/1 5s : 325,080 (7] 5 331,770 300 225
Gio/1 im : 325,034 (] 5 331,784 233 200
Gie/1 5m : 325,019 (] 5 331,782 134 132
- Broadcast/Multicast RX EQIAl, PC 10} JI=E 1200pps =1 SUCE ZFR, LooP Y (or OIMEZE) IEZ HHE
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