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H 10-2. ROUTER OSPF B X 8 T2 RO 1ottt 206
H 10-3.AREA 0] L2 Z FHES WU LEILIE MEB HE N ot 207
I 10-4. ROUTE DAMPENING Ol AF2EIE B0 oot 245
B I B o e B e = e~ = O SR 253
H12-2. EE S H RSl RG] B e et 256
H12-3. EE S H RS A & e et 258
H 124, EE SH EIISE E B ettt 259
H 12-5. PREMIER 8824XG AR K 2l & T Al B oo 259
T 12-6. AlAEN E 0 DI A B B e et 260
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H12-7. ANAE AR 22 Bt T G s 261
TE12-8. RMON S5 ittt et e e e e et e e e e e ab e e e e e bt e e e e e bt e e e e etbeeeeeabeeeeenbeeeeesteeeeanres 264
H 12-9. RMONALARMAND EVENT & & B B ittt ettt 265
H 12-10. RMON HISTORY & & L STATISTICS B & .ottt 266
H 12-11. FLOW-RULE CLASSIFICATION S 8 .. .ottt ee ettt e ettt e e ne e 269
H 12-12. FLOW-RULE E 2 L E T s e et e st e st e e ntee e nsae e antanesneeesneeas 271
I 12-13. FLOW-RULE E B GH R B & ettt ettt ettt ere e 272
I 12-14. FLOW-RULE AF I B 8 ettt ettt ettt e et eeaaeebe e ete e 272
H 12-15. POLICY-MAP A A 2 S0 8 L 272
H 12-16. PoLicY-MAP ARl & S8 FLOW-RULE Al B E Lo 273
I 12-17. POLICY-MAP & E/0H Kl B 8 ettt b ettt et e 273
H12-18. FLOW-RULE 23] B Lottt ettt e e bt e e et e e sareeeareas 273
H 12-19. TRAFFIC CONDITIONER A0 A B & ..ottt re s 275
H 12-20. TRAFFIC CONDITIONER Al B & .ottt ettt 275
I 12-21. TRAFFIC CONDITIONER TABLE Z=2] B ..ottt 276
H 12-22. QOS HIOI 2 TR B & oottt ettt ettt ettt enes 277
H 12-23. QOS 2 & MARKING/REMARKING EIIOI S A8 B e 277
H 12-24. QUEUE-METHOD B8 B 8 L it ae et e e snreeenae e 279
H 12-25. WRR-METHOD QUEUE WEIGHT 18 & ... ettt 279
H 12-26. TX-SCHEDULING H1Z B 8 ettt ettt re e ere e 279
H 12-27. 8 Ml INTERFACE 2| QUEUE-METHOD & WEIGHT RS EH & ..ottt 279
H 12-28. CPU RATE-LIMIT ZE S G 8 ittt e ae e s e e st e s e e s nta e e anteeaneeens 281
I 12-29. JIEFFILTERING BB B B ottt ettt e et e e te e eae e 281
B O Y e YA = = = N0 R 283
H12-31. 2T EE B H B O it e 288
H 12-32. MAC THRESHOLD ZHE M oottt ettt re e ere e 289
H 12-33. CPU USAGE THRESHOLD 28 B B 0 ..ottt 289
I 12-34. USER PRIORITY ZHET BB 0 oottt te e 290
H 13-1. SWITCH PRIORITY VALUE AND EXTENDED SYSTEM ID ...ooiiiiiiiiiiiiiiie et 294
H 13-2. SPANNING-TREE TIMERS ....tttteittttieiitttieesstteeesastseeesassseeesansseeesansseeesassesesanssesesssssesessnssesesssnens 294
B =T e = 0 332
H 14-2.FTP £ S5 DOWN/UP LOAD B E O oottt 334
H 14-3. TFTP £ S DOWN/UP LOAD B Z (oot 335
H 14-4. CONFIGURATION MANAGEMENT 8 O ..ottt ettt 336
H 14-5.BOOTMODE B8 L A AE TH AIS BB M oo 338
T A5-1 COPY B ittt ettt et e et e et e et e e et e eaaeeenreas 342

H 20-1 ARP CACHE S S IO ETHE ARP 2 & it 403
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A8 4-2. F AR/AXU Z2HAM SEHE S EE JIBEVLAN e 72
D843 F ARAXM ZHM EEHE F I EE JIBEVLAN. ..ot 73
dg 44 B ES2 Z YU O EX L2 T2 SelE CHOIH A& e 75
Je 45 Bl ES2 YU O EX L2 T2 =l E CHOIH A& e 75
T1E -6, INATIVE VLAN ..ottt ettt e st e e st e et e et e e st e e ssteeanteeeteeeanteeensaeesnteeensaneansenannenans 77
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1) 6-3. DHCP RELAY OPTIONSZ .....uviiiitie ittt eetee ettt e it e e ette e st e e sabe e e te e e etae e sabe e e sateesnbeeeabaeesnbeeesseens 110
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712 6-5. DHCP RELAY SERVER-ID-RELAY S 2 XL .oiiiiiiic ettt stre et 115
212 6-6. DHCP CLASS 7| B DHCP THZ! RELAY w.oiitiic ittt ettt ettt ettt ean s 117
12 6-7. Ol Ml NETWORK — DHCP RELAY AGENT 2t A & e 133
8 9-1. 6 SHX0 EHE S MEots BHE MBotsE SEIHAE 164
8 10-1. RIPS EStUERAT UM 8 L FEE e 199
& 10-2. VIRTUAL LINK LIE R T ettt ettt 210
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T1E 13-4, SELF-LOOP E A BE ittt et e s e s s et e et e be e e te e steeeareenre e ere e 327
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218 15-2. PROTOCOL LIST & B Al PROTOCOL &S ..ottt ettt 345
18 17-1 BASIC VRRP TOPOLOGY ...vviiiiiiieiiiiesitieiteeesiteeasteeestaeesteaesaveessteeataaesnbeessssasssseesnteeessseesnseas 354
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solution .
R —
K&
—
NZ& & JI0IS0 MEHHe e & H8& RAS2 8ot AIAE 290 AHM SESHAH At
22 2> s NS ES MISHCH
2 JI0| == Premier 8824XG 3 HE AKX otEANHE &X& OIS WERA &2 886t 29
ot= U E2Rct IEE MBS S&H2= &t
2 J0IE= oIyl JIEte] HERD 234 L 28 AXLINE Haez st WERA I Xte
2 JI0IEE S5l 2= HER/KIAE 4ol 2L 8202 29 H2ls 4= UL T8t HESH
328 s 2de A= 2HE ofiZol= L2 M3t MetAd G2 &3S0l e J|2H el X
A g JHX D JACH=E HHISHCH
212l S&l 2 (Local Area Networks, LAN) £ 0 E 2 Ul E < 3 (Metro Area Network, MAN)
Old4l, D 0lEHY, JDIDHHIE olE Y e

ol
=<

bN|
=}

oIy A<
ct2E g
TCP/IP Z2&EZ2 &

Routing Information Protocol (RIP) and Open Shortest Path First (OSPF)

Simple Network Management Protocol (SNMP)

Scld HE

ig

Notice Premier 8824XG A9 Xl ot=F012] £X & =) & 2= 2=
2P AIAES St ERI £ X1 JH0IEE & 16| gretth
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Screen displays
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[Key]
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Premier 8824XG AR Xl =2 CtS0t &0 2AECH = ZUl0l CHet =0t Hol B2 = OS2 04
FYE2 Sot0 & £ UL
=g 88 FUE

Hardware Installation Guide m ALX SIEAN &K
m X 2EEH EE

User Guide m NMEHIA HS2 flst 28 38 &8
B AAER2E 22 Y RAES
= 27Xl o Z(Trouble shooting)

b Notice Premier 8824XG A2/ XIE L&t BRUIFAA WEKAL HE0 st =
M EN Y 2 HES2 = H 0| X (http://www.ubiquoss.com)E Sot0{ Ct
ULCH.

Ho
In
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2 (Command Syntax Helper)

Command incomplete.

Switch# showlﬂ
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____S_witch

Switch# show E
arp
authentication
boot

clock

config
config-list
cpu
cpu-filter
cpu-mac-filter
cpu-packet-counter
cpuload
debugging
dump
dump-£file
environment
flash:

flow
flow-rule
history
hostkeepalive
inet-service
interface

ip

lacp

license
llcf-group
logging
loop-detect
mac
mac-address-table
mac-count
mac-threshold
max-hosts
memory
mirroring
mode

ntop

ntp

policy
policy-map
port
port-group
port-mib
private-edge-vlan
privilege
processes

gos
rate-limit
rmon
route-map

Display ARP table entries

Authentication configurations parameters
When system booting, physical port shutdown or not
show current system's time

Show config file information

display config file list

CPU information

CPU Filter

MAC Blocking Table based on CPU load

CPU packet-counter

CPU load information

Debugging functions

dump-traffic

tcpdump log file

Temperature and FAN status information
display information about flash file system
flow-rule

flow-rule

Show all contents of command history buffers
Check the keepalive for the specific host
Display enabled internet services

Interface status and configuration

IP information

Port group information

Set enhanced software feature license

Link Loss Carry Forward group

Show all contents of logging buffers

Enable self-loop detection

Display MAC address table entries

Display MAC address table entries

MAC count configuration

MaxMac Threshold information

MAC count
Memory statistics

(max-hosts) configuration
Port mirroring configuration

command mode

NTOP Web service

show current ntp status

Policy Map Table

Policy Map Table

Port status and configuration
Port-group configuration

Port-Mib Count

Private edge vlan configuration
Display your current level of privilege
Active process statistics

Qos configuration

Display rate-limit control parameters
Remote Monitoring

route-map information

Premier 8824XG User Guide
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____S_witch

/’—//

running-config

sdm
self-loop-detection
service-policy
sflow

snmp

spanning-tree

startup-config

Current operating configuration

Show SDM configuration

Enable self-loop detection
service-policy information

sFlow

display snmp configuration

Spanning tree topology

Show startup config file information

switchport Switching port configuration
syslog syslog

system Display the system information
tc-table traffic-conditioner-table

tech-support

Display general information about the switch

temperature Temperature and Threshold information
track Tracking information

uptime Display elapsed time since boot

users Display information about terminal lines
version Display the system version

vlans VLAN information

vVIrp Virtual Router Redundancy Protocol (VRRP)
whoami Display information about the current user

Switch# show_

PEESY IISS show BEUHE Sotd 2 G310t 20 show HEN 2 = S8 10| 2’ E &
SA5tH G20 20l show B0 CHSt &0l EAIE D HMIF ZE0IHA OIS B3 =82 JI0
glCh.
Switch# showH

show Show running system information
Switch# show
UM 2E = LEQ AEHE €0 AXCHZeEst HFEE BE0] 6HAL O H p'E XD S
0l 78 XM p'Z AMESt= NE SHUHC 2A2ED TS 20| ESEHEL S8 2 AIF st
A2 UA ZAIEHMN AAI ZE0IHAN LSS HDISHCH
Switch# show pH

pdp Global PDP configuration subcommands

port Display port configuration

port-group Port group information
Switch# show p
2.13. S ZEN U4
Premier 8824XG A< X2 CLI= 3N & Oi2t0IHE CF ASEGHA 20, & B E St &
= N2 el et o2 BN H FAH 22 Lot &= BHS st
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solution
=
aE 018 &9
B EESH, 023800 US W
show interface [ifname]
CIEHHIOIAL 0|82 EQotAl &= =% ULt

|: Vertical bar m Oct0IE 2IAENA AS BHEIRC =2 £
Italic &/ m Qg HaS
Bold Al m I LSEoH0F ot HE O
A.B.C.D B PFEAT=E MBEY OIAIE 20
A.B.C.D/M m [P prefix £ 20/ (0. 192.168.0.0/24)
2.15. SgdH o EHE I YL Y
Premier 8824XG A 2| X|= Emacs & SAIS HE JIs2 HSSHLh <E 2-2>= 89 S2 0] Hi3dt=
I 2o BHE BH Y 2L s dgstt

gdg0 o
[Ctrl] + [A] B HNE 2 XMBLZ 0l
[Ctrl] + [E] B HANE S ELZ0lS
[Ctrl] + [B] B HNME S HA FIZ 0=
[Ctrl] + [F] m HAE S SN Y2 0S
Backspace B HA o Bt 2NE A
[Ctrl] + [K] B AT HANZRH =2 ZNA 2XHE AHA|
[Ctrl] +[U] m I HANZRE E2 HSNA 2XE AA
Tab m HHOO YRES X1 [tab]S X 2 prompt Ol A & 2 prefix £
N FHAHIHH I UAS B2 a|¢§§ HAl
m SHOHS HHOE US R EE0N LHOX 222 24
[Ctrl] + [P EE B QRS S BANWSRH Xtdl CHZ 20 JHOHXI2l HE O S0 TSt
Olgd=S HAI
[Ctrl] + [N] £ " (IS HANE ZA
? ® prompt & 0lA AFS JtsSE B0 CIAE EHS HA
m HANOSUH 7E VS ZR, ol BEH O30 &=Eoior & It
ctOIEH 2l AEE HA
B SEEXHO IO HZ E0HA 7E UHIYUS BR 22 prefix E
N FANHS e|AEE HA
26 Premier 8824XG User Guide
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Swﬂch P

A e N

O HAI

Return &= Spacebar & ® --More -- 0l M Return 7| € 2™ C+2 &t lin
= 29

e
=Q ® Spacebar £ =2H O3 HIOIXIJt ZAZH, QE
prompt & E{ 2 & 2t

4r
O
11
Qﬂ
kJ

22. ARIX BEONH 2L

Premier 8824XG AP Xl = <H 2-3>% 20| Uteet AKX BE0 2= X3S0 2 AKX EE0

SOt 2 NO0IH =0 A= #8tol= X0 oF UL,
T2 Xl 80 2=
2c ODETE &9
User 2= Switch > m BESH FEE CA22d0l
Privileged 2= Switch # B AAEIHAHES ES0HHLE Al
B 2tel Hd = A=
Config 2 Switch (config) # AR 2E 4 gES 22
ot HE
Interface 2 & Switch (config-if-gil)# = OIHHOIAS & &HS HE
Switch (config-if-vlanl) #
Router 2& Switch (config-rip)# m RIPO|L} OSPF &2 2IRE =
Switch (config-ospf) # RE20| 3H AXS B
DHCP pool 2& Switch (config-dhcp) # ® DHCP 2 pool 2 &%
b Notice HHN ISZEE= 2t 2EE UEIHE 2XE 240l Premier 8824XG A 2
X2 082S SAE 0|52 Z AMESICH 2 JI0IE 0 = ‘Switch ZEZE
E S SAE 0IELZ M AHZESHLE

AAE 2= Premier 8824XG AR X2 &tF2 &8 & M, 0 K &2 ZTSZEE FoHA
Sl ZSZE=8H 48 ZEA SEXILEM He X0l 2 Us XNE LAE0H AKX &
4 32 HE0)| /o= BtEAl ZEZEE X3 OC SHCE <H 2-4>2 ARXQ HEH 25
AHOICl Ol S & 2 &Y ST
H 24 AKX HEOH 25 AHOIQ] OIS
== a9
enable m User 2=0I M Privileged 252 0|S
B Privileged 252 INAREE S EHR
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/—/

____S_witch

- B

disable

B Privileged 25 0M User 2E2 0l=

configure terminal

® Privileged 2E0lA Config 2E2 0l=

interface ifname

®m Config 2= W Al Interface 252 0| S

router {rip|ospf}

" Config 2E0lA Router 2E2 0| S

exit

m O|&O 2EZ 0l=

end

B L 2S00 A= Privileged 252 01S
m User LEUAME 0lSotAl 2=C.

ip dhcp network-pool name
ip dhcp host-pool name

®m Config 2= 0 Al DHCP pool & 252 0|S

2.3. Premier 8824XG

Premier 8824XG A Xl= HS JIsE
E FO0IM HIZ2I0 2E 6t AIAE S
(@]

=~
e 0l &3

& 3i(startup-config)E2 =&

AP IS

At EHAl U2 =2 E OS image
2 H SHAl 220 &

Notice

|

(==}

i

Premier 8824XG A 9|
£ I 2l OSimage
CEE A0 U2

AN
OlA OIS BIZE & ¢

St0d Primary 2 Secondary
Primary OS image )t 2&
oot

?
o

M >

OoC tc=
@ — T

=
o H

ARIXI2 privileged 2 &

A

Premier 8824XG
management).

BE H4F2 Z30tL, SH B8 =& S CHYst AlIAE
2= QUCH ALIXI0 E536H| |Ie OHE JI28el g
22 LEE S0t & & &56t= A 0ICHOut-of-band

AQIXZ AZSte & U2 22 |AXUA telnet T2 1 Z2 0/ E3t= 240ICH 22 X0 A telnet
HZEES s €59 ZEE XotKNe €1 AHHA ZEE Sol0 H=06t==  &HCH(In-band
management).
2O Xt= otehel LS AL20H0 Premier 8824XG AR X E 22| & == QUL
ZS ZE0 HOIES HZoHA CLI E.
TCP/IP DBt HIERI AW A Telnet A2 2 AFE0t0 CLI &=,
SNMP Network Manager £ Soil M 2t2l.
Premier 8824XG A% Xl= 2% 22l E ot G &0l SAl 85 222 XASH0
28 Premier 8824XG User Guide
\
e 44j---.IIIIIIIII........



SW|tch

solution

102 2& HZ
Z|CH 10 JH 2 telnet A &

24.1. =

k>

HZ

ANAENH WEE CLI= RI45 SHIS OIHY! ZES SotH §=0| Jtsotlt 01 ?IotH 28 &2
&£ = terminal emulation A ZEJ I EME FAIAAHOIE)2 9 E, RS-232 DB9 ZEE X2l OF
Ct. 2 EZE = Premier 8824XG ARIXI2l A2 =M SGIM(Switching, Gigabit ethernet I/0 &
Management Module) 2 £ 0fl & X ! Ct.

|'_O,EA

>t 20l Premier 8824XG A2 XIJt MiSots 25 ZEN 2 2 S HBSH0H 2 HA01 4

HESEEIURD 200 ZZNASE =BT

0
n

Premier 8824XG

." I Out of - band Management

/

Ho
08
0

& 2-1. Premier 8824XG A X ot 2g et A A
b Notice 228 OO AF gte 2 24 T E Tl X2 Premier 8824XG A2 X Gt
S &X JI0IES & X8I HE&HCH

2.4.2. Telnet ¥ &

ANAE 2HT= TCP/IP 2 telnet &% JIsS JHA D Y= FTAHOIEE S50 Premier 8824XG
ALK HEE 4= QUL Telnet S AFEZ01D| f6HN A= ID Y HYUHSE BFGIMO0F ol H, A
2X= BT SHLE Ol A QS IP =AZ JFAI D A0 0F BHCY.

telnet {<ipaddress> | <hostname>} [<port number>]
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Telnet HZ0| 83Xz 8FTH ASX MAKEE S5t
AREES AHGHH ALK User RE2Z SHIHA &L
EStANAE BotE 2010 HAHA 2IAEZE AFE6H0] telnet Off H &
= <2.13. ACL(Access Control List)>& & & x3tct.

2.4.3. SNMP Network Manager € S8t H&
Simple Network Management Protocol (SNMP)E Xl &ot=

Manager)E S0l M & Premier 8824XG A< X E &2

g 4 ACH

ZIEZEDJ X, telnet AtE X+ IH

b Notice SNMP Ofl CHEH I8 382 = <2.7. SNMP>& S & X 56lct
) (] =<
2.5. HE &2 L oS
25.1. AEX FIF L AHA|
ANAE 2= 28 ZEL telnet 2 Sl A ﬁ‘-’rIxIOiI 2701 & £ QCH 20012 oA A X
SS0| 2 26ICH Premier 8824XG ﬁ‘-?l)'(li NEXE FOFH &AH & 2= U0 220 AFE A0 CHoH
A E 2 #EH session timeout Al 2, Access List £ II Jst & QUL
ArE X 22 privilege level & HE& &L privilege level 2 1501 2222 Ot ARZ 0 225811
b

0 Ol 14 AtOI2l privilege level 2t2] 222 ALE0HAl &
enable mode 2 S0{Z = UL, 71 219 privilege level & ==

2 = Sl ME2 A2 XE SS56tH privilege level 0] 1

b Notice Access List Ofl 8t =I1E QI M2 E=<2.11. ACL>E S & X5tet
H 25 ALAXIS MEX FOFL AR HEN

o130 &89 2c

username userID m yserlD MM Config

nopassword = password Jt SC}H

username userID password m yserlD M A Config
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password B ASSE X 22 password E S 2=
username userID password
0 password
username userID password m yserlD M A Config
7 password m 25 35E password £ &2 2L
username userID privilege ®m yserlD A Config

<0-15> nopassword ® password Jt SC}

® privilege 15 0|® Jt&E =2

privilege(privileged mode &5 E)E A=
Ct.
username userID privilege ®m yserlD A Config

<0-15> password password = privilege 15 0| & JI&H=2
username userID privilege =

privilege(privileged mode &6 E)E A=
<0-15> password 0 .
password

B ASoE X 22 password E & F 2=

username userID privilege m yserlD AHM Config
<0-15> password 7 = privilege 15 0| & JI&H=2
password privilege(privileged mode Z 25 ) 2=

Ch.

m 2 SSE password & & H =

username userID timeout ® yser & session timeout Al 2H(&) & & (default Config
<0-600> 20 2)
no username userID ® user & session timeout Al 2+H(2) AHA| Config
timeout ® x| session timeout Al 2H20 )2 2 & S@l

Ct.
username userID access-— m o E user 0l Access List£E & & Config
class <1-99> B sccess-list-num :<1-99> 0|{, standard

ip access list £ 2/0|
no username userID m oS user Ol & ZE Access List = i Xl. Config
access-class
no username userID ® yserlD AHA| Config

= uyserlD Jt root 0| H AFHI S X & 1) password
Jt default password 2 Bt# Cf.

2.5.1.1. AEXH FIH & AHA

b=

Switch# configure terminal

Switch# configure terminal

Switch(config)# username lns nopassword
Switch(config)# username test password test

( )
Switch(config)# username admin privilege 15 password admin
( )

#
Switch(config)# username admin timeout 50
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Switch (config)# end

Switch # show running-config

!

service password-encryption

!

username root timeout 0

username 1lns nopassword

username test password 7 xx1LtbDbOY4/E

username admin privilege 15 password 7 xxizlFI3TBLPs
username admin timeout 50

Switch#

252 WARE LA
Premier 8824XG A2 Xl= AlAE Bot2 2ol CIS 22 2 M2 MARFAEE AIZSHCH
B Enable IHARE
B Privileged 252 202 SO Z AIE

B AMEX HARE

B Z=0[Lhtelnet S Soll AISXH 252 HAIA S [ AME

H 2-6. ARIXIQ Enable IHARKE && HEN

HHO R Qc

enable password . _ .
P ® Privileged 25 AR EE XIF Config

password

no enable password B Privileged 25 INARIEE AHK Config

service password- = password encryption mode £ &% Config

encryption

no service password- ® password encryption mode £ At K| Config

encryption

b Notice ~ AFEX THARIC SFHPS <2.5.1. ABKH £t U A K>S &Dotet

2.5.2.1. Privileged 2E HARE &3

Switch# configure terminal

Switch (config) # enable password lns
Switch (config) # end

Switch# show running-config
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enable password 0 1lns
!

Switch#

2.5.2.2. AR E encryption &3

o M EX0l IIAHE H&F = show running-config BELZ

M
=2
Ct. OIE Xl 6D| 215t Premier 8824XG A% Xl= AR & encryption 2

Switch# configure terminal

Switch (config) # service password-encryption

Switch (config) # end

Switch# show running-config

!

enable password 7 xxEp88GxHJIgc

username lns nopassword

username test password 7 XX1LtbDbOY4/E

username admin privilege 15 password 7 xxizlFI3TBLPs
|

Switch#

Ol

HEH A AN
ouH 29

25.3. ¢
2.5.3.1. A X0l login Al 215 &Y &3

Premier 8824XG AR Xl= AMAEN 50t AFE CH
UBtNOoz2= A2X0 SEZN U= A2 XS ID 2 THA
ANEX 21E T2 E 201 RADIUS 2F TACACS+s2 ot
IOIEHIOIAN JISE AMEX BEE AHESH

+
oin

L=,
it
I
A
o
=
I
=
pal
o

FH

2-7T. NERAS €3 BEN

2 0f g9 ==
authentication login authen- ® tacacs server £ AFE0I0 QIEE &< Config
type chap password £ chap $AIC2Z AS356tH &

&5HCH.
no authentication login B tacacs server & ALS0ot0] QISE AL Config

authen-type password

=
authentication login enable m AISE Q21Z8tAl(local, radius, tacacs)S  Config
El

(local | radius | tacacs) S ENSHC}
B 4 JHXl ol sSYAZ deigh & QUCH
no authentication login B AI2OIEE H4FE QSYA2 AFR6HA|  Config
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enable (radius | tacacs) U= HHGHC.

® jocal QI SHA 2 galh AFEEHCH

authentication login primary m QQHAXMOZR QIZEtS ol=drAlS AASH  Config

(local | radius | tacacs) C}.

no authentication login B RANMOR OIZYEC 2 HXE 0l zgtAl  Config
primary (local | radius | = SHMIBHCE.

tacacs)

authentication login ® radius Lt tacacs £ QIEEL2 E=R Config
template-user userID Dummy user £ X| & & 4= QIC}.

m x| & St= Dummy user = local database
Ol S == 0f JAOI0F St

no authentication login m A XSt Dummy user £ ofl Ml StCF. Config
template-user

show authentication login B QI=BIAIOl = A2t AIEHEE BE=Ct  Privileged
ASL RIS &F
Premier 8824XG AR X|= AIEX 15 SR OZ J|E ALX N SEZNH U= A2 DA WAL
EE MBI &= dst R E &olot= 2 RADIUS A E OlE6t= 28, TACACS+ MHHE
Ol Zct= &0l QUCH 0l 3K LHE MMM OZ AMAZSHHL 25 AIZ0tESE &8¢ = UL
SHILAI 014t hHE AMEY ZFR HAH RE=RIt =2 S YAOZ 2SS A=t local
database & AIE6t0] 21E56t= &R, local database (I SEEA L2 AMEXZ 2SS AZSIH US 2
HERE = 013 Aoz 25S Alxotl, 21E0 Aot ID & HMAREES OAl RESHCH
RADIUS Lt TACACS+ MHHE AIE6tH Q1Sot= 3, AH2 S4IS otAl Roll IES AMEE = 9
CHUS REERE o= 08 YA 2SS ATotl, 2S00 &IHotH ID 2 INAREES ChHAl
SHEHH

Switch# configure terminal

Switch(config)# authentication login enable radius

Switch(config)# authentication login enable tacacs

Switch(config)# authentication login primary radius

Switch(config)# authentication login primary tacacs

Switch (config)# end

Switch # show authentication login

precedence method status
first tacacs enable
second radius enable
third local enable
Switch#
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2.5.3.2. privileged mode &Y Al 15 2y &3

Premier 8824XG A 2| Xl = privileged mode 2 S0{2 [ AL XH0Il CHSE O HE CUSHH dA s
2= QL YO 2= AX0N SEZ 0 Us enable IAKAEE AI26H0 B 2 80| =01 XX CF,
ANEX Q1S T2 EZ20!I TACACS+E 0|20tES 8&FGHH 2212 AHIE A LD JU= HIOIE HI0lA
X =

ol JIS= 322 AEot0 8% 2 et0l =0 &L

I 2-8. privileged mode AFHEX 1S &3 HEHO

=RV €9 ==
authentication enable enable m A& 01F 2 Al(local, tacacs)S & &6t Config
(local | tacacs) Ct

B A IS EAS dE8g = AT
no authentication enable B ASoIEE2 &3 E ol=8tAIS AIZ20tAl Config
enable (tacacs) o = AXBH}

® |ocal QISHA2 gtal ArZ et
authentication enable m RHAMO olsEIg ol=YtAIS AAMEH  Config
primary (local | tacacs) Ct.
no authentication enable B 2AXMOZ OISR =2 MHEHol=8lAl Config
primary (local | tacacs) = G AIBHCH
show authentication enable m OIZSHIAIOl = A2t AIRUHEE E0 =0t Privileged

privileged mode AIZXt 215 &3

geoZ J|E2 ALAXN S

O A= enable HAREE AIZGHH &% AE R E &0lot= L TACACS+ MHE 0l E0t=
t

2HOI UCH Ol 2 JHX HRHE HdHH 2 AESHAU 25 A

Premier 8824XG A ? Xl = privileged mode 2 SEXHE [ AI2 X Q1S &
(=]

SHILAI 014t hHE AMEY FR HAH R4=RIt =2 2S5 YAOZ 2E5E ATt local
database & ALE0I0 QIE56te &%, local database OIA SSEX %2 AEXZ 2SS AESH O3 2
HERE H= 23 HACZ 252 AMEotL, 2SS0 2IHotH enable AR EE THAl R E SHCH
TACACS+ AHHE AtE0IH CISot=E 22, MBI SEIS otXl Roll 1SS M = U2 U8 2
HEPE 2= S BACE 0I5 AlTot, OIS0l 2 IH6HH enable HARAEES LAl & &L
Switch# configure terminal

Switch (config)# authentication enable enable tacacs

Switch (config)# authentication enable primary tacacs

Switch (config)# end

Switch # show authentication enable

precedence method status

first tacacs enable
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second local enable

Switch#

]

254. ds 20N

25.4.1. AEXt st 20

Premier 8824XG A% XI= A ABN E=0t= AFSE X0 CHet st 20 YHS OS] £33 = U
Ct. gEtdo 2= AX 0 SEEHAH U= AHE X2 privilege level 2 HE X2 AIEXN QIS Z2ES
ol RADIUS 2t TACACS+SZ 0|256t0 login 8t 22 2122 AHIE JtXI 2 U= IO IO AN DI
S MEX BEE MESHH privilege level 0] =0 &I Ct.

H29 MEX A& 20 £F HEN

o124 g 2c
authorization exec (tacacs | ® tacacs &= radius NHE S50 ¢1=8  Config
radius) 2 32 HY MBOIA privilege level S &
=Lt
® Jocal A2 &l ALZ &L
no authorization exec ® tacacs E£= radius AH0IlA privilege level  Config
(tacacs | radius) S AKX LT = EHL}.

i~

ANEX HEH 2 €3
Premier 8824XG APIXI= AMEA et 20 &H=Z J[ES ALK
=

t= 28, TACACS+ MHE OlZot= & &0l ULt O

privilege £ 2= 28110t RADIUS MHE 0|Edt= &,

30MX LY S MeNoz AISSIL BF AISotE= 488 4 AUl

SHOLAl Ol &t Y2 AIEE 32 R28&=?le= <25.3.1. AAX 0l login Al 215 98 B&8>0 A&
FE =LY,

Switch# configure terminal

Switch (config)# authorization exec radius

Switch (config)# authorization exec tacacs

Switch (config) #

2.5.4.2. O AE SOt
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Premier 8824XG A?Xl= &0 2 &0l TACACS+ AMHHZ &et 5612 Q& & == UL

FH

2-10. 330 2t et €8 FEO0

2401 =L ==
privilege (user-mode | B OGS 2E0AN AEE HE 02 priviege Config
privileged-mode | config- level & HASHCE.
mode | interface-mode | B <0-15>: HH OO privilege level & 2/0].
router-mode | dhcp-mode)
level <0-15>
no privilege (user-mode | B Y REUM A= BFEAHY privilege Config
privileged-mode | config- level 2 J|IE2gto 2 SASHC).
mode | interface-mode |
router-mode | dhcp-mode)
level
show mode privilege B AN 25 = HFE privilege level 2 £ Privileged
=0
H 211 IYO M5 2T IYO
N Ao 2c
authorization commands <0- B S privilege level 2 2= YHUHE A&t Config
15> tacacs JI &0l tacacs+ M0l 28t SIJHE RESE
£5 4FEH0L

B 0-15>: HH W2 privilege level 2 2/0I.
no authorization commands B tacacst+ MBHO0Il & SIIE QESHA & & Config
<0-15> tacacs E g F st

B 0-15>: HE U2 privilege level 2 2/0].

g0 &t oot &3

Premier 8824XG A2 Xl= HAN et 61t EH OS2 TACACS+ A E 0| E&tCh
FEH RE EZ privilege level 2 2 0{ot1, 208t privilege level 22 & 51 LE HREE &8
SHCH.

Switch# configure terminal

Switch (config)# privilege user-mode level 2
Switch (config)# authorization commands 2 tacacs
Switch (config)# end

Switch # show mode privilege

COMMAND-MODE LEVEL
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user-mode 2
privileged-mode 10
config-mode 15
interface-mode 15
router-mode 15
dhcp-mode 15
Switch#

2.5.5. A& &l

2.5.5.1. A& 2l

Premier 8824XG A 2| Xl= TACACS+ A B0l AlIAE HE LIS

Mo
S
J
o
I
$0
[wl

H2-12. MI& 22| €3 28N

N Ao 2c
accounting exec (start-stop ® AJAE H=Z HHAS tacacs+ MHH 0 IS Config
| stop-only) tacacs 5L}

® start-stop : M& AIZ DL ZE2SE 25 I

= stop-only : Ml& 28 I =,
no accounting exec B tacacs Al A £ tacacs+ Al Config

R
=0

Ol JISotX =0

N& 22l 83

Switch# configure terminal
Switch (config)# accounting exec start-stop tacacs

Switch (config) #

2.5.5.2. ==

r

cl

Premier 8824XG A2 Xl= TACACS+ MHH Ol HE O AlsH LY

8
o
>
Ju
o
a's
$0
[wl

fH
N
3
02
o
2
e
o
nx
02
02
o
2

0
o
=)
nx
02

2c
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,//

accounting commands <0-15> m O & privilege level S 2t= HE {9 A Config
stop-only tacacs & LS 2 tacacs+ M B0l D15 SHCH.
B <0-15> 2 privilege level £ 2|
............ ol
no accounting commands <0- m oS privilege level 2 2t= 3802 & Config
15> 8 L{ S tacacs+ AHI 0l JIS 5K o=
Ct.
B <0-15> SN privilege level & 2
ol.
YO 2| 43
Switch# configure terminal
Switch(config)# accounting commands 15 stop-only tacacs
Switch(config)#
256. 95 AH &3
I 2-14. RADIUS A 83 930
=0 = ec
radius-server host A.B.C.D radius-server & & &HC}. Config
no radius-server host A N &l radius-server A H|SHCE. Config
A.B.C.D
radius-server host A.B.C.D radius-server & X &t(C}. Config
key encryption-key oS server Ol EXE I ALB3Hs
encryption key £ & & &tC}.
radius-server host A.B.C.D radius-server & & &tC}. Config
auth-port <0-65536> o & server Ol =8 [ AF2 5= auth-
port £ & & &tC}t.
no radius-server host oS server Ofl &8 [ AHE 5= auth- Config
A.B.C.D auth-port port £ At HISHCH (A RISl S default auth-
port £ AtE8HCE)
radius-server host A.B.C.D radius-server & & tCt. Config
auth-port <0-65536> key ol & server Ol & [ AH5HE auth-
encryption-key port £ & &BtC}.
o & server 0l E5E [ ALZ0t=
encryption key £ & & &t L.
radius-server key radius-server 0fl & =& [ AF2ots Config
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encryption-key general key & & &t(}.
m server Ofl key It XIHE X £S™H

general key £ AtZstC}t.

no radius-server key m S HE general key E A K| SHCE Config
radius-server retransmit ® radius-server 0fl & =& o] HAIE &5 Config
<l-o> SEHEH.

no radius-server " SFNE WAIS 5142 AT BHCH(default 3 Config
retransmit 3l)

radius-server timeout <l- m & H2/S 20I0I5t= AI2FS XI”EHCH.  Config
1000>

no radius-server timeout m A AHE timeout Al 22 A HISHCE. (default 5 Config

=)
RADIUS A &3

Hed JHel RADIUS AHHE 48 & == UL BN 4383 A2 S&IS ot Roll 2SS ANEE =
SeH 02 M=z 2152 A& et

Switch# configure terminal

Switch (config)# radius-server host 192.168.0.1

Switch (config)# redius-server key testl23

Switch (config)# radius-server host 192.168.0.2 key lns

Switch(config)# radius-server host 192.168.0.2 auth-port 3000

Switch (config)# end

Switch# show running-config

i

radius-server key testl23

radius-server host 192.168.0.1

radius-server host 192.168.0.2 key lns

radius-server host 192.168.0.3 auth-port 3000

!

Switch#

H 2-15. TACACS+ AH &3 HEO
=30l sy ac
tacacs-server host A.B.C.D m tacacs -server & A&}, Config
key encryption-key B OHE server Ol =< M AtEot=
encryption key £ & & &tC}.

no tacacs-server host m S XSl tacacs -server A M &HCF. Config
A.B.C.D

tacacs-server host A.B.C.D ® tacacs -server & & &HC}. Config
timeout <1-1000> key " SC H2S YOI0FstE A2} timeout 8
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encryption-key X & StC}.
B OHE server Ol &= M AHEot=

encryption key £ & & &tCt

tacacs-server host A.B.C.D ® tacacs -server & A &HC}, Config
timeout <1-1000> " SY H3S LOI0FEHE A2} timeout 2
Xl & tCt.
TACACS+ A &H
0 JHSl TACACS+ AHHE & & == QULEH U S8 MHS S&I= oAl Roll 2SS Mg =+

plo S MBIZ 215 S AIEEHTH

Switch# configure terminal

Switch (config)# tacacs-server host 192.168.0.1 key lns
Switch (config)# tacacs-server host 192.168.0.2 key testl23
Switch (config)# end

Switch# show running-config

!

tacacs-server host 192.168.0.1 key lns

tacacs-server host 192.168.0.2 key testl23

Switch#

0

2.6. Hostname &

Hostname 2 2% Al A 2
= hostname It &I 8 &2 222 0|2 M UCH Premier 8824XG A 2| Xl = default £ Al

AEC DHHZS hosthame S 2 AIE6HH 23Xt 012 HEE == UL

¥ 2-16. Hostname & &

%3 0f ag BT
hostname string ® Hosthame 2 B A Config
no hostname ® Hostname 2 default {22 HE Config
Hostname 2 & &8 ¥ H&Eol= EXte G &0
Switch# configure terminal
Switch(config)# hostname P8800
P8800 (config)# end
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P8800+#

P8800+# configure terminal
P8800 (config) # no hostname
Switch (config) # end
Switch#

2.7. SNMP(Simple Network Management Protocol)

SNMP Network Manager = Management Information Base(MIB)S N3
Ct. 212tS] Network Manager = 2cl2 HOIE oM AtEXA CIHHIOIAE
manager £ Premier 8824XG A 2| XIE 22|ot DA & e ARXI2 &4
« NMP QIO M EE H20t)| fdid= AAXI0 StLE Ol &2 IP =4 880| ZR0otCH IP =49

st s
SN S “pe824XG _User Guide /05 & IP 2% && 2 NS & 15tet.

i

H 2-17.SNMP &3 43 2™

o2 0f =k ==

snmp-server contact string m Systemcontact @2 E HE Config
snmp-server location string m  System location 2 S & Config
snmp-server community string m SNMP communityg PP Config

[rolrw ® 0:read only
[host A.B.C.D/M] | ® w: read write
[access-class <I1-99>]] ® AB.C.D/M : host IP address / prefix length
®m <1-99>: standard IP access-list
no snmp-server community = SNMP Community S A} K| Config
string
snmp-server enable traps ® SNMP Trap £ Trap-Host il Hl &&0t&%  Config
[notification-type] SPS

[notification-option] B notification-type:trap _1&

(config, environ, multicast, other, perform,
resource, security, snmp)
B notification-option: 2} trap 1& 0l

=5t HE trap &5

no snmp-server enable traps ® SNMP Trap £ Trap-Host Ol | M%5tX &  Config

CE AN
4" 2o

snmp-server trap-host ® SNMP Trap Host 2t trap 2 M &8 [ AF2  Config
A.B.C.D community string & community £ & &
no snmp-server trap-host ® SNMP Trap Host £ AHAl Config
A.B.C.D
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snmp-server agent-address

A.B.C.D

B ALIX0AM 8ESt= snmp T2 S E2 X Config
IPE X &

no snmp-server agent-address m ALQ[X|HM HE5St= snmp W22 LXK Config

£ XI&EoHX &3

snmp-server trap-enterprise- ® SNMP Trap 2 enterprise OID & Config

oid lnsNotificationMIB

lnsNotificationMIB 22 & &

no snmp-server trap- = SNMP Trap 2| enterprise OID £ Y Config

enterprise-oid trap &=22=2 &%

snmp-server trap-version 2 ® SNMPv2 Trap 2 8&ot=8 A3 Config

no snmp-server trap-version = SNMPv1 Trapg HLEFIEE A Config

show snmp [trap] B snmp &8 S &£ Privileged
® trap:snmptrap &8 £

b Notice Premier 8824XG Ol M *show snmp [trap]]’ E Y

o
>
o
ol
pa
b
rr
>

AR AS == UL

SNMP Community & &

Community string 2 AIAE 0 2 Network Manager /\POIOI 2HHE A 21E JlsS NMSEHTL

Premier 8824XG A Xl= S JHAl &

B Read community strings

B AIAE 2D dZ(read-only)2 2 &
B D=2 )| 88 &F& public
B Read-write community strings
B AIAEN D] Y MD|(read and write) & =
m o= a4D| 2 MI| 4F 2 private

Switch# configure terminal
Switch (config)# snmp-server
Switch (config)# snmp-server
Switch (config)# snmp-server
Switch (config)# snmp-server
Switch (config)# end

Switch# show running-config
!

community public ro
community private rw
community lnsl ro host 192.168.0.0/24

community lns2 rw access-class 99

snmp-server community public ro

snmp-server community private rw

snmp-server community lnsl ro host 192.168.0.0/24

snmp-server community lns2 rw access-class 99

Switch#
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b Notice access-class 882 < 2.9.ACL >& & &olet
SNMP Trap &3

OtLE Ol &S] HIER T &2l H20| 2ESE trap receiver 2 M & E = UL Premier 8824XG A < Xl
= 2= trap receiver 0| Al SNMP trap = &8 & 8tL}.

Switch# configure terminal

Switch# (confiqg) #

Switch# ( )

Switch# (confiqg) #
( )

snmp-server trap-version 2
config) # snmp-server enable traps

snmp-server trap-host 192.168.0.3 community public
Switch# (config) # end
Switch# show running-config
!
snmp-server community public ro

trap-host 192.168.123.100 community hepark

trap-host 192.168.0.3 community public

config slotAdd slotDel GBICAdd GBICDel powerStatus

fanActivateStatus fanModuleEquipStatus

snmp-server
snmp-server
snmp-server enable traps
fanStatus selfLoopDetect
snmp-server enable

traps environ tempUpRise tempUpFall tempLowRise tempLowFall

snmp-server enable traps other change setResponse

snmp-server enable traps perform rmonRise rmonFall bpsRise bpsFall ppsRise

ppsFall sysMacRise sysMacFall cpuMacFilter
snmp-server enable traps resource cpuUsageRise cpuUsageFall memUsageRise
memUsageFall
snmp-server enable traps security remoteConnect
snmp-server enable traps snmp coldStart warmStart linkDown 1linkUp authFail
snmp-server enable traps multicast snoop snoopVlan proxyReport proxyReportVlan
pimNeighborLoss

|

Switch#

b Notice Premier 8824XG Ol M XI&5t= SNMP Trap & 2 ARIXIE ZZSHCH
‘snmp-server enable traps’ FYOZ ZE SNMP Trap 8 &%
& AL S AQ/AXNA XRSHK &L= SNMP Trap 2 UWEE
running-config Ol Z&& =+ QAUCt.
SNMP 79| &&=] 1P 43
AL X0 Al BHLE O] & 2| Network Manager 2 SNMP Packet 2 & &8 [f, 8 &%= SNMP {32!
Ol £ X IPE £3 Local IP address £ A& & 4= QLI

Switch# configure terminal
Switch (config)# snmp-server agent-address 210.48.148.125
Switch (config)# end

Switch# show running-config
|

snmp-server agent-address 210.48.148.125
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Switch#

SNMP Trap enterprise - oid A3

SNMP Trap 2 N Trap &= L= &l Trap 2 L 26t= &S & 2 E enterprise-oid £ Sl

et

Switch# configure terminal

Switch(config)# snmp-server trap-enterprise-oid lnsNotificationMIB
Switch (config) # end

Switch# show running-config

!

snmp-server trap-enterprise-oid lnsNotificationMIB

|

Switch#

ANAE EET &

-

ANABIS 2rRIots MS JIXIE ARS S=28 4 UL

Switch# configure terminal

Switch (config)# snmp-server contact “gil-dong hong. hong@Rlocusnet.com”
Switch (config)# end

Switch# show running-config

!

snmp-server contact “gil-dong hong. hong@locusnet.com”

|

Switch#

NAS 2= 91X &7

Switch# configure terminal

Switch (config)# snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”
Switch (config)# end

Switch# show running-config

!

snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”

Switch#

2.8. ACL(Access Control List)

MM A 2| AE(Access Control List)E MEECEZM HEHA 2elXte AIHUIERIAE Soll &
= EclZol Olol AtLol MYUS SHE & & JUCH 22l Xes Mo MS Ao Uist JI2X0l SH
NZE LS = UD0IE Soll B FHS & £ UCH E68H USSR L2 HNAZRH AAE
2 258 & ULH WA CIAEE= 2URHE Soll BT = WS At HUL HEGH| |l A2
& £& A1 Telent(vty)OlLE SNMP € S¢&t tRH2 =0 E HEE = UL

HNACIAE= EEIPHAHA CIAEDUSH, <1-99>2 HS I &S & 4= UL
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T 2-18. HAHA CIAE 8 Y
== A9 2c
access-list <1-99> m OF|IPHANACIAEE &F Config
{deny|permit} address ®  Source address/network 22 & X
B address ::={any | A.B.C.D A.B.C.D | host A.B.C.D}
no access-list <1-99> m HHA CIAEE AA Config
28.1. WHACAE MH 7=
S &2 g A2 HNY HdASHCE.
BIHE] XA UFAIZUS 242 HY HAHASHC.
Access—list 2 DIXI2O S8l ‘permit any’ & XAGIK 2= & JI2HOZ  ‘deny
any’ JF 8AZ O QUCH.
B Access-list O RHE 0l =0 HAHES otsd oo = & AI0I9 s XU
=dg £ g, ME FIicte 2He= 0FXI2o ol &CEH.
28.2. HZTIPYHAHACIAE L&H
2.8.2.1. SEHHAFE

Switch# configure terminal

Switch (config)# access-list 1 permit any
Switch (config)# end

Switch# show running-config

!

access-list 1 permit any
!

2.8.2.2.

Switch# configure terminal
Switch(config)# access-list 1 deny any
Switch (config)# end

Switch# show running-config

|

access-list 1 deny any
|

46
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2.8.2.3. S SAENANE HAMALSE

Switch# configure terminal

Switch (config)# access-list 1 permit host 192.168.0.3
Switch (config)# end

Switch# show running-config

access-list 1 permit host 192.168.0.3
|

2.8.2.4. S UEAIUKNS RAALHEE

Switch# configure terminal

Switch (config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch (config)# end

Switch# show running-config

access-list 1 permit 192.168.0.0 255.255.255.0
|

2.8.2.5. S UERAIUANL HAAZ HE

Switch# configure terminal

Switch (config)# access-list 1 deny 192.168.0.1 255.255.255.0
Switch(config)# access-list 1 permit any

Switch (config) # end

Switch# show running-config

!

access-list 1 deny 192.168.0.0 255.255.255.0

access-list 1 permit any
|

2.8.3. Telnet HZ0| HAHASIAE &F

UHA ClAE= user E2 HELM, &3 AN

A glAEE 2AR0AM ARXZS LS o8

’

c
192.168.0.0/24 UWIERADN M2 H=0tS 51E6t= Access list £ ME0tH, telnet §&2 Xl
X

FE Mo 2Xe s 20

Switch# configure terminal
Switch (config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch (config)# username admin access-class 1

Switch# show running-config
|
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username admin privilege 15 password 0 admin
username admin access-class 1

!

access-list 1 permit 192.168.0.0 255.255.255.0
|

Switch#

29. NTP&3F

29.1. NTPIUR
NTP (Network Time Protocol)= UIERS S5t AIAECS A2 SOI56te U AR = Z2&
ZO0ICH. NTP = UDP (User Datagram Protocol)?I 0l A SZ6tH, 2& NTP HIAIXI2 A2t EE&=
Greenwich Mean Time 3t & & &t Coordinated Universal Time (UTC)E AtZStLt.
2.9.2. NTPclient mode &3
NTPclient 252 S&06IE S 6tJ| oAM= global E& LE0AM CIS2 HHS AIESHTL
=0 49
ntp server address ® NTPserver £ & & &tCH B IHNK €& It S)
no ntp server address ® NTP server & A K| StCt.
2.9.3. NTP Server mode & &
NTP server mode 2 S&6tE= otJ| fIoiAl= global &8 2S00 A Ct22 FE S AtE st
a0 49
ntp master stratum <1-15> ® NTP master & S&0t& S &HCH.
no ntp master B NTP master 2 M2 S&2 HE=C
2.9.4. NTPtimezone &3
NTP server Lt client £ XIS 0l 2t CHE timezone 2 S &GtH oHEY XFUHA S MEBEE = 3=

et Al2t2 & HAIEHCEH
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g
ntp timezone plus HH:MM P~
Lot &M Al2bS HAISHL

d 8 =l Coordinated Universal Time (UTC)Hl & & & Al2tS

ntp timezone minus HH:MM = A& A& Coordinated Universal Time (UTC)0l & & & Al2HS
th A X Al2ES EAISHCE.
no ntp timezone ®  Coordinated Universal Time (UTC)Z & & &tC}.
2.9.5. NTP summertime &3
X< 0l et summer time(daylight savings time)2 AI&5t= R0| ACH 0l & Al2H0| 21 B &ED12¢
SOt AZIS st AlZFE A AZ2ZE SEH2Z MR oI {8 A 0ICH
a0 &89
ntp summer-time week day = Summer time 0| Al &Gte Y 2Li= HE XN EGHH =2&
month hh:mm week day month 5L}
hh:mm
no ntp summer-time = Summer time S ® &0t Xl Z=Ch
29.6. NTPJIIEFEEN
=0 49
ntp poll-interval number <4-17> m NTP client mode 2 S&& Al, && & NTP server & NTP
request message € M&0t= 262,22 i+~ 2 S&GHH
<4-17>°| HLIE Jt&IT
show ntp ® NTP Ofl CHEH At E B ELY.
29.7. NTP &3 0lAl
Switch#
Switch (config)# ntp server 203.248.240.103
Switch (config)# ntp master 5
Switch (config)# exit
Switch # show ntp
Current time Thu Jan 12 20:40:25 2005
NTP master enable
NTP stratum : 5
49
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Poll interval : 6 (power of 2)
NTP timezone : GMT
NTP summertime : none
NTP summertime start : none
NTP summertime end ¢ none

[1] 203.248.240.103

Switch #
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31 IR

Premier 8824XG A< XIJF Xl

Qo

Pay|

OIE{ IOl A &&

U
02

#ol= QIHHOIA= TS0 ZL0H

[und

H 3-1. Premier 8824XG AR XIJ XI&ol= QIE HIOIA

e

=2
STT

Physical interfaces

port-group interfaces
VLAN Interfaces
Loopback interface
Management interface

= Gigabit Ethernet

100Base-TX
100Base-FX
1000Base-T
1000Base-X
10 Gigabit Ethernet
10000Base-X
Port-group
VLAN
Loopback
Out of band interface for management

2= elgHHolA &3 4

flo

o

Ct

alo

ot 20 AECH

4) Privileged 2= 0| M “configure terminal” @HO=Z Config LEZ &I SHLY.
ME35t0] interface L= & X SHLE.
6) S& CIHMHOIAN CH&t configuration &S AFZ SHCY.

5) ‘“interface” Z¥=
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3.2. Z2& %™}
OIE{HI Ol A & Hd0l sSez 82t E3d8)

interface ifname

Description string

& 2HHO0IAS] 01 8.

3.2.1.

Premier 8824XG WIM&e

_I
Interface name2 CiS 1t &

H 3-3. Interface name

Interface name

ol

_

EHHOIAN OIS 2=
0l interface typeltid2 &4

4 AN
(=]

Ol A interface namesS AIZ8&tCH.

e

Interface type

Interface name

Ol

Physical interface

Port-group interface
VLAN interface
Loopback interface
Management interface

Gigabit Ethernet
10 Gigabit Ethernet
Port group

VLAN

Loopback

Fast Ethernet

gi” + port_id

“gi” + port_id

“po” + port-group id
“vlan” + vlan id

“lo” +id

“eth” +id

gil
gi25
pol
vlan10
lo0
eth0

3.2.2. Interface id
Interface nameinterface typeltid2 &0 interface id=Premier 8824XG AfIX 2 2L
OtCt G20 <H3-4>2 2 224 interface id2l H2J| 2E 1t X &ot= HRAE EWHEL
I 3-4. Interface ID Y X & H<|
Model Interface Type ID32A ID Range Name(0l)
P8024XG Fast ethernet slot id /port id slot id: 1-6 fal/1, fal/4,
portid: 1-4 fa6/1, fa6/4
Gigabit ethernet slot id/port id slot: 7-8 gi7/1, gi7/2
port id: 1-2
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, lo3
management interface id 0 ethO
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P8024G Fast ethernet slot id /port id slotid: 2 fa2/1, fa2/24
port id: 1-24
Gigabit ethernet slot id/port id slot: 1 gil/1, gil/2
port id: 1-2
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 l00, lo3
management interface id 0 ethO
P80O8FG Fast Ethernet slot id /port id FE-TX fall/l, fallé
slotid: 1
port id: 1-6
Gigabit Ethernet slot id /port id slotid : 2-3 gi2/1, gi3/1
portid: 1
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, lo3
management interface id eth0 eth0
P8124XG Fast ethernet slot id /port id slot id: 2-4 fa2/1 fa4/8
portid: 1-8
Gigabit ethernet slot id/port id slotid: 1 gil/1, gil/2
port id: 1-2
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, l03
management interface id 0 eth0
P8524XG Gigabit ethernet slot id /port id slot id: 1-3 gil/l gi3/8
portid: 1-8
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, 103
management interface id 0 ethO
P8624XG Gigabit ethernet port id port id: 1-24 gil, gi24
10Gigabit ethernet | port id port id: 25-26 gi25, gi26
Porg group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
LoopBack interface id 0-3 100, lo3
management interface id 0 eth0
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3.2.3. Interface REE ZETE

interface 8= AMEGIH interface 2& LlstH FlHANE S 22 ZTETE)}
LIEFHCE. Interface 2E0H M= CIEHOIAS St 22 AAGI D HBE 4= UL

Switch (config-if-gil) #

3.2.4. Description 2801

2t CIEHIOIAO THet €82 FOtetth. 0l= @Al 28 X2 IS SI1 ?I8 comment0l = 2totH

= —
show interfaces @3 = AIE0tH 11 ZUE 2 &= UL

3.3. CIHHOIA HE X AEH X3

CIEHIOIAS &d A% FE, At 2 2 S UOIHE X3ot0k & ZE=2 U3 Y9EuE
INE=3=1a0
H 35 QEHHOIA BE Y AR 23 HEN

=0 49 Qc

show interface [ifname] ® interface 2| status, configuration =& Privileged

show port status m 3 = physical interface 2| status & Privileged

show switchport ® physical/port-group interface 2| switchport Privileged

HE =¥

3.3.1. show interface 280§

Iy
>.

o ox o

0lA9 &A AXH(configuration) HE, FEH(link status) & QIE{HIOlA 2t&
OlT| U= S E QI HIOI A CH
Ctd & GBIC2l Diagnosticd

tC = 8tCE)

oy oM
0 o
L X2

Mo o 1o

o

ro

|

I & 32 AMESHCH show interface ¥
StCt. GBIC interface2l 3<% DDMIIs2
QUL (DDMIISOl tHet leé._ P2 1589 48

Switch# show interface

> U

mw
[}

s

ol

gil is down

type 1000Base-GBIC,LC, 10,000M, 1,490nm
gbic inserted

vendor EZCONN

part name ETB43341-8LNT

Rev No Info

SN R00169
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Date 061218

gbic diagnostic

temperature 47.0 'C vce 3.25 Volt

rx power -inf dBm tx power -6.10 dBm
bias 14.1 mA

no auto-negotiation

speed set 1G

duplex set full

vlan ingress check enabled

Last clearing of counters 00:03:54
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped

0 packets output, 0 bytes

Sent 0 broadcasts, 0 multicasts

3.3.2. show port status &0

2E 22l&E ZEQ link A&, shutdown & El, Auto Negotiation mode, & Xl speed/duplex mode,

flow control, Mdix & & Yinterface type0l =& &I C}.

Switch# show port status

ifname type combo admin oper block nego set-speed cur-speed flow-ctl link-cnt
gil GE . . down . manual 1G /full 0
giz GE . . down . manual 1G /full 0
gi3 GE . . down . manual 1G /full 0
gi4d GE . . down . manual 1G /full 0
gi5 GE . . down . manual 1G /full 0
gi6 GE . . down . manual 1G /full 0
gi7 GE . . down . manual 1G /full 0
gis8 GE . . down . manual 1G /full 0
gi9 GE . . down . manual 1G /full 0
gilo GE . . down . manual 1G /full 0
gill GE . . down . manual 1G /full 0
gil2 GE . . down . manual 1G /full 0
gil3 GE . . down . manual 1G /full 0
gild GE . . down . manual 1G /full 0
gils GE . . down . manual 1G /full 0
gileé GE . . down . manual 1G /full 0
gil7 GE . . down . manual 1G /full 0
gil8 GE . . down . manual 1G /full 0
gil9 GE . . down . manual 1G /full 0
gi20 GE . . down . manual 1G /full 0
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gizl GE-T RJ45 . up . auto auto/auto 100 /full 7
giz?2 GE-T RJ45 . up . auto auto/auto 100 /full 7
gi23 GE-T RJ45 . down . auto auto/auto . 0
giz4 GE-T RJ45 . up . auto auto/auto 1G /full 0
gi25 10GE . . down . manual 10G /full 0
gizé 10GE . . down . manual 10G /full 0

Notice OlFRE 2 &3 Atdl0fl CHSt CLI 2™ SHH2 Premier 8624XG S &
b o Z EF &H| AEA HEZ= 220 UolAd= e BIOlA OtolCl
<Z-4>8 #16t0] HEolJ| ettt

3.3.3. show switchport @& 0{

Switchportet2HE A& 2E=2 S&Gt= portXport-groupS 2L sHCt. Show switchport
Y= 2cl® EZE Lport—groupllswitchport &It &S E L. Switchport 20l= mode,

native2tagged vlan list S0l Z& & Ch.

Switch# show switchport
U : untagged packet drop
IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST

gil access 1
gi2 access 1
gi3 access 1
gi4d access 1
gi5 access 1
gi6 access 1
gi7 access 1
gis access 1
gi9 access 1
gilo access 1
gill access 1
gil2 access 1
gil3 access 1
gil4d access 1
gil5 access 1
gilé access 1
gil7 access 1
gils8 access 1
gil9 access 1
giz0 access 1
gizl access 21
giz2 access 22
giz3 access 23
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gi24 none .
giz5 access 1
gize6 access 1
pol access 100
Notice U Z HAEE=E 3= dlg 2IEHHOIAMNAM untagged-packet-drop €
b HYMUZ2 FR0/CE 0] FE S Sdll trunk LEWAM untagged-packet 2
drop A& == ULt
=] d X
34. =c|H ZE 83 &3
Scld L E(physical port)2 &8 &0 AI2%= B8 0H= <E3-6>1 2Lt
H36 2cl®y LEE#AF &F HEHA
o124 g 2c
shutdown » Ec|H ZEEZ disable/enable interface
no shutdown
auto-negotiation ®  Enable/Disable speed auto-negotiation.  Interface
no auto-negotiation
speed (10]100|1000) ®m speed & interface
speed auto
duplex (full-duplex|half-duplex) ® duplex mode & & interface
duplex auto
flow-control = flow-control & &/l Xl interface
no flow-control
3.4.1. Shutdown
=c|& ELEE disableAl2!Ct.
2cl& ZEQ| shutdown&tElE & 0152 ™ show interface WA AIESHCL.
Switch# configure terminal
Switch (confiqg) #
Switch(config) # interface gil
Switch (config-if-gil)# shutdown <- disable port
Switch (config-if-gil)# no shutdown <- enable port
3.4.2. Block
oY LEE block AIZICH O] 22 AU link = &0 UA2LE, ECHEOl S EX| E=L0C1.
Switch# configure terminal
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Switch (confiqg) #

Switch (config)# interface gil
( # block
(

Switch (config-if-gil)# no block

Switch (config-if-gil)

<- block port
<- unblock port

3.4.3. Speed an duplex
Premier 8824XG UIAl 2 interface XI&dt= speed= ChS 3t 2 L.
Type auto-negotiation | speed duplex
100Base-TX on 10/100/auto full/half/auto
off 10/100 full/half
100Base-FX off 100 full
1000Base-T on 10/100/1000/auto | full/half/auto
off 10/100/1000 full
1000Base-X on 1000 full
off 1000 full
10000Base-X off 10000 full
speed, duplex & & Al TS AI&t2 F=2|5t2t.
> 100Base-FX 2| &< speed && 2 ULt
> 1000Base-X 2| 22 speed &2 8110 Xl auto—negotiation off/off 2t & & Jt=35t0
auto—negotiation on Al ZAHO0IE0l otLtEH HELHE LZ0M 25 link down 0l 2 XI&Ch
(remote fault 2 XI)
> Orok(f| 22 0| auto—negotiation 2 XI&dtH, auto-nego E AHESICH &, SHE0I2tE
auto 25 E KIJoHAl E2H 22 D% manual 2 AHE 8L
3.4.4. Media Type
Premier 8824XG 2| gi21, gi22, gi23, gi24 ZES2 RJ45 2t SFP = XI&0ot= Combo ZEOI|LH.
Combo E E 2| mediatype S Z&GtJ| ®lal, 2 CIEHHOlA S =0 A media-type ZE HE AtSStCH.
=c|& L E O media type 2 & 0215t21™ show port status S HE AISSICH Combo ZEC| [|E

media type 2 RJ45 0| Ct.

I 3-7. media-type &8 FE
g3 &9 2ec
) ® Combo 2 E 2| media type  type (rj45 | .
media-type type interface
sfp) 22 B
_ B Combo EEZQ| media type 8 CIEE .
no media-type interface

type 21 rj45 2 HH
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Switch# configure terminal

Switch (confiqg) #

Switch (config)# interface gi2l

Switch (config-if-gi2l) # media-type sfp <- sfp mode
Switch (config-if-gi2l)# no media-type <- rj45 mode

3.5. Storm Control

Storm ControlO| 2t broadcast/multicast/unicast storm@& QI8 AAEQ WLFE X6
f5t0f BEREWAE/HEINAE/RLINAE EO| AIAEY RedSe HE lsg
2SHCH.  Broadcast/multicast/unicast  storm&broadcast/multicast/unicast  TH2!0l  MESI0
flooding®l O UCHEt EEICZ QI8 HHER AL A52 NHotAI = SAS Lol =

A Q2L UERT & 832 2RI 0ldd SHAS FEAIZ &= UL

Premier 8824XG =input port2broadcast/multicast/unicast packets %= &0l 0|18 & &

threshold@t Bl ] O|&Q EZENAE/HEINAE/RLIHAE EciEHE AIAENH 2 AIDIX
o0 Hiolstlh.
=) &9 gc
= Storm Control 2| & # & & Bandwidth 2|
storm-control level value _ interface
HAEzZz &8
no storm-control = Storm Control ol Al interface
® Storm  Control CH&M0l  Broadcast
storm-control broadcast o interface
packet & L&
® Storm Control CH&OAM  Broadcast
no storm-control broadcast interface
packet £ Xl H
storm-control multicast ®  Storm Control Al Multicast packet & & interface
) ® Storm Control C[H&0lA  Broadcast
no storm-control multicast interface
packet & XIH
storm-control unicast ®  Storm Control Al Unicast packet £ £ & interface
) ® Storm Control CH&H0l Unicast Packet £
no storm-control unicast interface
A
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3.6. Port mirroring

Port mirroring® S& port(source port)2 L= EEHES 2EXIH A& SHX ZE
mirroringot= JIS2 2 |ote ZEQ B 3ls 2dAIE = UL
Premier 8824XG =rx, tx ESHES 22 02 AA ZEZ2H1IHS port E2 cpuEmirroring& 4=
RULCH.
o130 Q| [
mirroring rx-target ifname <0-7> m 2/ I§2!10| mirroring 2 port £ X & config
mirroring tx-target ifname <0-7> m = Q1§21 0| mirroring 2 port £ X & config
mirroring rx-target cpu m QL= IH2! S cpu £ mirroring config
mirroring tx-target cpu m =L = IH2! S cpu £ mirroring config
. _ B oY EEQ 23 Ii2IZ2 mirroring
mirroring rx-traffic _ interface
SIS 43
. i B oY EEQS = Ii3'Z mirroring
mirroring tx-traffic _ interface
oteE 43

Notice /2l mirroring rx-target cpu JIS2 &6t S& physical & HOI A0
E0H2= W3E cpu 2 mirroring &3 , “tcpdump - cpu0”

=
=
command € 0|25t QI = W3S B LE = QUL

3.7. 2AHS HHOIA &#E £3F

2HZE CEHHOIA=2HE A2E RE(IEEE 802.3 Bridged VLAN)Z S&ote EHBHIOIAZA
Premier 8824XG AR XA = =cl& EE 2 port—group interfaceJt 0l &

0 2IM=2HE AEHHOIAS g Z2|& EZEQ port—group=22H3S
gdE02t 1 HE E BEHEC

3.7.1. VLAN Trunking

A2IXe T2 UWIERKZY HHl(router, switch) AOI2l point-to—point
549 VLAN EdiZg dSE £ U2l 0/IE Sot VLANES A
HEKAZ0 2t&E = UL
Premier 8824XG ARIXl= 2= 0lHY! CIHMHIOIAO 802.1Q trunking encapsulationE Xl & 6tH
single ethernet interface £= port—trunk interfacellltrunke & &g = UL,

-
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3.7.2. 2H3 AHHOALZE

Premier 8824XG A XIJt N&dt=2HE CIHHIOIA 2E0= 813 20| trunk 22 access
DI AUCH

H 7. Premier 8824XG AL XIJt XI&ot= 2 HE QEHIOIA 2E

2c 49
switchport mode access ® non trunking mode.

® pative vian 2t &3 Jts
switchport mode trunk = trunking mode.

® 5tLEQl native VLAN 1t Ch==2| tagged VLAN & & Jt=

3.73. 2AHS AHHOIAJIZ €3 &

o

b
Hl
Im
HA

Premier 8824XG ARX= = = port—groupOllayer2 interface2 &&E I ISt
J

22 J|2(default) && 3=

H3-8.2H3 2HHOIA DI 2 & gt

= &3 gt
interface mode switchport mode access
native vlan VLAN 1

3.7.4. 23 HHOIA F/6HA

2HE QHHOIAZ &8 L oliKiot)| ?et BE0= T

0o
1]
my
O

H39.2H3 BHHOIA ZF & oK HEO

o130 Ao 2E
switchport Layer2 interface & & interface
no switchport Layer2 interface off Xl interface

OIHMHIOIADN RE=22HZE= QUHHOIAZ EFIH2HZE QEHHOA JI2 &F S JHXNAH
CIH2H S CIEHOIA &X0| SHME ™ VLAN &8 22 25 iMSCH 2HS EHHIOIA M=
=cl&® LEE port—groupingsot 2 AF & [ HE&tCF.

b Notice Premier 8824XG 2AfXQ FJ| #F2 ZRE =2d& ZEJ 2 HS
OIEHIOIAZ 0] UCH
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3.7.5. Trunk port &3

22|l® ZE &= port-group QEHIOIAE2H S EE EE(layer?2 trunk port)2 E&35HD| fI&t
HANH= O 20

H 3-10. Trunk port &3 YA

B0 &3 2c

switchport mode trunk ® trunk mode & & interface

switchport trunk native <1-4094> ® trunk port native VLAN & & interface

no switchport trunk native = trunk port native VLAN £ default 2 interface
&3

switchport trunk add <2-4094> B trunk port tagged VLAN S interface

switchport trunk remove <2-4094> ® trunk port tagged VLAN A} Xl interface

switchport trunk remove all

S22 =cld ZES2HE Ed3a ZEZ #Hdt= 0l0ICH

Switch# configure terminal

Switch (config)# interface gil

Switch (config-if-gil) # switchport ! layer2 interface set
Switch (config-if-gil) # switchport mode trunk ! trunk port set
Switch (config-if-gil) # switchport trunk native 2 ! native vlan set
Switch (config-if-gil)# switchport trunk add 3 ! tagged vlan &5
Switch (config-if-gil) # switchport trunk add 4

Switch (config-if-gil)# end

Ct&2 port-group QLIEHHIOIAS2HE EE ZEZ ZF5t= GOICH
Switch# configure terminal

Switch(config) # interface po2

Switch (config-if-po2)# switchport ! layer2 interface set
Switch (config-if-po2)# switchport mode trunk ! trunk port set
Switch (config-if-po2)# switchport trunk native 2 ! native VLAN set
Switch (config-if-po2)# switchport trunk add 3 ! tagged vlan &5
Switch (config-if-po2) # switchport trunk add 4
Switch (config-if-po2)# end
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3.7.6. Accessport &3

Ja
Hl

E £ = port—group CEIHOIAE2HS access port2 86| ¢ 0= UsSH

My fHo

[

H 3-11. Access port &3 HH 0

=N 49 gt

switchport mode access ® access mode & X interface
switchport access vlan <1-4094> ® pative vian & & interface
no switchport access vlan ® native vlan S default 2 set(VLAN 1) interface

S22 22l&E LEE2H S access port2 E&&ast= 0lO|C.

Switch# configure terminal

Switch (config)# interface gil

Switch (config-if-gil) # switchport ! layer2 interface set
Switch (config-if-gil) # switchport mode access ! access port set
Switch (config-if-gil)# switchport access vlan 5 ! native vlan set

CtS2 port—group 2IEHH O|AE2H S access portE & & 5t= 00| CF.

Switch# configure terminal

Switch (config)# interface po2
Switch (config-if-po2) # switchport mode access ! access port set
Switch (config-if-po2)# switchport access vlan 5 ! native vlan set

3.8. Portgroup

3.8.1. Portgroup K

Port group Olgt (i E2l& LEE StLICS| logical grouplzE RHAM HE =2 &6t &3
0| =3tE &20olD| ol AFZSHCH. Premier 8824XG A XA port group IEHIOIAE2HES
OIHHOIAR AIRE &= QL.
Premier 8824XG A X2 24 &% Jtsst port group == Cr 10+ 2 Ch.
24 port group == & & =] port
P8824XG 30 8
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3.8.2. Port

configuration

Port group &8 2 ?I8t B8 0= S &0

H312 XEJEEL£F HEN
=Y 49 2ec
port-group ifname protocol none ®  static port group = A StC}. config
port-group ifname protocol lacp m LACP 2 SX6l= port group 2 config

M 5L

no port-group ifname ® port-group € 4K HCH config
port-group |b-mode layer2 ® |oad-balance Al MAC =AZE &X. config
port-group Ib-mode layer3 ® |oad-balance Al ip field & & =. config
port-group Ib-mode layer4 ® |oad-balance Al tcp/udp port % config
port-group ifname = port group & & Interface *
no port-group = port group ofi Al
show port-group " portgroup & = Privileged

3.9. MAC Filtering

3.9.1. MAC Filtering I

L2 SwitchingAl €& MAC AddressOll CH&! trafficS XtEtoldl fI6H MAC Filtering JlsS AFSSHC.
MAC Filtering2VLANE & & & JtsotLh.

3.9.2. MAC Filtering &3

MAC Filtering &&= I8t Jl2 280 = U3t 20
H3-13.3HS ClHHOIA &8 &3 HEN
a0 49 gc
mac-filter vlan-id mac-addr (all- ® MAC Filter add config
drop | dst-drop | trap)
no mac-filter vlan-id mac-addr ®  MAC Filter delete config
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3.10. CPU Load 0fl t& MAC Filtering

3.10.1. CPU Load 0il & MAC Filtering M2

8824XG OIA S CPUMEHOI [etAd 23 & VLANOI MAC Filtering JlsS &g = UCH 0l
ClIhA =& Ratedt 8= Source MACOI OiollA XI&EE Al2ZtetE EfEHES G1E0tX @=L
Cetd S8 EcHE0l U8t RateE B =ots S2 HIZSXHQ AS0 oA AFE O

= QU =0

3.10.2. CPU Load 0fl I+& MAC Filtering &&
H 3-14. CPU-MAC-FILTER 2& Z&0f

o130 A9 2c
m E

cpu-mac-filter

E3d vian 0l Uil A cpu-mac-ilter J|s& interface

Enable Al2!Ct.
cpu-mac-filter " X vian 0l CHoHA broadcast/multicast Interface
(broadcat|multicast) o2 of st cpu-macfiter IS
Enable Al2!C}.
no cpu-mac-filter " 3 vian 0l CHoH A cpu-mac-filter J|SE  Interface
Disable Al 2! Ct.
no cpu-mac-filter m S& vian 0l Ci3HAl broadcast/multicast Interface
(broadcat|multicast) IH2'0l CHE cpu-mac-fiter JIS2 Disable
AI2ICH.
cpu-mac-filter cpu-load <1-99> m MAC-iltering £ =X&AI2 CPU Load config
threshold £ & & &L},
no cpu-mac-filter cpu-load m MAC-filtering & ZX&AlZ2 CPU Load config
threshold £ default £ & & &tC}.
cpu-mac-filter  packet-threshold m MAC-filtering S =&AIZ MAC 0l CH&t config
<1-5000> Threshold Rate £ & & 5tCt.
no cpu-mac-filter packet- m MAC-filtering £ H&AIZ MAC 0 CH&h config
threshold Threshold Rate £ default 2 & & &tC}.

cpu-mac-filter duration <1-1440> = MAC-filtering 2 = & Al2! blocking duration config
time Ol CHol Al EEH?IZ & F &L

no cpu-mac-filter duration ®  MAC-filtering 2 & & AlZ blocking duration config
time Oll CHoH Al default 2 & & LY.
clear cpu-mac-filter <1-4094> m Cpu-mac-filter 7} €& & vian Interface 0l privileged

Ch et Filtering 8 2 € =713t AlI2IC}.
show cpu-mac-filter information ® Cpu-mac-filter 2| &
Interface Ol CHoH A 2 04 &C.

i

NANYE 2L AAFS  privieged
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show cpu-mac-filter table m ST macfiltering 0l & & & source mac 0ff privileged

et 328 20 =0

CPU-MAC-FILTERING & & d Enable & A0 Default 222 A& = mict0lE 20l
OloiA S&GHH =L O] g2 HEE H=20l= {12 HOIZSHAM &8t 2410 20| config 2 =0l A

puload 0l CHol A & & &

T
4]
o
> m
0x
rn
0x
H
[
wn
>
(@]
=

blocking duration time 1t packet threshold &

O

cpu-mac-filter information 2 Sall &021& =+
show cpu-mac-filter table & Solf &elg == UL},

3.11. Switching Database Manager

3.11.1. SDMIiK

TCAME 8824XG HA 11£2=2 Forwarding Table Lookupdtd] I8t SE8t H22lg = = UL,
Switching Database Manager (SDM)2 Ternary Content Addressable Memory (TCAM)Oil
MEZO X= Layer22t Layer32l Switching Informationtl CHallAM 22lsts 9&2 §HCH 0l
HUlA=E TCAMS XIS SUEOZ 2H2|ot)| 2 SDMO| &X 2l oAl L0t=2CH.

3.11.2. SDM &3

2 Memory € &Y StH ECh OE =0 “gos mode’2l 2 = Traffic Conditioner £ &3l
HET= Entry Ol O 22 Memory E €Y ot T4, “route mode’2] Z< = Next Hop
HET = Entry Ol O 22 Memory E &Y ot =L S35l “sram mode”2| &< & routing entry S
S0l MY Zi=mode E ZELUCEZMN N2 ALQE A HI GtULH. &8 & SDM 2= US 2E
AN HEECL OSS SDMOUIM AFES= 30l CHolAM EYdll =AU

H 3-15.SDM 2 d3E0

Mo M
Om
%

= 49 2Cc
show sdm prefer m 28 A H2& SDM mode 2 88 & privileged
show sdm prefer {default |arp | m 2t DE° SDM AL & privileged

gos | route | sram}
sdm prefer {default | arp | gqos | 2t REZ SDMEH config
route | sram}

]
N

66 Premier 8824 XG User Guide

e ——
// ~



solution

_____S__witch

. e

3.12. Traffic-control

3.12.1. Traffic-control I} 2

S ZENAN ULIS ENEOl RSe HS YXoHI] /s 24X HXIO0ICH oA EcHE 0| A9
Eciol STH Y ZEQ EcHE S XSHEHCH EciE 20| Holl& & Olot2 E0 SH T
A AEIZ S st
3.12.2. Traffic-control &3
Traffic-control 8= st J|2 FE = L2 20
I 3-16. traffic-control & & HE
a0 =) ec
traffic-control <10-1400000> oHL LEC EHZ pps =R Z HFEHCH interface
<10-1400000>
traffic-control <10-1400000> olY HEQ EZiEZ pps &2 &FHGHH, interface
<10-1400000> alarm-only NEHER ECHE 0O|AQ EHEI0l ST ™, HY
LEQ EfEZ XHGHAl &1 syslog 2F snmp-
trap 2t = LA SHCY.
no traffic-control oHE ZE2| pps EcHEZ XSS ol MISHTH interface
show port traffic-control olE EE Q| traffic-control 82 E £ 6t privileged
3.13. ZEHH &3
S8 QHHOIAL & ZEQ LE & 2 queue HIM HEE = A= packet =8 =& el ZE
HHO| B Fastethernet LEN 2t HEZE L}, giga MM fast-ethernet 2 EHE Y &Gt 32
0 2t0] &2 AR packet =40 A& 2= QUOM, 0| A4S AH otH =AS =2 £ Q. Btz
0l gt2 3 dt= 2 qgos HEEA| high priority queue EcHZ 0l =40] &4 & == QUCH 0l Y
no EHE AtE0HH 4&8= ol Ml & = ULCH
H 3-17. traffic-control &% 3N
EETY g ==
tx-buffer (1G [10G) <64-510> 1G/10G QIEHIOIACl &2 LEWAM HEE 4 privileged
<64-510> A HIHO MY CIAIYEHS 0t
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s LZ2E B =gty CIA3EH
ZIMHgt2 242 400 OI Ct
no tx-buffer (1G|10G) 1G/10G Ol HIOl A2 tH I Z gtk privileged
CA3sH ZUgts CO=ZEQY 400 2=
23t

3.14. LLCF (Link Loss Carry Forward)

Premier 8824XG 2| LLCF J|s& LLCF Group 22 2t2lotH, 22|& ZE &= o+t LLCF Group 2

Uplink 2 &= Downlink 2t Jt & = QUCt LLCF Group 2 2 Group 0l & & & 2 & (Uplink mode,

Downlink mode, Bi-Direction mode)0fl (2t 2 =2l &3 AH/CH2E 22l St

H 3-18. LLCF mode & S&

LLCF Group mode Case Action

Uplink mode Group 2 2& Downlink BHH S0l Group 2 2= Uplink 2SS &3
dacdds o Ch2 AlI2ICH
Group 2| Downlink @It &3 LLCF JIs2ez &3 2 Uplink
HEUS [ =2 &3 A Al2ICH

Downlink mode Group 21 2E& Uplink BH S0l Group 2 Z2E Downlink HEHHES
datigdgAs o 23 CH2AI2ICH

Group 2| Uplink 2 S 0|

AL AS I

23

BH==S 3 ¢

LLCFO|s22 &3 2% Downlink
AlI2ICH

Bi-Direction mode

Uplink mode + Downlink mode

H 3-19.LLCF &3 ¥E80f

a0 49 ec

llcf-group group-id enable group-id € 2= LLCF Group S enable &tCt. config
8824XG = =4 12 JH 2| Group = KI& &tCt.

llcf-group group-id disable group-id £ 2t= LLCF Group £ disable tC}. config

llcf-group group-id set-mode group-id 2 2= LLCF Group 2 mode & config

mode S H B

llcf-group group-id uplink Y XEEZE group-id 2 2= LLCF Group 2 interface
uplink 82 S=8tCH.

llcf-group group-id downlink HY ZEZ group-id 2 2= LLCF Group 2 interface
downlink 2H 2 S=E &L},

no licf-group N TEZ A=S LLCF Group Ol Al MIABLCE.  interface

show llcf-group LLCF Group U & ZE Q| 2 E =St privileged
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Jtal LAN(OIol VLAN)2 UWERII MBS elAAS =2|H 22 1S3t HO0ICH 0l AFEXH2E 2l
AAE ARAXL ZEN HZE0 UCHL VLAN S 2SE22ZM B2 A2t 220t UWER T 22
A0l SOIoHNH EZ2=HAE EQEHE MOUE2ZM UIERIDS & SItetl.

Ol ZllldeE TS HEsS UELH

VLAN JH 2t

VLAN 2| & &

VLAN & &

VLAN €& & B 2| (Displaying VLAN Settings)

4.1. VLAN J{&

=22 HOZ 52 LAN &0 fXIotH S4lote AHE 20l EXE2 8= “It4 LAN(VLAN) O]
g S0{Z ESSICHL VLAN 2 0™ D5, 28 52 S50 2o =clHez 2250 U2 VLAN S
2 E2fZO| E2II= A2 &Ko, 22 VLAN o ZH|WAHZ 2 EclEE S46HH UERIAS A
SS EAAIIE BEE2CAE ':IHIOIOIU = VLAN 2 AFE5H3 VLAN Al 12 E (segment) It 6t E 3
Hel Scl&Eol HZ0 2ol 2 & Al 21, 22Xt 2t =2l &2l OS50 2o RASHAH A2 & H &
Ct.
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____S_witch

4.1.1. VLAN &9
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4.1.2. VLAN S #3
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4.2. VLAN Q2 =&

Premier 8824XG A Xl= =0 4094 JH2l VLAN 2 XI&SHCH VLAN 2 T2 JIE0 et M- E
Ct:

£22/& X E(Physical port)
802.1Q Eff J(tag)

A7 JESO 28

4.2.1. IE J|8t VLAN(Port-Based VLANS)

ZE JIBFVLANOAE AR &L £= 10 0|A° ZE JE0I VLAN 0| 20| SHECH ZE
VLAN O] Y& ARX ZEE ac otLISl access ZE= @& olLe ZE
VLAN 0|2t £8tH0 D28 e s 2= 2E=V (default VLAN)2| access ZE 2 &&= Ll

o
o)
0
7]
Hl
Im
o

Z il

= My O
[w

OlE SH, <2 4-1>°| Premier 8700 Series A XI0lA 1, 2,3, 4 ZE= VLAN A 2| access ZE
119,10, 11, 12 L E= VLAN B 2| access T EZ &=t 12|10 5,6,7,8,17,18, 19,20 L E
VLAN C 2| access LEZ & 9| &HC}.

_VLAN C

[ B |22.24.
| N | |21.23.

: B sFr
VLAN A VLAN B l RJ45

& 4-1. Premier 8824XG AR XIS EE J|8F VLAN 24 0f
Mz CHE VLAN 8] 2H R E0] SAGH| A=, 8IS S0 SCIEZ 22 1/0 22 R 20|
P

tJ
Ccte Zd g2 AAX0 2o 428 ZIo0F et 012 2212 VLANO| R et |
ctH QIHHOIAZ 2L 0 0F &S 208t
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7) 2 A2IX0IM VLAN Ofl CHSH access LEE &t SHLE.
8) U ALAXINAM VLAN Ol & access LE = GHLIA S AIE6IH & ARIXIE HOI=2E2 AZ 6
Ct. 0424 JHSl VLAN € HZ5td ™, 21212 VLAN OtCH A 0122 ARIXIE HZ0H0F STt

<8 4-2>= A2 TE 212 Premier 8824XG ARIXIE GtLISI VLAN 22 = 2= S0 EL
HH AKX 12 402 ZE=VLANAZ ZEEHE & ol 4

VLAN A 2| access TEZ Y50 UL F ARX=E <08 4-2>2 20| &S HATHK 5tLH2
CHAE SHeIE2 84860

SWITCH 1

LT T T e B
]
TITIEET TR T T B

SWITCH 2 VLAN A

4----M----M-h h|

|----M----M-h hl

JI8H VLAN = ddoted®, 21219 VLAN Off CHol A A
FEICH D2l 2 ARIXIAM HAHE

<8 4-3>2 5 2| Premier 8824XG A X0l 2HM &&8&E = 5 JH2 VLAN 2 EWHECH A</ X
10 Z2E 1,2, 3, 4ZE= VLAN A2 access L E0|1] 11, 12, 13, 14 )X ZE= VLAN B &
access TEZ ST QULCH.

72 Premier 8824XG User Guide

e ——
// ~



SW|tch

solution

IR e B
[ | 17| HE N -|21.23.

VLAN A VLAN B

o NN NN .
EE EEEE| /| EN

SWITCH 2

0843 S AXO 2HA BE S S EE |8 VLAN

VLANA= AKX 12 ZE 110 AKX 22 EE 22 HES Sol AKX 10 AR

ARAX 1 ARIK

S
N

uw o

J
J

p 1
[m)

1
rnr:

A
VLANBE= AQX 12 ZE 1110 AKX 22 LE 22 AHOIE HZE ALK

Olgd &3 LS AIE20otH, i JHel ARXIE OI0IXl M Ql(daisy-chain)2 2 HZodt= IS VLAN
2 MAHS £ QUCH 2 ARX = 222 VLAN 2 HZ 2 /8t 82 access ZEE JHAIHH, 8 & access
TEE= S AAX0 A VLAN 2 access EE 2 A A=},

4.2.2. EH1 VLAN(Tagged VLANS)

Eil 2 (tagging)= Ethernet Z 2|20l Efi J(tag)ct= H Xl(marker)S & & 6t= A2 O0ICH EH0E M2
Ol VLAN 2 Alg51D| 9 8F VLANid JF Z &=l [},

b Notice  802.1Q E{ ] T3 Y2 ALZ5tS IEEE 802.3/Ethernet T2 o 20 3
JIel 1,518 HIOIEELH 22t 2 Z s YMAIZ = UL 0lA

802.1Q £ XI&otXl &= ChE ZHIS =T 0ld It2H0 &S
= USH, L&t 2200 802.1Q E XI&otA ¥= EclXg 2t<H
SNttt UWERD 38 2ME OJIE = UL

WA 1o

I'jQ

J

4.2.2.1. EH 1 VLAN 2] AZ(Uses of Tagged VLANS)

1= Hdd ARAXE F= VLAN S ddot)| Aol JtE L2 Z AIEE
otH, Odcd JHSl VLAN O| GtLtE Ol&tel EEHAE A &

00
Ql
2
1=Jl
@
oo
uo 10
Ok
1
ot
1> rr
o
[
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<% 4-3>0A &8st AXE ZE JIgt VLAN UM = 2 VLAN E2 ot &
SIXIE H 20k &CH SHAIRH

Odd JHSl VLAN S M4 E == QUL
Ef 1 VLAN 2| &£ CHE
2 MBHXE O=2 Vv Ol

IEEE 802.1Q Ef 1 E XNI&ct= UIES

4.2.2.2. VLAN Ei 22| &Y (Assigning a VLAN Tag)

2t VLAN 2 &S [ VLANd E 22 2=C0H ZEJFEH O VLAN 2 EE3 ZEZ 2EE 0 AHEE
[, XE= 802.1Q VLAN Ei 10t 22 ZdlZ S AMEEHCE 0 < Ef ] VLAN 2| VLANId ot Zefl ¥ 2
=2 ASE T

VLAN 2| 2= ZEQ BtEAl B0 2= A2 OtLITH ZEZ 4E I 0] AKXl RZ 8E
(forward)E W, A9IXl= T 0 CHet 28 SHEX ZEJH I 22 ZellP S ALEot=X =2 Hf
ot EX @2 22 S MEot=XE 2EEH ARAXI= VLAN Ol CHEH 2 & dZ0fl [t Z ol
EHE =Itot HLE A HISHCH

b Notice VLANO| &G X %2 TEZ ) VLANS Bl Ty 0| AgH, =
dle2 HII=CH S =0 VLANId JF 10, 20 2| 252l LEZ VLANId
JE30Q Ty 0l £AE0H AXesE O Ty s Hell.

<J8 4-4>= B0t 22 ZdZu 0t EX @2 ZdYS AMtEcte UWERZAS S22lH2 24

= 20 =0
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SWITCH 1

ECT T IE B
BT TR B

|IEEE 802.1Q

Tagged Server

T
AT T LT O T e B
| |
SRR BT

Jd8 44 B0t E2 Zd2n B0 EX @2 Tl =2l G0l O

0|

<8 4-5>= S2LE UERIS =clHel ol 18E 2WHE0h

VLAN A VLAN B

System1

Port1, 2, 3, 4

5,6
System?

Port1, 2, 3, 4
5,6

Port 11,12, 13

15, 16
System?2

Port 15, 16, 17
18

Svstem1
Port 7,9

System2
Port 10

J8 4-5. 800t E2 T2 B0 22X @2 Tl =clA Colo O

<& 4-4>9 <02 4-550 Al:

2 AX S| EE T I E(Tagged ports)= VLAN A 2t VLAN B 2| Eci & M S &tCH
2t AKX EYI ZEE= I E2 TS MSEHTL
ANAB 19 TE 79 HAAE AH= 802.1Q EHE XI&dts UIERD AHHOIA HESE &
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UM VLAN A 2F VLAN B 2 2 Ol Lt

B (HEHESS O EXN E2 Zdlgs Sx4aetlh

TH Y0l ARXE NUZ W, ARAX= SHEX ZE0 CHol B0t 22 ZdSS AAEE X EH0t
Xl H2 2= ASEXNE 2Hel MBZRH S8t 2 2l EEd ZEZ S
A= T PolsE B0t 2=C0 oK WERIL OE EXZ S48 es 2= e 2
A et

423. EE J|BFVLAN I EiO VLAN & &

st A/AXIUA ZE J[EHVLAN It EiT] VLAN S EHA AIEE == ULCH & ZEJ Hots ZE
Bt VLAN 2 2% otLictes &2 Otel A ZE= 0] VLAN 2 &0t 2 == UL =, ZE= SAI0l ot
LE2l & J|8F VLAN I 0424 JHSl EH ] VLAN 2 #H{0F 2 = ULCH

4.3. VLAN 4

4.3.1. VLANID

VLAN S A85}1)| 918t VLAN id 2| 2t 2 1 FH 4,094 At0|2] =XHE AIE2E &= ULCH ARXIE =
st US W =X 22 otlkel VLAN Ol ddE 0 A2 M (default VLAN), Ol VLAN Ol VLAN id
O g2 1= AMSEHLE et M2 BFE 0 A= VLAN 2 VLANd 2l 8IS 2 1 S AFZEE == gL

VLAN id = B2 VLAN 2 8l ZEJI EE
(]

Ct. VLAN id € ’“% HZ/US ZR0 ot
PN

ol
=
=
m
10
U
4
>.
o
I
kJ
o
ol
=,
<
-
>
Z
=
(]
1 &
0
%
(S
ol
Q

ALX0l= T3S 22 SE2 JHAl = default VLAN 0] & & &[0 ULH.

=3

r9£

Default VLAN 2 VLANId g8t 2 1 Ct.
Default VLAN 2 Ef O E AIE0IX Ct.
W

|
ALK =D MEHOIA 2= EE = native VLAN @ 2 default VLAN 0] & &0 UC}.

b2 m|o

|'||' >.
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solution

|

4.3.3. Native VLAN
2t 22|& X E = PVID(Port VLAN ID)E JtAl 1 QUCH 2= 802.1Q E E0= A& 2l native VLAN ID
JIPVID 2l gte 2 &Y ECHENOJ EXN 22 2 ZTY Y2 PVID 40| LIEtW = VLAN 22 s3I &
Ch. ZEZ B0t E2 ZY 2SS A4S R0 = ZHL2 EHOE U Z AFZStCE aHXI8 Bl
Jb X 22 ZH YO0l =AM CHH, T 0 L&= PVID gisS Bl 12 250
<JE 6>H8 Bt X &2 ZYW PVID I 22 ZH 20| B&EoteE A0l IE2EE2Z, VLAN
2 XN &5t= E2lXILt end station 2 VLAN 2 X2 3tAl £26t= B2l XLt end station S0| HOIEZ
olzg 4 QUCh
VLAN A VLAN A
PVID=A VLAN-aware V0LAN-aware PVID=A
Bridge Bridge
Access ‘——I —I—, Access
DO'TS,— PVID=C | PVID=C —| ports
PVID=B D=L ‘ PVID=B
VLAN B Trunk VLAN B
fink Bg:;
% VLAN C
VLAN-unaware
VLAN-unaware g
End station bg' End station
VLAN C %“j‘
VLAN-unaware Hine ‘1' VLAN B
-1 r .
End station ‘I’ , %
F, YLAN-aware
End station
¥ 4-6. Native VLAN
B2 =0 <18 652 ot FEUHAMME S endstation 0] S| EH &30 HZE AEHE M2
oHEAt. =2 VLAN 2 A GHKA 26HX18F VLAN 2 21A 8= 22l X2 PVID Jt VLAN C 2 S 6t
H 3t2= VLAN C 0ff Z&& 210IC. VLAN 2 CIAIGHAl =6t= end station 2 EH 10 X 22 =48
Qo SAIGIES 2, VLAN S QlAlGH=E BelXl 2|01 0leist O EXl 22 T Y AUS A S HL,
0|2 VLAN C & & Al8tCh

VLAN & X

=2 H 0l A= Premier 8824XG A2 X0l VLAN

Ctsel gz dd=0h

S 230 ANEEH= 88

io

1) MAE VLAN IF 23S gtS 8360
2) ZEJEYEVLANS SR0 et ZELS REE 8FEHC
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solution

/

— -
3) VLANOI otUt Ol&tel ZREE &2 Et0h VLAN Ol ZEE FOtE [, 802.1Q EH1S AIE HEE
Z Z Bt
4471. VLANEHE HA
<H 4-1>2 VLAN 880 AIEZ = 9B SS 4956ttt
H41.VLAN 23 Hd({
o124 P e 2t
vlan vlanid = VLAN Ut 2tAE gtSS MM, ALHl, HE S config
= 1 2 default VLAN 2| {22 AIE
= vianid : 2 2 E 4094 ALO| 2] g2 AMESHTE
switchport mode m IIEQ VLAN Ef2 S & &S} Interface
{access|trunk} B access— EXEE access 2E(ZE I8 VLAN)Z

AFSICHL EFE ZTE= 0D 2R 22 =Ty Y

S &£4416t= @2 VLAN O] QIEHOIAZ S

Ct.

B trunk-ZEE EYI(EBI] VLAN)Z & &S,

S8 ZE= I 22 ZdYs S48
switchport access m IIEZ VLAN O access TEZ & &St} Interface
vlan vlanid " DC)laccess 2 AXEH AFE TEE= VLAN

o M LEZ S&SHCE

= vianid : 1 £ Ef 4094 AtO| 2| t2 AFZSHLE
switchport trunk m IEZEVIANS Ex3 TEZ BFSH} Interface
add vlanid " ZEES 0 VLANS EY3 TE2 8F5l4 Y,
2 VLAN Ofl CHolf Ol HE = Bt= AFZSHCH
= vianid : 2 £E 4094 AL0I2| Bt2 ALSSHCH
® Default VLAN(VLANiId=1)& ¥ E 7|4 VLAN

o AR
switchport trunk m TEJGO2I1Q EEIA 2L, S B VLANS EE  Interface
native vlanid JEZEL M, N0 X $D S48 Efy

£ 2|8t native VLAN 2 & & &tCH

® native VLAN 2 & 3t K| £ 2™ default
VLAN(VLANiId = 1)0| native VLAN 22 & &
® vlanid : 1 £ € 4094 A0l 2| 8t AtESHCE.
switchport trunk m IEZS HAIS VLAN O HB{0IAl HI2Al2ICH Interface

remove {vlanid|all}

®m vianid : 2 £E 4094 ALO| 2| 2t= AFEEHCE.
B gl 2EVLANCZ2H HBOA H<

78
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solution
e — -
22 0f a9 2c
(no) untagged-packet- m IEDI802.1Q EE3 25, = EHO VLANS EE  Interface
drop 3 ZEY [, B0t L= packet 2 drop AlJ =
J1s0ICH No & SdHAl oAl Jt=atLh.

4.5. VLAN £€3& 0l Al
Ct22 Gl Mol A= VLANid Jt 1000 = M A&35tL], VLAN Ol IP =4 132.15.121.1 = &Y0t1d, EE 2
ot ZE 4 S VLAN Ol &£ & &tLt.

Switch (config)# vlan 1000

Switch (config)# interface v1anl000

Switch(config-if-v1anl000)# ip address 132.15.121.1/24
Switch (config-if-v1anl000)# interface gi2

(
(
(
(
Switch (config-if-gi2) #
(
(
(
(

switchport mode access
Switch(config-if-gi2)# switchport access vlan 1000
Switch (config-if-gi2) # interface gi4
Switch(config-if-gi4)# switchport mode access
Switch(config-if-gi4)# switchport access vlan 1000
CtS2 GMOIAE EHD D18t Vianid £ 2000 2 &€Eolt), EE 11 LE2S EE D LEZ VLAN Ol
=Jtetth
Switch (config)# vlan 2000
Switch (config)# interface gil
Switch (config-if-gil)# switchport mode trunk
Switch (config-if-gil)# switchport trunk add 2000
Switch (config-if-gil)# interface gi2
Switch(config-if-gi2)# switchport mode trunk
Switch(config-if-gi2)# switchport trunk add 2000
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CtE OlKl= VLANId Jt 120 Q! sales gt VLAN £ &8t VLAN 2 B 22 2
10t EXl 22 EE(access EE)E ZF Zetth ZE 11 ZE 20l= B0t 210, EE 31
q E =

HEE40i= B0t EX Rl BAE2 Ol= B0t Xl &

y

—
—~

VLANsales )
\,vj

8 4-7.VLAN 23 0l Xl — Tagged and Untagged VLAN

I
im
o
U
el
Im
o

HU 4n
W
o
Qﬂ
>
)
rr
[w
i)
HHl

VLAN sales )
(VLANId = 12D
j i

port 3,4 _ Tagged packet

port2  (VLANid = 120)

Tagged packet
(VLANId = 120)

Switch (config)# vlan 120

Switch (config) # interface gil
Switch(config-if-gil)# switchport mode trunk
Switch(config-if-gil)# switchport trunk add 120
Switch (config-if-gil interface gi2

switchport mode trunk
switchport trunk add 120

#
#
Switch (config-if-gi2) #
# interface gi3
#
#
#

Switch (config-if-gi2
Switch (config-if-gi3 switchport access vlan 120

Switch (config-if-gi3

(
(
(
(
(
Switch (config-if-gi2
(
(
(
( interface gi4
(

)
)
)
)
)
)
)
)

Switch (config-if-gi4 switchport access vlan 120

82 ARIXC ZE 1 2 L E J|8t VLAN Marketing 2t Ef 21 VLAN Engineering 2| 8t A &dl=
Ol IOl Ct. VLAN Marketing 2| VLANid = 200 0|04, VLAN Engineering 2| VLANid = 400 0| Ct.

Switch (config)# wvlan 200

Switch (config)# wvlan 400

Switch (config)# interface gil

Switch (config-if-gil) # switchport mode trunk

Switch(config-if-gil)# switchport trunk native 200

Switch(config-if-gil)# switchport trunk add 400

EE gil22 B0t X &2 T 0] =45 H AIX= VLAN marketing 2 2| LEZ T
= MY St
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46. VLANEE FE 0l

VLAN €& 328 28 (52 B8 = AtE st

S0 g9 ==
show vlans m VLAN 9 2 E (132 Q% 2 E S5t} Privileged
* VLANId
o UH EE
Switch# show wvlans
VLAN MEMBER-LIST
1 giz gi4d gi6 gi7 gis8 gio gil0 gill gil2 gil3
gil4d gilb gilé gil7 gil8 gil9 giz20 gi24 gi25 giz6

Switch#
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4.7. 802.1QinQ

QinQ = 802.1Q HIERAAMA a2 NZAH ALt -1 0l7= 802.1Q = 22! 4094 VLAN ID == Al
A

=
=
AFOI &
1=

ot H=20ICH 0l s Xl o ZH22 & JH2l 1Q cll0I0f ALOI0l 802.1 QinQ £ & ot=

=2 " — —/

MO &AL 802.1QInQ = AHIA HE VLAN ID & AMHIAE 2= VLANIDZ L0 &0
£ VLAN ID = AHIASE HE2= Eci® 0l XIAlotE &l VLAN ID OICH el 1] Al

|6
S oo

MNHIASE & =&
2 MIEot= VLANID £ MBIA HEX=2 #oil =Jtot= VLAN ID Ol Ct.

A0 QinQE ASot)| flet 2= Uellt. 012 HEoH)| flolM= AIEX

[Ul

Al
LE EHEO OtAIZL0l 48101 E0 F=OtE stll.
2. Service Provider Ethertype: Set up ethertype of an outer tag (CIZ E g 0x8100).

3. Service Provider VLAN ID: Use the native VLAN ID value of customer port for outer tag

VLAN ID

H 4-2.802.1QinQ BE 0 AHEY HIOIZ

N &89 2c

(no) encapsulation g-in—q QinQ enable / disableE & & &tLI. Config

_ . outer tag 2| ether type £ & &tCH.
(no) g—-in—q tunneling .
ether type = £&olX HUS BR0M= USBE Config

ethertype VALUE B
#H 22 0x8100= AtEEHLY.

ol

HE REE HAHEHC.
encapsulation g-in—q default : 0x8100.
~ Interface
(default| customer|core) core : ethertype@ 2 outer tagS =0}

customer : AIE X} LE EIQ &8
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Customer port
Native : 100, tagged: 10, 20, 30 Service Provider pcrt
| gif g3 Native : 1, tagged: 100, 200
| g2
Custormer port P70126

Native : 200, tagged: 40, 50, 60

Example gi1 — gi3

DA | SA | EtherType | Tag | EtherType | Tag | Len/Etype | Data | FCS

0x8101 100 O0x8100 10 - - .

78 4-8.802.1 QinQ &&

Switch# configure terminal

Switch(config)# vlan 10,20,30,40,50,60,100,200
Switch (config)# interface gil
Switch(config-if-gil)# switchport access vlan 100
Switch(config-if-gil)# interface gi2

Switch (config-if-gi2 switchport access vlan 200
Switch (config-if-gi2 int gil
Switch (config-if-gil switchport mode trunk
Switch (config-if-gil switchport trunk add 10,20,30
int giz2

Switch (config-if-gi2 switchport trunk add 40,50,60
Switch (config-if-gi2 int gi3
Switch (config-if-gi3 switchport mode trunk
switchport trunk add 100,200

end

(

(

(

(

(

(

(

Switch (config-if-gil

(

(

(

(

Switch (config-if-gi3
(

)
) #
) #
) #
) #
) #
Switch (config-if-gi2)# switchport mode trunk
) #
) #
) #
) #
) #

Switch (config-if-gi3

Switch# show switchport
U : untagged packet drop

IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST

gil trunk 100 10 20 30
gi2 trunk 200 40 50 60
gi3 trunk 1 100 200

total 12 interfaces listed
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Switch# configure terminal

Switch (config)# encapsulation g-in-g
Switch (config)# interface gil

Switch (config-if-gil)# encapsulation g-in-g customer
Switch (config-if-gil)# interface gi2

(
(

Switch (config-if-gi2)# interface gi3

)
Switch (config-if-gi2)# encapsulation g-in-g customer
)
Switch(config-if-gi3)# encapsulation g-in-g core (in case ethertype changed, or
encapsulation g-in-g default)
Switch(config)# g-in-g tunneling ethertype 0x8101

Switch (config) #

4.8. Private Edge VLAN

Private edge VLAN 2 olLIC| MIOHE = VLAN U0 EMots ZES0I X2 5= ZEZH Gt
SN2 g 2 AL, UHX ZES2HU = layer 2 40A S4&S XIHAISI= JI=0ICH CHAl ZotH
vlan 2H0il CHA| vlang L= JHE0l2t) 83 EICH WekAl Private Edge VLAN 2 AL X0l Q= X
AH0l SRGHCH D2l M2 O E AKX 25510 e § ZE A0I12t2l = 0ICH s.__zEIE
TEEUE ZEWHAN HHE EHH(FLIHAE, ZEIHNAE, ERENAE)E EMAIDIX L2 =
U AAXNUA CHE ZESE JAN BSHE ZENH= S EcHE T LMAIDX| Z=C
L2UHAM ESENH U= ZESHHE=E EHEHES ML %0, 2 EHH2 LIAIXE SoHAMLHE
Sh= ZES?Hl St S & = ULH

Premier 8624 0l Al private edge VLAN 2+2| & 213 && & @ISt & JtXl 2E:

* IFNAME
g EE ZEYYSZ Xl H(ex. gi1, gi2, pol...)

* VLANID
STP/RSTP E P%SP]_ A= UHERKAUHAMN= STP 24 RSTP E St rootport & 23AE && of
OF 8tCH. Ol Z =20l = uplink & BHA5t= 2101 Jts6tC.
I 4-3. Private Edge VLAN &3 &
2O &3 2=

no) private—edge—-vlan Private—edge-vians & & /ol Ml &+CI. Config

(
(no) private—edge-vlan S& CIEHH Ol AN private edge vlanll uplink2 Interface
IFNAME HA3g IFNAMEZS & & StL}.

84 Premier 8824XG User Guide

e
4—__-__—-__f:::;;iii---——> ‘4i--.-....................



__Swﬂcﬂtm R

(no) private—edge-vlan S8 I HO0IAN private edge vlan2l uplinkE Interface
stp—root—port VLAN/D VLANIDCl root TEZ & A EHC},
Show private—edge—-vlan  Private—edge-vilan2 && 2 E X 3|&HC}. Privileged
[ OflAIT ]
ESTe TE=gi2, gi30IH &€ 2 3= gil0ICt. BEaCs TES2HO ENE2 56Xl

Switch# configure terminal
Switch (config)# private-edge-vlan
Switch (config)# interface gi2

(
Switch (config-if-gi2)# private-edge-vlan gil
Switch (config-if-gi2)# interface gi3

(

Switch (config-if-gi3)# private-edge-vlan gil

[ GlIXI2 ]
235%= EEE= g1, pol, po2 OICt. STPOIAS & &3 &322 =28t VLANTZ StCt. 0]
AL STPO VLAN1S R E ZEE= “po2”Jt= L. 8H2F src/dest private—edge—-vian ZEJ}

Switch# configure terminal
Switch (config)# int pol
Switch (config-if-pol)# private-edge-vlan stp-root-port 1

Switch (config-if-pol int po2

(

( ) #
Switch (config-if-po2)# private-edge-vlan stp-root-port 1
Switch (config-if-po2)# int gil
Switch(config-if-gil)# private-edge-vlan stp-root-port 1
Switch (config-if-gil)# end

Switch# show private-edge-vlan

Private Edge Vlan Mode : enabled

Static Private Edge Vlans: none

STP-ROOT-PORT Private Edge Vlans

Target Switch Port: STP Root of vlan 1: po2
Members: gil pol *po2

-(*): Temp Member
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CISo HHOE 0120t HIZ AR MAC =AE JIXl=E TH3IE XY E2 cpu 2 trap Al2
= AL
T 4-4. HIA A MAC RS &0
=RV & ==
Source MAC addressJt broadcast
(no) broadcast—source—mac—drop MAC address?! IH2!Z2 XtEote A2 Interface

A3 /oM &L
Source MAC addressJt &H| Atalol

(no) gw—source—mac—drop MAC address@! 2! XI&Hote A2 Interface
A3/ WM &L

0
(no) null-source—mac—-drop MAC address@! 2! Xt&Hote A2 Interface
A3/ WM &L
Destination MAC addressJt &bl
(no) self-dest—mac—trapcpu A&l MAC address?! 22 CPUZ Interface
Trapote= 12 &8/6i Al &Lt
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____S_witch

gt A

MO
o =

= dlAM= IPF=AE 286t 24

rr
o
o

Ct.

IPE 430 ®lol A= JIE HA2IP FALE UWEST CIEHHIOI A
AE EYEOZM 2EHHIOl A= layer 3 interface & & 4 3} &I CH.
Premier 8824XG A% Xl= CS2 QIHHIOIAN IPE EEE = JU

®  VLAN interface

B | oopback interface

B Management interface

o 1L x S

5.2. UIESRZ AHHOIAN IP =& EF

=

=g=s =

=2 o

rr

24 0ICH IP

IPFA= A0S IPOHOIEHIOMO BEWHE XSS MBS HE IPFAS2 S8 8252 2SO
UNH SAE HNBEUY HERI FTAZ AIBE = QL <HE5-1>2 IPF=A2 HYE EHoIY LD, HH
FASO MUZUCH HE F=ASS MBS £ U=Kl BHECH
T 51 MEEISSIPFA
Class =AY AHEH
A 0.0.0.0 0l F
1.0.0.0 ~ 126.0.0.0 ANEIts
127.0.0.0 0l F
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" B ————————

____Switch

B 128.0.0.0 ~ 191.254.0.0 INE=DII=
191.255.0.0 ofl o
C 192.0.0.0 ofl o
192.0.1.0 ~ 223.255.255.254 At Jts
224.255.255.0 ofl 2
224.0.0.0 ~ 239.255.255.255 YEPDHAE D8 =4
E 240.0.0.0 ~ 255.255.255.254 ofl 2
255.255.255.255 BRCEHAE
b Notice IP =200 (et SAI=0l J|& AFEI2 RFC1166, Internet Number £ &
1otH &G

b Notice HERZD BISE &% 22dY, JAM0H AMEIAE HMIotn Us
ISP(Internet Service Provider)0fl Hl & 2| &t ct.

Premier 8824XG A< Xl otLtel OB HIOIA N =22 gl |
Premier 8824XG = QB HOIA & X 102 IPF=AE EAE 4= QUL LIS HEUHM 2

APX
I IP =240 REGHH AHEECH G382 JtE EetE ol S E0IC0h

rr
|
o
44
k>
i
]
o
el
rr
A
or
nio
>

B S5 UHERI NIHEES RSt S28 SAE A0 0t E O UK &L 6HE S0, 300 H
O SAE FAE EQRZ ol= ottt =S2Hel A2 A0, =2IH AEH0ICH 254 JH 2
SAE EGHEE MEU S FEEH0 1D JHEGHAL. et ELE access MBIOIA S==IH2l IP 5=
A2 ASEOE ot SelE MEHWUES JHXLD FIhe =2l 8o HEY S 88 == UL

B 2 dE UERAISES HS 22 E2XE MEotH REHN JALH, MEHCZ AL
O UX §HCH S0 =42 HES ME2 MEH LR M) etRH JIg HERIAZ
HES s 2die ECIX AOHEN S8 2tRB= O MOMEN H2 MEUH0 ETHE
Cte At S ol el g = ATH

B St UHERIDS F MEU2 UE UWERAZN 2ol 222 == ULH S =LE AISote
CHE UIEAD0 2ol SelH2Z 2elE NEUWCSZRH otU2 UERIE #4de == UL
Ol OIOIlA, H HIERAD=E SEHEHLE & B UWERATS &R0 AXSL MEH 2 2tRH

O otLt Olafe 2dat= QIEHIOI A0 SAIO LIEHE & 8LCH

|
o

HIEAZ AEHHOIA0 IP =4S doteldH, AHHOIA &8 ZE0A CiS2 EE= AISStL
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soluf

380 29
O

ip address ipaddress/prefixlen m OIEHHOIAN AI2E IP=AE AFSHT,

b Notice Prefixlen 2 ip address & W E® 3 E P 206t= bitlength & & HCH

5.3. ARP(Address Resolution Protocol)

ARP HIOI=22l HE2E &t0I5ted ™, privilege 2E0A CtS < H 5-3>2] AW E ALEEHCL

H 53 ARP &3 €32 flgt HEO

a0 &9 2=
show arp m ARPHIOIZS HECIE S Privileged
show arp IFNAME m ARPHIOIZ22 LHEEZ vlan 2 port €2 L 3|8 Privileged
show arp static m ‘arp” BB E Soll static 2= &HSH HNELE &8 Privileged

Ch.
show arp dhcp- ® Dhcp 0l 25l unbinding & arp A E2|CHE S8, Privileged
unbinding
arp ip-address ® ARP HIO| =0l static ARP HEZIE &F config
mac-address vlan-  m |p-address: ARP A E2|9 IP FAE LIEFHCH
name port-name ® Mac-address : ARP 9l € 2| 9| 48bit Ethernet A Z Lt

EFHCE

® vlan-name : ARP 2| S&X| IP interface 2| 0| S & LIE}
HC.

®  Port-name: ip interface (= VLAN)2 member port =
ARP 2| =& X| physical port name = LIEFHHCE

5.4. Static Routes &3

i

Static route = W30l AIXEFH SHXNXS SAl=l B2 E (el 0|Sot== ArESAoF 2l st et

8 =2 0ICH s USR8 TZ2EZ2 S AME0IH S8 =8HX0W et 328 74 &= SICHH static
route = 12 SR0tH AIZECH 2REE = gl MAS0l EWHE HOIEHOEZE BAlot=d =&
ot CF.

Static route £ £ &adle ™ Config 2E0M CHS 2l HE S ALSSHCH
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H 54, Staticroute 32 88 HE(
go 49
ip route {destination- ®  Static route & S£8&t(}.
prefix mask | destination- B destination-prefix:S&EXQ HERKIAHSE H
ipaddress/mask} {gateway- Al BHCH
ipaddress nullQO} . _
B mask: SEX UWERIS 0tAIE HAISHCH

[distance-value]
B gateway-ipaddress: HOIEIO0l &XI2 IP 3=

S AlStCH.
B pull:null QT HIOIAE HOIEROIZ &G,
B distance-value:15E 255 Al0|2] =XIE AIS

AMAEE static route It X1 Z& [ (global configuration 2 =0l Al IP route E &2 no EA2 ALS)Nt
Xl 1A &tCt. SHAIBH administrative distance a2 AlS0otH 2222 M =& 2tRE 22 static
route E SEE £ UL 2 S& URE ZI2EZ2 <H 5-5>0 LHZ St A H S default administrative
distance at= Jt&ICH Static route It =& SR8 ZZ2EES2 352 =& Z s static route

O] administrative distance )} S& T2 &E22| gf2CH H 3™ = C}.

FH

5-5. S& glRE T2 E 29| default administrative distances

= Jlg &3 gt

Route Source Default Distance

Connected interface 0

Static route 1

Exterior Border Gateway Protocol(BGP) 20

OSPF 110

RIP 120

Interior BGP 200

Unknown 255

SIEHHIOIAD CI2EAUS M, O CIHHIOIAE Sot = IP 2t2E HIOIZS0IA A

ecs
?lofl =E&t 08 = 0O 01& ¥= = 8lS

= Ch. 8t static route 0ll Al forwarding 2t & 2
[ Ol & static route = IP 2t & HIOIS U M A M= CF

static route &2 & = 0215t2{ X privileged 2= 0 A CIS2 HE S AME0tet
ag =5
show ip route static ® |Proute 22 E &6
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55. IP&3&E Al

Ol ZUlM=IP =4 28 MM E MS8etih

B Assign IP address to network interface
B Creating a Network from Separated Subnets Examples
m ARP
®  Static Route
UE2 td= AKX vian5 QTEHHIOI AN C2chiA IP =401 192.10.25.1 £ & & &t

Switch (config)# interface vlanb
Switch (config-if-vlan5)# ip address 192.10.25.1/24

CtS2 O MOoIA 131.108.0.0 HHERK A2 MEUW 110t 2= 82 UWEKAAQW 2o 2l F HESR

de= otue =clFol W E/AZ 2L E T
Network 192.5.10.0
Subnet 131.108.3.0
Router C
Router B Ef %
e
Subnet 131.108.2.0
Subnet 131.108.1.0
a Router D
Router A

A8 5-1. HERID &3 0l - =% IP address

dSEHB&EH

Switch (config)# interface vlan2?

Switch (config-int-vlan2)# ip address 192.5.10.1/24
Switch (config-int-vlan2)# ip address 131.108.3.1/24
ddSECHE

Switch (config)# interface vlan2
Switch(config-int-vlan2)# ip address 192.5.10.2/24
Switch (config-int-vlan2)# ip address 131.108.3.2/24
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Ct=2 KM =2 ARP HIOI=2 LHE= & 2lot= Ol MO Ct.

J

Switch# show arp
Flags>> R: reachable P: permanent K: H/W only B: dhcp unbind drop

IP Address MAC Address Interface PORT RefCnt Flags
10.1.2.254 0007.7089.1123 wvlan2 gil 1 R
10.1.11.46 0006.2bfc.146e vlanll gi7 1 R
10.1.13.1 0001.0281.£775 wvlanl3 giz 1 R
10.1.13.190 0000.£083.£f6d4 vlanl3 gi6 1 K

CtS2l EE 2 ARP HIOI S0l static ARP A1 Ec2|E SE8tHLH.

Switch (config)# arp 142.10.52.196 0010.073c.0514 vlanl giZ2
Switch# show arp

IP Address MAC Address Interface PORT RefCnt Flags

L2l EE 2 ARP HIOI=S0ll A static ARP 21 EC|E A MISHCH

Switch (config)# no arp 142.10.52.196

Ct22 0M= 20.1.1.0 HIEKZN HZEE SAEDF 192.168.2.0 HIER TS SAEQ S&E = U

=
o
& = static route £ & A St}
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192.168.2.5
201.123 N
P

192.168.2.0 )

)

192.168.12.2

= 192.168.12.1

Router B

8 5-2. HHIERIA &3 0l - Static route

dREAEE

Switch(config)# ip route 192.168.2.0/24 192.168.12.2

Switch# show ip route static database

Codes: K - kernel route, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area,
El1 - OSPF external type 1, E2 - OSPF external type 2,
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2,
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, > - selected route, * - FIB route

S>* 192.168.2.0/24 [1/0] via 192.168.12.2 vlan2

Switch#

ctEHB AE
Switch(config)# ip route 20.1.1.0/8 192.168.12.1
Switch# show ip route static database
Codes: K - kernel route, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area,
E1l - OSPF external type 1, E2 - OSPF external type 2,
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2,
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
S 20.1.1.0/8 [1/0] via 192.168.12.1 vlan2
Switch#
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DHCP

6.1. DHCP Server J|ls Y &3

6.1.1. DHCP Server IS IR

DHCP(Dynamic Host Configuration Protocol)= IP Network 2| Ct& IP Host(DHCP Client)= 0l Al XH At
2 Jl=6tIP Address @ & & TI2I0IHE S&C2 &Yole &S NSS! DHCP = #20t 2
Network 231t =& st TCP/IP 2 ZENH 232 ol EHEAJA2O, 0= IP Network 22| XHoil Al
QLAG=E P2 ZAAI2ICH Client It Server 22 H 46l &8 38 5 JI& SR8 A2 Client
2| IP Address O] Ct.

DHCP = BOOTP 2| & & 0l X2+ DHCP 2t BOOTP ALOI 0= Ch

i
r|6
-
=
0]
-
=
al
=
o
fw

B DHCP = Client Jt &t& & Al2t

Premier DHCP Server = A 2| X| 0l & & & Address Pool £ £ H Client | H 2 IP Address € & Yot
22| ot= DHCP Server J|s& HM38tCH 0t2f DHCP Server Jt AHAI2] IOIE{HIOI A0 A DHCP 2
ey |

kJ

DB BIEAIZ 4 QUOHE, 220 SIGH A S GLt 01AFSl X DHCP Server (2 278 Mg
&+ A

6.1.1.1. DHCP Server 2| Address &% gt

DHCP Server Jf Client Ol Hl IP Address € & %ol= 282 ChS 1 2L

m S & Y (automatic allocation) — DHCP Jt Client I Hl € & Q! IP Address £ & & &tC}.
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B 3 Y (manual allocation) — 22| Xt0fl 2|5 Client Ol Al IP Address ot &Y & H, DHCP =

| Al IP Address € & LIEC}.
m =& g Y (dynamic allocation) — DHCP Jt HIgt= J|2F =20t Client I Hl IP Address € &Y

AMEJlset &8 TIt0IBHE2 RFC 2132 0l 240N JLHM, =2 Ltet0ie= TSt £ 0

Subnet mask

Router

Domain

Domain Name Server(DNS)

6.1.1.2. Premier 8824XG A9 XIE DHCP Server £ AIE

<18 6-1>= DHCP Client J} DHCP Server(Premier 8824XG A 2| X)HIHl IP Address € L7232 T

o J|&2 EXIO|Ch.
Premier 8824XG
(DHCP server)

DHCPDISCOVER(broadcast)

/M
\y |

DHCPOFFER(unicast)

A

DHCPREQUEST (broadcast)
)

\ 4

DHCPACK(unicast

A

12 6-1. Premier 8824XG A XIS DHCP Server £ Al

4) ClientHostA = EZ2EIAE BIAIXI| DHCPDISCOVER £ DHCP Server 2 M & 5tHCE

5) DHCP Server = IP Address, =0l 0|, IP Address 2| 20| 7|2t S2| && Li2t0IEH E Client
Ol H =L A E HIAIXI DHCPOFFER € AF236H0{ M & SHCE

b Notice DHCP Client = otLt 0] &2 DHCP Server 2 £ & DHCPOFFER 0l Al Xl
ULt Client = LBt Z JHE M =4I SHLES] Bl Al X 2
DHCPOFFER BlAl X £ =4I CtD ol Al DHCP Server Jt Address & &t
= 242 OILICH. DHCP Server = Client JF LAl BAIM O 2

Address &&= Q& W)FAl Address AFE2 S 0| 2F&HL.

[ QR —

6) Client= H=& IP Address 0l CHet SAIEQOI QXS DHCP Server 0l EZ2EINAE HIAIK
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DHCPREQUEST £ At&06t0 & &8tHL

7) DHCP Server = Client 0l SLI HAE BIAIXI DHCPACK & ME& 22 M IP Address Jt
Client Ol H 2L EAS

o
Jo
ro
oy
Qo

b Notice Client & Z A/ =0l Address 9’?548' DHCPREQUEST HIAIXl= 01 & 2|
DHCPDISCOVER HIAIXIE =4It 2= DHCP Server | H EZ2 S A
E &L Ol HIAIXIE 22 DHCP Server = Client 0l Hl & & a0 AF O 2F
&t Address E CHE2 JIL XA EZ 6t S &L

mh

6.1.1.3. DHCP Server 2 & &

Premier DHCP Server = CIS2| 0|&E S XN

0
o
[

m QlEY H2 HIE9 2A - 220 2AH AIOIENA NSO Z IP Address EEHE AIZ2SOZ M
OIHY HZ2 HIE3 ZAAI2 £ QUCH B |IP Address = A= IP Address €220 H =2
HZ2S Q@76

22| - DHCP Server = 024 AlE Network Ofl &t &8 S 2elot2 2, &3 Il
AS L 22l X= 22 otLS] & Server 8 HAGHH =L

6.1.2. DHCP Server J|s 43}

JE2He=z APX2| DHCP Server J|s2 HI2d3a &0 /UL global €& 2E0AM LSS S8 =
ArZ35t0d DHCP Server JlsS &4 A2 = ULCH

EE 8y

service dhcp server B A X C DHCP Server J|=2 &43}

® DHCP Server JIs2 HIZ4 AlJ|edH, 0] HE2 no HEIE AIE

Ct=29l 0l A= DHCP Server J|sg & &3t Al2ICH

Switch# configure terminal

Switch (config) # service dhcp server

Switch# sh running-config
!

service dhcp server
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6.1.3. DHCP Address Pool

Premier DHCP Server = Network Pool 1t Host Pool 2| 5 JtX|l Pool 2 A| & &tLCt.
®  Network Pool — automatic &= dynamic allocation 2 & Pool 2 *4&5tH, 64 W

Network Pool 2 otLI2| &2 2 &SN, N2 TIE AMEY 20l IPPool 2 SR = US
LIC}.
B Host Pool — manual allocation & # &' Pool 2 4 olH, 6tLIS Host Pool = 25 A2 E

2= 0l JHel Host E &8 & = UL

6.1.4. DHCP Network Pool &%

AAMOI 2AE(HE S “ubiquoss”) £= E(0E =0 0)2 01522 AFE230 DHCP W 2K 3

= LSt DHCP W32 3 Pool & &2 IP Network Address, J| & 2tRE S2 I

CIOIEHE £&AE 2= = DHCP U2 3 Pool && 2E2 XS DHCP W2 2 Pool € & & ol
=r0s =

=30
2 2N 7= HA=S2 2= 01 0F StCt.

D Notice 0ed el M2 CHE Network Pool S ©
otLIS] VLAN Ol =56t 0] JHel AMEUIS2 BIEAl &
04 OF 8tCH.

6.1.4.1. DHCP Network Pool 0| & && 2 DHCP & & 2E X ¢

DHCP UIZ2® 3 Pool 015 & & &05tJLI DHCP Pool &€& 252 &|6tJ| ?IoH Global 2= 01 M Ct
S BE S MESEt

o oo=2

3 0f sy

ip dhcp network- ® DHCP Network Pool

pool name ® “config-dhcp#” TETZER AlHC|= DHCP U2 Y3 Pool & &
2Cc2 R

Ct22 0l Ml= DHCP Network Pool 0| £2 ‘network_pooll” £ & & t= 0l AMl0ICt. DHCP Network
Pool Name 2| =/t 2 0l= ‘31°A+ O Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network_pooll
Switch (config-dhcp)# exit
Switch# show running-config
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ip dhcp network-pool network pooll
|

6.1.4.2. DHCP M EY & Network OtA3 & &

MZ 4= DHCP Address Pool S %/ &' IP Address 2 Server Network 2| OtA3E EX6HD| <l oH
DHCP Network Pool &8 S E=0lA CI22 S8 2 AtE &t

a0 &9
network network-number/prefix- ® DHCP U2 < 3 Pool LH2 Z&E ME Network HS 2
length OtA3E &3

CtS 0l XMl= DHCP Subnet 1t Network mask £ 100.0.0.0/24 £ & Hat= Ol Ml OICt.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # network 100.0.0.0/24
Switch# show running-config

|
ip dhcp network-pool network pooll

network 100.0.0.0/24
I

6.1.4.3. Network Pool OIA &% & |IP Address 29 &4

ol

DHCP Network Pool L0l A Client S0l Hl & & & Address HRS X HSHCE otLIS AR A Woll=

.

HIGZEZXOl 042l JHel Address HRIE XIEE &= UL

FEHA =R

range lowest-address m MEUNA SAESHH 2L E Address BRI S XIH SHC.
highest-address m 0] BH 0= DHCP Subnet 2 Network Mask & & & &t 0| =

Ol & & ol OF &tCt.

Ct2 9l 0l A= Network Pool 0l M & & & IP Address 21 €/ S 100.0.0.1~100 © 2 & A dt= 0l MOl Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp)# range 100.0.0.1 100.0.0.100
Switch# show running-config

!
ip dhcp network-pool network pooll
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
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i
6.1.4.4. DHCP Server 2E I} & &
SE Y2 ClientE 918t 2E 0I0IXAIE HEGHI| |l AF2S L 28t ogz fE 0/0|Xl= Client
ot 246t /et 2 AIAEI0ICH DHCP Client £ ®I8t 2E 2 2 Y AIGH)| fol DHCP W3 A

0
o HH S ALE &L

=
=&

bootfile filename [ S A

0l

o
ujo

E OI0IXIZ ArEE It 9

CtS2l 0l Xl= DHCP Server 2 E T2 S ‘p8xg.r100” £ & &asl= 0l M OICH. DHCP Server £E I+
°f, zItH Z0l= '31'A+ Ol Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll

Switch (config-dhcp) # bootfile p8xg.rl00

Switch (config-dhcp) # exit

Switch# show running-config

i

ip dhcp network-pool network pooll
bootfile p8xg.rl00

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

6.1.4.5. Client 2 8t J|=2 2IREH &3

DHCP Client JI 28 & £, Client = XH4&lQ JI2 2IRHZ
Address = Client 2 =2t ME Network &0l =6l OF &Ct. DHCP Client £ &t J|12 2IREHE
==

A A5ID| foH, DHCP Network Pool & LEWM CIS2 &

mh

=RV &9
default-router address ®m DHCP Client £ 28t J12 2t2H2| IP Address £ 9 Al

CtS2l Ol k= DHCP Server 0l Al Client £ ?let J|=2 ct2EZ 100.0.0.1 = & & &tC}.
Switch# configure terminal

Switch(config)# ip dhcp network-pool network_pooll

Switch (config-dhcp) # default-router 100.0.0.1

Switch (config-dhcp)# exit

Switch# show running-config
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ip dhcp network-pool network pooll
default-router 100.0.0.1
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

6.1.4.6. Client £ 2|8t DNS IP Server &%

DHCP Client } Host Ol S IP Address & B1&t& Z QI S A2, Client = DNS IP Server 0l Hl &
Ct. DHCP Client J} 0|2 & &= = DNS IP Server & £ &35}J| ?/6H DHCP Pool & & Z =0l Af

St
—
Q

o] ¥ AIRSEHC}.

ol
B=

g4 &#F

dns-server addressl ® DHCP Client J} 0| && %= = DNS Server 2| IP Address € & &

address2 address3 m DHCP Client 5tL+2| IP Address BF @ 261X 0F, & 2ol 0l A =
CH 3002l IP Address € & & & 4= QUL

Ct22l Ol Xl= DHCP Server 0l Al Client £ <8 DNS Server £ 200.0.0.1, 200.0.0.2 £ & & &tC}.
Switch# configure terminal

Switch (config)# ip dhcp network-pool network_pooll

Switch (config-dhcp)# dns-server 200.0.0.1 200.0.0.2

Switch (config-dhcp) # exit

Switch# show running-config

!
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

6.1.4.7. Client & /&t &0 0|18 &3

DHCP Clent & 0121 018 Client § 212l Network ©f 1 %01 ZEHAIAC. Clint & 2/ &
BIol 012 2X Y S 4F51| 9I5H DHCP Pool 4 RCHA 1S9 HRS AIBEHT

=2 0f sy

domain-name domain " ClientZ 918t S0Ql 0SS Al

CtS2l 0l Ml= DHCP Server 0l Al Client & 2|8 =02l 0|S2 “ubiquoss.com”2 2 & & 5t= 0l Al Ol
Ct.

Switch# configure terminal
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Switch(config)# ip dhcp network-pool network_pooll
Switch (config-dhcp)# domain-name ubiquoss.com
Switch (config-dhcp)# exit

Switch# show running-config

|

ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubigquoss.com
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

6.1.4.8. L33 Pool £ ?I8t 08 €3

O cf JHSl DHCP U2 ® 2 Pool & Network 118 =0 ZSAIZ = UA2H, 22 AS22 #d& U
I3 Pool 2 IPPool 2 MZ S7E = AULH

8480 29

group group-name m )5 0]

o
o

Al

rr
s
n
>
my
fo
|J
(e
(=)
o
|0
Hu

b Notice otLIS] VLAN Ol 0424 JHel IPE & & Al, 0l
2t Network Pool 2 * &6t OF SHLF.

CtS2l lHl= A2 CHE Network Pool 2 “ubiquoss_pool’2 S = 0l Ml 0l Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network_pooll
Switch (config-dhcp)# group ubiquoss_pool

Switch (config-dhcp) # exit

Switch# show running-config

!
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubiquoss.com
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss pool
|

o
=

4.9. Address 0§ 7|2t &3

-

J|2X 9O Z DHCP Server 0l 2lolf &&= 2219 |P Address = & Al2F S0 2 H=IC}. IP Address 2
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80

lease {days [hours]

[

=
o

|
(==}

| oz
= jnfinite: Host Ol Hl & 32

ggaoR 8

[l

i Ol |

O

[

¥
1o
02
U >

[minutes]}

|
it
3
0
]
=

=P
MOZ |IPAddress € 2 Ulot= Xts &

Ct22l OlMl= Address &0H D12t 20 222 A& 5t= Ol X0l Ct.
Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # lease 0 0 20
Switch (config-dhcp) # exit

Switch# show running-config

|
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
lease 0 0 20

domain-name ubiquoss.com
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss_pool
!

6.1.4.10. Client & {8} NetBios WINS IP Server &%

2 BEA Ol Network 21& U0l A Microsoft DHCP Client Jt
t25t= 012 oll& A HIAO|CH Microsoft DHCP Client Jt
AolJ| 2o, DHCP U332 Pool & 2E0AM TS

WINS(Windows Internet Naming Service)=

Host Ol 2 IP Address € B &5H0| fIall A

088 4 U= NetBIOS WINS Server & &
==

=RV A9

netbios-name-server address ®  Microsoft DHCP Client J} 0| 2& £ 2= NetBIOS
=2 X
=

WINS Server 2| IP Address E & &

=2 o

CtS2l 0l Hl= DHCP Server 0l Al Client £ 2|8t NetBios WINS Server £ 210.0.0.1 £ & &at= Ol Ml
Ol Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # netbios-name-server 210.0.0.1
Switch (config-dhcp)# exit

Switch# show running-config

ip dhcp network-pool network pooll
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dns-server 200.0.0.1 200.0.0.2
domain-name ubigquoss.com
default-router 100.0.0.1
netbios-name-server 210.0.0.1
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss_pool
|

6.1.4.11. Client £ ?/8t NetBIOS = E B} &4 F

Microsoft DHCP Client £ ?/&t NetBIOS =& B2 G322l Ul JtAl = otLEOILY. : broadcast, peer-
to-peer, mixed, hybrid. Microsoft DHCP Client £ ?| &t NetBIOS =& EI2 2 & &3dtJ| ®IoH DHCP Ul
I Pool &8 LEUAM CtS2 EY S ALESHC.

g0 &9

netbios-node-type type ®  Microsoft DHCP Client 2| NetBIOS =& EI2I S H Al

CtES2l Ol = DHCP Server 0l M Client £ £l 8t NetBios = & Type 2 ‘p-node’=2 & & 35t= 0l M O|Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # netbios-node-type p-node
Switch (config-dhcp) # exit

Switch# show running-config

|

ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubiquoss.com
default-router 100.0.0.1
netbios-name-server 210.0.0.1
netbios-node-type p-node

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss pool
i

6.1.5. DHCP Host Pool & &

=3 HI2lY 2 IP Address 2+ Client 2| MAC(Media Access Control) Address A0l 2| OHZ 0| Ct. Client
9| IP Address = Network 22| Xt0fl WM =522 &Y &ID{LI DHCP Server 2| Pool 22 H IS
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SYst FEf 2 Address &S SEHOICH
DHCP Host Pool QQS IP, MAC S2 It2t0IHE €3 == U= DHCP Host Pool & 252 &Y
StCt. DHCP Host Pool € 8 83t)| flaiM= U2 20A &= HH=2 2= 010 STt
b Notice 6tLE2| Host Pool 2 S S¢& TI2t0IEE M gol)| /ot Client 2 28t
Pool 0| Ct. 3tLt+2| Host Pool = 04 JH Ol HostE& &&3¢& == A2 MH, &
Ho| Iet0lH 8822 Y Pool LISl 2= Host S0 Hl Itet0DIEHHE HE

6.1.5.1. DHCP Host Pool 0|18 €3 % DHCP €3 2E & ¥

DHCP Host Pool 0| 5= & &835tHLI DHCP Pool &8 2 =2 &a6t)| ?IoH Global ZE=0HA G E
32 ALE St

g0 &9
ip dhcp host-pool ® DHCP Host Pool 2 ®I& 0|E2 M4
name B “config-dhcp#” ZEZLEZ A8 %= DHCP Host Pool &8 2 &
2 g
CtS 2l 0l Hl= DHCP Host Pool 0l &2 ‘host_pool1”Z & & 5t= 0fl Ml 0l Ct. DHCP Host Pool Name 2

ZIOH Z0l= ‘31°At OICH.

Switch# configure terminal

Switch (config)# ip dhcp host-pool host pooll
Switch (config-dhcp) # exit

Switch# show running-config

ip dhcp host-pool network pooll
!

¥ 2. Host Pool && HaE

a0 49
bootfile filename m 2E Q|D|IXIZ AtEE T2 0lE2 HA
default-router address ® DHCP Client £ <&t J|2 tEH2 IP Address E Al
dns-server addressl ® DHCP Client Jt 0| 2& == = DNS Server 2| IP Address
address? address3 = 8dF

®m DHCP Client 5tLt2| IP Address 2t @ 725 X|2F, &2 2tol

M EICH 312 IPAddress & 88 & £+ QULH.

domain-name domain ®m ClientE 28t S0l 018 G Al
netbios-name-server = Microsoft DHCP Client Ot 0| & %= QL= NetBIOS WINS
address Server 2| IP Address € &8
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netbios-node-type type ®  Microsoft DHCP Client 2| NetBIOS =& EI2 2 HA|
network ipaddr/prefix-len m G}ILIO| Host Pool LHOIIA &&E == HICIE IPQ UZRA
b Notice Host Pool & & &2 ({ = Network Pool &8 HaE o 84X 20| =0t
Ct.
b Notice otLt2l Host Pool 0fl &3 & == HI9IY 2| AE= network 3802 &8 &
H LHOIA &Y JtsotC.
6.1.5.2. DHCP =5 HI®IY 2 ¥4 &t Client &3
Host Pool LH 0l === HI2IY 2 MSE Client =2 M &St}
R0 a9
host ip-address netmask m Client 0l H & Y& IP Address 2F Ml & & Network 0tA 3

£ & F &t

K

B “config-dhcp-host#’ TEXLEZ AlHE[= DHCP

gHost & SE=Z &g

2380 &9

hardware-address ® Client 2 ot=9 O Address E H Al

hardware-address

client-name name m MEIMOZ LG & ASCI A2 AFE56HA Client 2

|IS2 Lotk Z=Ch 62 mars =

0
mars.ubiguoss.com 2 £ H Al ot Xl &=L

Ct22l 0l Hl= Mac Address Jt 00:11:22:33:44:55 ©! Jt2 A+ 20| Al IP 110.0.0.1 2 &€Yot= Gl
OICt. Ol HE = ‘network AB.C.D"EE 0 Ol =0ll &&0oHOF &tCt.

Switch# configure terminal

Switch(config)# ip dhcp host-pool host pooll

Switch (config-dhcp) # network 110.0.0.0/24

Switch (config-dhcp)# host 110.0.0.1 255.255.255.0

Switch (config-dhcp-host) # hardware-address 00:11:22:33:44:55

Switch (config-dhcp-host) # exit

Switch# show running-config
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ip dhcp host-pool host pooll
network 110.0.0.0/24

host 110.0.0.1 255.255.255.0
hardware-address 0011.2233.4455

6.1.6. J|El Global ¥@& O
H 4. Global 380 2|AE
g30 A9
ip dhcp default-lease m QI D|2tS YA
tdays [hours] " D=2 B AINCR 8
(minutes]linfinite} = infinite: Host Ol il 22X S 2 |P Address & 2 U5t IS
SHHAMOZ £F. Premier AKX = 1AIZE JI2 22
2 =Ch
® DHCP Pool LH0fl Lease time 0] & &= &2, Pool W 2
Lease time 0| default-lease time 2 Ct K &1 &tCH.
ip dhcp max-lease {days m DHCP Client il A Lease time 0fl L8t & 0| Y= AL,
[hours] DHCP Server = max-lease time 2t 0/ At 2 HA|2HS

[minutes] |infinite}

DHCP Client 0l Al & & otAl & =Ct. Premier A9 X= 1L
S22 3ez2 A=t
ip dhcp unbindig-user ®m Premier A/XZ2H IPE &Y 29X L2 AEXS0| A&
drop XNE Sl MUIAE oD AITE FR2 Y W3S H
g 2 A= Jlss XIS

ip dhcp unbindig-user

DHCP Server Daemon start &£=

MZ 2 Network-pool

drop delay Jb Al, I DHCP Client & AHIA o148 &5}
2|5l unbinding-user drop J1s2 2 & AlZH(default : 30
=) XIHAIZICH

CtE2l 0l Hl= default-lease time 2 ‘30’2, max-lease time 2 ‘2’2, unbinding-user drop 1SS ‘1" Al

2t XIS AIZ1= GIXIOICH

Switch (config)# ip dhcp default-lease 0 0 30
Switch (config)# ip dhcp max-lease 2
Switch(config)# ip dhcp unbinding-user drop delay 0 1

Switch# show running-config
|

ip dhcp unbinding-user drop delay 0 1
ip dhcp max-lease 2
ip dhcp default-lease 0 0 30
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6.2. DHCP Relay 2|

6.2.1. DHCPRelay JIs iR

® DHCP Relay = DHCP Server Jt 8l= WIERIAZ2H UE WER AN EMct= 104 0148
DHCP Server 0l Hl DHCP &£ = BOOTP Ii2! 2 SH o= T2 E20|C}.

Ct8 2 Premier 8800 A 2| X| J} DHCP Relay Agent 2 X1 DHCP Z22I0|HEQ| IP 2 & Ul Al XIE DHCP
Server & &Y ot= & XtHOICH.

DHCP server

DHCPDISCOVER(broadcast) DHCPDISCOVER(unicast)
_  DHCPOFFER(broadcast) DHCPOFFERgubic_ast)
DHCPREQUEST(broadcast) DHCPREQUEST (ubicast) R
DHCPACK(broadcast) DHCPACK (ubicast)

Premier 8800 A 2| X|
(DHCP Relay Agent)

12 6-2. DHCP Relay Agent 2 Xl DHCP Server 2| HIAI Xl &

1) DHCP Z2cl0IHE= IP E R&ESIJ| #lol DHCPDISCOVER Ul Al XI € Broadcast & & 8tCt.

2) DHCP Relay Agent = DHCP Z22I0IHEZ2| IP @& HAI XIS 2415104 DHCP Server Ol Hl ol &
Bl Al XI' € Unicast & & & 8HCH.
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P - = a
3) DHCP Relay Agent 22 & HIAIXIE =418 DHCP Server = Z2cl0|HEE & IP =4, J|2
ctRH S2 82 € Jt& DHCPOFFER £ Unicast 2 DHCP Relay Agent 0l Al & & 8tCH.
4) DHCP Relay Aent = =418t DHCPOFFER Bl Al XIE 2201 2 E 0| Al Broadcast & & 5tCt.

5) DHCP Server 2t 22102 E At0|2] DHCPREQUEST 2 DHCPACK HIAIXIE Sgst 822
DHCP relay agent 0fl 2/ o & & &I Ct.

6.2.2. DHCPrelay Jls &43}

OEE
o
>

J2H2E ARXIS DHCPrelay Jls& HI2 &3 Z|0f /ULt global €& 2E0M 32 &
Z235t0{ DHCPrelay JIs2 &4 AIZ == QUL

84 29

service dhcp relay m ALX| 2 DHCPrelay Jls2 &43t
®m DHCP 20| JIs2 61245 ated™, 0l EE2 no SEHIE AME

Ct22l OiHl= DHCP Relay )l s£ &4&3tot= 0 MIOICH

Switch# configure terminal

Switch (config)# service dhcp relay
Switch (config)# exit
Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:

none

6.2.3. DHCPrelay agent I AH &3

DHCP relay agent 0l 4 DHCP Server & & &06tJ| ?lol M= Global & 2& £ &= Vian Interface &2
SN OSe BEE ALEEHLL

g0 &9
ip dhcp-server address ® DHCPrelay agent Jt DHCP & I3l S

o

(TH
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DHCP Server 2| IP =45 &8
= Vlan Interface 2 =0l A
Vlan Interface Ol Al =418 DHC
Server S H &
® DHCP Server 2| &K= 0l 282 no EHIE AIS

Notice Premier 8824XG 2| DHCP relay Agent = helper-address £ %|CH 100 JH t

X &3 JtsotCih.

CtE22l 0l Hl= DHCP Relay Agent 0l Al Server =4 & Xl & ct= 0Ol M OICt.
Switch# configure terminal

Switch (config)# ip dhcp-server 192.168.0.254

Switch (config)# exit

Switch# show ip dhcp relay

DHCP relay Enabled

DHCP Smart Relay feature Disabled
DHCP Smart Relay retry count 3

DHCP server-id based relay Disabled
Verification of MAC address Enabled

Insertion of option 82 Disabled
DHCP Option82 Management-IP 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

Switch# configure terminal
Switch (config)# interface vlanl
Switch (config-if-vlanl)# ip dhcp helper-address 100.0.0.1
Switch (config)# end

Switch# show ip dhcp relay

DHCP relay Enabled

DHCP Smart Relay feature Disabled
DHCP Smart Relay retry count 3

DHCP server-id based relay Disabled
Verification of MAC address Enabled

Insertion of option 82 Disabled
DHCP Option82 Management-IP 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254, 100.0.0.1(vlanl)
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DHCP relay information option(OPTION82) & &
HCP server

6.2.4.
Premier DHCP relay agent = DHCP Z¢ct0| 2 EZ 2 E 2| DHCP request
I, Premier DHCP relay agent KA 2t 22t0IHEDF HZ &l Interface & 2
relay information option JIS& KM 3g&tCt. DHCP Server = Option82 &
=2 M2 Fe =+ UL 6 E =0 DHCP Server = S8 A9 X 2 Edl ™M AC(a)
, S ARAXS S ZEON A MAC()E Jtdl

Config X
&l Host Jt Binding & O QJUCIHH

QAR & UCH

=
—
DHCP Server

dhcp packet
[ [Options? |

il

DHCP Relay
(mac: 000770.000001)

Vian

dhcp packet

DHCP Client

_1& 6-3. DHCP Relay Option82
2 D80 A X8 DHCP Option82 = DHCP Relay 2t DHCP Server AIO|OIAICH AtEE
Relay = DHCP Client Jt && 8t I3/ 2 DHCP Server 2 Y & [i DHCP Option82
DHCP Server Jt & &6 IH2! 2 DHCP Client 0l Hl =¥ & & [f DHCP Option82 € M1 &tCt
243

243

DHCP relay information option J|sS2]

6.2.4.1.
Premier DHCP relay agent 0l Al relay information option 7| S 2

Ct.

£ FIIotH

DHCP

FAIZIDI fIoh M= TS 2l EE

*

= ArE8HC.
gg0 =k
ip dhcp relay information option ®  DHCP relay information(option-82 field) 7| s 2 & & 3t
m JIEHCR, 0l Sd2 dlgds Do AL
CtS 2 DHCP Relay 2| Option82 J|s2 &4 3t Al31= Ol Xl Ol Ch.
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Switch# configure terminal

Switch(config)# ip dhcp relay information option
Switch (config) # exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Enabled

DHCP relay information policy : replace
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.4.2. Relay information option HEH Hz & &

OII

JI2X 22, Premier 8800 Al2| =2 MHEH HME DHCP 220/ EZRH 418 2! Ol D&
2| relay information 2 Premier 22| X| 2| relay information 2 & CHXIStCH Premier A X2 D2 &
M HAHG)| |SCHH, Global 2EUHA THS2l HE S AE ST

EETY =
ip dhcp relay information policy L]
{droplkeep|replace}

| 08

|2 gt2 replace Ol Ct.

drop : relay information 0] & 2T U= A2 HIIIE

Ch.

m keep : I =2 relay information 2 S XI6tH, I =2
relay information O] 81 2™ switch 2| relay information
= 8ot

m replace : 7| &2 relay information = Premier switch 2
relay information 2 = CH &l &t Ct.

:

CtES2l ol Hl= DHCP Relay Information Option JH S X4 & &8 2 Drop 2 & & & &HCt.

Switch# configure terminal

Switch (config)# ip dhcp relay information policy drop
Switch (config) # exit
Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled

DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled

Verification of MAC address : Enabled
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Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.5. DHCP Smart Relay & &

DHCP Smart-relay 7|
S0 & Reply W32
Address & H&ot=

=2 DHCP Relay Agent Jt Request IH2! S DHCP Server 0l Hl 33l X & & 0l
= AIGHAl 28 22 DHCP Packet 2| giaddrE S CIEHHI0lAS & CIE IP

DHCP Server
(Pool: 200.0.0.1~10)

DHCP Client

212 6-4. DHCP Smart-Relay SZ+ & X}

8) DHCP Client 22 IP & IH2!2 ==4I8t DHCP Relay = giaddr 0l ‘100.0.0.254'E & & 6t(
=212 DHCP Server 0l Hl S &tCH DHCP Server = 0| T2 2| giaddr £ 210 Xl 2

Pool Z<0| OtLIZ2 = G S IH2! 2 Drop StCF.
6) Reply li2!E &tXIR& DHCP Client = CtAl 8t81 IPE Q&L Ol I3 E =418 Relay Agent

= ol & DHCP Client 0fl CHS IP 2 & Retry Count £ SJHAI2!ICH.
7) IP 2& Retry Count Jt 330/ (‘4 ¥ Ii2!), DHCP Relay = giaddr £ ‘200.0.0.254'2 HH St
DHCP Server = 0] Ii3!2| giaddr & 21 X412 Pool S0 AL EZ Reply I3/ 2 Relay
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Agent Ol Al & & StLY.
=N 49
ip dhcp smart-relay ® DHCP smart-relay J|s2 &4 3

" J|2XNO2 0l SHS HEsE =0 UL

CtE2l 0l Hl= DHCP Smart-Relay Jls2 &4 3t AlI2ICH
Switch# configure terminal

Switch(config)# ip dhcp smart-relay

Switch (config) # exit

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.6. DHCP Relay Verify MAC-Address &8

DHCP Client Identifier &£ = Client HW Address Ot X & &<, 0| Ii2!= Drop AlI217] 2ol TS H
O E AMEEHL

= R0 &3
ip dhcp snooping verify mac- ®  DHCP Client Identifier == Client HW Address Jt B &
address £ A<, 0l IH2! 2 Drop Al2!CH

 J=HeR, 0l Sd2 243t 50 UL

CtS2l 0l il = DHCP Relay Verify Mac-Address J| s & & 2 ol HIStCF.

Switch# configure terminal
Switch(config)# no ip dhcp relay verify mac-address
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Switch (config) # exit
Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Enabled

DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Disabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.7. DHCP relay server-id-relay & &

Premier DHCP relay agent OlAl DHCP Server € i Ml &&83MZ2 [, DHCP relay agent =
DHCP Client JF & &St DHCP Server 0l HI2F DHCP Request & &&okJ| £l DHCP relay server—
id-relay Jls=2 Ml S8tCt.
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DHCP Server 1 DHCP Server 2

DHCP Relay

DHCP Client

1% 6-5. DHCP Relay Server-ld-Relay S & X}

1) DHCP Client 2= & DHCPDISCOVER Ii3!E 2t2 DHCP Relay Agent = At&UIH SE=
DHCP Server 1, DHCP Server 2 (il Al TH2! S 22+ L S &L},

2) DHCP Server 1 It DHCP Server 2 = DHCPDISCOVER Ii2!2 & 1) 212 DHCPOFFER T2 @
2 Reply &tCt. DHCPOFFER Il 2! 0fl = DHCP Server Identifier Option Filed 0l Server IP =20}
SYE N UCH

3) DHCP Client = DHCP Server 1 1t DHCP Server 2 £ £ & DHCPOFFER I3/ & &1 0| &0f &t
LIE & E46H0 (ex. DHCP Server 1) DHCPREQUEST Ii2!2 &M & 8tCt. DHCPREQUEST IH 2! Ofl
S DHCP Server Identifier Option Ol RUCt.

4) DHCPREQUEST I{2!2 =4It DHCP Relay Agent = DHCPREQUEST 2| Server ldnetifier
Option 2 £ 1) DHCP Server 1 0l HI°t DHCPREQUEST 2! 2 & &8tCh 0teF DHCP Server
Selection J|s0| E43s T UK £2™H DHCP Relay Agent = XHA0IH SS& 2 DHCP
Server Ol Al IH2! & &S &L

0%
o | o

&9
hcp relay server—id-relay ® DHCP relay server—id-relay Jls=2 &4 3}
m J|2Hoz 0| SEH42 Hl 2435 D UL,

ip

CtS2l ol Hl= DHCP Relay Server-ld-Relay 7| s2 & & &tC}.
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Switch# configure terminal

Switch(config)# ip dhcp relay server-id-relay
<cr>

Switch(config)# ip dhcp relay server-id-relay

Switch (config)# exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Enabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.8. DHCP Class J|¥t DHCP Ili3! Relay

Premier DHCP relay agent = DHCP Client 0l A &&= & DHCP IH2! 2| Class =gt0ll [tct DHCP Server

£ d8ote JIs= MSgth.
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DHCP Server 1 DHCP Server 2

DHCP Relay

*Bhice Clie Cllent 2
DHCP Client 1

_18& 6-6. DHCP Class J|¥t DHCP IH2! Relay

DHCP Class & &

Premier DHCP relay agent 0l 5 DHCP Class Data € & &6tJ| ®Io Global Node 2 DHCP Class
Node Ol A CtS 2 HE O E AtE&tCH

gg0 49
ip dhcp class class-name ® DHCP Class Name X &

“(dhcp-class)#” & 48 &l = DHCP Class Node £ &1 &
option <1-255> {asciilhex} WORD ® DHCP Option77 Data & &

CtE&2l 0l Hl= DHCP Class Data £ class option77 0fl “ubiquoss” 2t= Data £ & &ct= 0| Ml Ol Ct.

Switch (config)# configure terminal

Switch (config)# ip dhcp class test
Switch (dhcp-class)# option 77 ascii ubiquoss

DHCP Relay-Pool & &

Premier DHCP relay agent 0l Al DHCP Relay-Pool 2 & &5t0 XI& & Network £ £ & =418 DHCP
I3 0ll DHCP Class 7t = &%, S& DHCP Server £ IH3! = %ﬁIEDI <ol Global Node & DHCP

Relay-PooI Node Ol Al CtS 2l HEUE AFZSHCLH

=10 &3
ip dhcp relay-pool = DHCP Relay-Pool 2 ?I8t 0|E M4
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® “(dhcp-pool)#’ 2 &l & &l = DHCP Relay-Pool Node £

&
relay source A.B.C.D/M = DHCP Relay-Pool £ ?I8t HIERIZ & &
class class-name ® DHCP Relay-Pool € </ &t class Xl &

mh
-}
I
0O
T
=
yo
Mo
1>
ps
o
o

Ct=2l 0l M= '100.0.0.0/24’ HIER A =ZSFH Option 77 (“ubiquoss”) Z&
[ DHCP Server 200.0.0.254 0ll il DHCP IH2! S & &ot= Gl MOl Ct.

Switch (config)# ip dhcp relay-pool test
Switch (config-dhcp) # relay source 100.0.0.0/24

(
Switch (config-dhcp) # exit
Switch (config-dhcp) # class test
Switch (config-class)# relay target 200.0.0.254
Switch (config-class)# exit

(

Switch (config)# service dhcp relay

6.3. DHCP Snooping 2ls

6.3.1. DHCP Snooping Jls MK

DHCP Snooping 2 hosts 2t DHCP Server AtO| 0l Al hosts & 22 DHCP Discover Message 0l CH St

RE42 ZAoHD, S L8 hosts £ FH 2l DHCP Message 0fl Lol Rate-limit £ +=8{5tH, Option82
HEE FIOHA NG, hosts 0l Ui 8 2 Lease IP Address, Mac Address, hosts JF & Z &l Interface
H P S8 E&6t= DHCP Snooping binding database € A& 6t12, |7 X ¥ 2t2|8HCH.

DHCP Snooping 2 Vlan &%l 2 s&06t0H, JI2&8 22 2= Vian 0l A inactive & EHOICt.

6.3.1.1. Trust and Untrust Source

(2]

DHCP Snooping 2 traffic sources J} trusted @ X| untrusted 9! X| ?2&8tCt. untrusted sources
traffic 33 = U2 HUHC #HsS &X 220 148 332 24D <o, DHCP Snooping

o=
untrusted source £ £ & message € ZHE & = UL

6.3.1.2. DHCP Snooping Binding Database

DHCP Snooping2 DHCP MessageE Jiz  HE E AIE56I0 databaseE SHCZ 2t=1) |A|
&tCt. Database= DHCP Snooping0| &4 3t T/ }= Vianll untrusted hostOll 2t8t entryE Z &
StCt. Database Entry= DHCP Server, Client2 2H 22 2= DHCP messageE Validation
check & FJt0dt12, Validation check 2t2 state &t=0l JIS&tCt £t S8t DHCP ClientZ2 2 H
ANEE A2 HA DHCP message = DP X 22| message 148+ Database Entry0il J| =& Ct.
IP Address lease timeOl & & HLF host2 2 Ef DHCPRELEASE messageE 2tA2 [H= state &
=0 time expired, released= J| S &4, Databasel| EntryJt Z U2 E€AS e IHE 2HE
Invalid Entry2t &2 HIE 1D, MEZ& EntryJt ==L

DHCP Snooping binding database= host2] MAC Address, Client Hardware Address, Client
Identifier, leased IP address, lease time, received time, State, Vlan ID, hostJt HZ &l interface
port 82 & HLESHCT

o L=
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6.3.1.3. Packet Validation

A 2| Xl= DHCP SnoopingOl &4 3= VLANS2l untrusted interface2 & =418t DHCP packet2
S8 ZASU. A”IXleE US & % | 2215184, DHCP Snooping binding Table2l state &=
Ol 222 LIS HEAISIC.

® A2|X|Jt untrusted interface 2 £ E4 source MAC address2t DHCP Client Identifier £&
DHCP Client Hardware AddressJt £ X6t Xl &%= DHCPDISCOVER 3l & & =C}.

6.3.1.4. Packet Rate-limit

-

DHCP Snooping 2 =2 & DHCP Client 2 2E 2= DHCP Packet 0l CH5t0d Rate-limit 2 &4 5tCt.
DHCP Snooping 2 JI2&2z 25t DHCP Client Z2H 2= S28 E/2 2| DHCP Packet & =
& 2 4K S E 6L

6.3.2. DHCP Snooping J|s2 &43}

RUCh global €& LE0A CHS2l A

Jlgdoz A2 X2 DHCP Snooping 94 Jls2 dlEgdst T U
FHE ArEol0! DHCP Snooping J1s2 435 A2 2= UCH
a4 49
ip dhcp snooping = A2X| 2 DHCP Snooping Jlss 43l
® DHCP Snooping J|sS HI&43 otd™, 0l &2 no SEHIE At
=

CtS2l 0l Hl= DHCP Snooping Jls2 &4 3t ot= Ol Xl 0ICt.
Switch# configure terminal

Switch (config)# ip dhcp snooping

Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled

Insertion of option 82 is disabled
DHCP snooping is configured on following VLANS:

none

6.3.3. DHCP Snooping Vlan &3

U]

rlo

>

DHCP I3!S Snooping & Vlan & &#&&tCt. & &F& Vian 01212 Vlan & S146t= DHCP I
Snooping & X & =C}.
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g0 23
ip dhcp snooping vlan vlan_ID ® DHCP Il 2! 2 Snooping & Vlan &8
® DHCP Snooping Vlan &M= 0l 2 &2 no SEHE AL

b Notice DHCP Snooping S DHCP Relay 2 &1 A28 22, DHCP Relay Jt TH2!
S L 5t =L

b Notice DHCP Snooping £ DHCP Relay 2t &M AIE &

st Z <, DHCP Server 2t
DHCP Client & % Vlan 25 Snooping vlan 22 X

| & ol OF StCt.

CtS 2l ol Hl= ‘vlan1'0l DHCP Snooping 7l s2 &4 st o= Ol M0l Ch.

Switch# configure terminal

Switch (config)# ip dhcp snooping vlan 1

Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANs:

vlanl

6.3.4. DHCP Snooping information option(OPTION82) & &

DHCP Snooping 2 DHCP 2¢2I0|HE
It A& E Interface & EH|0| st B2 E

£ M&etlt.

£ E 2] DHCP request £ Snooping & [, DHCP 2205 E
F&t 2= Q&= DHCP Snooping information option J| s

H
ol

0
o

6.3.4.1. DHCP Snooping information option 7152 &4 3

Premier DHCP Snooping 0l A information option J|s2 &43tAI21D] Il E CIS2 HES AIE
8Lt

EER ElE
ip dhcp snooping information = DHCP Snooping information(option-82 field) )| 52 &
option M3}

m JE28eg, 0l Sd2lgdeE B0 AL

o

o
0x
o
=
N
[

Ct22l 0l Hl= DHCP Snooping Information Option J| S
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Switch# configure terminal

Switch(config)# ip dhcp snooping information option
Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled

Insertion of option 82 is enabled [drop]

DHCP snooping is configured on following VLANs:

vlanl
6.3.4.2. DHCP Snooping information option S} ¥ & & &
Jlg& 2oz, Premier 8800 A < XI 2l DHCP Snooping information & 242 DHCP 22I0|HEZ2H =+
A8 TH3! WOl information Option & £t U 2™ THZ! S Drop AlZ!Ct. Premier 8800 A2 X2 J|&
HMZ BHAGD| 2SCHH, Global 2= 0AM CHS2 2 ALESHC.

g9g0 &9

ip dhcp snooping information m D2 g2 drop O|LCt.

policy {drop|keep|replace}

|'||'

drop : DHCP Snooping information 0] & & &0 A= If
212 HIJIstit.

® keep : J| =2 DHCP Snooping information = = Xl 8tCl.

® replace : 7| &2 DHCP Snooping information = Premier

switch 2| DHCP Snooping information 2 2 C &l 8tCt.

CtE& 2l 0l Hl= DHCP Snooping Information Option M S X & 2 2 Keep 22 & & &tC}.

Switch# configure terminal

Switch (config)# ip dhcp snooping information policy keep
Switch (config)# exit

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANS:
vlanl

6.3.5. DHCP Snooping Trust Port &3

HERAZD 22Xt dl2lg = As ZE (ex DHCP Server 28 ZE)= 432 BEUNHE AMESIH
Trust Port 2 & & &tCh. Trust Port £ & E6tH Host 2 E 2| Request Ii2! 0] Trust Port 28+ Z 2/
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ip dhcp snooping trust m X&EE EZEE Trust Port & & & SHL. Trust Port Ol Al ==

AlSH DHCP Il 2! 2 Validation check 6t Al & =CF.

Host 2 2 H 2| Request IHZ! 0| Trust Port 28+ X< &
Ct.

m J|2EHOZ2 PE TE= untrust ZEO|CH.

on

CtE2l llH= ZE ‘gil’S Trust Port £ & & &L},

Switch (config)# interface gil

Switch (config-if-gil)# ip dhcp snooping trust
Switch (config-if-gil)# end

Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

gil Trusted 2000 O

giz Untrusted 2000 1

gi3 Untrusted 2000 2

gi4 Untrusted 2000 3

gi5 Untrusted 2000 4

gi6 Untrusted 2000 5

gi7 Untrusted 2000 6

gis8 Untrusted 2000 7

gio Untrusted 2000 8

gil0 Untrusted 2000 9

gill Untrusted 2000 10
gilz Untrusted 2000 11
gil3 Untrusted 2000 12
gil4d Untrusted 2000 13
gil5s Untrusted 2000 14
gilé Untrusted 2000 15
gil7 Untrusted 2000 16
gils8 Untrusted 2000 17

6.3.6. DHCP Snooping max-entry & &

X EE = DHCP Snooping max-entry =5 & &5lJ| ?oli CtS0t 2= BH = AtE St
g3 &£9
ip dhcp snooping max-entry m IIEHZ DHCP Snooping max-entry ==& & & &tC}.
& valid(& M IP E ArES21)8F entry = Max entry Ji ==
£ T ot & At MIGHA &2=C.
B JI2HO 2 LEYE Max-entry === 2000 JH Ol Ct.

122 Premier 8824XG User Guide

e
B— AJ--.I-...............



Swﬂch P

CtS 2 0l Hl= ‘gil’2 DHCP Snooping Max-Entry £ ‘100002 & & StCl.

Switch# configure terminal

Switch (config)# interface gil
Switch(config-if-gil)# ip dhcp snooping max-entry 100
Switch (config-if-gil)# end

Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

gil Trusted 100 0
giz Untrusted 2000 1
gi3 Untrusted 2000 2
gi4 Untrusted 2000 3
gib Untrusted 2000 4
gi6 Untrusted 2000 5
gi’7 Untrusted 2000 6
gis8 Untrusted 2000 7
gio Untrusted 2000 8
gilo Untrusted 2000 9
gill Untrusted 2000 10
gilz Untrusted 2000 11
gil3 Untrusted 2000 12
gil4d Untrusted 2000 13
gilb Untrusted 2000 14
gilé Untrusted 2000 15
gil? Untrusted 2000 16
gils8 Untrusted 2000 17
Switch#

6.3.7. DHCP Snooping Entry Time &3

=10 &3
ip dhcp snooping entry-time ® |nvalid(IP € &M At&Eot2 JUXl & =)st DHCP

Snooping Binding Entry & M &ot1D U= Al2tS A& &t
Ct. Et?l= 20ICH
m J|E2HOZ, 14400 2(10 2)o 2 A H (.

Ct22l 0l M= DHCP Snooping 2| Entry Time 2 ‘10 2’22 & ¥ dt= Gl M OICt.

Switch# configure terminal

Switch (config)# ip dhcp snooping entry-time 10
Switch (config) # exit

Switch# show ip dhcp snooping
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Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl

6.3.8. DHCP Snooping Rate-Limit &&

S St DHCP Client 22 & M &&= DHCP Packet 2| Rate-limit £ & &ot)| 2ol C1S2l HEOUE
ArE SHCH.
g3 &9
ip dhcp snooping rate-limit 0} 1 =Y =23 DHCP Client 2 2 £ Packet type 0] &
2 DHCP Packet 2| 51 & =5 & & &L},
R J|2XHO2 XY 2019 IHA S 5l=s6HC.

CtE Ol Hl= DHCP Snooping Rate-Limit £ ‘10002 & & & 6t= 0l M O| Ct.

Switch# configure terminal

Switch (config)# ip dhcp snooping rate-limit 100
Switch (config)# end

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl

6.3.9. DHCP Snooping Verify MAC-Address & &

DHCP Client Identifier &£ = Client HW Address Jt 21X & 22, 0| I3l 2 Drop AlZ1D| ®lol CiE2 &
FHE ArSSstCH

a0 &3
ip dhcp snooping verify mac- ®  DHCP Client Identifier &= = Client HW Address Jt H &
address = Z<, 0| I§3! S Drop Al2!CH.

D28 eR, 0 Sd2 245 50 UL
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CtS 2l 0ol Hl= DHCP Snooping Verify Mac-Address Jls & & & ol Ml StCl.

Switch# configure terminal

Switch(config)# no ip dhcp snooping verify mac-address
Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is disabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl

6.3.10. DHCP Snooping Manual Binding &3

AHZ

k]

DHCP Snooping Binding Entry £ =522 &&otJ| |loh Gt 22 98 Ct.

i

a0 &9

ip dhcp snooping binding HH.H = MAC-Address J} H.H.H 2! DHCP Client £ XI& &
vlan <1-4094> A.B.C.D interface Interface Ol Al IP A.B.C.D S AI25}0, lease time 2
IFNAME Infinite O Ct.

G229l Ol Hl= MAC 0] 1111.2222.333 ¢! Jt XDt Vlan 1 2] gi2 ZE0W HAZ I { IP 100.0.0.10 =
AtZot= Ol Kl Ol Ct.
Switch# configure terminal

Switch (config)# ip dhcp snooping binding 1111.2222.3333 vlan 1 100.0.0.10
interface gi2

Switch (config)# exit

Switch#
Switch#
Switch# show ip dhcp snooping binding
State Codes: (C) - Invalid Client Identifier, (E) - Lease Time Expired
(H) - Invalid Client HW Address, (R) - Rate Limit Dropped
(M) - Mac Validation Check Dropped
Mac Address IP Address State Lease (sec) Vlan Interface
1111.2222.3333 100.0.0.10 Manual Infinite 1 gi2

total 4 bindings found
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6.4. DHCP Server 2LIHEY % 22|

6.4.1. DHCP Server Pool 8 X3

DHCP Server 0 4 & DHCP Address Pool 82 & x3|6l2] ™, privileged EXEC 2=E0 A CIS2
HHS AMSEHCL

a4 =E

show ip dhcp pool ® DHCP Server 2| DHCP Address Pool 32 E &
show ip dhcp pool network- ® DHCP Server 2| Network Pool Li2| 8 =&
pool [name]

show ip dhcp pool host-pool = DHCP Server 2| Host Pool LHS| &2 £
[name]

6.4.2. DHCP Server HI2IY H&E X3

DHCP Server 0l A Client 0l Hl M 38t Address 2| HIQIE B2 E % 3|56t ™, privileged EXEC 2 =0
N OS2 HE S AFS ST

a4 =F
show ip dhcp binding ® DHCP Server (ff & & ZE HICIE S &
show ip dhcp binding detail ® DHCP Server 0ff & & 2= HICQIZE & [ & Mst HEIZ2
=g
show ip dhcp binding B DHCP Server (il &8 & dield 2 = UI2| =2 Pool Ol =
network-pool {address |name} 5l= Hiolal M= =2
B address : Address 0fl ol & ot= HtolE H82 &
® name : 0| S0l ol &dt= Network Pool L2l @ = HiCIE &2
e
show ip dhcp binding host- ® DHCP Server 0l 84 & delY 2 = Host Pool 0l &5t=
pool {address|name} Hiolgl M2 =
B address :Address 0fl ol & ot= Htold E8 &
® name: 0| S0l o &ot= Host Pool LH2| 2 HIQIY BE &
=]

—/

6.4.3. DHCP Server SH 32 X3

a4 =
show ip dhcp server statistics ® Server 2| SH 2t S48 HAIXIQL 28 E JII2H F3EE &
Q
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6.4.4. DHCP Server 8= 88 X3

oy s
show ip dhcp conflict ® DHCP Server 0l 2ol VIS & 2= Address S== &5
{poolname} B S3 Pool Al LMt =SS 38 &
6.4.5. DHCP Server = XJ|8F HEH0f
== A9
clear ip dhep binding m DHCP HIOIEHIOIAZ 2 E K= Address HIQIE S 4f
{address| *} hel
®m address £ Z AlotH HAIE IP Address 2| AHsS HIQIE
S, “E AIZ20lH 2E XS HI Y S AHA
clear ip dhcp server ® DHCP Server 2| 2= SH IH2HE =I5
statistics
6.4.6. DHCP Server CIHO H& O]
R0 A9
debug ip dhcp server m DHCP Server 2| CIHZ JIs=S 435

{events|packets}

6.5. DHCPrelay 2LIEHE & 22|

T 5 DHCPrelay SLIHY & 22| 9380

3 0f sy

show ip dhcp helper-address m DHCP Server 2| 22 &

show ip dhcp relay ®  DHCP relay information option 2| 243 & MSH &
information option e =

show ip dhcp relay B relay o] SH L S48 HAIXIS 23E JI2H 2
statistics ==

debug ip dhcp relay ® DHCPrelay 2 CIHZ JIsS &43t
{events|packets}
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6.6. DHCP Snooping 2ZLIEE & 2t¢

DHCP Snooping 2LIEE ¥ 22| HE Y

%2 0f &y

show ip dhcp snooping ®  Global DHCP Snooping Configuration £ £

show ip dhcp snooping binding ® DHCP Snooping Binding Entry £ &
{IFNAME |valid|invalid|manual}

show ip dhcp snooping ® |nterface 0l & & & DHCP Snooping Configuration 2
interface =

show ip dhcp snooping ® DHCP Snooping SHl 82 &%

statistics

show debugging ip dhcp ® DHCP Snooping debugging & & &AEHE &
snooping

debug ip dhcp snooping ® DHCP Snooping CIHZ& JIsS &4 3t

6.7. DHCP &3& Ol

Ol B0z TS £& Ol

i

Al

0p
o

Ct.

DHCP Network Pool & & 0| Al

DHCP Host Pool & & 0l Al

DHCP Server 2LIEH & & 22| Ol X
DHCP Relay Agent & & 0l X

DHCP Relay Agent 2 LIE{& & 2t2| ol XI

6.7.1. DHCP Network Pool & & 0f Al

Ct2 Ol Hl= 192.168.1.0/24 CIE{HIO| A0l CHEF DHCP Network Pool £ A& D& 0| Ct. Client 2 J|&
StRE=192.168.1.1 5 A3 &M, SH Q! 0/& 2= ubiquoss.com 2 ALESCE. Client 2| IP Address
= o= SOt 2= CE are Address He= 192.168.1.10~192.168.1.100 n;
192.168.1.150~192.168.1.230 O| C}.

t
t

Switch (config) # configure terminal

Switch(config)# ip dhcp network-pool marketing
Switch
Switch
Switch (config-dhcp

config-dhcp) # domain-name ubiquoss.com
# lease 1

# network 192.168.1.0/24
Switch (config-dhcp) # default-router 192.168.1.1

(
(
(
(config-dhcp
(
(

)
)
)
)
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Switch (config-dhcp) # range 192.168.1.10 192.168.1.100
Switch (config-dhcp) # range 192.168.1.150 192.168.1.230

Ct22 0ldl= otLt2l vlan O] 192.168.2.0/24 2t 192.168.3.0/24 E 2t= CIEHHIOIA Ol CHE Network
Pool & 11& &% 1&O0ICH 192.168.2.0/24 Network 2| default-router = 192.168.2.1 0|, &%
Address &< £ 192.168.2.10~192.168.240 2 AtE05t0H, 192.168.3.0/24 Network 2| default-router =
192.168.3.1 0|, &Y Address H?l = 192.168.3.10~192.168.3.50 1t 192.168.3.100~192.168.3.230
2 ArE8ICH 1211, DNS Server= 25 1.2.3.4 2 1.2.3.5 & At&ESICt. 2+ Client = IP Address 2|
AUE 12 ARIIK E& 2=,

Switch(config)# configure terminal

Switch (config)# ip dhcp network-pool salesl
dns-server 1.2.3.4 1.2.3.5
lease 0 12

Switch (config-dhcp network 192.168.2.0/24

Switch (config-dhcp) #
) #
) #
Switch (config-dhcp) # default-router 192.168.2.1
) #
) #
) #

Switch (config-dhcp

Switch (config-dhcp range 192.168.2.10 192.168.2.240

Switch (config-dhcp group vlanlO
Switch (config-dhcp exit
Switch

Switch

config)# ip dhcp network-pool sales2
dns-server 1.2.3.4 1.2.3.5

# lease 0 12

# network 192.168.3.0/24

# default-router 192.168.3.1

# range 192.168.3.10 192.168.3.50
#

#

#

config-dhcp
Switch (config-dhcp
Switch (config-dhcp

Switch (config-dhcp
Switch (config-dhcp range 192.168.3.100 192.168.3.230
Switch group vlanl0

Switch (config-dhcp

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(config-dhcp
(

) #
)
)
Switch (config-dhcp)
)
)
)
)

exit

6.7.2. DHCP Host Pool &3 0l H|

CtE 0Ol= 192.168.4.0/24 Network 0l =dt= Host Pool 2 2482 20 =Ch default-router £
192.168.4.1 AtE275t04, ubiguoss.com 2 domain name 2 &, 192.168.4.10 1 192.168.4.11 2 dns-
server & AI&E3dt= Client 2 <8 Host Pool OICt 1¢2l1, Client 2| MAC Address It
00:01:02:94:77:d7, 00:01:02:94:77:d8, 00:01:02:94:77:d9 I Client OflH 192.168.4.114,
192.168.4.115, 192.168.4.116 2| IP Address 2 255.255.255.0 2| Network OtA 3t S ECH =S
Htolg oz st E IPAddress = SR ECZ AIZEIC.

Switch (config)# ip dhcp host-pool mars

( )# network 192.168.4.0/24

Switch (config-dhcp) # default-router 192.168.4.1

Switch (config-dhcp)# dns-server 192.168.4.10 192.168.4.11
( )
( )
(

Switch (config-dhcp

Switch (config-dhcp)# domain-name ubiquoss.com
# host 192.168.4.114 255.255.255.0

Switch (config-dhcp-host)# hardware-address 00:01:02:94:77:d7

Switch (config-dhcp
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Switch (config-dhcp-host) # exit

(
Switch (config-dhcp)# host 192.168.4.115 255.255.255.0
Switch (config-dhcp-host) # hardware-address 00:01:02:94:77:d8
Switch (config-dhcp-host)# exit
Switch (config-dhcp)# host 192.168.4.116 255.255.255.0
Switch (config-dhcp-host)# hardware-address 00:01:02:94:77:d9
b Notice =S HIIE 22 & E Client Ol Hl= & &t =28 IP Address It & &
Ct.

6.7.3. DHCP Server ZLIEHE L 2t2] 0l Al

Ct=S2l 0l Hl= DHCP Server 0fl 24 & DHCP Address Pool &8 2 & = & &t}

Switch# show ip dhcp pool
Pool Name Type IP address Total Used Usage
mars Host 192.168.4.115/24 1 1 100%
mars Host 192.168.4.116/24 1 1 100%
mars Host 192.168.4.117/24 1 1 100%
marketing Network 192.168.1.0/24 172 0 %
salesl Network 192.168.2.0/24 231 0 0%
sales?2 Network 192.168.3.0/24 172 0 %
Switch# show ip dhcp pool network-pool salesl
Address pool Name Sales
Type Network
Default router 192.168.2.1
Lease 0 days, 12 hours, 0 minutes
DNS server 1.2.3.4 1.2.3.5
Network 192.168.2.0 255.255.255.0
Range (s)

192.168.2.10 ~ 192.168.2.240
group vlanlO
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Switch# show ip dhcp pool host-pool mars

Address pool Name
Type

Lease

Default router
DNS server

Domain name
Network

Host
Hardware address

Host

Hardware address

Host

Hardware address

Sales

Host
infinite
192.168.4.1

192.168.4.10 192.168.4.11

ubiquoss.com
192.168.4.0/24

192.168.4.114
00:01:02:94:77:d7

192.168.4.115
00:01:02:94:77:d8

192.168.4.116
00:01:02:94:77:d9

255.255.255.0

255.255.255.0

255.255.255.0

(]
]
rnn
0x
i
U

b Notice show running-config 38 & AIE3

B

CtS 2l 0l Hl= DHCP Server JI Client 0| Hl & & &t IP Address € 2 0 =C}.

Switch# show ip dhcp binding
IP address Hardware address Lease expiration
192.168.4.114 00:01:02:94:77:d7 Infinite

192.168.3.10 02:c7:£8:00:04:22 Wed Mar 12 06:27:39 2003

CtS 2l 0l Hl= DHCP Server Jt Client 0l Hl & &t IP Address € XHAISl 20 =CF.

Switch(Config)# show ip dhcp binding detail

TYPE : Manual

IP addr 192.168.4.114

HW addr 00:01:02:94:77:d7
Client ID -

Host Name

Lease Infinite

TYPE : Manual

IP addr 192.168.4.115

HW addr 00:01:02:94:77:d8

Client ID -

Host Name -

Lease Infinite
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TYPE : Manual

IP addr : 192.168.4.116

HW addr : 00:01:02:94:77:d9

Client ID HE

Host Name .

Lease : Infinite

total 3 bindings found

CtE2l Oldl= Client OlAH OI0I BRIY & IP Address & DHCP Server Jt A& &= JUZF(CHE
Client 2| IP Address £ AtE3tE=5 AlS), DHCP Server 2| HI9IY HEE AMHISHC.

-

Switch (Config)# clear ip dhcp binding 192.168.3.10

Switch (Config)# show ip dhcp binding

IP address Hardware address Lease expiration Type
192.168.4.114 00:01:02:94:77:d7 Infinit Maunal

CtZ2l tlHl= DHCP Server 8] SHXZE 2EHFELCL

Switch# show ip dhcp server statistics

Message Received
Malformed messages 0
BOOTREQUEST 0
DHCPDISCOVER 200
DHCPREQUEST 178
DHCPDECLINE 0
DHCPRELEASE 0
DHCPINFORM 0
ICMPECHO

Message Sent
BOOTREPLY 0
DHCPOFFER 190
DHCPACK 172
DHCPNAK 6
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6.7.4. DHCP Relay Agent &3

Ct22l GiMl= A<IX12 DHCP Relay Agent Jt Client 2| R £ &St DHCP Server £ & & &L},
Client 2l @32 E 2= Al9|= DHCP Address Pool 0] 812 A0 A</IXl= L2 ME Network 0l Xl
St DHCP Server 2 Client 2| 1€ ™M &St

DHCP Client
DHCP Client

192.168.0.10

182.168.0.20

Premier 7000 Switch
DHCP Rel
(DHCP Server) eay

2 6-7. Ol Ml Network — DHCP Relay agent &&d &3

Switch (config)# configure terminal
Switch (config)# ip dhcp-server 10.1.1.2
Switch(config)# service dhcp relay
Switch (config)#end

Switch# show ip dhcp helper-address
Server’s IP address : 10.1.1.2
Switch #

Switch # show ip dhcp relay statistics

Destination(Server) Value
Client-packets relayed 8
Client-packets errored 0
Destination(Client) value
Server-packets relayed 6
Server-packets errored 0
Giaddr errored 0
Corrupt agent options 0
Missing agent options 0
Bad circuit id 0
Missing circuit id 0

b Notice Ct2 A E Network 0l 9/ XISt DHCP Server 2 DHCP HIAIXIE & &5}
M GHE Network Ofl CHSt 2tRE 22 28I E&E K U OF ST},
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N ~
Client-packets relayed ScO0IHEI M&E IHAE M Z ZRYot=0l 438
Client-packets errored ScO0IHEI M&e IHAE M Z ZRYot=0l &g
Server-packets relayed NI 8&st 3l S 22l0I1HEZ IRHeH=0 428
Server-packets errored MBIt &&Ee H2lS S20IHEZ IR Yot=0 A&
Giaddr errored NHZ2H 418 DHCP Packet 0l giaddr Jt 81 &

Corrupt agent options

Option82 Length Jt A2 C+E)

Agent ZH|0l Option82 Ol Enable T US
DHCP 2! 0fl Option82 L0 2F It US(Option82 Length 22t &K

0

4l

M, NHZFH

>~ =
=8 B

=

Missing agent options Relay Agent &H|0| Option82 0l Enable T UAS M, MHZ2H
=41 8t DHCP IH2! 0l Option82 L0t 812
Bad circuit id Relay Agent ZH[0| Option82 0| Enable &0 US O, AHZ2H

=41 & DHCP IH2! Option82 2 = circuit id(9t 2 Xt Interface E2)0l 2

FIt U S (DHCP W22 circuit Id & &It DHCP Relay &2l circuit id list
ol 3)
Missing circuit id Relay Agent &B|0l Option82 0l Enable &0 UAS M, MHZLRH
=41 8 DHCP 2! Option82 £ = circuit idOt At Interface B2t &)
S)
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2 Z 0l M= Premier 8824XG A2 X0l A 2l NAT & & 0fl CHolt &

7.1. NATIHR

NAT

ER=B

Network Address Translation (NAT)= QI Ul ZH X0l HEHO=Z QIS IP =& 2= ZH0O e
HZEOl SiLI2 MALIA S ACH NAT = 0fE XXO IP HERK0| ANZE AIZEHE=E IP T4 B2H0
Ot CHE IP =4 S2t2=2 220 Z20IAHE &t 012I5tA, At IP F=AE AIE0teE €3 282
Oldst =AE ZQl IP FAZ BHEGHH CIHUYH &E=01 JtsSotA & Ch NAT & RFC 1631 O
JI== &

7.2. NAT &3F

NAT translation 2

A0 A AtE2E outside address £ 012 210 U0{0F2F SHCE.

Premier 8824XG A XA = CHS 1t

@ static translation :

® dynamic translation : 04 &1 inside address S 0il CHolf GtLt

Z HE Premier 8824XG = AFEE outside address 2|
translation 2 M3 8tLCt.
B MASQUERADE : outside address & S83| A&

ol

22 Al DXl NAT H & 24

H&EE AMEGHI| &0l private HIERIZ WA AtEE inside address 2 public U3

0l Jt=otlh.

£ & inside address € £ & outside address & 1 &t,

0] 49| outside address Z IP =4

S Syl Tk A2 dynamic

o 1, outside interface 0fl o & ol
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= address & Al &L},

B PAT: 6lLI2| outside address 2t= A= SHCH,
B NAT: Sl 0]&t2 outside address £ AFZEHCH
® |ocal translation : Premier A XIZ2H ZME = ECHE | source IP E BH1Eol= HACZ
2 HEZYE LEY SHAEZ 48 JIsotlt.
Premier 8824XG A 2| X 0l M 2] 2t2E2l NAT & A 0fl CHoll Al & & 8tCt.
7.2.1. Static NAT & &
& otL2| private IP =AE 2 otUe SO IP =42 HEGIH dS&ole 2A 22 Global mode

A CHE2 BEHE &St

30 2%

ip nat static inside IFNAME address m static nat £ </ &t private Ul E ¥ 3 2t publice Ul 2
outside IFNAME address 23 1N

28 OlM= s 2L

Switch# configure terminal

Switch (config)# ip nat static inside vlanl 192.168.0.1 outside
vlan2 200.1.1.1

7.2.2. Dynamic NAT &3

=4 BE 2A = 6L dynamic translation 2 X 206t)| fIoHM OS2 ZHUE 0186t S & &
Ct.
7.2.2.1. Dynamic NAT € Masquerade mode & &8

Dynamic NAT £ Masquerade & & & & &= inside U ER A0 £ot= 2! 2 source IP = outside
IFNAME Ofl i &ol= =AZ HEGIH S0

_I.

a0 £d
ip nat dynamic inside IFNAME B inside UIERKI2E <&t pool 24
netnum/prefix-len outside IFNAME ® outside O/ HHO|A & X

Masquerade mode € & &ot= WlMl= ChS 1 2 L. private 2 2 vlianl 1+ 192.168.1.0/24 HERKIIE
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9|5+, outgoing 2/EH HIOIAZ vian2 & & &t

SWITCH# configure terminal

SWITCH (config) # ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2

7.2.2.2. Dynamic NAT € PAT mode & &3

Global mode QA CIS 2 HEOHE 0l
Ct. Dynamic NAT £ PAT £ &3 &

OtU

ot PAT(Port Address Translation) mode & NAT £ & & &t

A2 inside UWIEKZ0 =6t= 22 source IP &= outside
address £ & & & otLIQ IP 2 HHE S M SEIC
HAEN a9
ool 4

ip nat dynamic inside IFNAME B jnside IERKZE
netnum/prefix-len outside IFNAME address ® outside O/ E{ H 0| A

=

CtS2 Dynamic NAT £ PAT mode £ £ &GtE== otH, vlanl Ol Al 2 25t= Eci
J4192.168.1.0/24 Ofl s & ot= IH2!2| AA IP S 200.1.1.1 £ HE0H &S 8HCE.

OfH
2
)
(]
c
=
(%]
D
T

SWITCH# configure terminal

SWITCH (config) # ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2 200.1.1.1

7.2.2.3. Dynamic NAT & NAT mode & & &

Globla mode 0l A TS 2l HE O E 0/=25+0d NAT mode 2 Dynamic NAT £ & & &tCH. Dynamic NAT
E NATmode & &8 & Z =R inside UIER A0 £5t= IH2! 2l source IP = outside 22 &8 & 0 H
IP &0l otLiZ BHA5I0 MSE

80 29
ip nat dynamic inside IFNAME ® jnside WIER A E <&t pool 74
netnum/prefix-len outside IFNAME lowest- ® outside O/ HHO|A & X ﬂ} B slE |p

address highest-address pool & &

Ct=Z& Dynamic NAT £ NAT mode 2 £ &6tES otMH, vlanl OIM Z4ot= EcHE S0l source IP
Jb 192.168.1.0/24 0l dLot= THA 2l A4 IPE 200.1.1.1~ 200.1.1.4 2| otLtE HEEH0 &6
Ct.
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SWITCH# configure terminal
SWITCH (config) # ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2 200.1.1.1

it
o

b Notice NAT 2 & = flow-rule(0H =& 12 &, 1.5 & & X)S &H X510/ 0f

SWITCH# configure terminal

SWITCH (config)# ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2 200.1.1.1

SWITCH (config) # flow-rule nat classfy ip 192.168.1.0/24 any

SWITCH (config) # flow-rule nat match trapcpu

SWITCH (config
SWITCH
SWITCH (config-if-vlanlO) # service-policy nat
SWITCH (config-if-vlanl0) # exit

SWITCH (config)# exit

# policy-map nat flow-rule nat

—_ — — ~—

config) # interface wvlanlO

(
(
(
(
(
(

il

b Notice JIZ& vlan10 Ol policy-map Ol 0101 HE& & B 0l= oil Y policy-map
0l NAT flow-rule € = Jt3+04 OF StCY.
7.2.3. local NAT &H
local NAT = Premier ARXZRH LME= ENEHO AA |IPE HEG=E Aoz IS HEN

£ 0lE0ot & &etlh.

80 &9

ip nat local inside source-netnum/prefix-len protocol : tcp, udp, icmp, E& & & 0] 1

protocol portnum destionation-netnum/prefix- = 22 any
len outside address ® portnum: MBS XEHS F=58 T
EE 320t 2= &= any

=
2 ot STl pis, SHg
[e] 2

INIRES—
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A 1P JE10.1.1.0/24 2! EcfE = ftp MU

O

CtS A= Premier AAX A LMet=s EHE
20.1.1.1 2 &ol= ECHEIO AA IPEHE O

SWITCH# configure terminal
SWITCH (config)# ip nat local inside 10.1.1.0/24 tcp 21 20.1.1.1/32

outside 200.1.1.1

Switch# show ip nat static
MODE Private IP Public IP Direction

STATIC 10.2.2.10 200.1.1.101 vlan3->vlan?

total 1 pools found

b Notice LEPHS=EZZESZANTCP = UDP I €8& R0 28 Jis
otCh 8, SHotH Hob| 2 Xl EE=sany 2 €806tH =0

7.2.4. NAT &4d3s}

HX, NAT JF S&6tJ| 2ol A= Global mode OlA CIS2 HHEOUE 0l250 NAT XIS 24 3HA|
2I1Ct.

HAEO &9

service nat NAT Al X2 &4 5HAID|C.

Switch# configure terminal
Switch (config)# service nat
Switch (config)# exit

7.3. NAT &F 2|

7.3.1. Static NATEAE Y X3

230 24

i
Hh
J

show ip nat static Static NAT 2| &l &8 3 &

Ct82 vlan3 2IEHHIOIAE 10.2.3.0/24 = &8st 0, staticnat E &3S 2 &8 J L 0|CH.
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7.3.2. Dynamic NAT &8 3% X3

3= 0f EE

show ip nat dynamic Dynamic NAT 2| 8l &2 HEE £

22 vianl QI HOIAE 10.1.1.0/16 2 2 A& & =0, dynamic nat £ 22 CHE CHE 0l CH o
Masquerade, PAT 12/ NAT 252 43S e &8 HE0ICH

Switch# show ip nat dynamic

MODE Private IP Public IP Direction

MASQ 10.1.0.0/25 - vlanl->vlan?2
PAT 10.1.0.128/26 200.1.1.100 vlanl->vlan?2
NAT 10.1.0.192/26 200.1.1.200-200.1.1.204 vlanl->vlan2

total 3 pools found

7.3.3. LocalNATEAE dEY X3

20 493
show ip nat local Local NAT 2| &M & & HEEE &<
Switch# show ip nat local
MODE SRC-IP PROTO PORT DEST-IP PUB-IP
LOCAL 10.1.1.0/24 tcp 23 210.108.10.0/24 200.1.1.99
LOCAL 10.1.1.0/24 tcp 21 20.1.1.1/32 200.1.1.1
total 2 pools found
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IGMP Snooping

= Z 0l A= Premier 8824XG A2 X1 0l A 2 IGMP Snooping & & 0fl CHoll & H &L},

8.1. IGMP Snooping H&

dBtMo 2 AXI A Multicast Traffic 2 Unknown MAC address Lt Broadcast Frame 22 Xl &l !
VLAN 0| &8t 2 ZE = Z flooding = Ch.

IGMP Snooping € VLAN W2l 2= Member-Port 2 Multicast Traffic S Forwarding oAl &1,
Multicast Traffic 2 Forwarding & Port E2 S&2Z FINAME2ZM Network 2| Bandwidth £
SEHOCZ ANSE 4+ UTSF ol =Lt IGMP Snooping 0 EHSIE AAX= SAEY 2tREZH2

IGMP Traffic 2 snooping ot 01, Multicast Group 2} Member-Port S0l Uit 32 E S O UL}

IGMP Snooping 2 Z X0l THall A 2t&tol A HotH CHSoF 2 CH S 3 Multicast Group 0l T 8t IGMP Join
HAIXIE g€o™, 2#HE Multicast Forwarding Table Entry 0l 11 SAEJN H2ZE Port & FII8HCH
SAEZ2H IGMP Leave HAIXIE ZHod Bl 1) SAEDJN HZE Port £ Table Entry Ol A
MDA &L S£8F, Multicast Router 22 E 2] IGMP Query € VALN We EEZZ Forwarding 8t =,
IGMP Join IAI KIS & X R&t ZES2 A NS CH

8.2. IGMP Snooping &&

IGMP Snooping 2 Global 3t Hl enable/disable 0| Jts3dt0H, &8 VLAN 22 S Al enable/disable Ol
Jtsatth D2 & 22 IGMP Snooping Ol Global 5t Hl enable &I O 2 0 OF S &6t = LY.
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8.2.1.

Global St Al IGMP Snooping 2 enable 5tJ| €I

Enable Global IGMP Snooping

[l M= ChS2l @ &HZ global configuration mode 0ff Al

AHEStCE.

=L &9

ip igmp snooping IGMP Snooping 2 enable StCl.
no ip igmp snooping IGMP Snooping = disable StCt.

Switch # configure terminal
Switch (config)# ip igmp snooping
Switch (config)#

Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
— TCN Query Solicit - DISABLED

[GMP snooping is DISABLED on ALL interface
IGMP snooping fast-leave is DISABLED on ALL interface

8.2.2.

Enable IGMP-TRAP on an interface

Switch 0l A IGMP Snooping 0| & =0! S02H0ll= IGMP packet = =&IE == AT F 2 port
interface 0l M IGMP-TRAP 2 Bt= Al enable off OF &Ct.

IGMP-TRAP 2 & &5t)| ®lol M= G322l ¥ & 2 Interface configuration mode 0l M A& StCF.
a0 &3

igmp-trap ol & I H 0l A0l igmp-trap £ enable &tCt.

no igmp-trap

igmp-trap £ Disable &tLCt.

142
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Switch # configure terminal
Switch (config)# interface gil
Switch (config-if-gil)# igmp-trap
Switch # show running-configure

I
interface gil
igmp-trap

Switch #

8.2.3. Enable IGMP Snooping on a VLAN

= &H| 0l M= IGMP Snooping 2 VLAN 2 Z enable/disable & 4= RUCH.

& Ml IGMP Snooping Ol &2 & VLAN & &&05t)| o= 82 ZE = global configuration
mode 0l M AtE StCt.

gg0 49
ip igmp snooping vlan <1-4096> £3& VLAN 0l IGMP Snooping 2 enable stCt.
no ip igmp snooping vlan <1-4096> £3& VLAN 0l IGMP Snooping £ disable &t C}.

Switch # configure terminal

Switch (config)# ip igmp snooping
Switch (config)# ip igmp snooping vlan 1
Switch (config)#

Switch # show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

- Aging Interval - 300 sec
- Last Member Join Interval : 10 sec
- TCN Query Solicit : DISABLED
viani

IGMP snooping is ENABLED on this interface
IGMP snooping fast-leave is DISABLED on this interface 73
[GMP snooping mr—learn is DISABLED on this interface

Vlan Members : gil gi2 gi3 gi4

Switch # N
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8.2.4. Configure IGMP Snooping Functionality

IGMP Snooping JISSS £&06t)| ?IollA, TS0l Li2*E 2SS

o

A
e

02
rol
O

8.2.4.1. report-suppression &8

JI2& 22 IGMP Snooping 2| IGMP report-suppression 2 Disable &EH0IH, =4lE 2= IGMP
Report =2 Multicast Router £ Forward & Ct. IGMP report-suppression = Enable o™, IGMP
Snooping € Multicast Membership Group O-CH SHLES] IGMP Report 2F Multicast Router 2 Forward
=l C.

0l Jls2 IGMPv1 & IGMPv2 Report 0l Al X Ol

ro

ot A HES = L.

EE 24
ip igmp snooping report-suppression IGMP report-suppression = & & StCt,
no ip igmp snooping report-suppression & H & IGMP report-suppression 2 i Ml S Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping report-suppression
Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval . 300 sec
- Last Member Join Interval : 10 sec
— TCN Query Solicit : DISABLED

- |GMP Report Suppression  : ENABLED

vlani
|GMP snooping is ENABLED on this interface
IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vlan Members @ gil1 gi2 gi3 gi4
8.2.4.2. fast-leave & &

IGMP Snooping 2| fast-leave J| S 2 enable ot A Xt SAEZR2H IGMPv2 Leave HIAIXIE &
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A= M old 2ESE 2L HIOIS0AM SAl HAHGHH = Ch.

Ol JIs& VLAN 2| 2t ZE} SAEDL otLtel 208 AHE 0K
b Hoff = 20 01 J tE5HH. IGMPv2 Leave HIAIXIE
S0t Leave It = ZEIHAE IS0 CHE EcHE S 2 X R6HH &
| 2= SAESO0| Leave HIAIXID XA & = IGMPV2 E ALE

ol
fo

J

Fast-Leave = OtcHel 8& 1} 20| VLANE & PORT E=Z EZ
Leave J} & & /% VLAN 2 member ¢! PORT & && B[} 24

a4 &9

ip igmp snooping vlan <1-4096> fast-leave £ & VLAN 0l fast-leave J| =& & & stLt.
no ip igmp snooping vlan <1-4096> fast-leave & & & VLAN 0l fast-leave J| 52 i HI&HC
ip igmp snooping vlan <1-4096> fast-leave £3& VLAN 2| PORT 0 fast-leave & & & &t

IFNAME

[

no ip igmp snooping vlan <1-4096> fast-leave & VLAN 2 PORT 0l & & & fast-leave S
IFNAME ofl Xl 8t Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping vian 1 fast—leave gil
Switch (config)# ip igmp snooping vian 1 fast—leave gi2
Switch # show ip igmp snooping vian 1

Global IGMP Snooping configuration:

- Aging Interval . 300 sec
- Last Member Join Interval : 10 sec
— TCN Query Solicit : DISABLED
viani

IGMP snooping is ENABLED on this interface

IGMP snooping fast—leave is ENABLED on gil gi2

IGMP snooping mr—learn is DISABLED on this interface
Vlian Members : gil gi2 gi3 gi4

Switch # configure terminal

Switch (config)# ip igmp snooping vlian 1 fast—leave
Switch # show ip igmp snooping vian 1

Global IGMP Snooping configuration:

- Aging Interval - 300 sec
- Last Member Join Interval : 10 sec
- TCN Query Solicit : DISABLED
viani

IGMP snooping is ENABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vlan Members : gil gi2 gi3 gi4

Switch #

a1
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8.2.4.3. mrouter & &

Switch = VLAN WS Z& Multicast Traffic 0| CtE Network 22 Forwarding otJ| ®IoHA 2=
Multicast Traffic 2 Multicast Router 2 M Z8tCt. (et A, Multicast Router It AZE Port = 2
Multicast Forwarding Table Entry 0fl outgoing port £ Z=J} &l L}.

I

JI MO 2 IGMP Snooping € IGMP Traffic 2t= Snooping ot 01 Multicast Router 2t A& = Port £
IO, PIM/IDVMRP Z2EZ2& &S 2 Z enable 610 mrouter port £ 2 X & %= UCH.

l

[]U
a.

et 22 gHoz 2H & mrouter port E2 A2 Multicast Forwarding Table Entry Jt & [
OtCt &4 outgoing L E 2 S= &/ 04, Multicast Traffic &2+ OrL| 2t Host Bl A & & dt= IGMP Join Ol
A XIS Mrouter port 2 Forwarding = Ct.

==2Z Multicast Router Port £ & &0ot)| fIoiAd= LS8l & = global configuration mode 01l Al
=

=) &3

ip igmp snooping vlan <1-4096> mrouter port £ =52 & &MY

mrouter interface IFNAME IFNAME 2 0/0] VLAN Ll © Member-Port 01 0F &tCt.

no ip igmp snooping vlan <1-4096> & & & mrouter port £ off Xl 8tCt.
mrouter interface IFNAME

Switch # configure terminal
Switch (config)# ip igmp snooping vlan 1 mrouter interface gi1
Switch # show ip igmp snooping mrouter

VLAN MULT | CAST-ROUTER-PORT

0001 git

=XMOZ PIM/IDVMRP 22 E22 =056t Multicast Router Port £ 21 XIol)| Ist 832 CIS2 HH
2 global configuration mode 0l A ==& &tCF.

g3 &£9
ip igmp snooping vlan <1-4096> PIM/DVMRP & 2 &£ 3& Snooping ot mrouter port £
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mrouter learn pim-dvmrp

2F
no ip igmp snooping vlian <1-4096> o

mrouter learn pim-dvmrp

Xot==2 & A&t
& & PIMIDVMRP Z2 E22 0/ S8 mrouter 2 X £
Ol HI StCt.

Switch # configure terminal

Switch (config)# ip igmp snooping vlian 1 mrouter learn pim-dvmrp
Switch # show ip igmp snooping vian 1

Global IGMP Snooping configuration:
- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
— TCN Query Solicit - DISABLED
vlani
IGMP snooping is ENABLED on this interface
IGMP snooping fast-leave is DISABLED on this interface
|GMP snooping mr—learn is ENABLED on this interface
Vian Members : gil gi2 gi3 gi4
8.2.4.4. aging time & &

IGMP ZZEZ20 A= IGMP Querier 2 S&0ol= Multicast Router I} F=I|& 22 IGMP Query 0l Al
XNE H&E6tD, SAEE2 010 Uit SE2Z IGMP Join HIAIXIE & &8 2 2 Al Multicast Group Ol
CHst Membership Ol 22|=Ch. IGMP Snooping 2 0l218 IGMP Z2EZ2 HAIXNIES 0180t
Multicast Forwarding Table Entry 2| outgoing port &2 /At M| SHCE.

== T

S 2HIGMP Join HIAIXIE 2 X| 28l Multicast Forwarding Table Entry 2| 24 Al
outgoing & E 2 £ H Multicast Forwarding Table Entry 0l M At &I ! Ct.

aging time 2| J|2gt2 300 =0|M, Ct3 2 & = global configuration mode 0l A =845t 04 & & &tLH.

=}

a0 49
ip igmp snooping aging <30-3600>  aging time S & & &tC}. (Default : 300 X)
no ip igmp snooping aging aging time S Jl=gt2 2 £ 38t
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Switch # configure terminal

Switch (config)# ip igmp snooping aging 250
Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval 1 250 sec
- Last Member Join Interval : 10 sec
— TCN Query Solicit - DISABLED
vlani

IGMP snooping is ENABLED on this interface

IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vian Members : gil gi2 gi3 gi4

8.2.4.5. last-member-join-interval & &

VLAN 0l IGMP Snooping 2| fast-leave J| S0l & &Z Z 0 U X E 2 B0 IGMP Leave HIAIXIE ==&

= TuUu
Ot &I SAl oY LEE MAHGHA Z 20, €3 E last-member-join-interval Al2t 01 = 0l Multicast
Forwarding Table Entry Ol Al &t KIS Ct.

O

(RT3

r

ot last-member-join-interval 0| & & & AKXl LC+H last-member-join-interval 2 default 10 =2
s 8850, Y EE = IGMP Snooping 2| last-member-join-interval 0l &3t01 MAHECE 0 JIs
2 VLAN 0f fast-leave 7| 50| 8™ 0] UK L2 02 RS5ICH

last-member-join-interval 2| & & 2 Ct32 & = global configuration mode 0| Al ==& &tCt.

[y

=EA &3

ip igmp snooping last-member-join-interval <5-300>  |ast-member-join-interval 2 & & &t
(Default : 10 )

no ip igmp snooping last-member-join-interval last-member-join-interval 2 J| =gt 2

= &g st

O

b
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Switch # configure terminal

Switch (config)# ip igmp snooping last-member—join—interval 50
Switch # show ip igmp snhooping

Global IGMP Snooping configuration:

- Aging Interval : 300 sec
- Last Member Join Interval : 50 sec

— TCN Query Solicit . DISABLED
vlani

IGMP snooping is ENABLED on this interface

IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vlan Members : gil gi2 gi3 gi4

8.2.4.6. tcn (Topology Change Notification) & &

JIZ2& 22 IGMP Snooping 2 spanning-tree Topology Change Notification(TCN)= =4IotA S [,
Multicast Forwarding Table Entry & 25 Z=J|35}&tCF. 0|5, Multicast Router 2| IGMP Query 0l 2|l
M Multicast Forwarding Table Entry Ot A2 &4 & A I C.

2 I A M35 = tecn & 8 2 spanning-tree Topology Change Notification(TCN)S £=4I6tA S M,
Multicast Router 0fl Al “0.0.0.0” Group Ol CHoH Al IGMP Leave Al XIE & &§HCE Multicast Router =
“0.0.0.0” Group Ol CH&t IGMP Leave BIIAIKIE =418t =, IGMP Query HIAIXIE M ESoHAH T O, S
Al 2FLH Ol Topology Ot B &l Network 2| Multicast Forwarding Table Entry Ot M2 M A& & H| &I Ct.

tcn 2| € 2 spanning-tree 2 @4 & 2= ZU|0l €& JtsotH, ChS2l & S global configuration
mode Ol A ==& 5L},

EE 49
ip igmp snooping tcn query-solicit TCN Query-Solicit = & & st L},
no ip igmp snooping tcn query-solicit & & = TCN Query-Solicit 2 il M StCt.
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Switch # configure terminal

Switch (config)# ip igmp snooping tcn query-solicit
Switch # show ip igmp snooping

Global IGMP Snooping configuration:

: 300 sec

- Last Member Join Interval : 10 sec

- Aging Interval

— TCN Query Solicit : ENABLED
viani
IGMP snooping is ENABLED on this interface
IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vlan Members : gil gi2 gi3 gi4
8.2.4.7. igmp filtering &3

IGMP filtering 2 A®IX|l ZE0 &8 AFE X2 IGMP Packet £ £ filtering StCH [H2tM S8 Network
&2l Service HI=O0|LE A FU 28 AMHIA HE S0 22 Multicast MEIA2] Z2HIE 2elg = U
CF.

2t2+2| Switch Port 2 filtering 0l CHS' IGMP Profile 2 JHXI0{, IGMP Profile 2 3Lt Ol &
Multicast Group = 1t ol & Group Ofl CHEF Xttt 51 E= Z& ot AL

10

IGMP filtering 2 & &5tJ| I M= S X IGMP Profile 2 & &l 0F &I, IGMP Profile 2l &8 2 &
9| ¥ = global configuration mode 0| A ==845tC}.

oo &9

ip igmp snooping profile <1-99> permit <multicast IGMP Filtering 2 o1 Zdt= IGMP Profile
address> range <multicast address> = A& A BHCT.

ip igmp snooping profile <1-99> deny {<multicast IGMP Filtering £ Xt &6t= IGMP Profile

address> | <all>} range <multicast address> = M X5
no ip igmp snooping profile <1-99> & & = IGMP Profile 2 4Kl &Lt
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Switch # configure terminal
Switch (config)# ip igmp snooping profile 1 deny 224.1.0.0/16
Switch (config)# ip igmp snooping profile 2 deny 224.1.0.0/16 range 224.2.0.0/16
Switch (config)# ip igmp snooping profile 3 permit 224.0.0.0/8
Switch # show ip igmp snooping profile
IGMP Profile 1

deny

range : 224.1.0.0/16
IGMP Profile 2

deny

range : 224.1.0.0/16 224.2.0.0/16
IGMP Profile 3

permit

range : 224.0.0.0/8

IGMP Profile £ &8t =, IGMP filtering 2 B &otcd® (132 HAH S interface mode 0l A ==& &L},

T 49
ip igmp snoop-filter <1-99> IGMP Filtering 2 A</ Xl ZE 0 & &SHCH
no ip igmp snoop-filter <1-99> & H & IGMP Filtering 2 o I StCY.

Switch # configure terminal

Switch (config)# interface gil

Switch (config-if-gil)# ip igmp snoop-filter 1
Switch # show running-configure

1
interface gil

ip igmp snoop-filter 1
!

Switch #

8.2.4.8. igmp max-group-count & &

2F JtY XHE 2 multicast service & &6t MZ6tJ| 2100 M Multicast Group =5 KIS+ == QUL
Multicast Group 2| Ji==E HI&t6tI| fIHM= ChS2 EE S global configuration mode Ol Al =84 &t
Ct.

g3 &9

ip igmp snooping max-group-count IFANME <count> max-group-count & AQ(X| ZEN M
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no ip igmp snooping max-group-count IFANME

ki
m

=l max-group-count & A9 X
ol M stCt.

=2 x
x 0| 2

Switch # configure terminal

Switch # show running—configure

ip igmp snooping

Switch #

ip igmp snooping max—group—count gil 10

Switch (config)# ip igmp snooping max—-group—count gil1 10
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8.2.4.9. igmp max-reporter-count & &

2+ VLAN interface
Histe == QUCH
Host 2| JH=& HI&tolJ| flol A= ChE 2 EZE = global configuration mode Ofl A

Y= IR =5 HIStot0 multicast service £ Ml Z206t)0| IoHA Host 2l JH=E

S =y

2424 0f EE

ip igmp snooping max-reporter-count vlian <vlan-id>  max-reporter-count & VLAN interface
<count> 0l ®=Z5tCt.

no ip igmp snooping max-reporter-count vlian <vlan- 4 & = max- reporter -count £ VLAN
id> interface Ol A o XI &t Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping max-reporter-count vlan 1 10
Switch #

Switch # show running-configure

ip igmp snooping
ip igmp snooping max-reporter-count vlan 1 10

Switch #

2424 0f =L

ip igmp snooping max-reporter-count port IFNAME max-reporter-count £ Port 0ff =& &tC}.
<count>

no ip igmp snooping max-reporter-count port & & &l max- reporter -count £ PORT 0f
IFNAME

A ol Ml StCt.

Switch # configure terminal

Switch (config)# ip igmp snooping max-reporter-count port gil 10
Switch #

Switch # show running-configure

ip igmp snooping
ip igmp snooping max-reporter-count port gil 10

Switch #

8.2.4.10.  drop-igmp-ttl-over & &

oh

| RIHA TTL S MIste == ULH

Hl &4 packet 2 HlIStot0! multicast service £ Ml 3012
Me O Z &2 global configuration mode Ol A

olE= TTL & X 1tol= packet 2 HMIEHotI| 2 ol
Ct.

I
02
rol
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80 &g

ip igmp snooping drop-igmp-ttl-over <1-255> drop-igmp-ttl-over £ &8

-

StCt.
no ip igmp snooping drop-igmp-ttl-over & & = drop-igmp-ttl-over £ ol Ml St Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping drop-igmp-ttl-over 1
Switch (config)# exit

Switch # show running-configure

ip igmp snooping
ip igmp snooping drop-igmp-ttl-over 1
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8.2.4.11. snooping ignore-mpkt-upstream-forward & &

mrouter port Jt Ot&! port 0l M multicast traffic O & 48 8t& 2, multicast traffic & mrouter port 2 & &
S0 WES A 22|42 013 2 mrouter port 2 2| multicast traffic & &2 M St& 4= QUL
Multicast traffic 2| ¥ &= M &tolJ| fIoil A= CtS2l B & = global configuration mode 0| M <=2l &tC},

80

&g

ip igmp snooping ignore-mpkt-upstream-forward

snooping ignore-mpkt-upstream-forward

£ JEsth

no ip igmp snooping snooping ignore-mpkt-
upstream-forward

& & = snooping ignore-mpkt-upstream-
forward £ ol X &t Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping ignore-mpk
Switch (config)# exit

Switch # show running-configure

ip igmp snooping

ip igmp snooping ignore-mpkt-upstream-forward

t-upstream-forward
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8.3. IGMP Proxy-Reporting &

LOHH O 2 Network ZHIS2 MelsH2 T UKL CHLEE Multicast Service 2| S It2H Multi-
Accessed Network &8 S22 216l SAI0 X 2l%l 00k ot= IGMP 2] Membership 2 & 0| SIt& 1
AUCt. 01218 IGMP HOST 2| IGMP Membership 2 2 &2 Network 0l ®I XIS &H|2| H25HE
Zcie = U}, Multicast Service 2] XA £ = HES =g == QUL

Oledst Ol= 2 21l DSL Forum 0l M= IGMP Proxy-Reporting 2| JIs2 828t 2ME H33dt12 U

IGMP Proxy-Reporting 2 IGMP 0l M R & & 2E J|s2 H38&tCh IGMP Proxy-Reporting 2 IGMP
Proxy-Reporting 0| 4 3t VLAN interface 0l IP Address Ot ZMdt= &< IGMP Report & IGMP
Query BIAI X1 2 IP Source Address & XI &8 &E VLAN 2| IP Address & AF206l0, VLAN 2| IP Address
It NEEX &= ZE2R0= IGMP Membership Ol A 22l &= JHE £ 412 IGMP Host Address £ At
Z5tCt
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8.4. IGMP Proxy-Reporting & &

IGMP Proxy-Reporting 2 MH|lA= Global ot Al enable/disable O] JtSotH, VLAN Interface 22

IGMP Proxy-Reporting 2| JIsE€ 2&& = L

8.4.1. Enable IGMP Proxy-Reporting

Global ot Al IGMP Proxy-Reporting = enable otJ| ol A= &2 H & = global configuration mode

Ol A AtE BHCE.

a0 &9

ip igmp snooping proxy-reporting IGMP Proxy-Reporting = enable &tLCt.
no ip igmp snooping proxy-reporting IGMP Proxy-Reporting £ disable St C}.

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting

Switch (config) #

Switch # show ip igmp snooping proxy-reporting interface

IGMP Proxy Interface

IGMP Gateway is DISABLED on ALL interface.

total : 0
Switch #
Switch #

8.4.2. Enable IGMP Proxy-Reporting on a VLAN

Al IGMP Proxy-Reporting 7150l 822 VLAN & &&6tJ] floid= O
configuration mode 0l M At& StCt.
IGMP Proxy-Reporting 7150l & Z& VLAN 0l M= IGMP Snooping & =8t IGMP Ii3! Forwarding

Ol OI=2 0 XIXl =Lt

010

= ZHI0l A= IGMP Proxy-Reporting £ VLAN & £ enable/disable & == L L}.
= ? o H¥E global
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80 &
ip igmp snooping proxy-reporting =
vlan <1-4096>

no ip igmp snooping proxy-reporting S3& VLAN 0l IGMP Proxy-Reporting £ disable &tC}.
vlan <1-4096>

0
o

VLAN 0ll IGMP Proxy-Reporting 2 enable stCt.

Switch # configure terminal
Switch (config)# ip igmp snooping proxy-reporting vlan 1
Switch (config) #
Switch # show ip igmp snooping proxy-reporting interface
IGMP Proxy Interface
vlanl
IGMP Proxy is ENABLED on this interface
IGMP Query-Interval is 60 seconds.
IGMP Leave-Timeout 1s 10 seconds.
IGMP Query-Max-Response-Time is 10 seconds.
Multicast Router Port : NOT CONFIGURED!
VLAN Members
gil gi2 gi3 gi4
total : 1
Switch #
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8.4.3. Configure IGMP Proxy-Reporting Functionality

nio

0L
ro
[l

A
e

IGMP Proxy-Reporting JISsS& £€&80ot)| /IoiA, USH L= HHS

8.4.3.1. Multicast Router Port X &

IGMP Proxy-Reporting 8l A 2t2| &l = IGMP Membership 2| & 22t A2 Multicast Router 2t2| A S
= <ol Al Static ot Al Multicast Router Port £ X| &g == L}, Proxy-Reporting Ol enable & VLAN 2
Dynamic ot Al IGMP Query Packet 0| ==& & Port £ Multicast Router Port 2 Q1 AISHCY,

0

3o &9
ip igmp snooping proxy-reporting £ & VLAN 0l IGMP Proxy-Reporting 2 < 8t Multicast
vlan <1-4096> mrouter-port IFNAME  Router Port 2 X| & &tC}.

no ip igmp snooping proxy-reporting X & & S& VLAN 0l IGMP Proxy-Reporting 2 </ &t
vlan <1-4096> mrouter-port IFNAME  Multicast Router Port £ AtH| 5+C}.

Switch # configure terminal
Switch (config)# ip igmp snooping proxy-reporting vlan 1 mrouter-port
gil
Switch (config)#
Switch # show ip igmp snooping proxy-reporting interface
IGMP Proxy Interface
vlanl
IGMP Proxy is ENABLED on this interface
IGMP Query-Interval is 60 seconds.
IGMP Leave-Timeout 1s 10 seconds.
IGMP Query-Max-Response-Time is 10 seconds.
Multicast Router Port : gil
VLAN Members
gil gi2 gi3 gi4
total : 1
8.4.3.2. IGMP Static-Group Al &
IGMP Proxy-Reporting 8l Al = S& &t Multicast Group 2| Traffic 2 £=4l5tJ] IHA AR &= Join
Delay Time 2 = A 3t5tJ| fIoi A Static-Group 712 M 38t

JIHegz ME36H0 Multicast

44

Static-Group 2 Multicast-Router Port 2 X|& & IGMP Report €
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Traffic & H=oHA =416 ?lol A KIS =L

0l Jls2 BtE Al IGMP Snooping 1t & H =26t OF ot H, CtS 2l B & 2 global configuration mode
Ol A == BHCH.

80 g

Jmyox

ip igmp snooping proxy-reporting & VLAN 0l IGMP Proxy-Reporting £ & &t IGMP
vlan <1-4096> static-group A.B.C.D Static-Group S X & &+C}.

no ip igmp snooping proxy-reporting x| & & IGMP Static-Group £ ol Xl 8t Ct.
vlan <1-4096> static-group A.B.C.D

Switch # configure terminal
Switch (config)# ip igmp snooping proxy-reporting vlan 1 static-group
224.1.1.1
Switch # show ip igmp snooping proxy-reporting group
VLAN GROUP LAST-REPORTER EXPIRE-TIME
0080 224.1.1.1 0.0.0.0 00:04:03 STATIC-GROUP
total : 1
Switch #
=LY &3
ip igmp snooping proxy-reporting £ & VLAN 0l IGMP Proxy-Reporting & S8t IGMP

vlan <1-4096> static-group A.B.C.D Static-Group £ count 2+2 X| & 5tC}.

to <count>

no ip igmp snooping proxy-reporting X| & & IGMP Static-Group £ count 2t2 Gl Kl StCt.
vlan <1-4096> static-group A.B.C.D

to <count>
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Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1 static-group
224.1.1.1 to 2

Switch # show ip igmp snooping proxy-reporting group

VLAN GROUP LAST-REPORTER EXPIRE-TIME
0080 224.1.1.1 0.0.0.0 00:04:03 STATIC-GROUP
0080 224.1.1.2 0.0.0.0 00:04:03 STATIC-GROUP
total : 2
Switch #
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8.5.

Display System and Network Statistics

H 1IGMP Snooping 2&d 2LIHY HEN

go 49
show ip igmp snooping 2 = VLAN 0fl TH&' IGMP snooping 2| AEHE B0 &
Ch.
show ip igmp snooping vlian <1-4096> S 3& VLAN 0fl Ti St IGMP snooping 2| AEIE BENHE
Ct

show ip igmp snooping mrouter

show ip igmp snooping mac-entry

show ip igmp snooping mac-entry vian
<1-4096>

show ip igmp snooping querier

show ip igmp snooping querier vlan
<1-4096>

show ip igmp snooping reporter

show ip igmp snooping reporter vlan
<1-4096>

show ip igmp snooping profile
show ip igmp snooping suppression-

2E mrouter 0l LSt @2 E 2 EC.

& ™ & Multicast Forwarding Table Entry 0l CHst & &2

=l Multicast Forwarding Table
Entry Ol CH st I*_‘?‘_% E‘.@%EP.
Multicast Router 2| 2 = IGMP Querier 0fl Cist F2 &

20 =L

£ 3 VLAN 0fl CH8t Multicast Router 2| 2 E IGMP
Querier ol et 32 E 20 =L
= IGMP Reporter 0l CHEt E2& 2 =L

& VLAN Ol CHet 2
20 &L

& &l IGMP Profile 0fl CH &t 82 & 20 =L
suppression & multicast group 2| forwarder 0 CH &t &

2 Z IGMP Reporter 0l CHst &2

Nz Uy Jm

forwarder SE BWELCH
I 2 IGMP Proxy-Reporting 28 ZLIHE 380
a0 49
show ip igmp snooping proxy- 2 E VLAN 0fl TH &t IGMP Proxy-Reporting 2| & EiE
reporting interface SO =C4.
show ip igmp snooping proxy- 22| 5= 22 IGMP Membership 82 & 2 ECF.
reporting group
show ip igmp snooping proxy- OIAEl D E IGMP Querier 828 20| ECH

reporting querier
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H3 &3 0l

interface gil
igmp-trap
ip igmp snoop-filter 1
I
ip igmp snooping proxy-reporting
ip igmp snooping proxy-reporting vian 1
I
ip igmp snooping
ip igmp snooping vlan 1
ip igmp snooping profile 1 permit 224.1.1.1/24 range 224.3.1.1/24
ip igmp snooping profile 1 permit 224.5.1.1/24 range 224.6.1.1/24
ip igmp snooping profile 1 deny all
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IP EEIHAE cIRE

ZUA=IPZEINAE ctRE 2 222 Premier 8824XG AR XA L] IP BEIHAE 2t

20l CHoll &3 StCt.

om (i

9.1. IPEEPHAE 2RE MR

Pl
s
o

iin
Hu
4
0z
fin
ol
°C
10
u
mm
|0
Hy
&
X

IPEEDHAE 23U IPSAEI K IPSAE S dsg =AU
Hot= JISOICH Ol S AES2 82 22 UIEFHN U= IS, M22U0 A= HBIS, E= 2
Z UEZ Ht2Z2 ZHI=2 L8 == UL EdHsE ddole SA2ENN=E EdfEES 2LXote &
AESOl ol 222 IHA S &@&ck=s X0l OtLlet ot HaleE 10 Q822 ME6t= 210IC0

Internet

|
e

Ole HEPDHAE HRE ZZ2ESS2 QEDHAE OES 26t 2 S0 tist Z2E MASH|
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ol AFZ S 6lE &9, Protocol-Independent Multicast (PIM), Distance-Vector Multicast Routing
Protocol(DVMRP), Multicast Open Shortest Path First (MOSPF)2t 22 A S0| QUL O3 <H-1>2
LA IZ2EZ20 RLINAEN St 27 AFEHD flooding 2 0e2l&2 LSt 240

HOo1 Z2EDHIAE ZZ2EZ

T=2EeZE FLNAE ZZEE flooding 2 1EI&E
PIM-dense mode Any Reverse path flooding (RPF)
PIM-sparse mode Any RPF
DVMRP Internal RPF
MOSPF OSPF Shortest-path first
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9.2. IGMPIl®

IGMP = IP SAEDL IP ZEIHAE 18 BHES 42E K S=ot)| AUth ASZ s Z2ES0ICH
2RES S=E 1S9 U AEHES BAGH| A6t0 N0 Wi oS S IP SAED}
Mol S22 5ttt 1 180 S22 KX

IP ZEIDHAENM AMEEE ZEIHAE OF =42 class D IP =40t AFZEH IGMPv2 =
RFC1112 Ol 2= 0f UCH.

9.3. PIM-SMIHR

PIM-SM 2 Ct+=2| ZHEINAE HIOIE AEZH UM Bl RE H2 =2 LANS2 H&
HMotE HEIHAE etR8 T ZEZ0|Ch PIM-SM 2 rendezvous point 2 & 2|dt=

AE IH219 ctE S Belotd ot 918 SSEE2Z AIZE L.

ol

ST ZEOHAE MOt Q&S HEIHAE tREZ HEIHAE W3S MSotH, QIS HEDHA
E 2IRHE 0l HEIIHAE M2 2 rendezvous point & EHICH HEIHAE TH2I S S4Alot DX ot
HEIHAE et*H = rendezvous point 22 H oS ZEIHAE A S =4I6t0H SAEZ HSGHA
EICH
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o

9.4.1. EnableIP HE|IIHAE 2}RE

Jledoz HEINAE T8 ZRLGH)| AdiM= IP ZEIHAE 2t2E 0| enable & O OF StCH. Ct
2 global configuration mode Ol Al At &L},

g8 =

ZE

ip multicast-routing igmp-querier Multicast Routing € 9| &t IGMP Host Membership 2t

2l £ ol A IGMP Querier £ enable &tCt.
IGMP Querier £ Disable &t L}.

no ip multicast-routing igmp-querier

ip multicast-routing pim-sm Multicast Routing 2 <l Al PIM-SM £ enable &tC}.

PIM-SM £ Disable &tC}.

no ip multicast-routing pim-sm

Router# configure terminal
Router (config) # ip multicast-routing pim-sm

Router (config) # ip multicast-routing igmp-querier

9.4.2. Enable IGMP-TRAP on an interface

S E 0 A IGMP Querier £ 24 31E [H0l= IGMP packet =2 =4
0l M IGMP-TRAP 2 Et= Al enable ol OF StCF.

1]

= AT = 2 port interface

80 &9

igmp-trap oH S OB/ HI Ol A0l igmp-trap £ enable &tC}.

igmp-trap £ Disable St C}.

no igmp-trap

Router# configure terminal
Router (config)# interface gil
Router (config-if-gil)# igmp-trap
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9.4.3. Enable PIM on an interface

PIM-SM 2| &l S oAM= ol & QI HIOI A0 PIM Flag Jt Bt = Al enable &I 04 L0 OF &tCH QIEH T

ol &
O0IA0I M PIM Flag £ enable 6tJ| ®Iol M= Ct2 2 H & = interface configuration mode 0| Al &1 &4 &t
Ct.

EEIY EE
ip pim oH S QIE{H Ol A0l PIM Flag £ enable &L},

no ip pim PIM Flag £ Disable tCt.

Router# configure terminal
Router (config)# interface vlant
Router (config-if-vian1)# ip pim
Router# show ip pim interface

Address Interface Status Version/Mode  Nbr JP MCache CISCO PRI DR
Count Intvl Intvl ChkSum
10.1.1.254 vianii DOWN v2/Sparse 0 60 110  OFF 1 10.1.1.254
total : 1

9.4.4. Enable IGMP on an interface

IGMP Querier 2| &S oA = ol & 2 EHH Ol A0 IGMP Flag It EtE Al enable &l 01 L0 OF &tCt.

I HI Ol A0 A IGMP Flag £ enable &tJ] 2ol A= Ct22 & & = interface configuration mode Ol Al
& 5Lt

gg0 &Y
ip igmp o & I H Ol A0 IGMP Flag £ enable &tC}.
no ip igmp IGMP Flag £ Disable stCt.
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Router# configure terminal

Router (config) # interface wvlanl

Router (config-if-vlanl)# ip igmp

Router# show ip igmp interface

Name : vlanl

IGMP is enabled on interface.
IGMP version is 2.
IGMP leave-timeout is 5 seconds.
IGMP member-checking-interval is 2 seconds.
IGMP querier-timeout is 132 seconds.
IGMP query-interval is 60 seconds.

IGMP query-max-response-time is 25 seconds.

Quering Router (10.1.1.254)

Internet address is 10.1.1.254, subnet mask is 255.255.255.0.

9.4.5. Configure IGMP Functionality
IGMP of Lt et SH SOl ok £F 5| AMAE TS0l LIRE RS

9.4.5.1. IGMP Access Group

ZEIHAE ctRH= 0l 2tREHI R&HE UE=RS SAESO| It e HEIS
2ol IGMP host-query IAIXIE FI|H 22 M & EHCY. =
XNZ st LE WAE0 2H 0IE

0 o
NEHS SAESO JIEE += U= SEIHAE 1SS Metot)| #gt 2

—/

4

o
0L
o

UEIHAE IES 2X

BH= /| ™/

0l
| D82 BHS0A ZRALEHCH A HIOIAN 2o MHIALI=
CIEHHIOIAN 2HE 28

CIEIHIOIANA SE ZEIHAE 182 822 2HEGH| fIohA= Otchel EE S interface

configuration mode 0fl M &! 8 &tCH.

o 49

ip igmp access-group ol & AIEHHOIA0 2ol MHIARE MEUIS SAESO]
access-list-number g = A= "EIHAE 08 MO

no ip igmp access-group ole IEHHOIAN &&= SN0 E ol MIgtLt.

Router# configure terminal

Router (config) # access-1list 1 deny 239.0.0.0 255.0.0.0
Router (config) # interface vlanl

Router (config-if-vlanl)# ip igmp access-group 1
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9.4.5.2. IGMP filter-receive-query

HEIHAE 2t RH & query message € == 4I5HH querier selection 2 =84 &HCt I X+ VLAN 0fl A
query message Jt ==&l &l 0| & querier selection 2 =& 8tCt. J+2 X+ VLAN & 2t E It querier 2 &
E5= A2 MEtotol fIal qguery message € XtEHE &= QUL

It X VLAN Ol M ==&l &l = query message £ XHEHGH)| fIoi M= Otel 2l ¥ 2 = global configuration
mode 0| M &l & tCt

a0 g

ip igmp filter-receive-query It XF VLAN Ol M =41 &l = query message £ Xt &HSHCH.
no ip igmp filter-receive- filter-receive-query £ oli Xl &t Ct.

query

Router# configure terminal
Router (config) # ip igmp filter-receive-query
Router(config)#

9.4.5.3. IGMP Query Transmit Interval

HEIHAE 2t EH = Multicast Membership 22| £ fIoHA =I1 22 IGMP Query HIAIXIE 8 &
Ct. Ol HIAIXl=TTL 2 1 & GtH, all-system-group-address ! 224.0.0.1 £ 2 LH &IC}.

ro

? 8t IGMP Querier
= Querier Router =
&t RP 2t2E U Al PIM

HEINAE StRHE2 LAN (M EYNZ 28 IGMP Query HIAIXIE & &36HD]
router £ 8&E&t=0l, IP =42 0| J1E &2 et RHEHI A= & L.
LAN &2 2 E SAES WA IGMP Query HIAIXIE ASE 0| UA2H,
Register 2t PIM Join Bl Al XI & & & &HCE.

CI = E 2 IGMP Querier Router = S AE2H HIE=2| IGMP 2HIEE ZH S XISt ?I6tH IGMP
host-query Ol Al XI & 125 Z=0ICH SHCH O] HIAIXIS] & 2232 HEo6HH, OS2 g9ds
interface configuration mode 0l A & &4 &tCF.

=10 &9
ip igmp query-interval seconds IGMP Querier Router Jt IGMP Query HIAI X & & &6t= 2t
22 438 (Default : 125 %)
no ip igmp query-interval S X E IGMP Query Interval £ J| 2222 8 FSHLT.
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Router# configure terminal
Router (config) # interface vlanl
Router (config-if-vlanl)# ip igmp query-interval 60

9.4.5.4. IGMP Leave Timeout

IGMP Querier Router = Host 2 2E S & Multicast Group 0fl CHoll & £l 6t= IGMP Leave HIAI X E
A5t B, Host JF LEE ol & VLAN 0l EECHE Multicast Group 0l JH &l Host 2t QLXK
Multicast Membership 2 Checking ot Hl = Ct.

ol Y VLAN 2| Membership 2 Checking & &, Multicast Group 0l T & Member Jt ( 0l & =6t X
o 2™, Multicast Membership 0l M A K| =l Ct.

Cl Z E 2 Multicast Membership Checking Al 2t 2 260 = 0| C}.

IGMP Querier Router Jt At&6t= IGMP 2| Leave-timeout 2 H & 6lJ| 2 oll Al = interface
configuration mode 0l M CtS2l S S &l &S,
a0 &9
ip igmp leave-timeout seconds IGMP member leave timeout & & &tCt. (Default:260 =)
no ip igmp leave-timeout A& IGMP Leave Timeout 2 J|2gt2 2 &SI}

Router# configure terminal
Router (config) # interface vlanl
Router (config-if-vlanl)# ip igmp leave-timeout 30

9.4.5.5. IGMP Member checking interval

IGMP Querier Router = Host 2 2 E £ & Multicast Group 0fl CHoll & £l 6t= IGMP Leave A X &
2AIS B, Host JF LEE ol & VLAN 0l EECHE Multicast Group 0l JH &l Host It Q=X
Multicast Membership 2 Checking &t Hl &l Ct.

Multicast Membership € Checking otJ| ?lof Al & & &= IGMP Query HIAIXl= TTL S 1 2 otH, all-
system-group-address 9! 224.0.0.1 £ 2 LH &I C}.

& & & Member Checking Interval 2 IGMP Specific-Query Message 0l &£ & & Max-Response-Time
o2 ArEE L Member Checking Interval 0] & &SI X| 22 &2, IGMP Specific-Query Message 0f|

EL &= Max-Response-Time & Default “1”%= 0| Ct.

Premier 8824XG 171

e



SW|tch

solution ///

ClZ E 2 Specific IGMP Query HIAIXIE & &0t= =J|= 2 =0/, member-checking-interval £ H
|

2 otJ| <l M= interface configuration mode Ol M CHtS 2| & S A SHCEH

a0 49

ip igmp member-checking-interval ~ IGMP member checking interval £ Xl & tCt.
seconds (Default : 2 =)

no ip igmp member-checking- & &= IGMP member checking interval 2 J| 232
interval

= Zd st

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip igmp member-checking-interval 1

9.4.5.6. IGMP Querier Timeout

MEU Q= IGMP Querier Router 2| S &10] HFH, MEUO E£LHE HEIHAE StRHIHE 2
E{H 0l A 2] IGMP Querier Router 7t & 0 M B 42| Multicast Membership 2t2l= XIEEH2Z RIS
Ch.

IGMP Non-Querier Router = Xl & & Querier Timeout = 2t IGMP Querier Router 2 2 & IGMP Query

n-Qu
HIAIXIE 2=&IGHK 2613, Multicast Membership 2t2I £ 2ol A IGMP Querier 2] H& S =85t
=L 0l EE 2 IGMPV2 o1 Z=00t sl =l

CIZEEZ YEIHAE 2tRE = ip igmp query-interval 0l 2/l &&= query interval value 2| 2 B S
JICHe!lC.
=0 49
ip igmp querier-timeout seconds IGMP Querier timeout = A| & &tC}.
(Default : 255 %)
no ip igmp querier-timeout A XM= IGMP Querier timeout S J| 24 S 2 & & st

Ct.

Router# configure terminal

Router (config) # interface vlanl

Router (config-if-vlanl)# ip igmp querier-timeout 300
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9.45.7. IGMP Maximum Query Response Time

CIZE2 IGMP 0l Query BIAIXIOll 2o S Xl &l = maximum query response time

B2

— O

o] =

9l UAE

FLEI DI IGMPV2 € AP0
=4I5HH query message Ol & & &
message £ M &otH =L OIS

Lhol s

Z 2012 Jt=atLt.

S0t IGMP report It & 4&HE O

XAF

o
[—

10 =O0ICt. Ol &

Host = IGMP query message £
maximum query response time gt 0ILH2| & 2|2 Al 2+l report

HEi= s
Z &St Sub-Network 2 multicast traffic 2| flooding £ tuning U
& ¥ = Query-Response-Time 2 IGMP General Query 2| Max-Response-Time 2 2

A

H &= 210IC.

St

A O
= T

ArE =

e U

CH.

0l Maximum Query Response Time 2| && & ?/= 1 ~ 25 Z=0|H, Maximum query response time &

£

[wild

e =

o o=

dotl| Al E s 2

interface configuration mode 0| Af & &4 5tCt

=0 49
ip igmp query-max-response-time IGMP query 0l Al &l = maximum-query-
seconds

response-time & Xl & &Lt (Default : 10 =x)

no ip igmp query-max-reposnse-time

ERSEl U

& H & query-max-response-time 2 J| 282 &

Router# configure terminal

Router (config) # interface vlanl

Router (config-if-vlanl)# ip igmp query-max-response-time 5

9.4.5.8. IGMP query-based-port
Port 22 £ 415 = Leave 0l Ui & Group Specific Query HIAIXIE VLAN 2| & Xl Port 2 M &6HA &
1), Leave & Port 22 MBI &= oI flold= THES2 B &= global configuration mode 0l Al &1 &4
StCH.

a0 &Y

ip igmp query-based-port Group Specific Query £ SHE port 28+ &3S

s 830

no ip igmp query-based-port query-based-port & & = of Ml &+ Ct.

Router# configure terminal

Router (config)# ip igmp query-based-port

Router (confiqg) #
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9.4.6. Configure PIM-SM Functionality

$Q

PIM-SM v2 = PIM-SM v1 0ff CHol TS0t 22 &0l Z& & UL,

v bootstrap router (BSR)2 fault-tolerant 8, XIS & 0! RP discovery 2} distribution HIZHLI S S
MBSCh 1422, 2lREE2 852 830| 210l SXE 22 group-to-RP OHE S & %D

UL

PIM Join/Prune Bl Al Xl 0l O 21 address family 0l CHEt RS 1D 0] It

v PIMIH2I2 Ol & IGMP TH2!0fl Z & &l X 2=Ct.

—_

g

\

or

Ot Ct.

PIM-SM 2 PIM-SM =022l 2= ctREH SO0l tHEt 2F 2 prefix Ol CHEt RP-set @25 2 A6t 0l
£ Z210tJ| 215t BSR S AFS8HLH.

“Single point of failure”S & XI5tJ| 50, PIM-SM ':DHO_' L0l 0421 candidate BSR & & & & & QU
Ct. BSR 2 candidate BSR & S A XISH2Z & EE L bootstrap HIAI XIS 0160 IS &=
?IJt =2 BSRE 20U} BSRZ A && 2B = PIM Q! LIS 2 2HRXES W H XHAl0]
BSR &2 L&lCt

Candidate RP £ 8 & & AREHS2 XA&l0] 22 group 2 BRIE BSR HlH SLIMNAEZ 2l

BSR 2 bootstrap HIAI X0l 0 @2E Z&AIII1D S0 e 2= PIM 2tE SO0l Ol HIAIXIE &
St Ol B2 E HELZ D= ctRHeE SE ZEDHAE IS0 e RPE 20t = A =L

2t E1DF bootstrap HIAI X E &= s, 2t RE = &2 RP map 2 JHXIH &= 210|CH

9.4.6.1. PIM-SM Assert Metric

Multi-Access Network 0| Al Multicast Packet Originator & RP 2 &5t M

Z=ME == QUCH 0l24 8t Network Ol = 04 24 Multicast Router E2 2H SHE S2s&t A S =416t
= Multicast Group Member J} &t A& 5~ QUCY.

Olefet 2 HE i ZotJ| fIoHA PIM-SM 2 X & & Assert Router & Z & 6tJ| 2101 M PIM-SM Assert
HIAIXIE ArZ St

0toF @ = Multicast Router =01 & 2 8t unicast protocol 2 AFE0l1D JUCHH, = A2 HEE S JH&
S E It Assert Router 2 X|Z &L MlE S0, Bt 2= 2tREHIRIP

E +E XU 2RI S M, HEZ0l Z0HH, ZIA22 IPFAE XU
0l248t Assert & <&t Metric 2| J|28t2 OxFFFFFFFF 0|04, & &

mode 0| M & & 5tCt

Assert Metric £ B ZolJ| ol M= TS 2l & & 2 interface configuration mode Ofl A & 2 8t

B 0f ZE
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ip pim assert-metric Metric Value

Assert 0l Al XI 2] Metric & X & &L,

(Default : OXFFFFFFFF)

no ip pim assert-metric

A X = Assert Metric 2 D222 4%

M
il

Ct.

Router# configure terminal

Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim assert-metric 10

9.4.6.2. PIM-SM Assert Preference

Assert £
Router J} Assert Router Jt &! Cf.

Metric Preference £ B &H6)| flolAd= LS9 ¥

?| 8t Metric Preference 2| J| 28t 2 Ox7FFFFFFF Ol 04, Dt &

2 Preference 2| gt2 JH&

H & = interface configuration mode Ol Al &! 84 5t C}

30

e

ip pim assert-preference Preference Value

Assert 0l Al XI 2| Metric Preference £ XI &
(Default : 0X7FFEFFFF)

no ip pim assert-preference

& M =l Metric Preference £ J| 2822 &
A BHCL

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim assert-Preference 10

9.4.6.3. PIM-SM BSR Border

e @

BSR Border €

OlE{H Ol A 2 bootstrap router (BSR) I Al XIJF &=

&5t flh M= Ch22l Y3 2 interface configuration mode 0l A &

AT

|_|_[.

A

o

oD ANE M ASEHCH

=S

80

x

ip pim bsr-border OHE CIEHHIOIAZ2 BSR HIAIXl &=4I= XtEHSHCE.
no ip pim bsr-border SHE QIHHOIAS BSR MIAIK 441 XtEHS GHRIBHCH
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Router# configure terminal
Router (config) # interface wvlanl

Router (config-if-vlanl)# ip pim bsr-border

9.4.6.4. PIM-SM JoinPrune Interval

Multicast Router = Multicast Membership 2 = XI5tJ] ®IoH A PIM-SM JoinPrune BIAIXIE &I &2
2 SPT £ = RPT 2] Routing Path 2| Upstream Multicast Router 2 & &6t0H, Multicast Traffic 2| &

g2 | XIS

PIM-SM JoinPrune BIAI X2l & D12 J|=gt2 60 &0/ 04, PIM-SM JoinPrune HIAI XIS & & =
J1E &5t flol A= G2l ¥ & 2 interface configuration mode Ol Al & 84 &HCH

=10 £9

ip pim jp-interval Seconds PIM-SM JoinPrune BIAI XISl 8 &=D|E & &
(Default : 60 =)

no ip pim jp-interval S ZE JoinPrune BIAIXISl MEFI|E J|Eez &3
StC.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl) # ip pim jp-interval 30

9.4.6.5. PIM-SM mcache check interval

K& E AlZt0LCH Multicast Traffic 2| Flooding &S £ & AtetCh. Multicast Traffic Ol 0l & S=X| &
= &%, Multicast Cache 0l M Multicast Entry £ 4! K|St Multicast Membership Entry £ 2 &I GHA|
=y

Multicast Cache Check =212 D22t 110 =0I|LC}.

Multicast Cache Check =J1& B &G floil M= ChS 2l E & = interface configuration mode 0fl A

Al BICY

80

x
08
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ip pim mcache-check-interval

Multicast Cache Check =J|E & & &tC}.
Seconds (Default : 110 X)
no ip pim mcache-check- & A =l Multicast Cache Check =J|£ J| 2202 &X

interval 5L}

Router# configure terminal

Router (config) # interface wvlanl

Router (config-if-vlanl)# ip pim mcache-check-interval 220

i

=10 £9

ip pim neighbor-filter access- K& access-list Ol 2o PIM-SM Z2 &2 HAIXIE
list-number XHCHSHCY.

no ip pim neighbor-filter & H & neighbor-filter £ o Ml 8t Ct.

Router# configure terminal

Router (config) # interface vlanl

Router (config-if-vlanl) # ip pim neighbor-filter 1

9.4.6.7. PIM-SM Register Filtering

Multicast Packet =

=
o
T

irst-Hop Router = PIM Register HIAIXIE RP 2 & &6t Multicast

£ &| = Multicast Source 2 &S 0l= &dtXl 22 Source 0| HLt Group 0l
01, Network & Xt= = First-Hop Router = &35tAl 22 3
Re

egister Filtering 2 A&t == QUL

_J'k_
Source @2 & SS&tC
EH }':EO| I SHE! _)'\_
Source = Group O O st
Register Filtering 0| & &

H&l™, &5 & VLAN Interface 22| PIM-SM Register HIAIX| 8& &= 44
Ol £J+=3tLCh.

= |—_|_I_|

Group & Register Filtering & &

3| It M= &2 E 3 E interface configuration mode 0fl A 4!
HEHCE.
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ip pim register-filter-group Kl & & access-list 0l 2|0l Register &l = Group = Xttt
access-list-number StC}.

no ip pim register-filter-group & & = register-filter S off Ml §HCF.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl) # ip pim register-filter-group 1

Source & Register Filtering & & &otJ| fIoi A= TS 2 E & = interface configuration mode 0l A

A SHCE.
FH O 23
ip pim register-filter-source K& & access-list 0l 2|3l Register &l = Source £ X+&t

access-list-number

o
Q

no ip pim register-filter-source &N & register-filter S off K| &t Ct.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl) # ip pim register-filter-source 1

9.4.6.8. PIM-SM Whole Packet Checksum

2 EIIM A E Originator 2 2 H & & & Multicast Packet 2 =41 &t First-Hop 0l ¥ X1 & 2tRE = RP 2
ol S Packet 2 PIM-SM Register 0l Al X LHOfl I & 3t04 unicast routing 2 S5t & & 8tCt 0] PIM-

SM Register HIAIXIE =418 RP = HIAIXI LHOI Z &= Multicast Packet 2 Multicast Membership

Entry Ol 8&6tAH S CH

RFC =0 2/ol™, PIM-SM Register 0l Al XI 2] Checksum 2 Header £ & 2t H AHE| X| ©F, CISCO 2t
P E 2 &< Register HIAIX Ot H &HEIC

et M CISCO et H 2t S &tatJ| | M= BtE Al Checksum 2| HI &2 BIAI Xl & XIDF & O OF StCE.
Whole Packet Check £ & & otJ| ?lol A= Ch= 2 B A = interface configuration mode 0| Al &) &t
Ct
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ip pim whole-packet-checksum Ol S Interface E CISCO ctREH 2t S&8totES & & &t

[wl

no ip pim whole-packet-
checksum

mz

& & whole-packet-checksum 2 ol Xl StCF.

Router# configure terminal

Router (config) # interface wvlanl

Router (config-if-vlanl)# ip pim whole-packet-checksum

9.4.6.9. PIM-SM DR priority

OHf HRPESO0I ZE AAA HEKAIN HEE B2, 01 S Stlh= E& Al2E S¢F join/prune Bl Al X
ERPZ 2UH=DRZ HSE 0 &tCt. IP address It ALY, DR priority )t 2 DR & &4 &L,

[y iy

DR priority 2| J|=gt2 1 0|4, DR priority £ & &3t)| oAM= CrS2 HH 2 interface
configuration mode Ol M &2 StCt

gdg0 &9
ip pim dr-priority <priority> Sl & Interface 2| DR priority & & & &tC.
no ip pim dr-priority S X & DR priority S )1 2322 B2 L.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl) # ip pim dr-priority 5

9.4.6.10. Candidate BSR

2t 2 E1J} candidate BSR £ =2t6tJ| 26l Al = Network 2] Backbone 2} &2 0| T/ 0 0F SHCH 22 H

£ Candidate BSR & & & 6}7| <ol M= global configuration mode 0l Al CtS 2| &2 A SHEHTE.
A 49
ip pim bsr-candidate ifname ¢t E Dt BSR candidate 2 s&ot =5 & & &t
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[hash-mask-length] [priority]

no ip pim bsr-candidate ifname & X & BSR candidate £ ol M & C}.

Router (config) # ip pim bsr-candidate wvlanl 32 100

Router# show ip pim bsr-router

Local Bootstrap Router Information (state : ELECTED)
BSR address : 100.1.1.254 Priority : 100 Hash-Mask-Length : 32
Start-Time : 00:00:29 Next Bootstrap in 00:00:38

9.4.6.11. Candidate RP

2t 2 E J}t candidate RP £ = 26tJ| 2ol Al = Network 2| Multicast Backbone 1t &2 0] &/ 01 OF &tCF.
RP= &M IPLEIMAE F=A Z2H0ll oA, = LE20 ol M MHIA S & £ QUCH Candidate
RP = candidate RP advertisement Bl Al XIS BSR 0| Hl & &= 8tHCE

2t EE Candidate RP & & &6tJ] 2ol A= global configuration mode Ol A CtS2 H& S A a6t
Ct.
g0 8293
ip pim rp-candidate ifname [rp- 2t E It RP candidate 2 S& 0t S & &StCH.
priority] [access-list-number]
no ip pim rp-candidate ifname & &l RP candidate S oH Xl &tCt.
Router (config) # access-list 1 permit 224.1.1.0 255.255.255.0
Router (config) # access-list 1 permit 224.2.2.0 255.255.255.0
Router (config) # ip pim rp-candidate vlanl0 10 1
Switch# show ip pim rp
SET of Rendezvous Point (RP) Informations.
RP addr : 2.2.2.2
Group : 224.1.1.0 MaskLen : 24 Priority : 10 Holdtime : 150
Group : 224.2.2.0 MaskLen : 24 Priority : 10 Holdtime : 150
Next Cand RP Advertisement in 00:00:30

9.4.6.12. Static RP

candidate RP 2 BSR = & & & % gl= Network 2| Et30lA S& LEIIHAE 2t22E 2 interface £
RP interface £ Xl &35l RP candidate £ Al &85l DX} &
A& & Static RP 2| & 2 = Bootstrap HIAIXI0fl &I X &

St
>

5
50

[0
=)
- 0
> U
rn

vs)

o

o

0}

S
©

lo

Y
)

il

rr
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.

4t StaticRP 2| 32820 =

2 priority £ 2 =Ch.

St E 0l Static RP 2| 32 E & & 6t)| 216l M= global configuration mode Ol A CtS2 S Al
SHCt.

=Y &9

ip pim rp-address address access list number St RE O Static RP EE2E & &S

no ip pim rp-address address access list number & & & Static RP ¥ 2 E S MISHCH

Router (config
Router (config

Switch# show ip pim rp

SET of Rendezvous Point (RP)
RP addr 200.1.1.254
Group 224.1.1.0
65535 (Exp:18:12:15)

RP addr
Group

201.1.1.254
224.2.2.0
65535 (Exp:18:12:15)

( ) # access-list 1 permit 224.1.1.0 255.255.255.0
Router (config) # access-1list 2 permit 224.2.2.0 255.255.255.0
( )# ip pim rp-address 200.1.1.254 1
Router (config)# ip pim rp-address 201.1.1.254 2

Informations.

MaskLen : 24

MaskLen : 24

Priority : 196 Holdtime

Priority : 196 Holdtime

9.4.6.13. Static Group

Multicast membership entry 0l IGMP 2 PIM-SM 2| Jt&l Al Join Delay Time O|

Group2 RP &2

Multicast Traffic 2 0|2l =4822 A Local Sub-Network @ 2 2| Traffic 8 &2

2t E 0l Static Group 2 & &olJ| A E

O

gt M &l C}, Static

it = Al

o =2

Server 2 3 Z & First-Hop-Router 2 £ E Static Group 0] & & & EPQ EIILX HE

= AL

global configuration mode Ol Al CtE2 &= A& sHCL
=0 49
ip pim static-group <multicast-address> 2t E Ol Static Group 82 E HFSHCH
no ip pim static-group <multicast-address> & X &l Static Group M =2 Z GHMISHCH
A &9
ip pim static-group <multicast-address> to Static Group & Xl & & count 2t3 £ & &t
<count>
no ip pim static-group <multicast-address>to  Static Group & Xl & & count 2t2 ol Xl &tCF.
<count>
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Router (config)# ip pim static-group 224.1.1.1
Router# show ip mroute

IP Multicast Routing Table

Timers: Uptime/Expires

Flags : C - Directly Connected Host, L - Local (Router is member)
P - Pruned All, F - Register
J - Join SPT, R - RP Bit
X - Proxy Join Timer flag

Interface state: Interface, Next-Hop, State/Mode

(*, 224.1.1.1), 00:00:02/00:03:01, RP 192.168.1.254, flags: SRX
Incoming interface: vlanlO, RPF nbr 10.1.1.2 STATIC-GROUP
Outgoing interface list: Null

(20.1.1.254, 224.1.1.1) 00:00:02/00:03:01, RP 192.168.1.254, flags: S
Incoming interface: vlanl0O, RPF nbr 10.1.1.2
Outgoing interface list: Null

total (*, G) 1, (s, G) : 1

9.4.6.14. Static Join

=

£ & &t Multicast Network 2| 22 0f (t2t A Multicast Membership 0l Ot 2l & Member Jt =M otXl &4
= Network 2 X| 2t Multicast Traffic 2 M &EaH0F & 320t ALY

0led 8t A2, Multicast Traffic 2 &350l OF 2 Network 2] VLAN Interface € Static Join @2 & &

& 5tH
Member 2| EM 7R E ZAGHA 210 X8 = Multicast Traffic Ol Hl < Forwarding = Ct.
St E Ol Static Join € & &StJ| 2l A = global configuration mode 0l M CtS2| & S A SHCE
=0 49
ip pim static-join multicast-address IFNAME ctRE Ol Static Join @2 E & & &L
no ip pim static-join multicast-address IFNAME & F & Static Join 8 2 E o MIStCh.
=0 49
ip pim static-join multicast-address IFNAME to 2t E 0l Static Join 32 E XI& & count
<count> otZ 8 & sttt
no ip pim static-join multicast-address IFNAME to & & =l Static Join E 22 X| & =l count Bt
<count> 2 oM SHCH
182

Premier 8824XG User

e



solution

,._.—-—-*‘—"-_-_-------..-.-

_____S_witch

- —

Router (config) # ip pim static-join 224.
Router# show ip mroute
IP Multicast Routing Table

1.1.1 vlan20

Incoming interface: vlanlO,
Outgoing interface list:

Timers: Uptime/Expires

Flags C - Directly Connected Host, L - Local (Router is member)
P - Pruned All, F - Register
J - Join SPT, R - RP Bit
X - Proxy Join Timer flag

Interface state: Interface, Next-Hop, State/Mode

(*, 224.1.1.1), 00:00:02/00:03:01, RP 192.168.1.254, flags: SRX

Incoming interface: vlanl0, RPF nbr 10.1.1.2

Outgoing interface list:

vlan20, Forward/Sparse, 00:00:15/18:12:15 STATIC-JOIN
(20.1.1.254, 224.1.1.1) 00:00:02/00:03:01, RP 192.168.1.254, flags: S

RPF nbr 10.1.1.2

vlan20, Forward/Sparse, 00:00:15/18:12:15
total (*, G) 1, (S, G) 1
9.4.6.15. Static Multicast Route Path

PIM-SM 2 Unicast Routing Protocol £ JIEt2 2 =& 6tCt. 6t XI 2+ Network 2

20 etd &
Protocol 0| 212 22 XIHGIH 28&
configuration mode Ol A CHS 2l S S A ST,

=

—

dOILt etRES 2

&t Multicast Group Ol Lt Multicast Server 0l CH 5l Route Path £ Unicast Routing
A2, CFS 1 20| Multicast Route Path £ global

& & & Multicast Route Path = PIM-SM 0l Al 8t & & 3 20| 4, Unicast Routing Path £ Ct S & &t
CF.
= R0 &9
ip mroute path <address/prefixlen > <neighbor- ct 2 & 0l multicast route RPT/SPT path
address> MEE HMFSEHC}.
no ip mroute path <address/prefixlen > <neighbor- & & & multicast route RPT/SPT path &
address> 2 E o HIStCt.

Router # show ip mroute path

Router (config) # ip mroute path 10.1.1.254/32 20.1.1.1

Codes: S - Multicast Route Path, G - Multicast Group Route Path
S> 10.1.1.254/32 via 20.1.1.1, vlan20
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9.4.6.16.  Multicast Route Entry X8t

Multicast N HIAE HB3dt= 2= System 2 System LH 2| Resource Jt 8t & A 0| Ch. W2t A Multicast

Route Entry 2| Jf==E HIStat0{ 0F2t OFE & Q1 Multicast MBIAE XISHC = HBE £ UL
Multicast Route Entry Ji == HISt3tJ| ? 6l M= global configuration mode Ol A CIS2| HES A
StC}.
20l e
ip mroute max-entry <1-250> Maximum mroute entry )i =2 X| & &t
Ct. (default: 250 JH)
no ip mroute max-entry & & = multicast route entry Ji =5 ol Xl
StCt.
Router (config) # ip mroute max-entry 150
Router (config) # exit
Router# show ip mroute
IP Multicast Routing Table
Timers: Uptime/Expires
Flags : C - Directly Connected Host, L - Local (Router is member)
P - Pruned All, F - Register
J - Join SPT, R - RP Bit
X - Proxy Join Timer flag
Interface state: Interface, Next-Hop, State/Mode
total (*, G) : 0, (S, G) : 0, max : 150

9.4.6.17. Switchover Recovery Delay

PIM-SM 2 Xl & & mcache-check-interval OICH F=J| & 2 2 Source == RP 0fl L &t RPF £ 2 AFSHCE.
X & & RPF 2Ct Short-Path-Tree Ot £ 6t= & <, PIM-SM 2 Short-Path-Tree & = Al Switchover
StCh.

AMAEIC| Upgrade E fI8t 2IFRE S2
O 2 215+ Multicast Traffic 0l S &%= & &
Olefst A2 ZHME =7 Al Network 0l & & &l Unicast Routing 0| Static Routing & [ff 24 & 4=
OM, 0lefst &&= 2 Xlot)| ?oi A= Switchover £ Delay off OF &Ct.

Switchover Recovery Delay € ‘0" & &£ &6t= &%, 2HM & == SPT Switchover &% S Gt X
&=Lt

Switchover Recovery Delay £ & & 6tJ| <6 A= global configuration mode Ol A CtE2 ZFHE= A &
sHC}H

Ol= 2 215t Network &H|2F 2 M & == Al Network =&
= SANQ| EHAEF A QL.
(=]

m_
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a0 &9

ip pim switchover-recovery-delay <0-300> X =, =720 St switchover £
delay $tCh

no ip pim switchover-recovery-delay & & =l switchover recovery delay & &
£ OH X SHCH.

Router (config) # ip pim switchover-recovery-delay 120
Router (config) #

9.4.6.18. fast SPT switchover

RPT join & Multicast traffic 2 4= &I 6t XHOFAF SPT 2 2 A6l 0F € & 2 global configuration mode 0l A

Cs 8g= &dstlh

840 &9

ip pim fast-spt-switchover Multicast traffic S ==& Gt XtOHAF SPT 2

Z Mt S 8t

no ip pim fast-spt-switchover & & =l fast-spt-switchover & £Z ol Xl

StC}.

r

Router (config) # ip pim fast-spt-switchover
Router (config) #

9.4.6.19. RPF Load-balance

RPT =2 SPT 0fl Uiall Metric O S &' RPF Interface Jt GtLIOI & =XHE H 2, PIM-SM 2 2 Group
22 24H6H0 Upstream Neighbor 2 2 £ ol & Multicast Traffic & =&l & == ULk

0l 218t RPF Interface S Load-balance 2 X| & & A 2, Multicast Traffic &
I5HH € © 2 M Bandwidth &l S €8 =& &

r

=]

(=13

=2
o

2l Interface 2 =2/ dt04

>
Ol

A

2= QULCH
floil A= Ct2 3t 2801 Multicast Route Path £ global configuration mode Bl A CtE2l 2 &
Cl

wr wx 4>
02 0
o fjo

njo

i
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Y30 &9

ip pim rpf load-balance 2t E1 0l RPF Load-balance £ & & &t
Ct.

no ip pim rpf load-balance A X = RPF Load-balance & £ i |
SHCF.

Router (config) # ip pim rpf load-balance

Router (config) #
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9.4.7.

Display System and Network Statistics

HO-2IPEEINAE ctRE 2d&H 2LIEHE HEN

380

show ip igmp groups
show ip igmp interface
show ip mroute

show ip mroute path
show ip pim interface
show ip pim neighbor

|
N
uin

nio

]
w
n
0%

[¢]

0

HL 00 HI
o <

oY
=
o o
— 0
MHA

PIMO| & & &

PIM neighbor

e
@
=2
2

M 1> om i
o
0

[

in
o

f.
show ip pim bsr-router BSR ctRHU et EEE EWHELL.
show ip pim rp RP Ol CHet 82 E BN ECH.
show ip pim rp-hash RP-HASH Ol Ciet @2 E S &L
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H3IPZEIHAE 4RE 28 £F 0lAl

vlan 10
!
ip multicast-routing pim-sm
ip multicast-routing igmp-querier
|
interface gil € JI2 Al port
igmp-trap
|
interface gi24
switchport access vlan 10
|
interface vlanl € Outgoing interface
l12-classifier
ip address 1.1.1.254/24
service-policy mcast traffic filter € JI Al Multicast Traffic Xttt
ip igmp
ip pim
ip igmp leave-timeout 300
|
interface vlanl0 € Incoming interface
l12-classifier
ip address 10.1.1.254/24
service-policy mcast high queuing € High Queuing
ip pim
ip igmp leave-timeout 300
|
interface ethO
ip address 192.168.0.102/24
|
flow-rule mcast high classify ip any 224.0.0.0/4
flow-rule mcast high match queuing-parameter 7
flow-rule mcast filter classify ip any 224.0.0.0/4
flow-rule mcast filter match drop
|
policy-map mcast high queuing flow-rule mcast high
policy-map mcast traffic filter flow-rule mcast filter
|
ip pim bsr-candidate vlanlO
ip pim rp-candidate vlanlO
|

ip igmp query-based-port

188
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JECREYF
(RIP & OSPF & BGP)

= Z0lA= Premier 8800 AlclX ARAXINA AFS IS8 IP FLIHAE ct2E ZZ2EZS0l CHol
N Jl=8tCh & 2o E&ZS2 AR 0101 IP SLISHAE cetRE 0 e A=8S JtEs6tn AT
Grof 1P RLIHAE tRE 0 =0tk S0H, Sl &2 SASS F106H)| bHettt

RFC 1058 — Routing Information Protocol (RIP)
RFC 1256 — ICMP Router Discovery Messages
RFC 1723 — RIP Version 2

RFC 2178 — OSPF Version 2

RFC 1771 — BGP Version 4

10.1. CIREY IZ2EZ2 R

NN NENEN

Premier 8800 AlclEX ARIXI= IP RLIHAE ctRE8 ZZEZZ2Z A Routing Information Protocol
(RIP), Open Shortest Path First (OSPF)E XI&&tCt. £ &t inter domain 2t & 2 <ol BGP4(RFC
1771)E Xl & StCt.

RIP 2 Bellman-Ford (£ = distance-vector) £ 112|& = J|Bt2 2 &t distance-vector T2 EZ2F 2| of
LtOICt. Distance-vector 2 12|E2 =3 S AISEH M 220 £t 2-ERIoHH =5 T UCH

OSPF = Dijkstra link-state 2 112|&2 J|8t2 & &t link-state =& £E22| StLIOIC. OSPF = RIP &

ron
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Ct =3 £EZ& MZ2 Interior Gateway Protocol (IGP) ZZ2ZE 20|01, =<2 =&st UEK N A

RIPE AIEES22ZM Zdot= 0] EXH== ol ZotRULH

r

BGP = A& [IE 22l T 02/ (Autonomous System:AS) 2H0fl 2tRE 8BE 1 &2 &= UAEF o
= ZZEZZ M RIP 2 OSPF ot= Ee2l st &0e LHolA Ll tRE 0] Otk Soflel 2te) etE S
CIC]

10.1.1. RIP Cf OSPF

RIP 2 OSPF 22| XIO|& 2 distance-vector T2 E21} link-state =&

& EZ20to X0l QUCH.
Distance-vector ZZEZ2S AI256l= 220, 2 2 RHE=E 28 2URHZRH 22 HBE HIER=Z
st 2tRE HOIS2 MA4SICE Link-state ZZ2E32 AI2ole J20s, 2E 2RHE
AS(Autonomous System) L12| 2 E 2 PHESZRH 22 FEE UIEC=Z M= S& oLt et

LY HOIEE SAIELL 2 2tRHE= IS REEZ 6t= &S B Z EZ2l(shortest path tree) S M4 &t

Ct.
RIPEIZEZSS IIE 2 ¥E8=2 dHE2=2 2HH6H0 Oloiioho| I &1, #1801 E0lotCh= 22 0IC}. Ol
et IESZ 2ot Qe J|2t SO A A2 HECZ B2 WERAIN HEEH 0o 2L

RIP2 LS &2 2HE22 2ot0 #2Jt 2 UERADN HEE =0 A A Hets JtEC

Source network 2t destination network 2t2| hop ==t 15 2 H|&H&lCt.
A 2tRE HOIES FIM B2EHAL N 2ol HX L2 HAZ0| AR

v
v
v L@l 2
v
v

[l

Ct.

Hop count 0l 2I6t04 &t 8 22t 2 EH link cost & delay 0l CHSH JHE Ol QL.

HESHQI g0l SiCt.
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OSPF = RIP 0l ol CtS1t &2 H &S JHAl D UL

Hop count Ofl XI&t0l &iCt.
Route update = #3101 A S MO LEIHAEE S SHCE
S =&

2 Ml link 2l cost & 21t & 0dd 2t2EI= A0l 2l Load balancing & XI & &Lt
HE/ADE area =2 LI=0 HSHQ ES 22X E K& &t

D U N N NN

]

220 ZT2ES0 UEt MR A2 OS Z20lA TEII2 &tHCh

10.2. RIPIHR

RIP = 1969 H 2 H Advanced Research Projects Agency Network (ARPAnet) il M HS2 2
=

Interior Gateway Protocol (IGP)OICt. =& &2t 7 22| homogeneous & U ERIZLS| Al
DOHE|RUCH

g 12le LIEKANAKIS 2 XS B2E 280t ?loli, RIPS

At S |
Z49 hop = It A= 32 S=ELL UIOIEI 8EEHE 22 2122 ¢RHE otLtel

hop 2 2 2+=F=8tCH.

10.1.2. ctE HIOI=

ro
2
Im
o
Il
J
=
kJ
$Q

SHA UWEKIN O

I'IH

RIP £ AtE0tE ctRE2 ctRE HIOIZ2 *E’H a2
Ct. 2t 2t E HIOI=S2 HEC = TSl

SHX UWEKIAL IP =4

SHX WES A0 CHet metric (hop count)

G 2t EH2A IPF4A
IEC|Jt Ot 2 HAE 0lF 9 AlIZ2t2 JIS56t= EHOIH

SEENENIEN

ctEl= O 30 Z(default value)OICt I 202, F= MM UERAD EEZ X0 HHFO0| L&t
(triggered updates), & HZ & U= S It update HIAIXIE w&tstCt. Q1A &t
ZPH 2RE FZ B2 J12t0I2 882 180 =)0t update HIAIXIE #=&I5HK =6t
ctRE2HS AZO0| O 0l & RS0t 22 A2 2 I &t

o 0 o
@ 0

VLAN Ol IP =AE JINES ZE 0 UXNEHIPE 2URE o= 2850 JAX AL RIP S 2t<
8 O2EZSZ AMEoHK EEE 285 JULHRIPLZ MNEUS S8 = QL IP F=AE 2
191
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ZUASHAM, RIPS AIEGSHH IP 2HRE S +=d6otES 4850 A= VLANE2 Il A2 84 d

RIPv2 = RIPvl 2| FHE S JH&ot0 st 22 J1s0l &AL

v' Variable-Length Subnet Mask (VLSMs)
v" Next-hop address

= Next-hop address 2| XA 2 S& 220l Lot B 22| = X3 E IS0t Stit.
v YZEIIAE

= RIPv2 = CRE Z2EZS KA 2= S AEQ 258 =0/J] #IotH

2EIHAE S K& etlh.

10.3. OSPF I

OSPF = otLt2l IP =0l @1 (Autonomous System, AS)0ll &ot= StRES 20 2tRE H2E 2ot
= link-state ctRE IZZE2°2| LZEO|ICh Link-state 2tRE Z=&EZ0Me 2 2HREHIt
autonomous system 2| EZ= X0l CHSt CIOIEHBIOIAE S XISHCH 2l 2 2tRHeE 25 S

st CIOIEHIOIA S JHXI &l Ch.

Link-state DB (LSDB)Z £ H 2 ctRH= o2 2 t= zlet 222 EclE 4ot & 0]
2 ECl= AsUe 2 SAXN et B2 E MBetlh. otLtel S A X0l ot HI S0l S 28t
Ol 220t AW, EBz2 0| B2=2 2 &0 2 == JACH B =22 HIE2 otLt2l metric 0l 2l ol
HE 0 &L
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10.3.1. Link-state Database

=18t Al, 2 etRBE Ardl2l 2IHHIOIA 2E2H0l CHE link state advertisement (LSA)E & &8
LSA= 2 ct2E0 QA =& S0 2 2t2EH2 LSDB 0l S0 JtH & Ch. OSPF = 2t E2H0|l LSA
£ 25| fIHA flooding 2 N2ISS AIEEHL SR8 HE2 Hals UERAS 2E 2tRHS
HAH S T &G StLE2] arealie] 2E UHRHSE2 H &0l =28 LSDB £ JH&ILH U2 <HE
10-1>= LSA type number £ £ =Lt

H 10-1. LSA Type number

Type Number Description
Router link

Network link
Summary link

AS summary link
AS external link
NSSA external link

~N oA~ W N R

10.3.2. Areas

OSPF UM = UWERAS 2 R2&0| otLtCl area =2 S HE £ ULt Starea LHUIAS EEZ X =
autonomous system L2 LI Xl area &t 2clTH 250 &ICH 0| B2E 2dF= A2 LSAEHE S
MG 2AS JHS6HH oFH, £8F LSDB £ SXIot)| Qo 26t HAS 2ZAAIICH Area LHOIA 2

RE2 Jarea 2l ESZ X0 2o M 2 E & CH.

u

OSPF UM = Gt 22 MK Bt 2 2tREIE F 2l &

v Internal Router (IR)
ctREH2 2= AIHHIOIADL S LT area LI Z& &= et H.
v Area Border Router (ABR)
02l area Ol CIEHHIOIAZE JHXI D U= 2hRE. T2 ABR &1 summary advertisement S
wWetote A s g9 st
v' Autonomous System Border Router (ASBR)
OSPF &t CtE et*8 ZZEZ, £ = UE Autonomous System Dt2| HOIERIOIQ S&2

ggol= ctRH.

10.14.1. AREAO

OII

tLE Ol &F2| area & 2 &fot1) U= OSPF J|E HER D= =0/t Sl
= EA

BEE Al JFRI 1) /U OF StCH. Autonomous system 2| 2 E area

JE
M
2
Q
b
=)
m 0
<@
(=)
o
[w)
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HEAZDE €HE [, area 0 Z Al &XOI0 UHE area == & & Al LIJIOF St

JE

22 ABR = AFOI0ll summary information 0| wW&t= &= JAE=E 0t 2= ABRE2 UHE 2= ABR
=
=

Z2H2 summary E2E =0 ABR 2 =& & advertisement £ & IHZ 0tM X+H&I0| =6t area 2
22 2= UHES/IANAC distance 2| 1812 PADHH 222 advertising 2tRE S0l 22 distance
£ O &t

10.1.4.2. Stub areas

Lol CHE area Ol HZ

=

tub area 2= =

OSPF M= S& area Jt stub area 2| S EHZ & = UL, stub area = & Gt
EICt Stub area €& HZ0l= area= 2 area 25 UL external route B2 =
b

HH =l Xl 2 =Ct. Stub area = OSPF ctH2| BIZ22I 2t H4AHS Z01J] ?IoHH AHE

10.1.4.3. Virtual links

SHEY MY HAZ2 IJIA1D UK 2Z= area E FIHOF ot A& 0 M= virtual link 2 AFS S CF
Virtual link = 8821 A2 & area 2t HElt 20| &K 2= area AH0|2] =2|& 0l BZE HISStL.
Virtual link = 3S2| area E JtXl= & ABR AIOI0l & A S OF 5tOH, 0l = StLIS) ABR2 =210t H

Z 0 QA0 OF B

10.3.3. Route Redistribution

RIP 2t OSPF = ARIXI0AM SAIN AHEZ
c

=2 = U
Ol Al Z staticroute E &8st SR8 B2 WEE = UEF S

-
O
1A

gl_l
4
20
[
Qi
o
Y

b Notice HBIS RIP 2t OSPF 22 &Z0| S A0 ALIXI0A =
&, olLI2I VLAN Ol & 22 EZS sAI0l BE6tA =00
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10.4. Border Gateway Protocol (BGP)

AUANT B2 A2 S0, BGP £ A2 HERKAIDL AZE ol == Exterior Gateway Protocol(EGP)
OICt. =, A2 CtE T 02/ (Autonomous System, AS)2H0ll 2t E EEE =1 22 = AL E HER
3 UWRe M5 228t

BGP 2 X Bl HAE2 RFC-1105 % 1989 & 6 0l ZH EHRUACH & HM HEES RFC-1163 22
1990 H 6 E 0l &H A2, Al Bl HE 2 RFC-1267 2 1991 HO0ll, Wl M &2 RFC-1654 2
1994 & 7 0l &HE 0 RFC-1771 2 1995 & 3 2 0l JHE UL 0l HHE =2 X+l 2 BGP-1, BGP-
2,BGP-3,BGP-4 2 =cl1 UA2H, S LN AN= BGP-4 It AFEEI1) JA2M, P8800 Alc| & A
AXNME BGP-4 E X &ot1d ALY

Oldst BGP-4 &2 A2 UES =4 3202 =258 AAES &3 AL =2 E CIDR
(Classless Inter-Domain Routing)= Xl &0ot1, ¢tRE HOIS2 LA SIH0 CHSot At &0l

Ct.

10.4.1. BGP =%

fujo

BGP ZZEZ2 TCP UM SAECLH [etM 0l SE0l HE 28 8= 2 =L

E WA MU IISSSTCP Ul AE=ECEM Z2E20| N SHEo XN & CH 2l TCP &0 A
& M ctRES 2H0l n&tE = UoIES01 deld QU dEEH, 28 FJ12 8A HOISS

ME S 6= A “incremental updates”E At& &HCE.

BGP 2 &= HAIXI= 19HI01E2 1&F 20| oltIE 2210 U220 OHXIS 8 BFOIEDE BIIAIXI 2] Ef
&= JtelII El=0l, 0lei &t HIAIK et e z2=

1. OPEN
2. UPDATE
3. NOTIFICATION
4. KEEPALIVE
Ol RAUCH.

1) =2 =&

BGP £ XI25l= 2tRHES ZE 1790M BGP HZ S JICI2ICH HZ 832 2ot= eREH= &
CHe ctRES ZE 1792 M TCP HE S A EGICH & 0| 48T, 2 2tREH= 229 It

ctOIEISS & &olJ| ?oi OPEN HIAIXIE =1 2=Ch 0l OPEN HIAIXISl mietDIES0H= , HA
HH, ¥E 2tRE2 AS B S5, hold-time, identifier, J1Et =& &0| UCt. Identifier 2 == Y BGP 2t
SHO IPOIHHOIA =485 S92 otLIE MLot=dl, 2 S E= otLtSl identifier £ BHE Al &1 Edof
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=)
ol
N

, 2E BGP A Z 0N BGP 22 MIot=0l AAES= AEHHOIAN A210l O A4S ME
StCt.
(2) Update
ATt HA0| &M, BGP etREHS2 “update” HIAIXISS =1 2=Ct Ol HAIXIO= 06424 JHe
path attribute S0t ©& Jisst HHER D F2E2 0|12 M QUCH Ol HIAIXIE =4l6tH, 2 X = Ul
EQI0 TEot=0 A 2T 0 s S 222 I WotCH 2 A 2201 01 d2 20 o oA

ct2E HOIZ2 A1) Scte HHOIED LIOIHEZ WAL

(3) Keep-Alive £E4

OSPFOIA X & BGP ctREHE2 2 UIOIHS2 A FE NHH2=Z 2UHE 2RIt QUL 0l
?loll BGP = 7|82 =2 KEEPALIVE BIIAIXIE &&8tCt. O BIAIXl= B0l 19 Ht0|E2| BGP ol
e Fd THM U Olelgt F=IIHQ M & g2l hold-time 2 20A 28 32 23 A2l OPEN
HIAIX e S0 2L USEZ2 90 =0t 28 &

(4) Error Notification

Bt BGP ctRHII X #EEHU Ut J= HAIKE =86HH Ble 22, &
AUESE 08 HAIXE 2X 2ot <, &0 A notification HIAIXIE 222
= EC 2o, 43S TCP HZ 0| AHAAEA ol M= Ch.

2 hold time O]
MOHE 2H

10.5. RIP &3

10.5.1. HEAN

P8800 Alcl X ARIXINA= RIPv1/2 0t NI E LD JA=0, RIPZZEZE MESH)| ?IoiA= RIPE
2d 3t AIAOF StCt.

o
r‘

RIPE &4

ol
Qﬂ
rr
A
>
rr

Ct

alo

o 2L

1) Configuration 2= 0l A router rip & & &tCt O A 6t rip 252 & SHLEH

‘ router rip
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2) Rip2=0IM RIPE 28 UWERIDAE XIFeH.

network ip-address

0l HHEOUE 0I=20l RIPJI S&ote EE UHERIE 888 5= U=, 6IE =01 192.168. 0.0/24
UHERKAIH RIPII 28 & UCHH 192.168.0.0 Hl Al 192.168.0.255 AI0|2] 2 F=AJIRIP 2 &
ot M EICH OlEH &8 E CIEIHIOIAE Sold RIP IH2! 0] &4=4l=ICF
3o HEH=2 RIPE RHGH)| Rloll AIE2E= JAS0ICH 0IZ2H ot RIP E 243 A2l 0=
AMEXS Z0 et Skt 22 =SS &80 RIPEZESS 228 = ULL
‘ default-information originate ‘
* RIP J} otL+2| default route & &2l= 212 MO SHC.
‘ default-metric <1-16> ‘
o OILIS| 2HREIDI GILE Ol A9 IPCIRE Z2EZS Sele= HRDE QUL 229 eiel 282
2 242 A2 UE metric S JHAIL] UL OE =Y RIP € hop count, OSPF = dimensionless
costE DXl QUL otLIS| 2tRE ZT2EZ0| U2 2IREY IZ2E2E 0|256l0 22 E 2 Aot
A0 2HRE metric 2 CHE 2tRE ZZ2EZ22 HE AHOf St
e metric 2| HES ol AFE2 &= I & 0| default-metric 0l Ct. Redistribute routes 2| g S <1-16> U

Ol A & Ef Z2lBtit.

distance <1-255>[A.B.C.D/M] [WORD]}

* Administrative distance 2| gt L& ot=0 AFE8tCE. 0] gt2 EH*l= 1~255 OIC RIP 2 J| 23t
2 120 04, otLtel t=H AIAHENA otu Olae 2teE ZEZ2EZ0] &1 JULH 0
administrative distance a{t2 At &tCt

o OIS 2tREOIAM RIP 2t OSPF 2t E Z2EZ20| S&6tL JH AU ZZ2E 23 M RIP
Jb Ot OSPF 2 Z&E L 1 0% = OSPF 2 distance 2t0l 110 0/ 1 RIP = 120 012| =0l
ctRE= distance 80| 82 B2 E HESHC) 2t 2 R6HCHH 0] 2t2 2EE Z It /UL
ZRIPS BZE 8838 = UASS OSPFELT HE gt=2 £t

*« ABCDMUERIE 485t S UERKA2 distance a2+ 213t AlZ =5 QUL 0] M= X
MNACIAEE &8e &= ULt

distribute-list {WORDL1 | prefix WORD2} {in | out} [WORD3]

* Incoming &£ = Outgoing 2t & update Al ZEHE 2 dtJ| <9I ALZSHCEH

* WORD1: ¥AA S|AES 0|8

* WORD?2 : IP prefix-list 2| 0| &

* WORD3 : interface name

* In: Filter incoming routing updates

* Out : Filter outgoing routing updates
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‘ neighbor A.B.C.D ‘

o 2 21 &EGH U= 218 ctRE2 HEAAE NEHHEC.

‘ network A.B.C.D/M ‘

* rip routing & &4 3t AlZ IP network Xl ¥

4
(u]

o AN HHE HHASS HHMGIAHL CIZE G222 B

un

Il <

ol
s g

‘ offset-list WORD {in |out } <0-16> [ifname] ‘
* RIP 2 metric 2t St AIIIHL Wil Ol ALZSHCE
e 0] ¥E2 standard list £ 0/235t0 incoming OlLt outgoing RIP update & [0l metric, hop
count £ £ &ot= O AtSEHH
e WORD : HAlA CIAEL 0|

* In:incoming update Al offset = =&

* QOut: outgoing update Al offset S =+
* <0-16>: offset 2| gt
passive-interface IFNAME

* IFNAME 22 X & & IHH 0l A N 2t E update E LM AlI2I=0l AHSECH

e 0] BHEE cRHS SE CIHHOIAH HEAIIH HY AUEHHOIAE outgoing e BZE 2

JotXl =Ch OdelLt etRE 22 =412 HHSH.

-

‘ redistribute ospf [{metric <0-16>} | {route-map WORD}] ‘
* OSPF S HISI2 2 RIP 28 &E E Redistribute ot =0 AFZ = L.
* WORD : route-map HEZ2|E JtelI|= 018

‘ route A.B.C.D/M ‘
e RIP 2| static route £ & & dt=0 AIS &L

‘ timers basic < 5-2147483647> < 5-2147483647> < 5-2147483647> ‘
s Ol ZZ2ESUHAN MEBE= EHOID] 2t2 ZESHTL
* XS 22 Routing table update timer g2¢0/ ) CIZE 22 30 0| &</= second
o S B 3t2 Routing information timeout timer 2t01 11, CI2 E 22 180 0| &2 = second
o Ml 2l 8t2 Garbage collection timer g{0l 1), CIZ E gt 120 0| &2l = second

version <1-2>

s RIPEZZEZS SH HES £&8ett. JI2 €8 gt2 HAE 2 0ICh

4N
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solution
B ————————
10.5.2. RIP 724
O <l>t 22 UHERHD FEEE SO RIPEZZEZS 14 0 E 4 H2C.
( vian10:
\£2.168.1.1/24
—
Router A
vlan40
%— 192.168.4.1/24
vlan30: \‘“—"
10.1.30.1/24 Router B
vian20: b vlan30
l82ies21zd ) 10.1.30.2/24
N
D
C‘ vlan50: >
192.168.5.1/24
\ﬁ;\___/
8 10-1. RIPE H4EStHERIA N €8 & 24T
ctRHE A ctE B

vlan10 192.168.1.1/24
vlan20 192.168.2.1/24
vlan30 10.1.30.1/24

vlan30 10.1.30.2/24
vlan40 192.168.4.1/24
vlan50 192.168.5.1/24
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SFE 2 AHHIOIAN RIPZZEZSS 43 AD|J] ?loll CHS2 EE

Mo
=)
i
o
[l

Router A &3

Router A(config)# router rip

Router A(config-rip)# network 192.168.1.1/24
Router A(config-rip)# network 192.168.2.1/24
Router A(config-rip)# network 10.1.30.1/24

Router A(config-rip)# end

Router A# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vl1an30

C>* 192.168.1.0/24 is directly connected, vlanlO

C>* 192.168.2

R> 192.168.4.0/24 [120/1] via 10.1.30.2, vlan30, 00:01:42

R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:01:42

Router A#

.0/24 is directly connected, vlan20

Router B &%

Router B(config)# router rip
Router B(config-rip)# network 192.168.4.1/24
Router B(config-rip)# network 192.168.5.1/24
Router B(config-rip)# network 10.1.30.2/24

)

Router B(config-rip)# end
Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route
C>* 10.1.30.0/24 is directly connected, vlan30
R>* 192.168.1.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5
Router B#

.0/24 is directly connected, vlan50
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10.5.3. Distance &3

<J8 1>° UERZA 2 E0lA 2t<E B 2l distance g(RIP HlA CIZE X 120 0IC+)S distance

PSS S0l 130 22 HHHE XL

Router B(config)# router rip

Router B(config-rip)# distance 130

Router B(config-rip)# end

Router B# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

R>* 192.168.1.0/24 [130/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [130/1] via 10.1.30.1, vlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40
5

C>* 192.168.5.0/24 is directly connected, vlan50

Router B#

FI0A 20| distance 201 120 0lAl 130 22 HI# 2= 2 4= UCH Ol H EF WE K A2 distance
S BHAGIDAN SHCE O] MHe BfH2 LS 20 WERK DS e A2 &8 S Tsel Us
22 848 &H2 CHAl 80

Distance g{= | HHZ ot ™H ChS 0 2L,

Router B(config)# router rip

Router B(config-rip)# no distance 130

Router B(config-rip)# distance 130 ?

A.B.C.D/M 1IP source prefix

<cr>

Router B(config-rip)# distance 130 192.168.0.0/16 ?
WORD Access list name

<cr>

Router B(config-rip)# distance 130 192.168.0.0/16 1
Router B(config-rip)# end

It 20| &Fdl= 2 &= 192.168.1.0 2| distance gf2 130, 192.168.2.0 2| distance g2 12022
ULCH.
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IO EF0| Z2LIH OI Ml A M 2 distance gt= & &06t)| ? &t access-list & & & &L},

Router B (config)# access-list 1 permit 192.168.1.0 255.255.255.0
Router B(config)# end
Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

R>* 192.168.1.0/24 [130/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40

C>* 192.168.5.0/24 is directly connected, vlan50

Router B(config)#

10.5.4. Distribute-list & &

OF&DIXIZ 22 OlM WEKIUWAM StR2E B= 2HREH ANA 210 Ts
25 MMt 8L 0] R0 TS 22 =AU2 HYolH =0 HH 2H2EH B2 RIP Z2A
A0l distribute-list & & Al2/CH 12l 10 access-list S AFZ0H0F 8HCH OIS =AHE 83 &t

9) Access-listE 0|85t etREHBZE EH2= 192.168.1.0 HIERAE LOtE Xt

Router B(config)# router rip
Router B(config-rip)# distribute-list 2 in

Router B (config-rip)# end

9t= access-list & & & SHCH 0|2 H & &St= 0|R= 192.168.1.0 82

10) Ol Xl 192.168.1.0 Z2E o
= ol &stCt= 20/0|Ch.

oD LKA 382

Router B(config)# access-list 2 deny 192.168.1.0 255.255.255.0
Router B(config)# access-list 2 permit any
Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

R>* 192.168.2.0/24 [120/1] wvia 10.1.30.1, vlan30, 00:12:15
C>* 192.168.4.0/24 is directly connected, vlan40

C>* 192.168.5.0/24 is directly connected, vlan50

Router B#

11) 2t2E AN Q=

1
ol ZHE =S MEE S € = UL

O
N
'_\
(o))
(o]
'_\
o
o
Hu
rr
2]
m
o
tn
$Q
o
o
it
4

QUCt “show ip protocol”S

Router B# show ip protocols

Routing Protocol is "rip"
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__S_witch

. e —

Sending updates every 30 seconds with +/-50,
Timeout after 180 seconds, garbage collect after
Outgoing update filter list for all interface is
Incoming update filter list for all interface is
Default redistribution metric is 1
Redistributing:

receive

Default version control: send version 2,

Interface Send Recv Key-chain
vlan30 2 2
vlan40 2 2
vlan50 2 2

Routing for Networks:
10.1.30.0/24
192.168.4.0/24
192.168.5.0/24

Routing Information Sources:

next due in 5 seconds

120 seconds
not set
2

version 2

Gateway BadPackets BadRoutes Distance Last Update
10.1.30.1 0 20 120 00:00:05
Distance: (default is 120)
Address Distance List
192.168.0.0/16 130 1
Router B#
12) Ol Al 2t H BJt 192.168.4.0 B2t & E2 & LIJl= A2 U= ZRE access-list E 8 EZ35}t
J| 2 ol
Router B(config)# router rip
Router B(config-rip)# distribute-list 3 out
Router B(config-rip)# exit
Router B(config)# access-list 3 deny 192.168.4.0 255.255.255.0
Router B(config)# access-list 3 permit any
203
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13) OIMl tRE A2 ctRE HIOIES 2 192.168.4.0 2 22t HO 2K E=l=s AS &€ = U
Ct.

Router A# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

C>* 192.168.1.0/24 is directly connected, vlanlO

C>* 192.168.2.0/24 is directly connected, vlan20

R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:20:04
Router A#

10.5.5. Offset-list & &

Ol Xl offset-list £ 0| &6t0] 2IRE AZ EH2= 2E incoming RIP R E 2| metric 2t2 2 I Al A

=D\
Router A(config)# router rip
Router A(config-rip)# offset-list 4 in 2
Router A(config-rip)# exit
Router A(config)# access-list 4 permit any

Router A(config)# [Ctrl] + [z]

Router A# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

C>* 192.168.1.0/24 is directly connected, valnlO

C>* 192.168.2.0/24 is directly connected, vlan20

R> 192.168.4.0/24 [120/3] via 10.1.30.2, vlan30, 00:06:26
R>* 192.168.5.0/24 [120/3] via 10.1.30.2, vlan30, 00:29:04
Router A#

fulo
ne

KA 20| 192.168.4.0 It 192.168.5.0 2| metric 8{0| 3 22 St HUAS
distribute-list 2 20l outgoing = & & 0| Jt=6tCH.
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10.5.6. Passive-interface & &

ol

£ ctRHS EF AHHOIAN HEAIZIH g LHHOIAE outgoing &= 225 21
C s C A

tS 0t ZCH oA WIERKATNA 2t E A 2l vlan30 0l passive-interface £
PE Z2E X0 2IRH BE= 2t2H AJl vian30 A BUlFz=E 2 &

U o0x

=

Router A(config)# router rip

Router A(config-rip)# passive-interface vlan30

Router A(config-rip)# end

Router A# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

C>* 192.168.1.0/24 is directly connected, vlanl0

C>* 192.168.2.0/24 is directly connected, vlan20

R> 192.168.4.0/24 [130/1] wvia 10.1.30.2, vlan30, 00:14:28
R>* 192.168.5.0/24 [120/1] wvia 10.1.30.2, vlan30, 00:37:06
Router A#

Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5.0/24 is directly connected, vlan50
Router B#
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10.6. OSPF & &

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ RIP 9 O}&JLXI2 OSPF 2128 Z2E2S AR5 01, OSPF 8 245t Al F0{0F 8CH 1 Bt
S osn 2

(1) Config 2E 0 A ospf 2E2 &I 5HLL
| router ospf ‘

mon
(‘D
QO
]
el
0
o
[l

(2) OSPF ZIZ2EZ2= 483t AMZ HERAS 01AH0] &
‘ network ip-address/M area (area-id | area-address) ‘

=

Ol Gt ospf E &3t A2l 20l US0l €8C= BESS 0180t 2EN2 272 2 R0
RN EZZ=EZSE MEE &= ULL

10.6.1. EHHN

CtS2 OSPF £ £ &6t Aol AAE&I= S80S0l

ro

router ospf = OSPF QIAEHAE MAHGH| 28t BE N O0ILC.

Router# configure terminal
Router (config) # router ospf
Router (config-ospf) # 2

router ospf BE S =& S0 LIEtLI= BE NS elAE= OS5 2L

I 10-2. Router ospf & =3 F2| AN

2380 &9

area OSPF area parameters

auto-cost Calculate OSPF interface cost according to bandwidth

compatible OSPF compatibility list

default-information Control distribution of default information

default-metric Set metric of redistributed routes

distance Define an administrative distance
2 . .
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solution

,//

distribute-list

Filter networks in routing updates

end

End configuration mode and return to EXEC mode.

exit Exit configuration mode or close an active terminal session
Help Description of the help system

neighbor Specify neighbor router

network Enable routing on an IP network

no Negate a command or set its defaults

ospf OSPF specific commands

passive-interface

Suppress routing updates on an interface

redistribute

Redistribute information from another routing protocol

refresh Adjust refresh parameters
router-id router-id for the OSPF process
timers Adjust routing timers
02 228 <H 10-2>2 HE == & Hot 0 A+ StC
10.1.4.4. area

2

L

tts2l oot 20

X<
T
ABCDXE IP =4 X8

X area CIS0Ul= area id & 0~4294967295 AHOIS] &l &%= ZrOILE,
O Z Liete &= UL

>

==

>

Router (config-ospf) #tarea ?
<0-4294967295>
A.B.C.D

Router (config-ospf) #

OSPF area ID as a decimal value
OSPF area ID in IP address format

rr
>
T
02
0%
=
min
rlo
N
fH
H
Q@
w
Vv
&
.
[m)

areaid £ Z22 (HIIM= 022 F=US [ LIEHLE

H 10-3. Area gt0| H2Z F0HAE M UEILIE AE EEN

80

&3

authentication

Enable authentication

default-cost

OSPF area ID as a decimal value

export-list Set the filter for networks announced to other areas

import-list Set the filter for networks from other areas announced to the specified
one

range Configure OSPF area range for route summarization

shortcut Configure the area's shortcutting mode

stub Configure OSPF area as stub

virtual-link Configure a virtual link

auto-cost Calculate OSPF interface cost according to bandwidth

compatible OSPF compatibility list
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___S_wit

default-information

Control distribution of default information

default-metric

Set metric of redistributed routes

distance Define an administrative distance

distribute-list Filter networks in routing updates

end End configuration mode and return to EXEC mode.

exit Exit configuration mode or close an active terminal session
help Description of the help system

neighbor Specify neighbor router

network Enable routing on an IP network

no Negate a command or set its defaults

ospf OSPF specific commands

passive-interface

Suppress routing updates on an interface

redistribute

Redistribute information from another routing protocol

refresh Adjust refresh parameters
router-id router-id for the OSPF process
timers Adjust routing timers

<H 10-3>° M2 EE=

FOH
=/

ro

Ct

alo

ot 2L
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Authentication
area CHOllA Q1SS ot AIE 8t
St &0l QUL

Q
re
Ol
>
0l
ro
ju
M
ro
E
>
40
In
i
=
0io
o
oF
0%
S
02
fol
ton
i
OH

Router (config-ospf) #area 0 authentication
message-digest Use message-digest authentication
<cr>

Router (config-ospf) #

St YE 2 <cr>gt (enter E 2/01)= AIEots X222 A digkl= EH
2

ol 2
o st 22 B82S S0k 80 0JIM AUTH_KEY S 20 A2 258 £

Az HZE FIHS 222 A& AHHIOIAN |12 BHO| IHAKEIL LXISHA H2™ HY
OIHHIOIAE Sol 48 H2II X 2=C 5, A2 24RE 38 2K =6l 25
3IE Sotetg2 22 2 X01JF L S X HE ol XH0lJF A2 20ILC
Default-cost
Stub area Jt 2 2l= 2 F 2HREH2 metric 2I0IMH, D2 g2 12 a3 UL
Export-list
CtE area & LHAXN= BZE2 HAHA CIAEE 0|Sot ZEE o= O A= S C
Import-list
CtE area il L= d2=2 HANA SIAEE 0|26t Z2EHE o= O AFESE G
Range
Border router A8t 012 &= HUHEZ M HE G = =42 HHE ZBZE HSEHC.
Shortcut
oH & area S shortcut 2EE E&ol=0 AF=Z =L},
Stub
Stub area £ A 2|5t)| R AFESHCH OIS HE 2 area 2 E stub area £ & & StLH.
No-summary 7t E=JtE| ™ 0| area £ = inter-area B2t ¥ EH 2K &=L

Router(config-ospf)#area 2 stub

no-summary Do not inject inter-area routes into stub
<cr>
Router(config-ospf)#
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virtual-link

Ol 2= st 20| AtE &L

area <transit area id> virtual-link <remote router id>

02 10-2>= 0loHE S| |t OS2 Virtual Link HIERIAE E W= Area 6 2 virtual-link
£ 012050 area 8 £ transit-area 2 AIZ20I0{ 812 area 0 0l & ==

Virtual Link

gf\ Tran5|t Area %

Router A - R Router B
192.168.1.1 192 168 .21

Router A © area 8 virtual-link 192.168.2.1
Router B : area 8 virtual-link 192.168.1.1

&l 10-2. Virtual Link HIER3

Auto-Cost

CHEZ 0l et 2 EfH 0l A2l OSPF cost £ Al &oHI| 2I0H reference-bandwidth £ <1-4294967>
H A Mbps & 2 5L,

Compatible
OSPF s et&l&= 2lAE. &= RFC1583 0| QUL

Default-Information
ABR 0] GtLt2| ospfarea 2 CIZE 2t E(0.0.0.0/0)2 Mot EH=0 AAE &= YHOICH

default-information originate [always] [metric metric-value]
[metric-type type-value] [route-map map-name]

default-metric
Redistribute &l = & Z 2| metric g8t = <0-16777214>0 A & E4SHCE.

Distance

distance <1-255>[A.B.C.D/M][WORD]}

Administrative distance 2| gt2 X &dt=0l AtZstCE. O gt ¥ ®l= 1~255 0ICt. OSPF 2| J| 2
22 110 0|13, otLES 2IRE AAEONA otLt 0lAlS 2IRE ZZ2EZ0| 1 U2 T 0]
administrative distance 2tS Al &I

OrOFQ| CHREOIA RIP 2t OSPF CIRE Z2EZ20| SXGHD YOH 242t A2E2 2AHE [ RIP
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0l Ot OsSPF 2 Z2& =L 1 Ol=& OSPF 2 distance 2t0] 110 0|11 RIP 2 120 01J| &0
2

2 2E = distance 20| B2 ARES BT 2t ZRFI0H 0 22 ZEY LI} U0k
ZRIPO A2E HHE > YT = OSPFELI M S LHB

e distribute-list
distribute-list {WORDL1 | prefix WORD2} {in | out} [WORD3]

Incoming & = Outgoing 2t & update Al 2 EH& S otJ| /o AHESHCY.
WORD1: HAHA CIAEL 0l

WORD?2 : IP prefix-list 2| 0| &

WORD3 : interface name

In : Filter incoming routing updates

Out : Filter outgoing routing updates

* neighbor
neighbor A.B.C.D

T o8l U=s 18 ctRE2 HEHASE NEHECH S 0= HRE I &0t A=K 2
= A

JIE <0-65535> = HRIUHA &FE 4= UL, priority 2t S <0-255> H M EFE
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¢ network

network A.B.C.D/M area <area id>

OSPF £ & AlI2l= UWIERAE XNEECH RIP 2= €2l 0l HIERAZIL £6t= area E X & o
Z=010F BtCH.

*  Ospf
OSPF 0l S&&t ¥¥ 2= ABR type & &, RFC1583 compatibility flag & &, 112l 12 router ID &
S0l AFESE L

e passive-interface
passive-interface IFNAME

IFNAME 22 X & & CIEHH Ol AN 2t E update E A 1| AII=0 AMES =L
Ol ZHS ctREHY EE AHHOIAM HEAIZIH oHEY AHHOIAE outgoing &= 225 &
LotXl =0 delLt etRE HE22 =42 H ST

e redistribute
redistribute (kernel|lconnected|static|rip|bgp) [metric <0-16777214>] [metric-type (1]2)]
[route-map WORD]

CECURE ZZ2EE E2 M8 MEE OSPF 2 ctRE THQIS2 EHZFI| fdll AF=ZSHCY. Ol
g 2= 82 =2 OSPF external route JF =l CF,
« Refresh

<10-1800> = H | LHOI Al LSA 2l refresh F=J|E & & &tLl.

« router-id
ol & OSPF 2 router ID & & &dl= FHOIL
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10.6.2. OSPFZ OlMl U ER3 74

OlMIZE OSPF &t2E ZZ2E=S 0/EE UERIIDE 4 di=Llt. thS <8 10-3>= OSPF 2 +
At M WER FHZO0ICH OIXE 01250 OSPF UIERI2AZ 2 &GHH TS 2 L.

D
vian10: > 192.168.3.0/24
192.168.1.0/124
192.168.4.0/24
Sy
1

\_4\1“/
Router A
1 (‘ vlan40:
1
Router B
* e
B

1

vian20:
192 .168.2.0/24
\192.1682024 )

vlan50: )
192.168.5.0/124
\_ﬂ\¥_/#j

72 10-3. OSPF 2 245 IEYI ME of

f1o 82 Area 0 2| = UERA(192.168.0.0/24)01Ct. ?| &2 HIERZDE OSPF ct$E &2
EE=2 &0t &

14) ® XN ctSEOl OSPF A ABAS MHGIH S2 AIZICH

Router A# config terminal
Router A(config)# router ospf

Router A (config-ospf)#

15) OIXl OSPF cIRE ZZHAESE S& AFC2Z 2IRH FHO WERKIAE U2 HEHIAN =
BolloF 8t &, 2R EH A= 192.168.1.0, 192.168.2.0, 192.168.3.0 = S L &tC}. Ol E /o HA
HEKI YHS, UWERKZA 0tA3, 0| HHERK AL &8 area E & & SHC

Router A(config-ospf)# network 192.168.1.0/24 area O
Router A(config-ospf)# network 192.168.2.0/24 area O
Router A (config-ospf)# network 192.168.3.0/24 area 0

16) OIM ct*EH B s&set 4422 dFBtL.

Router B# config terminal
Router B(config)# router ospf
Router B(config-ospf)#

Router B(config-ospf)# network 192.168.3.0/24 area O
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Router B(config-ospf)# network 192.168.4.0/24 area O
Router B(config-ospf)# network 192.168.5.0/24 area O

17) OlMl & tHel 2t2RH 25 OSPF ctRE ZZMASE S& AIJI1D UL 01=2 2t2E HIO0IES
20 0sa £

Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 192.168.
O>* 192.168.
O>* 192.168.
C>* 192.168.
C>* 192.168.
C>* 192.168.
Router B#

.0/24 is directly connected, vlan60
.0/24 [110/20] wvia 192.168.3.2, vlan30, 00:01:31
.0/24 [110/20] wvia 192.168.3.2, vlan30, 00:01:31
.0/24 is directly connected, vlan30
.0/24 is directly connected, vlan40

g w N PO

.0/24 is directly connected, vlan50

Router A# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 192.168.
C>* 192.168.
C>* 192.168.
C>* 192.168.
O>* 192.168.
O>* 192.168.
Router A#

.0/24 is directly connected, vlan60
.0/24 is directly connected, vlanlO
.0/24 is directly connected, vlan20
.0/24 is directly connected, vlan30
.0/24 [110/20] via 192.168.3.1, vlan30, 00:01:04
.0/24 [110/20] via 192.168.3.1, vlan30, 00:01:04

g w N PO

0 HAIE ctRE EE

B B2 2002 220t UL

un

SAHES, U4REAABUE 22302 H&E HZE 222 OSPF 2R
2 =2

= /| T =
OlS ct*E HOIE 222 32 =40t U

v' [110/20]2 administrative distance J} 110 0|11, cost 20 @& 4 ECi= 2/0/0ICH 2l
directly connected = ol & ctH2 QIEHHIOIA0N Ol HIERIAIL HE H& C/ASS 20| &L
v’ via192.168.3.1 2 OSPF € €6 F& &2t UIERA0ILH.
v 00:01:04 = oilY =20t MAEE = Xt Al2HS 20|60 OSPF = RIP XM E FI|H2 =z 2t<E
B0l =S update A2 Xl &=CH.
2

v vlan30 2 SEX UWERAIZ 2 {210l XILJt= IEHHIOIA S Jtel21CH

P8800 AR XI0A= JIE28 22 OSPF HWIE<S 3 cost 2401 1,000,000,000 (1Gbps)E oiiY &2 O
AZOZ Lhx gOICE 02 D10t 39 Z2R= cost )b 101 &0, 100Mbps & 3= DAEIN 10292
SAHECH S 2 2HRES QIHHOIANE O HYZ0 et HE2DF QUL 0l B2E “show
interface” @382 0| EotH &L},

214
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Router A# show interface v1an30

fa2/1 is up

type 100Base-TX

speed auto, current 100M

duplex auto, current full

ifindex 4 (k11) UP RUNNING BROADCAST MULTICAST

Last clearing of counters 00:52:14
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
49 packets output, 3496 bytes
Sent 0 broadcasts, 49 multicasts
Router A#

rr

=X5D Q)

&5l /U= OSPF € 25 disable Al2|J] 2IHAM = no router HE = +=sHolH =L

Router B(config)# no router ospf

QUM HAISHHA WERKZ D8 XHE @& olLES area Jt US HR
Qe QICH T2 area HHSE A2l 22t6lCH il area JF 1 M
JF Z=THaoH OF &HCF.

o
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10.6.3. Route re-distribution

RIP 2t OSPF = otLI2I AIAE0A SAI0 1S AlZ == UL Route re-distribution 2 ol & Al A&!Q|
SIS ctRE I2E2E 20l & & Z(static route)E L& 0IN, ctRE FE2E Wate == U of
=L}

OSPF UM RIPZ, 2| RIPOIA OSPFZ 2= 22U )| (export) FdiAME, & =SS &S
St AbE StO4 OF StCEH RIP 2F OSPF £ SAI0 =& otJ| ?loll, &2 &E Z2EZSS F#d0ot, 2

oto] S@imMol SxS 20150{0F 50 1 S0l OSPF 0 A RIP 2, 12| 1 RIP 0l A OSPF 2 225
S BUES 78 & £ 2Ch

10.6.4. Passive-interface & &

-

U xR

v ox

ol

2 2IRHS S3 2HHOIAN H2AIIIH Y CIEHOIA = outgoing &l= EZ2E &
Ct. I E Ct2ot ZCH 0l WIERIZ0M 2t<E A 2 vlan30 0l passive-interface £
DE Z=2E X0 2IR2H BE 2t2H AJl vian30 A BUlF=E 2 &

Router A(config)# router ospf

Router A(config-ospf)# passive-interface vlan30

Router A(config-ospf)# end

Router A# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

C>* 192.168.1.0/24 is directly connected, vlanlO

C>* 192.168.2.0/24 is directly connected, vlan20

0> 192.168.4.0/24 [130/1] via 10.1.30.2, vlan30, 00:14:28
O>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:37:06
Router A#

Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5.0/24 is directly connected, vlan50
Router B#
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BGP & &
T 4 (advanced configuration)2 2 Lt+ O

10.7.
s §
M CISTH 22 PHES IIZHOR 51010} BT

BGP & #4& 2N JI2+ & (basic configuration)t 1=

SWItCst!tlon

tEoh| oAM=

_.=|_2

2 = UL BGP EZZEES

v BGPIZz&EZ°| 43}
v" BGP neighbor 2t 2H &&

10.7.1. BGP Z2&EZ9| &43}
BGP T2 EZZ2 AIE5t)| oA = RIP 2t OSPFOHIAXE BGP Z2E=22| &4t THAHIF Me &
O OF 8tCt. 11 HHl= S0t &L
1) BGPCtRH &€& BEEZ9 &Y
| router bgp <1-65535>
22 =Xt= AS 9 E Jtel2I0. % = Autonomous System HS Z BGP WIERITAE &
ot fIol A S &I, 2 2F A0l 2ol & e C
2) BGP UIE®IZE X85t BGP 2tfE HIOIZ20 S=8tLt.
| network A.B.C.D/M
J5tHCH.

BGP E Sol 24 =2 WERKIAE XNE
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10.7.2. Neighbor &3

BGP ct< 8 H2E watol)| ?lof TCP H&E= 288 F Ji2 2t2E = peer =2 neighbor(0l 6t Ul

OltH)2t ZRICH JehA BFE Al WoIH £F0| ©l0f 2L0{0F BHCF 01218 HIOIB 0= SUsHAS Ol
3t 110/ b1 (iIBGP P er)9 2 AS Ol 5t U0l H(eBGP Peen® RE2EICH S AS O %8t UOIHE
S AZE T US e UHR U4RE Z2EZ2(GP, 2 RIP =2 OSPF )z 8=z &3
0l S0l YO SICH J2{LF CHE AS Ol 23 WI0IH Qs SRIHO2 10| 48 £/0] SYs A2Y
O 23 UO{OF BHCH.

0l218 bgp neighbor £ & &olJ| A= CIS2 HES AME

i

Ct.

neighbor ip-address remote-as number

OIZH bgp E 43t

a3t A MOl BGP Z2E 20| = &6t &L
HIl0l & 2E=k=s U3 )

1) EHY s

2) BGP Attribute & &
3) Routing policy #H&
4) JIEtJIs

10.7.3. BGP ZHE JIs

BGP update £ &4 ol= A2 02 JH2 EHEZ HAH 2o ZEE 2 UL 01248t 2HHE YA
0l = route filtering, path filtering, community filtering O] QUCt. 0] R E P2 SL& SUE d=C

Ctet St UER D 2400 et HEe S HdEi6tE =L
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10.1.4.5. Route Filtering

ctREIE &Sot)L 8 &cote et RE FE2E MEtoh| ?lol, S UOIHZ JHL 2= ct*E &l
OlE0l J1et5t0d BGP € ZHEE += ULt 012 <Ioll. Access-list It E2 =0 S8 UIOIHZS &=
S YOOIEN HSECH OIS <loi TS SE= AISEHT

neighbor {ip-address|peer-group-name} distribute-list access-list-number {in|out}

150.10.0.0 RTA 160.10.0.0
2.2.2 3.3.3.
AS100 \ / AS200
N

2221 3.3.3.1
TC

\

AS300

170.10.0.0
N

J

¢ D80l RTB= UIE® 3 160.10.0.0 S ¥&ot D RTCZ 1 EEE BHLL UL RTCIH Ol B &
EAS 10022 MGotXl EIIZ2 ol= 2, 01l 22 HUOIEE
Sol0 RTAZS AZ0l Ol = HEetth 012 8= dHEY s &

2ol access-list S &

RTC#

router bgp 300
network 170.10.0

neighbor 3.3.3.3 remote-as 200
neighbor 2.2.2.2 remote-as 100
neighbor 2.2.2.2 distribute-list 1 out

.0

access-1list 1 deny 160.10.0.0 0.0.255.255
access-list 1 permit 0.0.0.0 255.255.255.255
!-- filter out all routing updates about 160.10.x.x

Path Filtering

i o+
sY Mo

XIS ZE & A2 Z BGP AS path information 0l J|Et5H0] 218 10 &2 % 2 5 0l access-list
g = ACHL O3S D8 UER/AR FEZ0HAM, AS200 0lA A E HOO0IED
=2 o

2
AS 100 22 Jt
A

9tJ| fol, RTC 0ll access-listE & 2/&S 2 M, 160.10.0.0 0l LSt B EII AS100 22 D=
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212 912 4 UCH 0 FIcH (1SS YBS AE

o

Ct.

nio

ip as—path access-list access—/ist—-number {permitldeny} as—regular—expression
neighbor {/jp—address| peer-group—name} filter-list access—flist—number {in|out}

150.10.0.0 [ AS400 ]

RTA /
/
}_iii 160.10.0.0
RTB
AS100

\/\ ~/
- 7

170.10.0.0
-

39 42 9 182l RTC Jt RTA £ 160.10.0.0 8] HUI0IEE ot= XS path filtering S AFE

RTC#

router bgp 300

neighbor 3.3.3.3 remote-as 200

neighbor 2.2.2.2 remote-as 100

neighbor 2.2.2.2 filter-list 1 out

!-— the 1 is the access list number below
ip as-path access-list 1 deny 7200$

ip as-path access-list 1 permit .*

1. Community Filtering
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Community = ({4 2l destination = €& 182 community 2 St0d, Ol community 0l routing
decision € M E5tJ| 2ol AtE= L.

150.10.0.0 160.10.0.0

3.3.3.

AS100 / AS200

|

2221

AS300

170.10.0.0

-

)

? D80, RTC Ot At&l2] eBGP peer 2 RTB It Bl = 2REES UI0IE ot &=, RTB Ol
community attribute £ £ &ct= GlJF TS0l Li2k JALCH 0IZ Aol ‘no-
AEE L

export’ community attribute Jf

RTB#

router bgp 200

network 160.10.0.0

neighbor 3.3.3.1 remote-as 300
neighbor 3.3.3.1 send-community

neighbor 3.3.3.1 route-map setcommunity out
route-map setcommunity

match ip address 1

set community no-export

access-list 1 permit 0.0.0.0 255.255.255.255

|AD 24RELS HRE= 0218t attribute £ RTC 2 2 LHI| 2ol neighbor send-community S8
AE0HOF otLt, 221 AAEN A E 0l Y0l default enable & 0 UCH DM 22 FHEUM &HE
‘neighbor 3.3.3.1 send-community’ @& = 2Kl T & =Ch CHEE 01 4 = disable AIF1D] 2o A

‘no neighbor 3.3.3.1 send-community’S & AlGH OF StCt.

Ol H o0 RTC Jt no-export attribute £ Jt &l update € 2= HR,RTC= 0| 2=

njo

INSRRSI
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Oel RTAZ MEotXl &=L,

2 #4 oAM=, RTB Jt community attribute £ 100 200 £ additive dt= 2R E 2W =L}, 0
100 200 2 RTC & ZUWXID| M0l &&6t= community value 8l 20! & 240ICt. Ot additive
NIt gl dR= JIEY communityvalue £ 100 200 <2 U XIGHA =Lt

RTB#
router bgp 200
network 160.10.0.0
neighbor 3.3.3.1 remote-as 300

neighbor 3.3.3.1 route-map setcommunity out

route-map setcommunity

match ip address 2

set community 100 200 additive

access-list 2 permit 0.0.0.0 255.255.255.255

community list =, A 2 CtE& community number 2| 2| AE S0l J|Bt5HN attribute =2 M & oDﬁ Lt &
& ot = otJ| 2ol route map 2 match 20 ALt &= £ &2 community 2| 18 | & &t
Ch.

ip community-list community-list-number {permit|deny} community-number

Oz Os2 e ds 2

o

= UCH

route-map match-on-community

match community 10

I-- 10 is the community-1ist number
set weight 20

ip community-list 10 permit 200 300

I-- 200 300 is the community number

Ol 2IRE WE AE56t0 S8 SUO0IE A 0l community value 0l 718+3t0 metric 840l Lt weight
22 ST IctleSS 2HE ot HU AIEE &= JULH 22 Gl0lAM, RTB= RTC 2 community 100
200 2 It HOHIO0IEE B JUJACH 242 RTC It O] gt0ll JIBHot0d weight gt2 MIE SH D X 6h=
Z S ze 2ds g =+ UL

RTC#

router bgp 300

neighbor 3.3.3.3 remote-as 200

neighbor 3.3.3.3 route-map check-community in
route-map check-community permit 10

match community 1

set weight 20
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solution

route-map check-community permit 20
match community 2 exact

set weight 10

route-map check-community permit 30
match community 3

ip community-list 1 permit 100

ip community-list 2 permit 200

ip community-list 3 permit internet

0l 24 0lA, community attribute 2 100 2 JI&l 2R E
weight 2t0l 20 22 HIE &ICh. Community 2t2 2 200 Gt
weight gt 10 £ Al &Lt I/} E exact & community Jt 200

a2 A0 0F &= 2 0IStCh. OtAIS community list = 2 212 &
MESECH HLSHH, OIXIOF S X 2= HE2 CEEZ drop &
2t EZ=0I internet community 2| 2H=01D] 20 2= 2t

Ol ORXIE 230110 MetA
= 2IAE 20 OHXIE O
AUOI0F & H 1 ol ChE
drop &I Xl 255 &tJ| €15
H20ICt I/ E internet 2 2
|0l &Lt

ol
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10.7.4. BGP Attribute & &

BGP 0il AtE &l = attribute S0ll= LS &2 XS0/ UL

As-path attribute

Origin attribute

Nexthop attribute

Local Preference attribute
Metric attribute
Community attribute
Weight attribute

AN N N N NN

10.1.4.6.  As_path Attribute

/1701000 190.10.0.0

@ RTA AS200 RTB

AS100
k 100 200

/

/ASSOO \ / \

RTC

300

180.10.10.10

N J

SOt olg ctES HUOIEN =It=Ch

otLES| St EDt otltel AS £ II LtZ [, O AS 2
ct2 to

LtS B o

AS_path attribute = otLt2 I EE SHA =2 flol AILt2 AS BiS S22 2| AEES It
c|2ICh AS-SET & otLtel etREJ AUz 2= ASS2 Zes Jtelz2Ith 2 J80AM UWESR3A
190.10.0.0 2 AS200 0il *%= RTB 0ll 2Iof L AXICE 0l 2tEJHAS 300 = XILtZ I RTC = Aol o
AS 815 300 = 0l 2 E2 as-path 0l ZECICH ZIeHA 190.10.0.0 4R EJ RTA 0 =& Al RTA=
20l =0t 2002 AS B1S 01 200 2t 300 = 2 2 X OICH A RTA O QL0 Al 190.10.0.0 Ol
S 2ot fIgt EZ &= (300,200)0! = Lt

170.10.0.0 1+ 180.10.0.0 Ofl CHoHA & Ot&HIHX 2 2It d & &tCh. RTB £ 170.10.0.0 0l =E3dtJ1 <l
oi AS300 1 AS100 = XILtJHOF C RTC = 190.10.0.0 0l =& 6tJ] fIoi AS 200 & XILIOF 612,
170.10.0.0 0l =EotJ| ?Ioil A= AS 100 S XILIOF SHCY.

Oll

F
|
x|

o
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Old2 A E22 I3 S &2 ot attribute OICH Ol 22 0l = 3 JHAI 840l RUCH.

v"IGP: NLRI(Network Layer Reachability Information)Jt &4 ASS| LR 0| ULt O|H2
S bgp network 2E 2 AIE0HLE IGP H 20} BGPZ redistribute 2 0l o &ot2, 0O IH
A BB origin2 IGPIt &l 10, BGP HIOIS 0l “i” & LIEFCH.

v' EGP:NLRI= BGPE Sl &S} 01X BGP HIOIS 0l “e”"= HAIECh.

v" INCOMPLETE: NLRI 2} unknownO|HL} J|EIS| HREOZ SSECH ES static routeS
BGP 2 redistribute & [ OICt. 0124 & BGP HIOIS 0| “?”2 ZE A= LY.

/ASlOO

RTA

RTB
190.10.50]1

150.10.30.1 175.10.40.2

IBGP
170.10.20.1

/

AN
/ \170.10.20.2 \

RTE

AS300

170.10.0.0
- /

RTA#

router bgp 100

neighbor 190.10.50.1 remote-as 100
neighbor 170.10.20.2 remote-as 300
network 150.10.0.0

redistribute static

ip route 190.10.0.0 255.255.0.0 nullO0

RTB#

router bgp 100

neighbor 150.10.30.1 remote-as 100
network 190.10.50.0

RTE#

router bgp 300

neighbor 170.10.20.1 remote-as 100

. . 225
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network 170.10.0.0

o Dol R0,

e RTAEZ= 170.10.0.001 300i € Sol =& =L,
|

C
ctLE 2 origin0l IGPZ S 2|0I8HC)

OlR=2 32 ASIHAJE3000112 0
e RTAEZ 190.10.50.001 i £ Soli ==Lt

(0lzd=2 T3S2 AS A Dt 10001 12 Ol 2t EQ originOl IGPZ = 2|01 &tCt)
e RTE= 150.10.0.001 100i E Soll =& =L},

(01X 2 32 AS THA 1000122 Of et E2] origin0l IGPZ S 2| 0| &tCt.)

e RTE= 190.10.0.001 100? E Soll S &I Ct.
(0182 T332 AS I A Dt 10001 12 0l et E 9] originOl incomplete& & 2| 0| 8tC}.)

10.1.4.8. BGP Nexthop Attribute

nexthop attribute 2 S& =& X0l S 0otJ| fIoH AH=ZE nexthop IP address € Jtel2ICt. EBGP 2
22, 0| nexthop 2 AXML UHOIH HEHA XIES HOIBS IP =A0ICH G 80 A, RTC=
RTA £ 170.10.0.02 82E dYA YAE 2 170.10.20.2 = 212, RTA= RTC 2 150.10.0.0
HdYA YAE 52 170.10.20.1 2 2L} IBGP &%, EBGP Jt 8Edl= YWAE E2 IBGP 0l A
2 MYZ oo stth) T2 20 #8350 QUCH 0l #E 22 216t0], RTA = 170.10.0.0 2
A9l IBGP peer @1 RTB & MYZAl YAE 2 170.10.20.2 2 2UHCH etM RTB 2 &2,

170.10.0.0 0 =&olJ| gt WA E §2 150.10.30.1 0] Ot&l 170.10.20.2 O Ct.

52
10
e

OIZ2 ol RTB= IGP £ Sadli 170.10.20.2 0l ==2& = U= X0t Foil M OF 8T I X
RTB = 170.10.0.0 22 &dl= HASS Bl &

/7~ 150.10.0.0 I

RTB

150.10.30.1 @ 150.10.50)1

IBGP

AS100
)

AN
/ \170.10.20.2 \

RTC

-

AS300

170.10.0.0
- /

RTA#

router bgp 100

neighbor 170.10.20.2 remote-as 300
neighbor 150.10.50.1 remote-as 100
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network 150.10.0.0

RTB#

router bgp 100

neighbor 150.10.30.1 remote-as 100
RTC#

router bgp 300

neighbor 170.10.20.1 remote-as 100
network 170.10.0.0

® RTC= RTAZ 170.10.0.02 M EAl YIAE 0] 170.10.20.20t = L}
® RTAJI RTBZ 170.10.0.02 &L Al YA E 0| 170.10.20.20t &l C.

S FEHE0 TS0l €8st

ZEINAHA UEAD NBMA 2Z0IAE SE8 =

10.1.4.9. BGP Nexthop (Multiaccess Networks)

150.10.0.0 AS100
4 N

RTA RTB
150.10.30.1 150.10.50j1

170.10.20.1

N \ Y
\

170.10.20.2 \

170.10.20.3

RTC RTD

AS300 180.20.0.0

N J

2 80l AS 300 0l = RTC 2t RTD = OSPF € =2l Jd ALY JHESHCH RTC & RTA 2 EBGP
HZ =S £F8&HCh RTC = 170.10.20.3 = S0ot04 180.20.0.0 20l =& & = ULt RTC Jt 180.20.0.0
ZEE RTA £ BGP YUI0IEE Soft 85Al, HAE E22 L4l2 IP @ 170.10.20.2 Jt Ot
170.10.20.3 = AFE&LE 0l= RTA, RTC, RTD 242 2F0] HEI M Al A 2010 RTA JF 180.20.0.0 0l &=
gotJl ?loi RTC E HXls WES AXJ| EU= RTD E HIEZ YWAE §92 AIEot= 20/ O el
A 01J| (HZO0ICH

ol
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solution

/,———__/

2+2 RTA, RTC, RTD 0l =S¢ OICIO Ot SEIH A AIt

OfLI2t. NBMA Q! Z2E S =&

o
o
0z
=)

~

)

g M SHCH
10.1.4.10. BGP Nexthop (NBMA)
/7~ 150.10.0.0 AS100
RTA RTB
150.10.30.1 150.10.50/1
170.10.20.1
_ / As400
o 170 10.20-
170.10.208 RTC RTD
kASSOO / leO-ZO.O.O /

9 QA 20l S
Jl ECh = RTC = RTA 2 180.20.0.0 2 S
SR RTADIRTD 2 HFXOI PVCE 21 UK LOM, WA

0l 22 A42E=2 £WotH =0t 0l &&=

==

S Il_-|l:I- /\| l:II_

2o nexthopself &

10.1.4.11. Nexthopself
next-hop-self Y2 L2 E20| LA E [ & ot

=2
=
[ ]
=1

g2 X )
E2=Z MEE = QI oil=Ch 01 8 22 Us 20

OICIH Ot Frame Relay &= NBMA 20| 2t

B ol Y9 LS WSS of
£02 170.10.20.3 2 AI8BICH

0 S2E 4 8= 00
0l Dok EIACH

ZHECZ WAE

neighbor {ip-address|peer-group-name} next-hop-self

o2& += AL

42, Us2 2dez 2ME

RTC#

router bgp 300

neighbor 170.10.20.1 remote-as 100
neighbor 170.10.20.1 next-hop-self

RTC = 180.20.0.0 £ nextHop = 170.10.20.2 £ & & &L},
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solution

10.1.4.12. Local Preference Attribute

Local preference = S8 U EK 0 ==ot)| 2ol ol ASE WAHLIDI=0 0 INASE 85 & X
E ASHH LSHECH O =2 2t2 XY local preference & &l AJN H ASECH UEZE 2
100 OICt. 2& 2tRHI2 &&= weight attribute 2t &2, local preference = S AS il U=

StRHS 2t0l 1 &% = attribute O Ct.
local preference = bgp default local-preference < value> F3O0|LI 24RE W2 Sl ME & =4,
Ct20l O WE 2HEC.

bgp default local-preference 2 =& AS WO LI 2SEHZE Lt SUHO0E A2 local
preference gt= 25 HtZCh Otcl ORI 12 0IM, AS256 2 M&Z LHE 2 )42l AS 22 H 170.10.0.0
Ol CHet B HIO0IEE 2=CLh. local preference = &2 UER AN SEGHI| o AS256 S A Lot

= Y2 Z230t=0 22 &0, D8 UM RTD It &S &= &7 & (exit point) 0l 2t 2 It & SHAL. T
22 2H2 AS 300 A 2= LUIOIEN CHE local preference 8t2 200 2= A& 6t AS100 0l A
L= HUHOIE= 150 2 2 Al E 8tCt.
170.10.0.0
RTA
RTB
.3.3.4
1.1.1.1 AS100 AS300
\ _
f set local pref 1 set local pref 200 AS34
1.1.1.2
3.3.3
28.213.11.1 128.213.11.2 &/
RTC
— _
Qcal pref =150 local pref = 200/
RTC#
router bgp 256
neighbor 1.1.1.1 remote-as 100
neighbor 128.213.11.2 remote-as 256
bgp default local-preference 150
RTD#
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router bgp 256

neighbor 3.3.3.4 remote-as 300
neighbor 128.213.11.1 remote-as 256
bgp default local-preference 200

? FHHM RTC=E 2 HUOIEQ local preference € 150 22 M EolH, RTD= 2 YOI0IE
2| local preference € 200 2= A& &tCt. local preference = AS256 LHOIA wWEtE D] IH=20, RTC
2t RTD = UIE<®3 170.10.0.0 F2Jt AS100 2Ct= AS300 AN 2= HEJ O =2 local

preference € Z=C10 IAIGHH EICH JeflA 170.10.0.0 22 X8 E AS256 LIS LE EcHE=2
RTD & 2 W &ICH,
Ol2t= Eel UHRE WE AEGIH 0 X2 58S M3 = AL 9 6olA, RTD 2t =4lct=s 2
E Y UO0IE = local preference 200 22 KN EEC 0| H2 BIEAGHK 22 &= QUCH Ot 2HUHIA
E0HXe AHE S8 HUO0IE= S8 local preference £ MEE ZRIUAS M 2tRE BS AISE
Ch.

RTD#

router bgp 256

neighbor 3.3.3.4 remote-as 300

neighbor 3.3.3.4 route-map setlocalin in
neighbor 128.213.11.1 remote-as 256

ip as-path access-list 7 permit ~300$

route-map setlocalin permit 10
match as-path 7

set local-preference 200
route-map setlocalin permit 20
set local-preference 150

0l #7482 Sall, AS300 Bl M 2= SO0l E= local preference 200 22 ME & 10, AS34 22 H 2=
CtE L O0lE =2 local preference 150 2 2 A& S L.

10.1.4.13. Metric Attribute

metric attribute = Multi_exit_discriminator(MED)Z2 &= 24 Xl=0l, S& AS & &ol= A0 s &
SHEE 22 UOIHO M3&HCH S8 AS =2 MYAEO| Cr== EMAI, D ASUQ etRE=Z & Y56t
Jl 2ol ™ XIS Aeie X0l CHoll Et ASOll S &S & == U= ST LH-HOICHL O K2 s X

d20t d= =

local preference 2t £2l, metric 2 AS = 2t W &H&IC
g &

SE HUX= (=0 EZ NEH s N JLASOI =0 = M, D HESH &2 11 AS
LIS B2 S80 S0 S26 HO0IE 2t £ E ASZ HEE AL Ol HIEE g8t2 0
CZ NEHN ML= CZE gt2 00ICH TUHE S8 XNE0| 8l 82, S2 AS &0l /= ol
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solu

SZ2PH =2 Z20 ol MEH HIES gtS HIwetth. A2
12 Hl3dkJ| {1 A= “bgp always-compare-med” ct= S

metric = O/
/

AS100

4 N

et metric 50

AS400
%

7 set metric 120 set metric 200

(2725 e )
@ 1.1.1.1 1.1.1.2 @
RTC

RTD

3.3.34

180.10.0.0

k AS300 /

20lAM, AS100 2 32l M2 C+HE 2t H RTC, RTD, RTB £ Sdli A 180.10.0.0 2| HIERZ &
20 ACH RTC 2 RTD = AS300 0l L1, RTB = AS400 Ofl Lt

RTC Z22H 2= HES 8t2 12022 MEGIL) RTD 2FH 2= HE®S 22 20022 RTB 22 H
C=HEH 2502z ME T U= A2 JIFGHAL CIZ2EZ, 2tRHE S AS Ol A= U0l
HEZRH 2= HEZHES HIwEHCh JdlM RTA= RTC 2t RTD 22H 2= HESENES HIWE
= AWM RTCE HIAE YAE SOF HEIEHCE HLESHHE 120 0] 200 20+ &J| HEO0ICH RTA Jt
RTBZ2H HES 502 A E2E 4l Al, RTA= 0|H2 120 It Bl W e == QUL HLISHH RTC
4 RTB= MZ CHEAS Ol AJ| T —E—OIE (RTA = Lt E attribute S0l J18t5t0 A= SE42 StCL).
RTADI Ol HIEZ S HIDE 4= AD| A= RTA W bgp always-compare-med HES FIt&tCh
OteHoll 1 240l LI2HULH.
RTA#
router bgp 100
neighbor 2.2.2.1 remote-as 300
neighbor 3.3.3.3 remote-as 300
neighbor 4.4.4.3 remote-as 400
RTC#
router bgp 300
231
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neighbor 2.2.2.2 remote-as
neighbor 2.2.2.2 route-map
neighbor 1.1.1.2 remote-as
route-map setmetricout permit
set metric 120
RTD#
router bgp 300
neighbor 3.3.3.2 remote-as
neighbor 3.3.3.2 route-map
neighbor 1.1.1.1 remote-as
route-map setmetricout permit
set metric 200
RTB#
router bgp 400
neighbor 4.4.4.4 remote-as
neighbor 4.4.4.4 route-map
route-map setmetricout permit

set metric 50

100
setmetricout out
300
10

100
setmetricout out
300
10

100
setmetricout out
10

2| RHUAM, RTAS RTCE WAE 202 MEsHC}(CI2 2E attribute S0l S25ICHD JHE Al).
RTBII HIES HlWol Z&E D] !IHAM= RTASE G210 201 A SHCH
RTA#
router bgp 100
neighbor 2.2.21 remote-as 300
neighbor 3.3.3.3 remote-as 300
neighbor 4.4.4.3 remote-as 400
bgp always-compare-med
0l 2% RTA = 180.10.0.0 0if =&6t)| ?I&t 2 M LAE EOZ RTB E & &4 EHLY.
default-metric number 2 &2 AIEZ5t0{ BGP 2 2R EE redistribute 513 A HIES g2 MEE %
S UCH 2 oA RTB It AEHE B EE redistribute 80t JHEE ARe 242 O3S0 20
RTB#

router bgp 400
redistribute static
default-metric 50

ip route 180.10.0.0 255.255.0.0 null O
!-- Causes RTB to send out 180.10.0.0 with a metric of 50

10.1.4.14. Community Attribute

—

[—

optional, transitive attribute O|Ct.
stote & olnl, Ol Q& &t
tsotAHl = C

et E B A

0 Ol M 4,294,967,200 NtXI2 gtE =

o X
== T o

community attribute
community attribute = ({4 Ji 2l =& X
= HFLIEI 2t2E 2E

community attribute £ M€

community £ 15
(accept, prefer, redistribute S)2 & & D

IotD] ?Iol 2HRE Y= MEE = UL =

o

ro

Ct

010

0424 o
S o —
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set community community-number [additive]

Z OH2l Dlel HolE & 2 & HKLIEIS(community-number)Z2= CtS0[| QUL

e no-export (Do not advertise to EBGP peers)
e no-advertise (Do not advertise this route to any peer)
e internet (Advertise this route to the internet community, any router belongs to it)

HRUEIIL NEE = St2RE Bl o2 TS0l UL

route-map communitymap

match ip address 1

set community no-advertise

or

route-map setcommunity
match as-path 1

set community 200 additive

0t additive JIRIEI ME ZIX @2 Z<, 200 0l JIEN EMot= HSRLIE S A EHC

Additive |} =S AIE0ts 8%, 20001 JIE HFUEIN FIOteCh 2 AIAE0HAE  community
attribute £ M EotH, Ol attribute = CIZ2EZ UI0IHE 8EEh AIADS R US2 EE= A

SolloF 80l =Lt

neighbor {ip-address|peer-group-name} send-community

RTA#

router bgp 100

neighbor 3.3.3.3 remote-as 300

neighbor 3.3.3.3 send-community

neighbor 3.3.3.3 route-map setcommunity out

= AMAE0IAE neighbor send-community Jt CIZE2 &3t &0 /}N ‘neighbor 3.3.3.3 send-

community 382 ERX| 2L

Premier 8824XG User Guide 233

. e ——
N —— 4f1--IIIIIIIIIIIII........




solution

___S_witch

weight attribute = AE 0= = A0IXIEH 2 A

10.1.4.15. Weight Attribute

I>
o
2

A OF 2 ANAEUHAM 2 otRA2M, AIAZT AIAES] weight
attribute 2t S8t JIsS XU UL Ol g2 ol LML HE=T. = S& 2422 20|
U= 0l O E chREHZ MEEX 2=Ch 0l gt2 00lA 65535 H P gt= JHAIHH, XH&l0] & &t
d20l o= CIZEZ 32768 = 2Hetlt. HE B2=2 08ts =0

SU SR CH49 22

? O80AM, RTA= UESR 3 175.10.0.0 0l CHE EEE

SEIEMA O =2 weight 2t S Xt S EI SEEL

—

/1701000 175.10.0.0

RTA
L

AS4

190.10.0.0 AS200

RTB

s

\
(175.1o.o.$\\ /A (175.10.0.0)
&

AS300
-

AS100
=

S AS40IlA &AL, 0l BEERTCZ dEE

Ct.RTB £&F HIE®I 2 175.10.0.0 0l CHEt 2 E AS4A 0 21D, 0l EE2E RTC 2 ML EtCt Ol M

RTC = UE® 3 175.10.0.0 0l =E&ot= 2K B32E 210 0= B2=2 JIOE XIS HEHollOF &

Ct. &2 RTCOIA, RTAZRH 2= 20 RTBUIA 2= B2 20U O =2 weight gtS =8, RTC

= UESR3 175.10.0.0 0l =E0ol)| 98t HAE ECZ RTAS (oS & == UL 0lXE WA
2dHS 0|Sot =S = UL

JHA

Using the neighbor command: neighbor {ip-address|peer-group} weight weight.
Using AS path access-lists: ip as-path access-list access-list-number {permit|deny} as-
regular-expression neighbor ip-address filter-list access-list-number weight weight.

e Using route-maps.
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neighbor weight 338 AIS

| S0t 4 ot AL

Z2Jt EMAlL, O =2 weight gt = I8 201 A= 212 GIM0IA RTA
0

S|
E g2z 5| ?Iet 2HES 30X EHS

RTC#

router bgp 300
neighbor 1.1.1.1
neighbor 1.1.1.1
!-- route to 175.
neighbor 2.2.2.2
neighbor 2.2.2.2
!-- route to 175.

remote-as
weight 200

10.0.0 from RTA has 200 weight

remote-as
weight 100

100

200

10.0.0 from RTB will have 100

welight

IP as-path &t filter-list At&

RTC#

router bgp
neighbor 1.
neighbor 1.
neighbor 2.

NN R R W
N N R RO
N NP

neighbor 2.

remote-as
filter-1lis
remote-as
filter-1lis

100
t 5 weight 200
200
t 6 weight 100

ip as-path access-list 5 permit ~100$
!-— this only permits path 100
ip as-path access-list 6 permit "~200$

match as-path 5
set weight 200

ZH9-E W) AR

RTC#

router bgp 300

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 route-map setweightin in
neighbor 2.2.2.2 remote-as 200

neighbor 2.2.2.2 route-map setweightin in

ip as-path access-list 5 permit "~100$

route-map setweightin permit 10

Premier 8824XG User Guide

_/I

!-- anything that applies to access-list 5, such as packets from AS100, have
weight 200
route-map setweightin permit 20
set weight 100
!-- anything else would have weight 100
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10.7.5. Routing Policy $1&

Routing policy ct &2 Ul0IH 2t H

et ctRE BB E =10 2= [ route-map, filter-list, prefix-list
S 0I25tH HOoISL 224 M3 ZE0 Ue A des & = JASS di== 210ICH BGP 0l A
= Ol & routing policy It B13&= B2, JI& JMs [I2= ctRE HE2E AMoU & 22E
S0t MZ22 M0 &= 28 Z2E 2 =0

BGP ctRHEHII ME2 Z2IAI0 = 82 E 20tS0|== ot H
2 88 HZ2 HR20= outbound reset = A HSICH MZ2
H HOIH 2 REESE M2 38 E 8 0t=0IC0H

, inbound reset = Q@SM =10, M
IO L= ME2

oH
0_>J
ﬂJIﬂI
E_
0K
9'j

ot AFE XS 20l XIS BGP 2tRE 2 UIOIH 2t E 25 It route refresh capability J1s2 X &
ZSctH inbound reset 2 0| E6t0 2t E EEE HAlg = QUL 0 HHS 0/=Zet et RH M

v oo2elXte FIHEE sA0l 2 Ut
v o8 F2 HA30N OE =t H22l AFZ0l St
Ul Ol 2t E Dt route refresh capability | |2ot=Al =0l oA ™ CH22e B = AtEstCh

HH S AEotH, U0l 2t2E 0l route refresh capability Jls2 2= UIOIH 2tRE X 0 J|
= K& <, “ Received route refresh capability from peer” OIAIXIJ} && &I Ch.

At D= BGP 2t E It route refresh capability Jls2 X &&HCHH, AL A= soft reset 2 01 2510
0180 2 B2 F2E 20t 2 = UL M2 2 X0 2&ote e F2E Z&&oted™H 20
24 =2

clear ip bgp [* | AS | address] soft in

8-H 0l outbound reset J|s2 B2 AN 8832 2R Z oAl 1, soft2te HEHE AISSH0 2t
o | tE23stC

A
e B2 UAl &SE 28 22 UAl M3stad &, EP%BI EEA—NE=

0K

ZE 2U4RE FME )| HEHZ =2 A0l = route refresh capability 7S£ At&StCE. 0]
==

HEE WSS ot A HIGHA &0t = T

route refresh capability 7| s 2 X &3dtAl £= &H|2 & 20l= neighbor soft-reconfiguration & &
MESIH JIE0 =10 2H 2IRE dZE ArHIoHOF SHCH 2L 01212 WER AW SHOF 2Ms
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BGP 2 E MEZGHA €1 ME22 EE2E M4doteid URE F2E d8HOZ XMelothl &1

BGP UIERDZ S0H=e 2= F2E M&OHOF &tCt. 0 &2 U2l FotE 0FJ A1 L2200
Jtset MEGHAl &= 20l 0t Lt HEE 22 MSote A2 HZ2elE Q-otXl EeCh
BGP 2tRHI MZ22 HEE FEE MYoIH AMACOZ H0IH ctREHS0| HIE FE2E 20t=

Ol =l Ct.

1) BGPctRHEE MEd & =, UOIH ct2HI 22 2= 22 NG £FEHCH 0] Al
S5 H BGP ct2HUN S0 2= 2= HE=T

‘ neighbor ip-address soft-reconfiguration inbound ‘

2) M&=E HEE 016t MBH BHEE E2E HIOISH S=8tCh

| clear ip bgp [* | AS | address] soft in ‘

ctSE HIOIZS2 bgp UOIH 2tRHE Soll et E 20 NUHZ HE ZA=X 2016t U39
HH =S AIS L
show ip bgp neighbors ip-address [advertised-routes|received-routes|routes]
237
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10.7.6. BGP Peer Groups

SUE AE0IE policy )t HEE = BGP UIOIHS2 1SS Q0I8Ch AGIO0IE E2IAls =
SE o distribute-list, filter-list Off 231 M ST 242t0] HE Y 0IH 0l SL & Z2lAIS & Ol3l
Al

(4

0ll. Peer group name = 2ot 1 T &0 0l2fst Z2elAE== EHE
I 282 dH=2 1 Ul &2 configuration option 25 £ HSSHCH HHES E£6t &5
HOIEN g2 0IXIX 2= S60IctH M2 SESS I6P c

X~
g 4 UCH J2iL inbound Z0I2 SASS QH20IS & 4+ US

r&"
]

oo 52 H2E <ol T30l AFS = L.

neighbor peer-group-name peer-group

BGP backdoor

ﬁ50.10.0.0 \
RTA

160.10.0.0 AS200

RTB

170.10.0.0

ASSOOJ

?12 J80A RTA RTC= EBGP 2 HZG( 1, RTB 2 RTC 2t0il = EBGP & Z 0| & 01 ULt

RTA 2} RTB = IGP J-LEEE(OSPF RIP )= &2l ULt EBGP U0l E= IGP distance gt 2Ct
&2 209 distance gt= Z=C HIUZ RIPER= LE2E UAHA 40| 120 0112, OSPF = 110 2
#= H =0

RTA= & il &
CIAEA G202

=

ol 0
%
[N
(@)
o
H
o
o
o
=)
o
o
Q
_E
)
0>-I
m|m
1>
>
r
a
o o
£ oy
_O'j
C
r

Li= CIAEA G0l 20 2L 2 &S Z= IGP E =20
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A gt

m

2+ X 8F CHS 9| distance command Ol 2ol B1E E 2= QUL

io

L=SEZ,BGP= U3 LA

distance bgp external-distance internal-distance local-distance
external-distance:20

internal-distance:200

local-distance:200

RTA=E O 2 LAEHA S AU RTC E Sol 22 EBGP
160.10.0.0 0l CHE HE2E RTB E Soll(=, IGP £ Soll) &0
Ct.

v EBGPZ| external distance g8t 0lLI IGP2| external distance gt Ut 2CH(HIE A GHA £ 2)
v" BGP backdoor AtZ

OlXd & BGP backdoor = IGP 2R EE &5 ctREZ 2SN ZL 0|2 floll LIS2 S S ALEE
Ct.

network address backdoor

NEEH= =4 g2 IGP E Sdll =4lot 1At o= WESR D =40ICH BGP 2| 82, 0| WER D=
BGP HOOIENA MEHX 2=l 82 H2otH 222 &€9&E WERIANXNE S0
RTA#

router ospf

router bgp 100
neighbor 2.2.2.1 remote-as 300
network 160.10.0.0 backdoor

HWER3160.10.0.0 2 22 HELIZ FSHX L ES2 UERAD AECIHE ML = E=0h
H

RTA= CIAE A gF110 2 JH& OSPF € Eoll RTB 22 H 160.10.0.0 0 EH?J M2 E FSSHO el
D SAO CIABA 202 XL EBGP E Edl RTC 28HE FHSESHL EE2 EBGP I 85 & X
9t backdoor E & [ &0l OSPF 82t & &=L},

239
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10.7.7. BGP Multipath

BGP Multipath = S8t

= s2s SAX UollM 02 BGP E228 X &=
Sharing 2 <ol Al best path 2t &0 ct<E HOIS0 £&&F =L BG
=0 ges =X 2=

oo = T = rw—

212 olesttt. 0l Z22E2 Load
P Multipath = best path & & & &t

Ch. OIE S0 M, 2t B = Multi-Path S0l A 6tLHE best path 2 A4 XI & 8L}
Jeld) 7 best path £ neighbors 0l Hl advertise L.

Multipath2l =2t &|J| ?lol A, S €& S A X
S ol OF &L

4

[y

2+
=

i

= path2 best path2t CtS2 = A

A1 S0|
Weight
Local preference
AS-PATH length
Origin
MED
One of these:
Neighboring AS or sub—AS (before the addition of the eiBGP Multipath feature)
AS-PATH (after the addition of the eiBGP Multipath feature)
2 & BGP Multipath S & &2 multipath E2 S0l FJt& 0l Q 2ALEH0| UL
CtE2 & eBGP multipathOfl CHer F=I4E Q1 @ 7L AHEHOI LY.
71 & Z = external or confederation-external neighbor2 £ E{ b ® Of StC}.
BGP nexthop 0l CH St IGP metric2 best path2| IGP metriclt = & o OF StLt.
Ct=2 iBGP multipathOll CHet F=Jt& 21 @ 2 Aret0l C
7 & Z = internal neighbor= 2 & Hi </ OF &HCt.
BGP nexthop 0l CHSt IGP metric2 best path2| IGP metrict = & ol OF &tCH.
/ AS100 f Aszoo\
RTA RTE
100.1.1.0/24
22 DA RTA= UESR 2 100.1.1.0/24 E RTB, RTC, RTD 2 2H & & Ct. 2tRBH= CO=2E
Z multipath 71 S 0| disable &0 QI Ct. et A multipath DS 2 AFE5H)] fIGHA CrS2 SEHE A
=3B R
maximum-path [ibgp|ebgp|eibgp] number

Multipath J| S = AtE3t)| ?loll RTAW M CtS3t 201 &8
RTA#

o

o
ro
O

router bgp 100
maximum-paths ibgp 3
neighbor 10.1.1.1 remote-as 200

/* RTB */
240
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neighbor 20.1.1.1 remote-as 200 /* RTC */
neighbor 30.1.1.1 remote-as 200 /* RTD */

10.7.8. BGP graceful-restart

, 0™ 2tE 2] BGP J} restart {2 [, 11 BGP 2 A2 & 2E BGP Peer =2 session 0| down
Ct CHAl up &l = 212 2 XIStC 0l24 8t “down/up” “routing flap”S =2l ot 11, BGP route 2| X |
OFJIAIZICH S, “routing flaps”2 2 Al & 2 2 forwarding black hole 1t forwarding loop 2 244

> 0 H
(0] ;9 oM

L o

AZ == QULCH 0lefet HE=2 2ldl, MMl WERKAS 40l AR &2 )X A &Lt
BGP graceful restart = BGP restart 0ff 2|oi M OFJ &= SEEQ FHES 24 A A AES
= HIAHLIZO0IC Ol HiHLIEZE BGP Jt restart 6t = =2+, BGP speaker Jt forwarding state £ £&

ANIIE= &tCt.

Restart
RTA RTB

? 182 RTB JI BGP restart £ o121 RTA Jt BGP graceful-restart € Xe2|lot&=S StCt. BGP

graceful-restart = default 2 disable &/ 0 QUCt. et 0l 1SS AMEGHI| |l THE22l BEUHE
& Holi0F etCt. stalepath-time = Local BGP J} restarting Peer 0fl CH o, stale-path € hole 6t A=
(o]

ZIOH AI2HOICY. stalepath-time Of A= Al2H =@t restarting Peer Jt route £ update otAl &
stale path = X< & L.

| bgp graceful-restart [stalepath-time seconds]

o
ol
[w]

BGP graceful-restart J|S= AtE6tJ| ?lof RTAOA Gt 201 &€&

RTA#
router bgp 100

bgp graceful-restart stalepath-time 200
neighbor 10.1.1.1 remote-as 200 /* RTB */

Premier 8824XG User Guide 241

: s
[ 4f1..........‘.‘..........




Swﬂcth R

10.7.9. BGP default-metric

default metric2 incompatible metrict & MEZ U D= ARES2 SHE HZ5HD| |Ioh A& T
0l gt2 MED(Multi Exit Discriminator) 2 £ M best path selection 2 Al &tot=0 S &2 =Ch MED=
Local ASOll Al €t X 2] &l = non-transitive gt O|C}. (2t A External ASOll= 0| gH0| ML T X L =CF.
G220l JIs0l &8 TX LU= M, JI2H 2l metric &F S LIEHHTY.
o JHEHHE IGP 2t E 2| metric 2 interior BGP metric 2 S 2atH & & = C}.
e  JH2HH = connected 2} static 2t ES2| metric 2 0 2 2 &&=},
e 2l 0l IS0l dEEAUS [ TS 8HE connected 2t RLE 2| metric 2 022 & & &I L.
0l JIs2 AIE6)| fdlilAd CIS2 EE N E & FHoloF &L
| default-metric number
10.7.10. BGP redistribute-internal
OSPF, RIP2t 22 IGPUI Al redistribute bgp It 88T U= B R IBGPZ L2 route JI &2

IGP2!I OSPFL} RIPOIl redistributeOl &l loop O ZAHEr o~ QA S Ct.. Ol st &&2 XI5 <

off default2 redistribute bgp It 28 & JAHEZ iBGP route2 redistribute= ot Xl X =5 StCH.

2 HE 2= iBGP routet redistribute &)1 € Rdl= AR 0| SHUHE ASSEHL.

F1

bgp redistribute-internal |

10.7.11. Use of set as-path prepend Command

o]

o]

3}ol) = BGP decision process & Z4317] ¢
o 2t9-E Wi g A8 HE 2 oha 2ok

ol
=

A% ARE 2okt Fu7t 9)

(Tt

L o;

‘ set as-path prepend <As-path#><As-path#> .. ‘

10.7.12. JlEt Il =S

neighbor 282 28 = Tl= HOO0IE0 ol 2EHE S oAU Met0IEe AE S +=&ot
o

o ==
J| #loHl route map 2t H AHSE 2 UCH

UIOIH 20t A2tel 2tRE B2 IP address 0l JIEHot0d OHXIE =& [, YA &= SHO0IE0 CHol
Ne= g&s 0IXIXl &=L
242
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neighbor ip-address route-map route-map-name

neighbor 0l password & Xl & 6t04, TCP connection 0ff CH&H 215
Password Jt & XI3tH, neighbor J)| 2l = TCP connection 0| &

K
=
>0
P N

neighbor ip-address password KEY
neighbor ip-address password 0 KEY
neighbor ip-address password 7 KEY

neighbor 2| password = encryption JtSotHH, &S 3t M0l & &E password 2| level 2 00|12,
ads 2072 HE S

o, AAE XD S 3 &0l password € level 72 & & == SiCH
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10.8. Route Flap Dampening

route dampening 2 ctRE SHE N UIERD &2 Q&H0[&N 2foi OFIEH= =AU EE 2438t
HEotH sHote ctRESS 2ot &0l 2L 2

ot At 6h= BIHLISOICH OIS 2ol +
b

e ole 2ARE= 2t ZY0ICH IHEEl gH(CI2E 1000)2 Z=CH 012 H s THEE| 2ol 0l2l
&2 E “suppress-limit” gtS €2 H, 0| 2R E2 M2 K& 0l IEEl gt2 Olel 82 & “half-
time’0fl SEGtH AN AL =0, 5 =0HCH ot 2 AECH 24& IHEEl 20l Olel Z2lE

o
na
Qﬂ
_FE
o
o
40
Im
rr
[w
>.
Ral
o
[l
[w] 0

“reuse-limit” g2+ 0| t0f

IBGP £ Eoll 55 28 2AUREES2 dampening & Xl ZS2 S2loll0F &tCt. 12l dampening &
IHZEl 2L0l “reuse-limit” gt 2 Bt 0150t 2 K= HEBHM et<E N =Xt € C.

FIF

ZJ|0ll route dampening 2 CIZEZ QEZAEHOICH T2 2l EE =0 route dampening 2 Z &2 6t=0
ArZE L

e bgp dampening (will turn on dampening)
e no bgp dampening (will turn off dampening)
e bgp dampening <half-life-time> (will change the half-life-time)

SA0 2= IctOIHSS b= 282,

bgp dampening <half-life-time> <reuse> <suppress> <maximum-suppress-time>
<half-life-time> (range is 1-45 min, current default is 15 min)

<reuse-value> (range is 1-20000, default is 750)

<suppress-value> (range is 1-20000, default is 2000)

<max-suppress-time> (maximum duration a route can be suppressed, range is 1-255, default
is 4 times half-life-time)

CtZ & route dampening 0l AtE &= EH E & c2lg EO0IC
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solution

H 10-4. route dampening 0l AFE5&= 801
83 TE
_ il S route Ofl CHSt best path & 2t 10 U KX= LK 2 HESI HY 2t
History state -
E ZHLO st B2 = EMots A
Damp state IHEEl B0l SHHIXIE =1 St AEIZ UIOIHMA 88 0| o+HEIC
CtRE SO LAl OtCH O] 4R EN 2= 2 CIZE a0
Penalty 1000 OICt. Ol === SH &I, A XI(suppress limit) b = 0t & & EH
It ‘history’ 0l Al ‘damp’ & EH 2 B SHCH
Suppress limit route Ol 2= IHEEl g8l stAHXIZ CIZE 2000 O| Ct
o route Ol 2 THE E| 2 half-life-time 0l &&= AI2ZHCIZ2E 15 2)
Half-life-time
Ol XILtH Bto2 Z==0, 01248t 24 = 5 =0iCH ol &I Ct.
EcHE0 20 HEE -0l 20 SHAM 0l st LEH IH RES
o S 2= =SFECL Y 2tREJ CGAI BGP HIOIEW S50 &Y
Reuse-limit - -
SHACLCEE 27500112, 822 253 diMdt= EXte= 10X
OtCH =g &I Ct
. .. | REJ RESE = U= 2 AIZH0I 1, J12 gt2 half-lif-time 2| 4
Maximum suppress limit
HH OI CH
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11

Link Aggregation Control
Protocol

0l W M= port—-groups F436tD|
Protocol(LACP)S & &ol= &S 8 HEHL},

o

b Note Ol HOIA AIE2EZ= HEOO LS 2D AISEEH0 28t A8
command reference £

ol ¥ btsa 2z Rdeth:

® Understanding the Link Aggregation Control Protocol
® Configuring 802.3ad Link Aggregation Control Protocol
® Displaying 802.3ad Statistics and Status

11.1. Understanding Link Aggregation
Protocol

Control

0l BUINE CHS =22 &gsich:

® [ACP Modes
® [ ACP Parameters

11.1.1. LACP Modes

Premier 8824XG switch &= port group 2 =2z 3?4

ol

2 A1, |EEE 802.3ad LACP(Link
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i

ol

£ AL

Aggregation Control Protocol)E A26tH s =2 24

LACP & port group 2 *4Holed™H, active Ut passive 2EE A6t 0. E20HE 239
SHEZE2 active PEZ HAFIN JUOOF SHCH. Passive REQ ZEE= [ACP IHAS WA
MESSHA 210 LACP 22 A2 A0 LACP 22 NM&36H)| AIESHCE.

LACPOllM Jtsgt 25

Mode Description

of f LACP Ol Qo ZEDJt LE 82 &KX LAEF sl

passive LZEE passive & Z&=z HEFSHCH. Passive 2E=9
TE= 0N LACP IHZ!2 M&SHN @as AAESHA 21,
LACP i3IS =4IZHE [ S YL SHC}.

active LEE active & 2&z SIS Active ZEQ
ZE= LACP TH3!l2 NEE2ZMN A2 AIESHTE

11.1.2. LACP Parameters

aal

LACP o &30 AI2E= 2AS o 2
® System Priority
LACP Jt s&ote 2 A/AX0eE s

S A

SOl OF StCH. System priority =
DML, T2 AAENS AN Al2ECH.

Ct

fo
alo

2 E2 (CLl E SdlA system priority S
20| AF=Z2Z 0 system ID

on

® Port Priority

ARXC 2 ZEN= As2Z E2 CLl € SdllA port priority € &Eaoll0F SHCH.
=2 M port identifier E FRASICH. Port priority
2 = [, standby 2E=2 0t

I

Port priority = ZE H
SIERANL M =0 =

E =1
ZEE ZHot| ol AtEEC.

un ir

15t DE TE) S5t

4

O =

® Administrative key

ARXC 2 ZEN= As &2 (LI oA administrative key at=2 & Yolof &t
g

=
ZEJ OIE ZEY SEE =+ U= SH2 administrative key 0Ol 2laf &2 =L
OE ZEZ Sg2 = UAs ZE2 s=2 Us2 a0 2 Z23&0h:
B XM&S(data rate), duplex 25, point-to-point 22 3% A% 22 EZES

22|18 EAM

-/ o

B 2 MY

LACP Jt 2d3atel™, LACP = & S Jtsst =l M=o LEE Seotd Alzstth. 2ot
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EEEZEE2 hot standby

11.2. Configuring 802.3ad Link Aggregation
Control Protocol

nlo
i
02
o
[w)

0l 20lM= LACP 2 port group & *4ot= 2
® Specifying the System Priority

Specifying the Port Priority

Specifying an Administrative Key Value

Specifying the Timeout Value

Changing the LACP Mode

Clearing LACP Statistics

11.2.1. Specifying the System Priority

il
[
o
-
A
it
1
i
i
rno

System priority 2 2t2 1 1} 65535 A0l &H== 2t0I0{ Ot
LEE=RAE UEFHCH, default priority = 32768 O|Ch.

o

LACP System priority & & &5t2d ™ privileged EXEC ZE0MEE TIS2 &S HEICH

Command Purpose
Step1l configure terminal Global configuration @ =& & & 8tHCk
Step2 lacp system-priority priority system priority £ & & &tC}.
Step3 end privileged EXEC 2 =2 B & &HC}
Step4 show lacp sys-id 43 WHE= =2Istlh
Step5 copy running-config startup- | (84) & & 2 configuration It 0l X & &HCt
config

& & &t system priority £ default &322 =76t2{™ global configuration E & no lacp system-
priority E AtE05tct

Ct=2 = system priority £ 20000 22 & &8ot= @HES S0 =L

Switch# configure terminal
Switch(config)# lacp system-priority 20000
Switch(config)# end
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solution

11.2.2. Specifying the Port Priority

Port priority & &2 1 1t 65535 A0l &= gtOI0{0F Stlt. =Xt 28 I2 KM= E
LIEFHCEH. default priority & 32768 OIC}.
Port priority & A&t ™ privileged EXEC 2S00 MEH Ci82 &S AHEICH
Command Purpose
Step1 configure terminal Global conflguratlon c 2 NSHC
Stpe2 interface /interface-id LACP £ port priority & &3&85tei= CIHHOIAE HAIGHH
interface configuration 2= 2 &I 5tCL
Step3 lacp port-priority priority port priority & & & StCt.
Step4 end privileged EXEC 2= 2 HZ StC}.
Step5 show running-config &5 WHE= =oIstC
Step6 copy running-config startup- | (24) & & 2 configuration It 0l X & &HCt

config

& XSt port priority £
priority £ At E35t2t

CtS2 2IEHI0l A gil 2| port-priority & 10 22 & &dl=

Switch# configure terminal
Switch(config)# interface gil

default 832 =2

S 25td ™ interface configuration & no lacp port-

Switch(config-if-gil)# lacp port-priority 10

Switch(config)# end

Ol OICH:

11.2.3. Specifying an Administrative Key Value

ZE L} Al AB!9 administrative
Z g0l d™ET &

administrative key gt= & & 6ted ™ privileged EXEC &2

ALt admin-key 2t

ke =
& 32 25 |58 admin-key 2t2 &%= 1~1024 0| Ct.

CHAMEH OS2

%S 885

=
(]
rr
o
2
-
o
[0

o &= HalCh

Command Purpose
Step1l configure terminal Global configuration &2 &2 SHCE
Stpe2 interface /interface-id administrative key £ &3&dotdl= AHHIOIAE YHAIGHH
interface configuration 2 &2 8tCt
Step3 lacp admin-key key administrative key £ & & &tC}.
Step4 end privileged EXEC 2 &2 HZ S
249
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Step5 show running-config A% LHE = #lstt.
Step6 copy running-config startup- | (&) & & £ configuration I+ 0l X & &tCt.
config

OII

OIEHIOIA N X=S22 administrative key gi=2 &%

admin-key E AtE3Stet.

ted™, interface configuration 23 no lacp

CtS2 2IE M0l A gil 2| administrative key £ 10 2 & & &adt= 00| Ch:
Switch# configure terminal
Switch(config)# interface gil

Switch(config-if-gil)# lacp admin-key 10
Switch(config)# end

11.2.4. Specifying the Timeout Value

HEY2 [ACPDU O % =J|2 HFE 4 UCH MSZI|= short (1 E)Lf long (30 £)02 & & &
A O
~

g2 d8ote AAXIIF Ot &0 A<IX12 LACPDU &
0

LACPDU 2| 8 & £=J|E & &6t H privileged EXEC 2EWAMSRH 32 HE S AL

Command Purpose
Step1l configure terminal Global configuration 2 =& & & &HC},
Stpe2 interface /interface-id LACPDU #®&FIIE 4&Eotd= QAHHBOIAE YHAIGHH
interface configuration 2 =2 &1 &HCt
Step3 lacp timeout {short|long} LACPDU M &=D|E 4 & &t
Step4 end privileged EXEC 2= =2 S & 5t}
Step5 show running-config 8% HES &lstt.
Step6 copy running-config startup- | (&) & & £ configuration I+ 0l X & StCt.
config

x

>
Ol 0x
el
o

|'0||

LACPDU 8 &=D| E default 2 =+6tdd ™, interface configuration 2 & no lacp timeout =

ChS2 I HO0IA gil I HZ & & AIAE S| LACPDU 8&5=0|E short & £ & 6t= 0l0ICH:

Switch# configure terminal
Switch(config)# interface gil
Switch(config-if-gil)# lacp timeout short
Switch(config)# end
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11.2.5. Changing the LACP Mode

SIS
=o

CIEHHOIAS LACP s& 2&

w
e

&= UL

LACP 2= £ & &otel ™ privileged EXEC 2EH M RH TSl HEE HEILCH
Command Purpose

Stepl configure terminal Global configuration 2 =& & 5tC},

Stpe2 interface /interface-id LACP S EE 4H&EGtei= 2UHHIOIAE HAIGHH interface

configuration 2 =2 & 5tC},
Step3 lacp mode LACP 2 =& &HFsHCh.
{active| off | passive}

Step4 end privileged EXEC 2 & 2 HZ S

Step5 show running-config 23 UES =elstih.

Step6 copy running-config startup- | (&) & & 2 configuration I+ 0fl X & StCt.
config

Cr22 2HHO0lA gil 2 LACP £ disable o= 0l 0| Ct:
Switch# configure terminal

Switch(config)# interface gil

Switch(config-if-gi1)# lacp mode off
Switch(config)# end

11.2.6. Clearing LACP Statistics

LACP 2| SH ZEE A NIcted ™ privileged EXEC 2EEWAMSEH OS2 HE S HEILCH

Command Purpose
Step1l clear lacp [aggregator-id] | ol & port group 2 LACP S H 2 E AMAISHCE.
counters
Stpe2 show lacp counters HE WES &olstit.
CtS2 port group 1 2| LACP E SHEEE AHHIGt= 0IOICH:

Switch# clear lacp 1 counters

11.3. Displaying 802.3ad Statistics and Status

O
fn
ke
Im
|J
]
2
o
o

LACP SHE £ 3|5tH ™, privileged EXEC & & show lacp counters E AIE

ol
o
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S8 ZE 50 st LACP SHE £ 3I5tH ™, privileged EXEC 238 show lacp aggregator-id
counters E ALE3dtet.

ARIXIC LACP ZZ2EZ HE 2 A E £3/5tel ™, privileged EXEC & & show lacp internal 2 At
Zotet. AU AIAEC LACP Z=2EZ2 322 A E X3I6tH ™, privileged EXEC & & show lacp

neighbor 2 At E3dt2t.

ANl A 2= command reference £ & 1 6tcl.

oo
ro

=0l

a2 Z2n=9

[1}]
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12

QoS

____S_witch

S 2LHE ¢

= &2 M 29 E2! Premier 8824XG AR XIS AEISE
J

RMON(Remote Monitoring)2 S8t 29 22l

H12-1. &8 2LEHE BEO

380 £

show logging

AAEOl & XH 2elot

show memory usage

> K
$0
rr
HU

1

ST AIAES H2e

show cpu usage

=
(=)
S CPUBRESE 20 &

show version

m AXIC HW2SW S HE §E2E 20 =0
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12.2. ZE 3

Premier 8824XG AP Xl= ZES| SH 2 E NSetlh. LES| SH 2= MAE2 Sl 2E S
Ol2E9 2 ZES M Jt2H %2 BEHEL

Hl

E SHE 2 A= s BES AL SeHTH

show interface [interface name]

Premier 8824XG A Xl SEXUHH T2 ZE SH 2 E M =St

B Link Status — 232 & T{ AEH
Received Packet Count (Rx Pkt Count) — The total number of good packets that have been
received by the port.

B Received Byte Count (Rx Byte Count) — The total number of bytes that were received by
the port, including bad or lost frames. This number includes bytes contained in the Frame
Check Sequence (FCS), but excludes bytes in the preamble.

®  Transmit Packet Count (Tx Pkt Count) — The number of packets that have been
successfully transmitted by the port.

B Transmit Byte Count (Tx Byte Count) — The total number of data bytes successfully
transmitted by the port.

m  Received Broadcast (Rx Bcast) — The total number of frames received by the port that are
addressed to a broadcast address.

m  Received Multicast (Rx Mcast) — The total number of frames received by the port that are
addressed to a multicast address.

B Transmit Collisions (Tx Coll) — The total number of collisions seen by the port, regardless of
whether a device connected to the port participated in any of the collisions.

m  Received Bad CRC Frames (RX CRC) — The total number of frames received by the port
that were of the correct length, but contained a bad FCS value.

B Receive Oversize Frames (RX Oversize) — The total number of good frames received by
the ports that were of greater than the supported maximum length of 1,522 bytes.

m  Receive Dropped Frames (Rx Drop) — The total number of dropped frames due to lack of
system resources.

Show interface &S AIE0IH US 1 20| Chet SH OIOIEE &g == JULH

Switch # show interface
gil is up
type 1000Base-GBIC,LC, 10,000M, 1,310nm
gbic inserted
vendor LUMINENTOIC
part name SPGBLXCNA
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Rev A

SN 5426120096

Date 061212
gbic diagnostic not supported
no auto—negotiation
speed set 1G, current 1G
duplex set full, current full
vlan ingress check enabled

Last clearing of counters 06:12:47
1 minutes input rate 85,673,635 bytes/sec, 1,338,650 packets/sec
1 minutes output rate 42,836,918 bytes/sec, 669,325 packets/sec
14,836,928,874 packets input, 949,563,504,371 bytes
Received 3 broadcasts, 5,790,151,331 multicasts
0 CRC, 0 oversize, 0 dropped
6,526,551,009 packets output, 417,700,052,349 bytes
Sent 49 broadcasts, 14,033 multicasts

gi2 is up
type 1000Base-GBIC,LC, 500M, 850nm
gbic inserted
vendor CORETEK
part name CT-1250NSP-SB1L
Rev 0000
SN CFO008FC100017
Date 061219
gbic diagnostic not supported
no auto-negotiation
speed set 1G, current 1G
duplex set full, current full
vlan ingress check enabled

——More—
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=N &3 PE
) AAECl RE OIHHO0IAL In/Out packet 2] S&EXIE .

show port counter (detail) Privileged

SHEC

show port counter egress-queue | AIAES 2= CIEHHI0l A2 Egress Queue & pass/drop privileged

ivi
(packet) byte/(packet) count £ £ 0 &Ct. g

AAESl RE OIHHO0IAL In/Out packet 2] S&EXIE .

show port counter pps Privileged

pps(packet per second) &® 2 20 =C.

o oY QIEHHOIAL 5, 12,5& S22 Rx/Tx &l bit/s, L
show port statistics IFNAME Privileged
bytes/s, pkts/s €& 2 0{ &LCt.

o D= QHHOIAS 5X,12,5% S22 RX/Tx 2 bit/s, .
show port statistics all Privileged
bytes/s, pkts/s & 2 &Lt.

show port statistics a9 | o=/sHe OIEHO| A §E
(alllrange|type)
(fastethernet|gigabitethernet)

18,58 992 RX/Tx 2
bits/s, pkts/s g BH=H, type ZIJtAl | Privileged
Unicast/Multicast/Broadcast 2| pkts/s & 2 0 = Lt.

PORTRANGE
show port statistics interface | ol & 2/E/HI0l A2 In/Out Octets/UcastPkts/McastPkts o
. == = Privileged
IFNAME BcastPkts/Discards/Errors/PauseFrame s £ 2 0| &LCt.
show  port statistics range | ol g HI2 IEHHOIAL 65X, 12, 58 ©RIZ RX/Tx
(fastethernet|gigabitethernet) 9| bit/s, bytes/s, pkts/s € 20 =Ct. Privileged
PORTRANGE IFRANGE : ex) 1/1-2, 1/1-5/2, 1/1,2/1-5/2
o HE CIEHOIAS RMON 2 Ether EH 2E2E2 BEWHE .
show port statistics rmon IFNAME o Privileged
) e QIEHHIOIAL mib 20 CHoll &M BEQ & X .
show port-mib IFNAME = woED Privileged

how port counter £ 0/ E0t0 MM ZES| IH2! =&EXI2 S& CIHHIOIA(gi1)el 5=, 12,

=s
52 SHXE EH &L

Switch # show port counter

i fname [-Kbps 0-Kbps InOctets InPkts OutOctets OutPkts
git 685,355 342,678 903,299,486,156  14,114,053,597 394,567,989, 806 6,165,113,228
gi2 0 0 3,975,780, 187 62,120,332 3,941,783,961 61,589,202
gi3 342,678 685,354 395, 100,015,742 6,173,425,595 842,492,363,856  13,163,942,876
gi4 0 0 0 0 0 0
gi5 0 0 0 0 0 0
gi6 0 0 0 0 0 0
gi7 0 0 0 0 0 0
gi8 0 0 0 0 0 0
gi9 0 0 0 0 0 0
gil0 0 0 0 0 0 0
gil 0 0 0 0 0 0
gil2 0 0 0 0 0 0
gil3 0 0 0 0 0 0
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|

____S_witch

«Q

n

o
O O O O O O O O O O o o o
O O O O O O O O O O o o o
O O O O O O O O O O o O o
O O O O O O O O ©O o o O o
O O O O O O O O O o o o o
O O O O O O O O © O o o o

R2# show port counter pps

i fname |-PPS 0-PPS InPkts OutPkts

git 1,338,628 669,314 14,167,600, 498 6,191,886,696
gi2 0 0 62,120,34 61,589,210
gi3 669,314 1,338,628 6,200, 199,06 13,217,489,788
gi4 0
gi5
gi6

1
1
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

>
O O O O O O O O O O O O O O O O o o o o o o
O O O O O O O O O O O O O O O O O o o o o o o
O O O O O O O O O O O O O O O O O O o o o o o

Switch # show port statistics gil

Last clearing of counters 06:05:16
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X | RX
bits/s pkts/s | bits/s pkts/s
bsec : 342,168,984 668,298 684,337,984 1,336,597
imin : 342,723,768 669, 380 685,446,000 1,338,761
bmin : 342,680,360 669,295 685,359,336 1,338,591
R2#
Switch # show port statistics range gigabitethernet 1-3
X | RX
bits/s pkts/s | bits/s pkts/s
gil
bsec 342,648,776 669, 236 685,297,400 1,338,471
min : 342,615,352 669, 169 685,229, 104 1,338,337
5min : 342,669,056 669,273 685,336,528 1,338,547
gi2
bsec 0 0
imin : 88 88
b5min : 96 96
gi3d
bsec 685,296,736 1,338,470 342,648,320 669,235
imin : 685,229, 184 1,338,338 342,615,384 669, 169
5min : 685,336,536 1,338,547 342,669,048 669,273
Switch #
Lot =2 982 AMESHH show interface Al 20 F== SHN Uist &8 2 Ut R2AHLE oY CIE HI O]
29| £3 J12t2] High/Low threshold gt S 2 80610 log 2 & = UL
H12-3. 2E SHZEX3 48 HY
=10 49 2c
load interval <5-100> Show interface Al 20 F= B34l J|2t2 AME SHCL interface
) Show interface Al 20 == g2 D242 CIZEEReRE | |
no load interval interface
B 2 81 (60 X)
input-load-monitor <5-100> <1- | ol & QIEHHIOIALl S&F J|2t S22 low/high threash & & | torf
i ] interface
1000> <1-1000> 5104 syslog, snmp trap £ S5l £ DT
no input-load-monitor Input-load-monitor £ o Ml &t Ct. interface
olg CIEHHOIAS £EF J12t =29l low/high threash & &
(no) traffic-control HVAL LVAL Ot IH2! &9l 2 ISt syslog, snmp trap 2 Soll 21 | interface
StCt.
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Show port traffic-control PPS 2 &I &EHE =3It ‘ privileged
OGS EE2 SAXN Uet SHBXE =I18tAI= BEOHOICH
H12-4 ZE S} =0\ EH
HHO a9 2E
clear counters ANAES 2= QIEHOIAS SH =HXIE =J|8H&tC. privileged
clear counters IFNAME EH AHMHOI A SH SHEXE =I5+ privileged
AMAEIS 2= CIHHIOIAL snmp E ®ISt SH =HXE .
clear counters snmp o privileged
=J|3tetCt.
12.3. Logging
Premier 8824XG AQIX| 2= 2 &8 88 2 dE &M FEE B0 ECH AIAE HAIX 2
A ATEY M= A/AXS U220 22 HAXE HESHH, CE ClBtolAZ2 HAIXNE 2 2 UCH
AMAEHIAIR 22 Jls2 OS2 XNJ 6t
B ANSENNH e 22 EIYS deE = JAESF S
B AMELA =& 222 BY CUI0IASE g = JUSTS &L,
Premier 8824XG AR X= JI2H22 W HIH2 AIAE 250 CIHD dlge 20 M&E6tD &
HLH AFE A= CLIE AFEGHH 22 &= AAE HAIKE MOHE = JUCH AIAE 2= AIAE
HIAIXIE Telnet Ol LF 252 SollA, E= syslog server2l 218 S92 M |H22Z ZLIH & 5 QU
Ct.
Premier 8824XG A 2| X|= 0-7 WX 2| Severity Hl 22 JtXI 12 QUCH
H 12-5. Premier 8824XG ARIX|2 2] gl&
Severity ol &t 49
Emergencies (0) A AE AlZ 20}
Alerts (1) F24XOl X0t 28 AEN
Critical (2) Critical &HEH.
Errors (3) Oll 4 Ol ALKI.
Warnings (4) 10 AKX,
Notifications (5) A MENXIS SR8 EE8.
Informational (6) AMEXOA MBct= 2 HAIKX.
Debugging (7) CltH& OIAIKX.
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12.3.1. AIAE 27 HAIKI LHE

....................... Premier 8824XG A2 X2l AIAE 27] HIAIKN= st 22 WES M3E L.
B Timestamp
B Timestamp = O|HEDIt SZME 2, YN, A& & 2HEQ A2t E2E Month Day
HH:MM:SS & 20| JIZ &L},
B Severity level
B <RI EFX =S HE &= ASLICLS>UHA F2E Premier 8824XG 2| 27 HIAIXIS
ol
B 0-7 XS =Xt
B |Log description
B S OIMIEN et &ME ZE2E Eeoles HAE EAHE

[=]]

(]

bhse AlA g A2 27 UIAIXI OICH

=
e

6 11:53:48
6 11:54:01
7 02:10:24
7 02:10:40
7 02:10:48
7 05:17:56
7 05:23:10

5
5
5
5
5
5
5

May
May IFM-NOTICE: Rate limit ra creation
May
IFM-NOTICE: Flow xx classified

IFM-=NOTICE: Flow xx match rate 10

May
May

[
[
[
[
[
May [
[

]
]
]
]
]
]
]

May IFM-NOTICE: Service pa add interface gi1l

%REMOTE-CONNECT: login from console as Ins

%REMOTE-CONNECT: login from console as Ins

%REMOTE-CONNECT: login from console as Ins

12.3.2. CIZE Logging &3 gt.

H12-6. AAE Z 0|2 €3 &

& & mtetolE 2 &3 gt
ZEZ2o = & enabled

Telnet NI 22| 22 & disable.

£ HH A0l = 1MB
Time-Stamp & enabled
Logging Server disabled

Syslog server IP address None configured
Server facility LOCAL7

Server severity Warnings(4)

Z £ 9| Severity Debuggings(7)

Telnet 2| Severity info (6)

Flash 22| 22 M & disable
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Flash HIH AFO| = 25KB

H 127 NAE HAX 2 82 43 9
% 2 0f sy
logging console n 220 2YER NP AT Y BY £F,

{enable|disable|level}

logging facility

{auth|cron|daemon| kernel|local0]|
localll|local?local3|locald|locals|
local6|local7|lpr|mail |news|syslog]

user |uucp}

syslog HIAIXIE 2 & Facility parameter £ &

pS|
=N

logging flash
{enable|disable|level|size}

M

23

syslog 0l Al XI £ flash Ol 4 & &K O

al %Di pas ] I‘I

=

logging server A.B.C.D

syslog HIAIXIE 2= syslog MHOI S A &

g

logging session
{enable|disable|level }

S
(=}

s

S MEc=zo 22

22 0% &

logging size BYTE

N & & syslog 2| size & &

logging source-ip A.B.C.D

=2 &N
=2 =2o

syslog packet 2| source ip

logging trap
{<0-7>|alert|crit|debug|emerg|err|

info|notice|warn}

syslog server 2| logging level & &

show logging
{<0-7>|back| flash }

L:_I
[1}]
Jo
e
nx
04
Jor

o

12.3.3. Logging &3 0.

&8 &

Console 2
S 20| 8&SIC console £ log message &

command £ AIS &L,

Z % Log level notice(5) Ol ot<

A g C
£ “logging console disable”

console & & 05t1)
&

g message 2t 2
Stotd

= C|

= P%I—

Switch# configure terminal

Switch(config)# logging console enable
Switch(config)# logging console level notice
Switch(config)#

Switch(config)# end

Switch#

Switch# configure terminal

Switch(config)# logging console disable
Switch(config)#

Telnet 22 & =5 B2 Log level warn(4) 0/5t2] log message Bt telnet session 0l &5t 0 A+ &
261
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Jo

M CtSt 201 8 &S&tCh Telnet session 22 log message 2= ol 1A & A2 “logging

session disable” command € At& &HC}.

Switch#

Switch# configure terminal

Switch(config)# logging session enable
Switch(config)# logging session level warn
Switch(config)#

Switch(config)# end

Switch#

Switch# configure terminal

Switch(config)# logging session disable
Switch(config)#

Log level err(3) 0I5t2l log message £ flash 0l M&GILDA & FL CIS1 20| &St flash Off
log message 2| &S SHot A & &2 “logging flash disable” command € At E&tCt.

A

Switch#

Switch# configure terminal
Switch(config)# logging flash enable
Switch(config)# logging flash level err
Switch(config)#

Switch (config)# end

Switch# configure terminal
Switch(config)# logging flash disable
Switch(config)#

Log server 100.10.1.1 0fl O switch 0l Al &M 5t= log S Log level err(5) 06t2| log message € £ U
DX & FR UsS 201 888t log server £ log message 2= 212 SO AL & H2 “no

logging server” command £ AtE StCt.

Switch# configure terminal

Switch(config)# logging server 100.10.1.1
Switch(config)# logging trap err 100.10.1.1
Switch(config)# end

Switch#

Switch# configure terminal

Switch(config)# no logging server 100.10.1.1
Switch(config)#

12.4. RMON(Remote MONitoring)

ANAE 2HX= Premier 8824XG A2/ X|Jt Ml S 06l= RMON(Remote Monitoring) J1sS AFE5H0,
NAEE 20 Ss8HC2 2ot UERKIS 228 22 == ULL
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CI2 Z0lA= RMON JE & Premier 8824XG A< X|Jt Xl
NIl &Y stLh.

1ol= RMON AHIA JIs0ll CHotod At

Ho

12.4.1. RMONJR

RMON 2 IETF(Internet Engineering Task Force)2] RFC 1271 2 RFC 1757 0ff E2/& ] A= =X E
F A2 AIAE 2HII HER/AIE fH22 Aelots JlsS MBS L8922 RMON 2
G & IHK 748 242 2 E L

®  RMON probe

B 2AAO0Z HOUHEHM XIZH2Z LAN MIHE £=VLANS SH F3EE +&85t= Xs
& ClHiolA E= AT EQI0] agent

B S AEEE 22 QP US M = 02 s &0 UM ARseg 22l &
AEQNAH S

= RMON Manager
® RMON probe 2 S4IGIHA EH 25 48
m 2= Al RMON probe 2F S &t 230l AS E2E= 220, RMON probe £ in-band
&£ = out-of-band HZ 2 S50

RMON-compliant
Console Manager

RMON-Probe

RMON-Probe

18 12-1. RMON Manager 2t RMON Probe

JIZ2| SNMP MIBs Jt SNMP agent Jt E el &8 IUHHE 2l Haez 210 =0 BHot0d RMON
MIBs = 22| &= EHI0 HZ&E LAN AIJJBHEZ &L S L E
ol

OHEN A= 2t SAEQ EPHE, SAES ALOIQ EH

RMON Agent = &4l S GIOIE, 02 HIOIE, SAE 2e1 HIOIE, SAE IHEZ A ALFO|
0= L MO 2AohA ST NS BEHYSHE JISD LAXES 23, 0101 S5t HSO= 22
o

= j
dE2Jls & A 2l JIs= ER7o6td U0k 8L

FIF

=
e
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H 12-9. RMON Alarm and Event &8 &4

o124 &9 2c
rmon alarm index ifEntry ® RMON 2| alarm table 0l alarm 2 0} Config
variable ifIndex interval B Tndex alarm table & S5+ o1GI A

deltalabsolute} rising- , . . =
{ | } g B vVariable: alarm variable 2 &g MIB
threshold value [event-

object
number] falling-threshold ) B
value [ovent-numbor] ® IfIndex: B2/ SIEHOIAS X

HoZ x e,

® Delta: MIB variable gt2| 8Z2+2| g8l X0l
£ 2.

®  Absolute: MIB variable 2| & [ gt

B Rising-threshold, falling-threshold value:
alarm 2 ZMAIZ & F gt.

® Event-number: alarm variable 2| delta gt 0l
Lt absolute gt 0l rising-threshold Lt, falling
threshold g0l T3S M 202 ol S Event
b &,

B Owner string:Alarm 2| owner E & Al

rmon event index [log] ® RMON event table 0fl event £ FDt Config
[trap community ] [owner = |og: event It M E [, RMON log & A M
string] [description s 101X 2 oAl
string] = Trap community: event JF ZM3S [, &F
&F community string 0t &l trap & 8 &0tE
£ YAl
= Owner string: Event 2 owner £ 3 Al
®  Description string: Event 0l CHst &Y
no rmon alarm alarm-index ® RMON alarm table 0il A alarm £ At K| Config
no rmon event event-index  ®m RMON event table 0l Al event £ A, Config
show rmon alarms = RMON alarm table 2 £&. Privileged
show rmon events = RMON event table 2 £&. Privileged
show rmon log = RMON log table € £ Privileged

Switch# configure terminal

Switch (config)# rmon alarm 10 ifEntry inErrors 1 20 delta rising-threshold 15 1
falling-threshold 0 owner hong

Switch(config)# rmon event 1 log trap community rmontrap owner hong description
"Noti : Too Much InErrors"

Switch (config) # exit

Switch# show rmon alarm
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The index of alarm : 10

The interval : 20

The type of Packets : inErrors
The interface : gil

The type of Sample : deltaValue
alarmValue : 0

The status of starting: RISING FALLING ALARM
alarmRisingThreshold : 15
alarmFallingThreshold : 0
alarmRisingEventIndex : 1
alarmFallingEventIndex : 1
alarmOwner : hong

Switch# show rmon event

The Index of event : 1

eventDescription : "Noti:TooMuchInErrors"
eventType : log and trap
Community : rmontrap

eventOwner : hong

H 12-10. RMON History & & L statistics & &

=R 89 ==
rmon history index ifEntry m Sc|& QIHHOIAN Gt 012 =&  Config
ifIndex [buckets bucket- " Index: history table 2] S8t QIS A

number] [interval seconds] x| &t

B Buckets bucket-number: =& & 0|

[owner string]
2ol £2 XY

B IfEntry ifIndex:=cld QI HOIA
=INES|

® Interval seconds: Ol
H2tAC2 Xt

B Owner string: History 2| owner & &

Al

no rmon history index ® History =& S Disable & Config
ifEntry ifindex

show rmon history ® RMON history table 2 5. Privileged
show rmon statistics ® RMON statistics table = . Privileged
[TFNAME] " FNAME: ST CIEIHO0IASE X H

show port statistics rmon ®m RMON statistics table 2 =&, Privileged

[ IFNAME ]
266 Premier 8824XG User Guide




S Witcsmtion ,/

" FNAME: S8 IHHIOIAE X E

b Notice ‘show rmon statistics’ @& ‘show port statistics rmon'@ &0 =&
LIS &6

S= & &

fon

Switch# configure terminal

Switch(config)# rmon history 1 ifEntry 9 buckets 100 interval 5 owner park
Swtich (config) # end

Switch# show rmon history

====== gi2 ======
Control-index 01
ifindex : 9
interval : 5
buckets : 50
owner : park

--- gi2 : bucket 1 ---
DropEvents : 0
Octets : 0
(A4ef)
P8624XG 86# show rmon statistics

The Index of stats 1
Interface : gil
Drop Events

Total Octets

Total Packets

Broadcast Packets
Multicast Packets

CRC errors

Under Size Packets

Over Size Packets

Jabbers

Collisions

Pkts 64 Octets

Pkts 65 to 127 Oct
Pkts 128 to 255 Oct
Pkts 256 to 511 Oct
Pkts 512 to 1023 Oct

0
0
0
0
0
0
0
0
Fragments : 0
0
0
0
0
0
0
0
Pkts 1024 to 1518 Oct: O
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Owner
(&=

ubiquoss

Switch# show rmon statistics gi2

The Index of stats 3 (gi2)
DropEvents 0 Jabbers 0
Octets 0 Collisions 0
Pkts 0 Pkts640ctets 5
BroadcastPkts 0 Pkts65tol270ctets 10562
MulticastPkts 0 Pktsl28to2550ctets 0
CRCAlignErrors 0 Pkts256to5110ctets 0
UndesizePkts 0 Pkts512tol0230ctets 0
OversizePkts 0 Pktsl1l024tol5180ctets 0
Fragments 0
al i i
12.5. QoS = Packet Filtering
MFC TC Scheduling
IN ouT
- classfication p — metering » SPQ
> permit/drop - policing - WRR, WFQ >
- marking — remarking — Best effort
- redirect ~ W-RED
- trapcpu
- mirror
= Premier 8824XG A 2 X| 0l Al = QoS 2 Packet filtering 2 2loll St &2 J|sS =82 &L
® MFC(Multi-Field Classifier)
I 2 &2, src/dest IP, UDP/TCP Port, dscp, Tcp sync S2 XI&E 20l 2ol CHEoHA
classification 5t 4 flow-rule & Z &St = permit/drop, redirect, trapcpu, mirror 52 S& &
(action)= =&3dtHLH, QoS E ?loil & =2 Marking 8tCt. =8t 0| S 01E0H0! CH ot
filtering 1SS =&ot=0l 0l &I & &L

®  TC(Traffic Conditioner)

268
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A e — -

£Z Flow-rule 1 Binding ot{ SHXE WHL, HWAZS HEtolHL, QoS EESS
Remarking 3t=0l 018 & Ct. 04 &1 flow-rule O| 3tLI2I TC Ofl Binding & == UJ| 120l Ct5t
HEAHAXE WAL HE == Mete = UL
®  Scheduling

EciZOol URott oS B2 012 28t Ml 2422 Scheduling &€ 102|&= 0IE06HH
Ecimol X210l et Mel=ME GEAH ot= ZAI0ILC.
- SPQ(Strict Priority Queuing Method)
Ol ¢cl&2 &SRe UIOIHE It 2| Mclotd ) & I At SEth 2= HIOIHE 4=
IHZ Xelot 2= =2 HI0IHE el MR &0 E2 U0IHeE Mels
Aot LelHA Y920 RMd=2 =2 UI0IHZ MHAXH stHE LIDHA =0t T AFEH Ol
=0l= HES AU 2 A= LA 0IC.
- WRR(Weighted Round Robin Method), WFQ(Weighted Fair Queuing Method)
2H HESS JIE22 UOIHE XM2Ictes HACEZ SPQ AL HES B28 = Uz L1l
S22 AM A0 e 30|12 (Y =2 2 Yot= OO &S Mel HHES AAZXRIF Kl
A0 XA LEHY = AU

12.5.1. MFC(Multi-Field Classifier)

12.5.1.1.  Flow-Rule & &/di Xl

H3lE Xcelotes dE 486t ?lol 28 a0l &= #2S €80t 0F 6t=0l Ol= Flow-rule

= classification & 8 2 2 J}S0otL}.
Flow-rule 2 T Z& 2, src/dest IP, UDP/TCP Port, dscp, Tep sync =2 N&EE L0l 2o CHESHA
& = QCH &8 S5 SHo| EHE S <8 netbios-filter, nbt-filter, dhcp-filter

EO
K &6t=0 0l= CHE action & & Z6tAl R6tH 2& Filtering(drop)Et= 2ol ALEE

classification &
classification 2
Ct.

H 12-11. Flow-rule Classification & &

EELY &89 gt
flow-rule NAME classify { <0-255> | icmp | igmp | ip

| ospf | pim | tcp | udp } { SRCIP SRCMASK | | ruleO] BE& ZLEO EXH ZIZEZ0 HE Confi
SRCIP/M | any } { DSTIP DSTMASK | DSTIP/M | | 2= 22 XX src/destip 0l CHal =& oo
any }
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| ospf | pim | tcp | udp } { SRCIP SRCMASK |
SRCIP/M | any } { DSTIP DSTMASK | DSTIP/M | any }
dscp VALUE

flow-rule NAME classify { tcp | udp } { SRCIP

flow-rule NAME classify { <0-255> | icmp | igmp | ip flow-rule 0] ®25 ZEC EXY T2 (|
| & src/dest ip 2F XIS | Config

st 2= E=2
S

N
dscp Off CHall & &

SRCMASK | SRCIP/M DSTIP DSTMASK flow-rule 0 = S& 2= udpitcp =252
an _
| | any } { | Ol het 2L 52 XNEE sre/dest ip & 2 | Config

DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> |
DSTPORT}

flow-rule NAME classify { tcp | udp } { SRCIp | flow-rule O HE& X ES| udp/tcp ZEEZ
SRCMASK | SRCIP/M | any } { DSTIP DSTMASK | | 0l CHet 2& &2 X &= src/destip 2 2=

=2 XIE & src/dest port 0ff CHoll HE

Confi
DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> | | 22 XI=E src/dest port & KEE dscp o |~
DSTPORT} dscp VALUE o =
flow-rule NAME classify { tcp | udp } { SRCIp | flow-rule O HE& X ECS| udp/tcp ZEEZ
SRCMASK | SRCIP/M | any } { DSTIP DSTMASK | | 0l Ci&t 2€ =2 XI&E src/dest ip 2 2 coni
DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> | | &2 X & & src/dest port 2 XI &= cos 0f EH 9
DSTPORT} cos VALUE me
flow-rule NAME classify { tcp | udp } { SRcIp | flow-rule 0f E& ZE ~| udp/tcp Z2EZ
SRCMASK | SRCIP/M | any } { DSTIP DSTMASK | | 0l ti&t 2 =2 XIXE src/dest ip 2 2 Config

DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> | | 22 XI& = src/dest port 2 XI&HE tos(lp-
DSTPORT} tos VALUE precedence)Oil CHoll =&

flow-rule NAME classify tcp { SRCIP SRCMASK | | flow-rule O] HE& ZE°| tcp ZZ2E S0 U
SRCIP/M | any } { DSTIP DSTMASK | DSTIP/M | any } | 8t 2 &2 XI& & src/destip &t 2 =2 | Config
{ <0-255> | SRCPORT } { <0-255> | DSTPORT} sync | X| & = src/dest port 2t sync 0f CHaH =&

flow-rule NAME classify { HHH | any } { HH.H | | flow-rule 0| &&= ZE°| 2= £
any } src/dest Mac address Ofl CHSHO! &
flow-rule O] HE& ZES 2= 5

S
src/dest Mac address 2t XI& & cos 0l L3t | Config

Config

flow-rule NAME classify { HH.H | any } { HH.H |
any } cos VALUE

O;I P _.C_P.
) ) flow-rule O] ¥ E& HEQ| dhep ZZEZ0] .
flow-rule NAME classify dhcp-filter Config
et 2H &2
) ) flow-rule 0| 2= ZLE nht T2 EZ 0| OH .
flow-rule NAME classify nbt-filter Config

sStoH XNE

. . . flow-rule 0] M &l ZE 9| nethios T2E2 )
flow-rule NAME classify netbios-filter o Config
ol tist 2H & &

flow-rule 0| H&E& ZEQ tcp sync Ol CHAH
ESR=3

flow-rule NAME classify sync Config

flow-rule NAME classify tos <0-7> flow-rule O] & L E°| tos 0l CHoH H&E. | Config
flow-rule NAME classify cos <0-7> flow-rule O] A& L E2| cos 0fl CHAH HE. | Config
2 &

E9| dscp Ol CHall & | Config

flow-rule NAME classify dscp <0-63> flow-rule O] &

2t Z 240/l 25} Classification & Flow-Rule il S& & ®(action)S HEZAIZ ==t ULt

QoS E <l dll Cos, DP(Drop precedence), Dscp, Tos(lp Precedence), Queue 2 =E marking & =&

UM, redirect, mirror, trapepu, rate-limit S2| M2 NES =5 QUL

&£ &t, TC(Traffic Conditioner) 2t binding ot QoS & £ 2| remark, rate-limit, SHJIs S =&8& >
ULH.
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b Notice dhcp-filter, nbt-filter, netbios-filter S 2| === flow-rule 2 CtE M
match Al2! == ST} L8t 0] flow-rule 2 £ & & 2 (action)0| match & X

2™ 0L 2 0I0F 8iCH.

b Notice src/dest Mac address £ K| & 6t= flow-rule 0l CH ol Al = 12-default 2
profile £ Jt Xl = policy-map Ofl 2+ L& & Ct. 5 I3 0ff 2ted & flow-rule =
cos £ Xl & dt= flow-rule € 13cos profile £ Jt Xl = policy-map 0l L&
2= AL

T 12-12. Flow-rule 3 Mg H Y
HHEO &9 Q2c
flow-rule NAME match { permit | drop } "AE LXIot= W3S 51 E2 268t Config
flow-rule NAME match { cos | dropprecedence | 721t 2XlotE 32 oS XEE g2 Confi
| dscp | queue-parameter } VALUE Z mark StCt o
. A2 LXStE W22 A2 mirror ZEZ
flow-rule NAME match mirror _ Config
M EEHT
flow-rule  NAME match redirect VNAME | #& 1 2Xlots I3 E XEE viano ZER Confi
IFNAME M S B ontg
o A2 LXIcteE WAS NEE EEZ rate-
flow-rule NAME match rate-limit <1-100000> L Config
limit St Ct
A& LX|ctE WA S XEE tetable 2 62! | Config
flow-rule NAME match tc-table TBLNAME s
flow-rule NAME match trapcpu A& LXI5h= I3!S CPU = MY SEHL Config
_ A& 2Xdt=E W2E CPU 2 E0Jte =2 | Config
flow-rule NAME match trapcpu-high _
SU=? A0 BT
) A& LdXctE HAS W3 SHBLE At | Config
flow-rule NAME match counting S0}
flow-rule NAME match nexthop A.B.C.D A= 0 X6k 22l nexthop & HASHCE | Config
flow-rule NAME match outer-tag-vlan <1-4096> | 7 &1 2 X5t= T2 2l vianid & H& SHCF. Config
flow-rule NAME match queuing-parameter A& LXIctE 22 queuing =AHE HE | Config
<0-7> StCt.

b Notice marking 2 X 28t & 2 (action)= &tLt2| flow-rule Ol 0421 & 20| match

2 & 8llh

=& Flow-rule 0l 2E= M= ci Mot)| A= ThS2 S0 AAE= L
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H 12-13. Flow-rule 224 il Al &2 &H

g3 &9 e
no flow-rule NAME match { permit | drop }
no flow-rule NAME match { cos | dropprecedence |
dscp | queue-parameter }
no flow-rule NAME match mirror
no flow-rule NAME match redirect
no flow-rule NAME match rate-limit
Z0fl CHEt 2= o XIStCt, Confi
no flow-rule NAME match tc-table TR ol + 9
no flow-rule NAME match trapcpu
no flow-rule NAME match trapcpu-high
no flow-rule NAME match counting
no flow-rule NAME match nexthop
no flow-rule NAME match outer-tag-vlan
Ct=& E& flow-rule & A Mot EE HOIC
T 12-14. flow-rule & X H&H
ol = of g 2c
no flow-rule NAME NAME 2| flow-rule £ At &I SHCH. Config
12.5.1.2.  policy-map 4 4/Z=I}
OIE{H Ol A0l Flow-rule 2 &H&05lJ| fIoll Policy-map € 2t=0 = &0l0, Policy-map 0= Ct==2
Flow-rule O] L& & == U0, & CIHHOIAN Ci==2 EO0| HZE == U2 Policy-map 0l F=It&
= =MOll 215l Flow-rule 0| ¥ &2 1 =AJt UIEdl S5ttt
Mg =M= show flow-rule 2 Soll 20218 %= QICH
I 12-15. Policy-map M4 ¥ FIIHAH

242401 £ ==

PNAME 0| Sl& Z22& MZ0| 445t PNAM 9
policy-map PNAME flow-rule FNAME policy ot J|&0 A= <R = FNAME 2 flow Jt DOtXl | Config

do 2 FIHE L.
policy-map PNAME flow-rule FNAME1 - )

FNAMEL1 2| flow Jt FNAME2 2| {2 F=Jt& Ch. Conf
above flow-rule FNAME2 | flow Jt | HEC ontig

olicy-map PNAME flow-rule FNAME1 _

policy-map FNAMEL | flow 7} FNAME2 ©| Ot2§ 2 Z=JHEICH Config
below flow-rule FNAME2
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H 12-16. Policy-map &Ml ¥ S3& flow-rule & Xl 2

EETY g9 ==

no policy-map PNAME PNAME 2| policy-map = 4! &I &tCt. Config
. PNAME 2| policy-map 0l Al FNAME 2| £& flow-rule ]

no policy-map PNAME flow-rule FNAME | _ ARIECH Config

M A4 &l policy-map 2 vlan CIEHH Ol AN HZ/aNote @8 H= C

0l0

o ZC.

H 12-17. policy-map B EZ/ol X 2 &
HHEO 49 Q2c
) ) £3 vlan 2IE{H Ol A0 PNAME 2| policy-map 2 &
service-policy PNAME _ Interface
=iju s
no service-policy M &l policy-map £ ol MISHCH Interface

b Notice policy-map & vian 2/ & HI Ol A0 LHed X StLt2| vian STE HIOl A0l =
otLt2| policy-map 20| HE2E 22 =Ml =26t M Ct==2| flow-rule

£ A& Jt=S8t policy-map & & 5H0 OF SHCH.

ES = ULCH

ton
o

CtS2 2= AE6HN flow-rule 2#& & &

ujo

I 12-18. Flow-rule =3 &

242401 EE ==
flow-rule 2| NI2EE % policy-map 2| 3E2E B0HE .

show flow-rule o Privileged
) _ S M2 U= policy-map 2 vian QIEHI0l A2k & -

show service-policy Privileged

N 200

OloHE S| ?lol ThS2 X4 S BHFAII|J] 218 & JHAl IS LIEFLH AL

Ol 1)

A2 :vlan3
srcip : 210.222.57.0/24 = &4Bt 5 = LI Xl drop

netbios filter & &

Switch# configure terminal

Switch(config)# flow-rule telnet23 classify ip 210.222.57.0/24 any
Switch(config)# flow-rule telnet23 match permit

Switch(config)# flow-rule droprule classify ip 210.222.57.0/24 any
Switch(config)# flow-rule droprule match drop
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Switch(config)# flow-rule netbiosfilter classify netbios—filter
Switch(config)#
Switch(config)# policy-map examplel flow-rule telnet23
Switch(config)# policy-map examplel flow-rule droprule

)# policy-map examplel flow-rule netbiosfilter
Switch(config)#
Switch(config)# int vlan3
Switch(config-if-vian3)#
Switch(config-if-vlian3)# service—policy examplel
Switch(config—if-vian3)# end

(
(
(

(
Switch(config
(

(

(

(

Switch# show flow-rule

< flow table >
flow-rule telnet23 classify ip 210.222.57.0/24 any
telnet23 match permit
flow-rule droprule classify ip 210.222.57.0/24 any
droprule match drop
flow-rule netbiosfilter classify netbios—filter

< policy table >
policy-map examplel flow-rule telnet23
examplel flow-rule droprule
examplel flow-rule netbiosfilter

Switch#
Switch# show service—policy
<vlan3>

service-policy examplel
Swi tchi#
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12.5.2. TC(Traffic Conditioner)

2N =8t HE, Premier 8824XG A 2| X 0l A= TC(Traffic Conditioner)E 0/ &3t0{ Binding & Flow-
rule ol tHA =2 Hstot= JIs2 M3 2 UL

b Notice Ct==2| Flow-rule O] StLI2 TC Ol R EE == A2 L+ BHIHZ SHLES! flow-
rule O] Ct==2| TC 0fl binding & Xl = 2 &tC}.

¥ 12-19. Traffic Conditioner & &

HEO a9 2c
o Ratelimit £ 6tXl 2= Traffic-conditioner £ 4 )
tc-table TNAME noratelimit _ Config
& BHC.
£ & ratelimit 2| &t Traffic-conditioner £ 444 &t ,
tc-table TNAME <1-999999> { drop | nodrop } o Config

b Notice drop/nodrop 2| =& 2| Z< DP(Drop Precedence)lt Green, Yellow, Red
o Tj2! = Red T2/ 2l drop 2= ZH 510 = C.

A= TC E MM A= TS SE0l AHEE H, Flow-rule 0] binding &I 0 J= TC = AHK

SIX 2=t
I 12-20. Traffic Conditioner & Xl & &
O =k 2c
£ & Traffic-conditioner £ 4} K| St Ct.
no tc-table TNAME =, binding & flow Ot E2MHE Al0l= &M E X &= | Config
Ct.

12522. TCX§g

m|m
P
foi
9!
1
<4
[w)

ChSo Hd S Soll M4 & te-table 2t binding € flow-rule & £
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H 12-21. Traffic Conditioner Table X& H&

g3 &9 2
Traffic-conditioner 2] & & binding & H U= flow-rule 2 2 .
show tc-table =0 Privileged

Switch(config)# tc-table tci 1000 drop
Switch(config)# flow-rule fa classify ip 10.1.1.0/24 20.1.1.0/24
Switch(config)# flow-rule fa match tc-table tcl
Switch(config)#

Switch(config)# policy-map ra flow-rule fa
Switch(config)#

Switch(config)# int vlan2
Switch(config-if-vlan2)# service-policy ra
Switch(config=if-vian2)#
Switch(config=if-vlan2)# end

Switch# sh flow-rule

< flow table >
flow-rule fa classify ip 10.1.1.0/24 20.1.1.0/24
fa match tc-table tci

< policy table >
policy—map ra flow-rule fa

Switch# sh service—policy
<vlan2>

service-policy ra
Switch# sh tc-table

< tc table >
tc-table tc1 1000 nodrop
flow-rule fa applied
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12.5.3. QoS 2 Ii2tH &

Ba=pel

c

12 Premier 8824XG A XM QoS € fdl A0l= & ==2| Ethernet Packet 0l 42| Z
Et

LHEFLH D RUCH.

Etherent/IPv4 Packet

Destination Source TPID(2B) Priority CFI  VLANID| Type(2B) TOS Protocol Source IP Destination IP
MAC(6B) MAC(6B) 0x8100 (3b) (1b) (12b) 0x0800 (8b) (8b) (32b) (32b)
Ethernet Header(14B) VLAN Tag(4B) IP Header(20B ~ 60B)

Drop Precedence 8 7 6

DscCP 8 7 6 5 4 3 2

T 12-2. QoS 2@ I2tHE ZE

A EH=0 =2 markmg MFC LI L2 &I &0l
04, remarking 2 ENXH WL 2EE T
|0I&HCH CH22 O JI=0| HIOI22 Z3lots EE 0 S0ICH

QoS £ <ol ChE22l 2 =Z=2 marking/remarking 2 6
N2ZHZ S E b |olfl HHol=e NS

=
NEELEE =

-

oL=
= =0

In
lo HU
k>
e
2
|0

125.3.1. QoS & Mat0lE =3

H 12-22. QoS HIOIE =3|HEH

L L 2t
Show O AE0 H=E 22 cos g0l 2o mapping/remaking I Privileged
ow QOsS Ccos
olgs HoiEC ied
12.5.3.2. QoS #& Ietile H3
Ol Hiol=2 a2 B3 E Sall marking/remarking & gt HE & == QUL
H 12-23. QoS & & Marking/Remarking HIO|= Mg 2
EER EE o
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AE0 HEE M2 cos 20l 2cH mapping € MZ &2
Qos cos-queue-map <0-7> <0-7> queue gt=2 & &SIt 0l= show QoS cos & &9l Jis | Config
5tCt.

12.5.4. Scheduling

Premier 8824XG A XI0A= Scheduling 2 <o SPQ(Strict Priority Queue) Method <t
WRR(Weighted Round Robin) Method € XNI=56tH CIZE = SPQ 0l Ch.
o

CtE2 J82 SPQ 2t WRR 2| Xt0|&E S LIEHW 2 UL
flowl
1 priorit
60M ’ g Y
flow2
S0M —% 2 priority Scheduler »
—_— 3 priority owl : 60M
60M flow2 : 40M
flow3 : OM

8l 12-3. SPQ(Strict Priority Queue) Method

SPQ(Strict Priority Queue) Method 2! 22 R&&2IJF 22 WS HH2=Z HaloH)| HHE0
flowl It 22 3= 2 W20l ML LR IHE K 9 o
Z R0t LB,

i

flowl :
flow2
100M —% 16 weight | Scheduler »
flow3
_ flowl : 20M
— 16 weight
flow3 : 40M

8 12-4. WRR(Weighted Round Robin) Method

?el 182 WRR(Weighted Round Robin) Method 2| 0l 210l SPQ & &2l ZEN &3 & weight Off
HI=CZ2 HEUWAH & C.

Premier 8824XG ARIXIS &<, 0-7 2 8 2 profile & M306tH, 2 profile 0l 0-7 2/ 8 JH2
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scheduling 2 €8t Queue E HIE&tCt CtE2=2 & 2IHHI 0l A 2| Queue A E Z2Eot= HE KOl
Ct.
H 12-24. Queue-method B1H ¥ &
g3 49 2c
_ ) o profile-id(1~7) Profile 2| queue-id(0~7) Queue
tx-scheduling-profile profile-id Queue-method £ Strict 24! &2 WRR1(Weight-
gueueing-method queue-id . _ Config
. Round-Robin)&4l £ WRR2 22 HZSHC.
(strictjwrrl|wrr2)
Default 2 = = Strict & 4! 0|C}.
b Notice ~ SPQ Ol AIQ] & 29= 8 IH(0-7) Queue I =X 242 2429t =
Ct.

Ct22 oY profile Ol WRR1(Weighted Round Robin) &£ = WRR2 Method & & & &

& Queue 0l Weight £ HZ ol == ZE N OILH.

¥ 12-25. WRR-method Queue weight 4 H&
HEO 49 2E
hedull il file-id profile-id(1~7) Profile 2/ queue-id(0~7) Queue WRR Weight £
tx-scheduling-profile rofile-i _ _
.g P . p_ weight 2 BHE&ICH 818 & 0l= show port Qos EE 22 & | Config
wrr-profile queue-id weitht
ol Dt s 0otLt. default WRR Weight gt 2 8 OI Ct.
no tx-scheduling-profile profile- | profile-id(1~7) Profile 2| queue-id(0~7) Queue WRR Weight £ Confi
id wrr-profile queue-id default weight ¢! 8 2 & & &tC}. e
OS2y ZEN HZE profile £ NI &S] aiMote @& 0{0|C
H 12-26. tx-scheduling 818 ¥ &
EELY A9 2t
_ o g ZE HEE profile 2 profile-id 2 8&&5&HCH CIZE
tx-scheduling profile-id o Interface
profile-id = 0 Ol Ct.
) L profile-id(1~7) Profile 2| queue-id(0~7) Queue WRR Weight £
no tx-scheduling profile-id . _ Interface
default weight ©! 8 £ B & StCt..
28 2 Z£E2 scheduling 2t AEHE St=0ll & = A Gt &Lt
H 12-27. 8 Al interface 2] queue-method & weight X3|¥ &
EE[] EE 2c
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. e — -
b X AMAEOl DE OIEH0lA 2| queue-method £ WRR 4]0l Privileged
show port qos rivilege
portd 2 29| weight 242 & 0101, g

S22 WRR 2 & 01I/\-I mpu t LEE gil, gi2, gi3 22 JtEGHY output LEE gid = IHEE ZL0
= e

o

|2 8Y3IACEH 0-7 21 8 2| queue = 1, 2, 3 Queue E AtE
o1 Y Queue £ marking ot= & & {0 Ct.

Switch(config)#
Switch(config)#
Switch(config)#

(

(

(

(

Switch(config)#

Switch(config)#

Switch(config)#

Switch(config-if-gi4)# tx—scheduling 1
Switch(config-

Switch(config-

Switch(config-

Switch(config-

Switch(config-

Switch(config-

Switch(config-

)

)

)
Switch(config)#

)

)

)

tx-schedul ing-profile
tx-schedul ing-profile
tx-schedul ing-profile
tx-schedul ing-profile
tx-schedul ing-profile
tx-schedul ing-profile
int gi4

if-gi4)# int git
if-gi1)# port-priority 1
if-gi1)# int gi2
if-gi2)# port-priority 2
if-gi2)# int gi3
if-gi3)# port-priority 3
if-gi3)# end

Switch# show port qos

queueing-method 1 wrr1
queueing-method 2 wrr1
queueing-method 3 wrr1
wrr—profile 1 8
wrr—profile 2 16
wrr—profile 3 16

IFNAME  Pri Q0 Q1 Q2 Q3 Q4 Q5 Q6 Q7
gil P-1 st- st- st- st- st- st- st- st-
gi2 pP-2 st- st- st- st- st- st- st- st-
gi3 P-3 st- st- st- st- st- st- st- st-
gi4 st— wi- 8 wi- 16 wi- 16 st- st- st- st-
gib st— st- st- st- st- st- st- st-
gib st— st- st- st- st- st- st- st-
gi7 st— st- st- st- st- st- st- st-
gi8 st— st- st- st- st- st- st- st-
gi9 st— st- st- st- st- st- st- st-
gil10 st— st- st- st- st- st- st- st-
gill st— st- st- st- st- st- st- st-
gil2 st— st- st- st- st- st- st- st-
gil13 st- st- st- st- st- st- st- st-
gil4 st- st- st- st- st- st- st- st-
gi15 st- st- st- st- st- st- st- st-
gil16 st- st- st- st- st- st- st- st-
gil7 st- st- st- st- st- st- st- st-
gi18 st- st- st- st- st- st- st- st-
gi19 st- st- st- st- st- st- st- st-
gi20 st- st- st- st- st- st- st- st-
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gi2i . st= st- st- st- st- st- st- st-

gize2 . st= st- st- st- st- st- st- st-

gi23 . st= st- st- st- st- st- st- st-

giz4 . st= st- st- st- st- st- st- st-

giz2b . st= st- st- st- st- st- st- st-

giz6 . st= st- st- st- st- st- st- st-
Switch#

12.5.5. CPU Rate-limit

Premier 8824XG A XIHMH= AIAE!
Z N Default g2 S AIZ2 = UCH

SOl CHE cpu rate limit £ HZE = UL No cpu rate limit

I 12-28. CPU Rate-limit 2t¢d 2 &

ol = of S9 2c
rate-limit cpu <1-999999> CPU Rate limit gt= & & &tCt<Kbps>. Config
no rate-limit cpu CPU Rate limit 2t 2 Default 2 & & &tCt <2048Kbps>. Config
show rate-limit cpu Sl Rate limit 242 20 =CF. Privileged

12.5.6. JI|El filtering

Source-ip, Ipx-netbios ZEH S 2ol Y CIHHIOIAN IS 22 HEUHE AIZE6I0 M8 2 Q

Ct.

I 12-29. J|E} Filtering & €&
L A9 2t
source-ip-filter S3 2 H 0l A0l source-ip Filtering 2 & & LY. Interface
no source-ip-filter S I H 0l A0l source-ip Filtering S 1 XISt Ct. Interface
ipx_netbios E3 QI H Ol A0l Ipx_netbios Filtering & & & StCt. Interface
no ipx_netbios S3 2IHH Ol Al Ipx_netbios Filtering 2 Sl Xl &tCt. Interface

12.6. sFlow

I

= Premier 8824XG AR X0l A= 2 interface 2| Traffic flow & 2 LIE & 1} statistics 0l LSt B2 S
2=Z&5IJ| ?IoH sFlow £ XI&SHCH Premier 8824XG Ol Al sFlow £ Xl &6t= interface 2 BH2l=
i

physical port 0ff 8t&tCt. sFlow = switch &£ = router 0l A= &6 & SH F2E +&H == sFlow
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|

agent 2t 0| 82 £ sorting 5t 2 G XU A 2 == sFlow collector Jt UCt. Ot = sFlow JHE 0fl CH
of &¥ & Q& 0ICt.

sFlow Collector

Analysis

sFlow Agents

18 12-5. sFlow I & = (sFlow agent 2} collector)

12.6.1. sFlow agent

O{JIM = sFlowagent 2t 2 E J|s L HH O CHOlAM AJHSHCEH 0l 2 23S 0= A agent
2 collector IP & &, flow sampling rate, counter(statistics) polling interval, sflow forward, service
sflow 2 LI & CH. Agent IP = sFlow collector 2 #ME2 HEE 2 [ 428 20l &S0,
sFlow collector = #Z2 210 &E Agent IP £ XA OF &Lt sFlow = 3! J|EH2] Flow
sampling 2t Al2+ J|EtS] counter(statistics) sampling 2& LI Ch. flow sampling rate = Interface 0l
Stote I3l =, E HM 200 2l S MEE € Xl Z2FG6HH, counter polling interval 2 Interface
statistics & & Z 0T} sampling & X| Z & &tC. sflow foward 2t= HE W ZM sampling & 22| & 0l
EIHIOlA(ex, gil)E Z&GHH =IO 4002 AHHIOIAE AFE 4 ALY service sflowet= S UH=
M sflow service E Al & 3StH &l C.
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H 12-30. sFlow &t&d HE

o134 of &9 2=
show sflow sflow &0 2HAE HANHE EHEC Privileged
sampling Ol enable & interface 2| flow sampling %
service sflow statistics sampling = AlZG6tAH &l Ct. Disable 2 no & ElE | Config
F SHLT.
sflow forwarding NS interface & Stole= THA 0 oK Al sampling 2 & Interface

X elXl & & Btlt. Disable 2 no EEHE H &tCt.

Interface & EW6t= A & Z A OICH 2 sampling 2 | Interfac,
S

sflow sample <10-65530> o _ - )
F X E HdHECH no HEIl 2 Default 8t2 F|SHCL. Config

sflow polling-interval <20-120> 2 X 0}C} statistics sample 2 sampling & X| 2 & &Lt Config

sflow agent 2| ip address £ & & &tCt. No S EHZ Default

st S F ettt

sflow agent A.B.C.D Config

=

o sflow collector 2| ip address £ &&SICH. No HEIZ2 ]
sflow destination A.B.C.D o Config
Default gt = | StCt

12.6.2. sFlow collector

O JI M= sFlow collector of 2t&AE J|s X SF0|l CHoll A 200 SHCH SFlow collector = switch &£
router 2t EIHZE Linux & Window AIAE N XIS SFlow Agent Db & 418 sampling T2l &

SH =X 2S XU H 20 FCL. sFlow collector 0l = sampling TH2! 2| SHIE S AE EE
0 == sflowtool 2t 12 HEHZ 20 F== sFlowTrend, Inmon Traffic Server S0l ULt O] &
H
_I

[
—
Pas

4

==

= 2
= =

I H&E Q! sflowtool Bt sFlowTrend = Inmon corporation EH| 0] X| http://www.inmon.com/index.htm
FE2 U2 &2 5 UL T3S 2 sflowtool Bt sFlowTrend £ & 0l O & & H 0| Ct.

ol

12.6.2.1. sflowtool &&

1) port 634322 +=4IE sFlow sampling packet= & & &L},

[Ins:/home/Ins] sflowtool -p 6343

startDatagram ==
datagramSourcelP 192.168.0.212

datagramSize 144

unixSecondsUTC 1136381882

datagramVersion 5

agentSubld 0

agent 192.168.0.212
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packetSequenceNo 9512
sysUpTime 190157000
samplesinPacket 1
startSample
sampleType_tag 0:2

sampleType COUNTERSSAMPLE

endSample
endDatagram

2) sFlow sampling packet2 line &< £ & StCt.
[Ins:/home/Ins] sflowtool -I

CNTR,10.0.0.254,17,6,100000000,0,2147483648,175283006,136405187,2578019,297011,0,3,0,0,0,

0,0
,0,0,1

FLOW,10.0.0.254,0,0,00902773db08,001083265e00,0x0800,0,0,10.0.0.1,10.0.0.254,17,0x00,64,356

9
0,161,0x00,143,125,80

12.6.2.2. sFlowTrend &3

1) sFlowTrend E2 ]S AalAlZ] =, 2% 4 HO| “Click to select” HES 2 &

g

o

Ct.

<> sFlowTrend

B=%]

File Tools Help

Switch | Click to select | Interface I:'EI Chart |Tupsnurces

-] o o[+

Select switch/router to monitor

284
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2) Select switch/router to monitor & = 0l sFlow Agent2| IP AddressE & & &L},

= Select switch/router to monitor

Select switchirouter to monitor (192.168.0.147 -

Community |pu|:3|ic |

OK Cancel
3) sFlowTrendJt sampling 82 2 2™ Interface, Chart(Utilization, Counters, Top flows . . .),
Units & =0 A 2GRt Q16 DX ot 52 HESHCE

& sFlowTrend g@

File Tools Help

Switch | 192.168.0.147 Interface |[fa2M Chart |Topﬂuws ‘v‘ Units ‘Framesis ‘v|

M 1000010 udp 1024 —% 200.0.0.10 wep:1025

O 100006 top1024 —* 200006 tope1025
(10009 U 1024 —* 200009 udp1025
B 100007 U 1024 —* 200007 udpe1025
B 100005 top1024 —F 200005 tope1025

Ingress G0

Framesig 40

20 = =
e
__—,_li—_,_.i—_—,—zi—,—:_‘___:_i
0

111328 1116 28 1113238 1122 28 1128 2H 11:28 23
192.168.0.147: listening for sFlow on udp port 6343 Updating | 20% |
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12.6.3. sFlow Network &1

192.168.0.X/24
__________ 2 SFlow Collector

Sampling Packet

SFlow.Agent

D0.0.0.X/24

N

100.0.0.X424

[iulcilclI:: |I]
SMB

8 12-6.sFlow E €Het UERAI OIM €8 & 74
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12.6.3.1. sFlow sampling Al &
|O| 1E’JO.”A.I M

‘{O

sFlow sampling 0l = E & flow sampling 1t Interface statistics sampling Ol *UCt.
& &t sFlow UIER 3 24 =0l A sFlow collector £ S56t0{ sampling 2 0t S =21 5tHCE

I
0x

1. SMB & AlEct0 CHEt flow(TCP, UDP, IP, 0i24JHSl IP Address)Z EcHES MAGH0, Sflow

Agent 0| Hl SA&ISHCE

2. Sflow Agent OlAl SMB @ HZE HLES EiZls MEZI5tD, 0 EHEES SFlow Collector Ol

=2 MA 5 =

M EGHI| A5t SFlow Collector 2F SFlow Agent 2| IP Address £ & & &tHCH. SFlow Service £

Edst AIZITH

Switch(config)# interface git
Switch(config-if-gi1)# sflow forwarding
Switch(config—if-gi1)# exit
Switch(config)# sflow agent 192.168.0.147
Switch(config)# sflow destination 192.168.0.200
Switch(config)# service sflow

3. SFlow Collector 2 AF256HX Traffic flow sampling & Interface statistics sampling & & QIstC}.

4,
ng sFlowTrend E]@

File Tools Help

Switch | 192.168.0.147 | Interface |3 |v| Chart |Topﬂows |v| Units |FramesIs |v|

.100.0.0.1 114 —* 200001 114
D 100008 udp1024 —F 200005 udp1025
D 100009 udp1024 —* 200009 udp1025
. 100003 114 —* 200003 114
. 100002 114 —* 200002 114
Ingress A0
45
40
35
30

Framesis
25
20 I I I I

T EE M EE 148 2= 49 EE I83EE T EE 401 2% 405 2F

0
192.168.0.147: listening for sFlow an udp port 6343 Updating |:|

¥ Traffic flow sampling
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& sFlowTrend E]@
File Tools Help
Switch | 192.168.0.147 Interface I:B Chart ‘Coumers ‘v| Units |
. Unicasts D Mutticasts D Eroadcasts
. Discards . Errors
Ingress 1.2k
1K
7a0
Framesls
a00
240
T T T T T T T T
I3 IE J402E ERE A R ER 386 2 E 400 2= 404 2=
192 168.0.147: listening for sFlow on udp port 6343 Updating 40%

¥ Interface statistics sampling

12.7. SAX 23

Premier 8824XG A 2| X|0ll= & H Xl(threshold)E & &5t 0|

Lol Ol 2 el= J1s0l UL

12.7.1. 2= 43

i

ZUotH OIS log 0l M&EGt) 28

22 2%0 st dHXNE 838, £3lote S8 UHOIMH, FAN S Z2 2%2 low-threshold & Al X
Ololz @ XA FAN 2 off 6tl= Jls2 JHACH
H12-31. 283 2 HHO
FE0 a9 pc
temperature threshold SCo UAAHXE dFSt=HIENHZ LHX config
HIGHVAL LOWVAL £ Zt5HY syslog 2 snmp trap S 2 A5
Ct.
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temperature fan-check-time FIIH2Z fan 2 M AGHN fan fail 2 Al config
<0-99995> 0IZ 22|13 fan “ON"S 2 & AISBtCH
Default 60 20/H 0 22 AE Al 2 S&S
AMESHR 2 =0 ©@2l= Z0ICt.,
show temperature Mo 22 LHXE =35|5t0] FAN 2 X| Privileged
2olE ROl R FAN S MEIE X3Jls
ot Ct.
12.7.2. Mac count &3
ZHINH SEZ N A= Mac count Ol CHe YHXIE &30, LAHX Z=DHAl syslog & 0| E &elCh.
H 12-32. mac threshold 28 H& 0]
N Ao 2c
mac-threshold <1- 32768> Mac count 2| 2 HXIE & ot BEUH=E config
LHXIE Z=otH syslog E LM SHLH.
show mac-threshold & M2 mac-count 2| & & 1} threshold & &  Privileged
3| &tCt.
12.7.3. Cpu usage &3
ZHI0l cpuusage AFEZEE0 CHSt YHXE EFGHLD, LAHX =IAl syslog 2k snmp trap 22 0|E &
gl Ch.
I 12-33. cpu usage threshold 28 80
N &89 gc
cpu usage low-threshold <30- Cpuusage 2 LHIE ZXH5l=s W2 config
100> high-threshold <40-100> QA XIZE = 15tH syslog 2 snmp trap S
2 A8 SHCY.
show cpu usage S T2l cpu usage S X 3|8t Privileged

12.7.4. User Priority &3

SHI0A dd = I

21 2| User Priority(802.1P) gt

ol

=)
=2 o

o|2 & & (Marking)ot= J71s0I|C.
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H 12-34. user priority 2& 230

2c

&9
A Interface

380

HHI0A MA = 29l user-priority gt 2 &

user-priority <0-7>
& (Marking)8tCt. CIZ2E 32 7 0| CH
no user-priority user-priority 2t S CIZE =2 S & &} Interface

290
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13

STP(Spanning Tree Protocol)
& SLD(Self-loop Detection)

0l &0l M= Spanning Tree Protocol(STP)t Rapid Spanning Tree Protocol(RSTP)E & &ol= &

0l CHoll & HetCt.

r
o
0g!
D
He
>
0K
i3
ro
O
(@]
3
3
QO
35
o

b Note 0 Z0A MEBHsE FHo &
reference € & 135}ct.

ol &2 Use 822 #dEh

Understanding Spanning—Tree Features
Understanding RSTP

Configuring Spanning—Tree Features
Displaying the Spanning—Tree Status

13.1. Understanding Spanning-Tree Features

0l 2oiM= G382l STP JI1=s0il CHoll & ™ 8t

STP Overview

Supported Spanning-Tree Instances

Bridge Protocol Data Units

Election of the Root Switch

Bridge ID, Switch Priority, and Extended System ID
Spanning—Tree Timers

Creating the Spanning—Tree Topology
Spanning-Tree Interface States

STP and IEEE 802.1Q Trunks
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13.1.1. STP Overview

STP = WERIANAN 2TZE 2Xotl 222 0ISSHE MSot= Layer 2 &3 22l Z2EZ0IC.
Layer 2 O|H Yl (Ethernet) HIER At F&AXCZ SHGIHH, L2l F ¢t AOI0l= @& GHLES
24 B0 EMaHOF 8Lt Spanning-tree 2] S&& E& &2 (end station) S0l CHoll £ HStJ| T
S LAN U HAZEJ=EAR A e 2222 2HE switched LAN 0ff H&Z &

DA ADS HERD 42 2486t H, HIERIS 2 =5 AMOIU=E 2ZIF L 0F STt
Spanning-tree 2 12| &2 switched Layer 2 HERIIE Soll FZIt gl= 2HQ HZE AH ST
A2XE= FIIH2Z bridge protocol data unit(BPOU)2t E2l= spanning-tree Tl S S48t
Ch. ARIXl= 0l ZHLE2 forward 6HAl &£, 2Ot gl= B2 E MAHGHI| fIoH AL SHCH

T SE 2 A0l K JHel 2 dstE 20 EMotH UWERIDN S0 &Astth WER IO
SLItEMeUE St HE2 SSE Zdgs =g A0ICH AAXNNME e S S22 MAC
T4 04 il Layer 2 QIHHIOI AN SEECH 0l &2 UIERIAE SHEGHAH 2=

Spanning tree = Layer 2 WIE AU A root A< X2 root A&
Re= = E JHE tree 8 2 &HLE. Spanning tree = =& O
2 UEL. =8 Z2Jt EMole UERIAN DHO| LAGHH, spanning-tree Z12IEE2

¢}
MZ H&HGED standby 32 E A SHAIZICH

IXNIZRH 2 AQ/AXNKX E2ZI}
|6l 22 & standby(blocked) ArEH

o H0

spanning—tree & &t

ALK & CHHIOIAIN 22Xl ALLtH ) spanning-tree port priority 2t path cost && 0| 2IH
HIOIA2 forwarding & EH 2t blocking & EHE Z & 8Lt port priority &2 WER AWM LTEHHIOIA
O AXI2 EcHE S <o S0LE 2 fIXIctD UA=IHE LIEHHCE. path cost 2t X2 SEE Lt
EHHCH.

13.1.2. Supported Spanning-Tree Instances

Premier 8824XG A2 Xl= VLAN 2 spanning tree 2 =ICH 128 Ji 2l spanning-tree instance € Xl
RISHCH 128 JH2l VLAN Ol CHoll S &2 & 22 spanning-tree & 43t & 4= QUL

13.1.3. Bridge Protocol Data Units

CIS2 @A =0l 2ol spanning—tree 2 A& active 40| 2 = L}

o 2 VLAND H2t= 225 BridgelD(A R X priority2 MAC =4)
® root A% X292l spanning-tree path cost
292 Premier 8824 XG User Guide
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i

® 2 lLayer2 CIHHIOIAN SEE TE AHXHEZE priority2t ZE H135)

KX M2 SUHBS M, AKX = root 2/AXNHE S&EHCH 2 A
configuration BPDU € N &&HCH A9IXIS2 BPDU E MZE W&a6tD BPDU & spanning-tree
HAS HASHCEH 2 configuration BPDU = LIS 882 E E& &L
root 29I X2l BridgelD
root Mt XI2l spanning—tree path cost
BPDUE & &6t A2IXI2Q BridgelD
Message age
BPDUE & &6t ARXIQ CIE{HOIA AE X}
hello, forward—delay, max—age Z2& = EIOIH S gt

INPIIN;

FZ

-

B0 s FE(X2 BridgelD, %2 path cost, S€)E Jt&l BPDU £ =413 S
= DU E =4It ZEN MESCH BPODU £ =418t ZEDJ} root EECHH

B =
Aol A KHALS| designated LAN @2 &Y SHL,

o

0z
=

E

IlJIﬂJ
Oéé

AQAXDON B ZEC HEE[L} €S8 HHEYE HIEsd B
A2 XDt designated LAN 2 FH ZS& HAIXNE $+=AMCHH
BPDU E LAN 22 &SSHLE Olgd gaoz 58 2= W

iljf root A9IXZ LS}

Root ARXE HMsS 34 AXUM root ZEIJL HEECH 0 EE= A?IXIIl root
AXNZ A2 MSE M 2 ZF2(OIE 2 HIE)E M3t

° 7—.‘ AKX = path costE JIB2OZ root AR/XIDXIS =S HEIE HASHCE.
2t2t2] LANZS <8t designated A®IXIJF Z28E L designated A®IXl= ANOH/d root
ARXZ HAES MEE M IHE 2 path costE MSstCh. LANDE HZE designated
AR X EE designated ZE2t 2L,

® Spanning-tree 0l &&= AEHHIOIASO0l ZHECLE root ZEQ designated ZE=
forwarding & EH 0l =QICt.

® Spanning-treelll Z& %X %= 2= 2IHHOIA =2 blocked & L.

13.1.4. Election of Root Switch

E39 spanning tree 0l 0ot 2 E A/Xl=
Ol 28t HEE 220 0248 HIAIXIS WEt2 T
] 2.* spanning—tree instancelll gt S LSt root ARIX &A=
2 E switched LAN £2t=2 2|8t designated £ E Z &
"E%I gz HAZE Layer 2 QIHHIOI A2l XHEHO 28t switched HIERIAS 2= M| A

fault priority(32768)2 S&ZAUCHH, VLAN HIA JIE 22 MAC =AE Dt

28 VLAN OlAl DA =2 AKX priority(B2 =X 2t2 JHRN)E D& ALAXIIF root A/IXIZ 2H
de
KXot SCH AKX priority = BridgelD 2 =AM
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0 e — -
AOIJ'EIS’J AR priority 2| S HIASEZM 1 ARAXIJlroot ARAXIIEE Jts4EE HEE = U
Ct. A9IXl priority € 2 gt22 £&80otH Jtsd0l R0tA L, &2 22 286t Jtsd0l =0t
&L,

Root A% Xl = switched UIERII WA spanning-tree &&t2| =2l &0l =& 0|Ct. Switched WE <
AU A root ARIXZE &= 2RI} 9= EE =2 spanning—tree blocking & Ef It &l C}.

BPOU = BPDU € &S
cost 52 HABE

Ot

otle ARIXIS ZE, ARIXIS MAC =4, AR X| priority, port priority, path
tStCH. Spanning tree = 0 82E AIE3tH root AAXI% root EE,
tCF,

Uoll
ron roh

0_>d

-

designated ZEE &

13.1.5. Bridge ID, Switch Priority, and Extended System ID

IEEE 802.10 &0l 12X 2t AIX|= root ARIXE HEHBID| |loll AEEE RS B
XH(BridgelD)E JI&ICH 2 VLAN 2 =282 Z N2 U2 EeXZ 24FHEZ AX= VLAN &

£ A2 CtE BridgelD € Jt& %= UCH A FOIE2l BridgelD € JIH&ICH Z A9 2

= AKX priority  AF2E 10, LIH X 6 Bl X2 MAC =4-0|C}.

Premier 8824XG A2IXl= 802.1T spanning-tree extensions £ XI&&HCH HE2F 20 ARIX
priority 2 AFSZIE 2 HIOIEDJ} 4 HIE priority g3t VLAN 1D 2F S8 12 HIE extended system
IDate=z MEY & UL

H 13-1. Switch Priority Value and Extended System ID

Switch Priority Value Extended System ID(Set Equal to the VLAN ID)

Bit16 | Bit15 | Bit14 | Bit13 | Bit12 | Bit11 | Bit10 | Bit9 | Bit8 | Bit7 | Bit6 | Bit5 | Bit | Bit3 | Bit2 | Bit1

32768 | 16384 | 8192 | 4096 | 2048 | 1024 | 512 | 256 | 128 | 64 | 32 | 16 | 8 4 2 1

Spanning tree = extended system |ID 2t A2 Xl priority, J2l1] MAC =42 BridgelD € GtECH.

13.1.6. Spanning-Tree Timers

X = spanning-tree 2 As0l &2 0|Xl= EIOIHE S LEIHCE.

H 13-2. Spanning-Tree Timers

Variable Description
Hello timer ARXIDOF CHE ARIXEZ L0t X3 hello HIAIXKIE A&E 202 28 &L
294 Premier 8824 XG User Guide
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Forward—delay timer | QIE{HIOIA DL forwarding &EHDF D1 Ol listening Bt learning AFEHOIAL 282+
o0t HE 200I0HE Z R B,

=
Maximum-age timer | QIEHHIOIAZ £AlSt T2 EZ HFEE H0F S MH

uil) o

23

ot

=QI0t

U

Ct.

]

13.1.7. Creating the Spanning-Tree Topology

AN 2 ARAXEQ ARAX priority Jb default(32768)0112 ARIXl A It & 2 MAC
FAE IR JbEotH ALKl AJF root AIXIDF &IC 6HAI2H, forwarding QIE{HIOI A S| ==
=2 link-type 20 A<IXI A = Ol&AQl root ARXIJF OtLICH. Root ARIXIZ UHEHE=
A2l priority & SIAIZZM(EES =Xt 22 ALE), spanning-tree 2| EAS THH AHGHG
Ol&4 Ol AQIXIE root 2 2HE == UL

& 13-1 Spanning-Tree Topology

iy |1

DP
RP = Root Port
DP = Designated Port

default 2IAHE Jlgte g sparming—tree HAMS HAtotH, A& 2 SHEX] ©2 A0I9 B2
IMI*OIII L Ct. = & |

P
XIS root LE HAS OPJIE = UL SH=

HsS S0 29X B&

St ZEJ JIJIHIE olf4! & 30112, A=Kl B2 Ch
ST root LE2tD JiAGI P E

HERZA Eci®Ool J|othl

8 o =2 |
SUEOICH JIJHHIE ol4! e HI0l A 2] port priority & root ZEBC O =2 priority(£¥2 =Xkt
ZHNE IIXNTE HHAEOZM, JIJHHIE 0IEHY! AUEHHOIASE MER root ZEZ HE 4= QUL

13.1.8. Spanning-Tree Interface States

IZ2&ES 20t switched LAN S Soll M I MIMXAAHO| LT O 20 OE A2, GE &
A0l switched LAN 2 & AHHS DL ZMSHCEH Spanning-tree 0l 20 GHAl 2= Layer 2 21 E H Ol
AJF Ht2 forwarding &EHJF SCHH LAIEQI M0 2 EIF DME 2~ QL dBE ARXes Z
dl 2 forwarding 8tJ1 &0l switched LAN 2 Sl MIt&l= ME2 &
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Spanning tree J} E43t= AQX|2 2t Layer 2 QIEHIOI A= TS AEH = otLIOICH:

® Blocking - 2IEHHIOlA = Z g &S forwardingdt Xl &=L

® Listening — QIE{HIOIADI Z 2 forwardingdiOF StCHD ZAEAS M, blocking state
CHS2l &0l AMEH.

® learning - 2HHOIAIL ZYAS forwardingst)| floi =BIStCt. MAC learningOl

=S &I},
® [orwarding — I HOIA D TS forward &L
® Disabled - EEJ} shutdown AEHOIHLE ZEON Z3AJF SAHU, EEW Azl

spanning-tree instanceJt 7| HEZ W 2 E H Ol A= spanning tree0fl 0 otXl 2 =Ct.

CIHHOIASE UhS2 &Efiz Olsetth:

® =J|AMEHOIAM blocking &tEl =
® Dblocking &EH0I A listening &2 disabled &HEl =2
® |istening & EHUIAl learning £ disabled & EiZ
® |earning A EH0I A forwarding &2 disabled &AElZ
® forwarding & EH0Il Al disabled A EIZ
CtSol &2 CIEHHIOIAS AENRMOIE 2 =L,
1@ 13-2 Spanning-Tree Interface States
Power-on
initialization
) 4
Blocking TTTTTTTTTTTTTT T
state — :
|
\ 4 Y
Listening | __ _ _ > Disabled
state state
A A
) 2 I I
I I
Learning . I
state !
|
) 4 :
Forwarding 1
state
STPOI &H43t SIS M, AR/AXC 2 2HHOlA= blocking AEHIJF & 1 listening It learning
of YAIEQI MEHE XNeHCH ©+&SHE spanning tree M 2 CIEHOIA= forwarding E2

blocking &fEi2 & & &I Ct.

Spanning—tree € 12|I&0| Layer 2 2IEHHOIAE forwarding &EHZ 2tSJI2 Z2HMCOH OS2
AE0| eadstlh:

rr
1<

EE =AIGHH QI HIOlA

Iy
0

=
el

L]

1. QIEHOIAJL forwarding &EHDJF &I O0F SHCH
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listening &tEH Ot EICF.

2. forward-delay EtOI0Ot 22 ERS [, spanning tree= AEHOIAE learning &EHZ
0t= 1) forward—delay EFOIHE RHA & SHCY.
3. learning &EH0IAM, CEHBHOIAE Y SO MAC learning® +#otHAM Z &2
forwarding= Xt&tetCh.
4. forward-delay EIOIHIb =2 &, spanning tree= CIEHOIAE forwarding &EHZ
OF= 1), learning It =&l 2 forwarding0l 25 Jts6tL.
Blocking State
Blocking state 2 Layer 2 QIEHHIOlA= ZY &= forwarding otXl Z=CF.
A X= =g 220 AR 2 AEHHIOIAZ BPDU & ®SSHLE. ARIX=
Ch2 ALK BPDU & W&EHE WK XHAIO| root AKX @ 24X & S&HEHCE
0l248t BPDU 2 W&t HIESRIAS & ALXE root AR9IXZ Z2HEHT.
UERAW 22 oL AKX QUCHH ALK 2t BPOU 1w &2 LAMEHA
2O, forward-delay EIOIH=E == QIHHBIOIA= listening AMEH Ol
=O0ICH OIHHOIAE AKX =D& £0 &4 blocking &AEl2 8 A& L.
O HIOl A= blocking AHEHUHIA CS 1t 20| S&&HCH:
o ILEZ HAE TYUS HIISHT
® forwarding2 <ol CE QHHOIAZRH AREE DY ASS
H DI stCh
® A5 |earning otXl Z=CH
® BPDUE £=AIGHC

Listening State

listening state = blocking & CHE29l &0l AEHOICH CIEHHIOIAD Ty S
forwarding ol OF &'CHD) Z2A T M, QIEH Ol A = listening &HEHDF = CF.
Ol HI Ol A= listening &EHUIA CHS 2t 20| S &8t
o ILEZ HAE TYAUS HIISHTH
® forwarding2 <ol CE CQEHHOIAZREH AREE D=2
H DI 8tCH
® A5 |earning otXl Z=CH
® BPDUE ==4IEHLt
Learning State
learning &EHS| Layer 2 QIEHHOIA= ZY Y forwarding = Z=H|SHCE.
O HI Ol A= listening A EHUIA learning &EHE = 2tCH
Ol HIOl A= learning &tEHUHIA CHE 1 &0 S &St
o ILEZ A IYAS HIISHTH
® forwarding2 <ol CIE QHHOIAZREH AREE DY A=SS
HO|8tCh
® =AE |earning StCt
® BPDUS #=AI&HC}
Forwarding State
forwarding & EH2| Layer 2 2IEHHIOlA = Zd Y= forward StCh 2AHHIOlA =
Premier 8824XG User Guide 297
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learning &EHOI Al forwarding & EHEZ =0 2tL}.

OIE HI Ol A= forwarding AEH0IA CHS D 201 S&H&HCH
e ILIEZ NE IZYASZ forward HCH
o [IE CIHHOIAZRH ﬁoléi oy
® =AE learning StCH
® BPDUE =4It

0o
i
o
E)
=
o
Q
rol
Q

Disable State

disabled &MEH2| Layer 2 CIEHHOIA= ZH Y forwarding OlILF spanning
tree Ol 06X Z=C}.

disable & CIHH 0lA= CHS 1 20| S &St
& ITEZ AE TIHAS HIISHT
e forwardingE <o CE QHHOIAZRH AEAE ZYHUSS
H D18tCh
® FAE |earning otAl &=
® BPDUE ==4IGHAl X =L

13.1.9. STP and 802.1Q Trunks

VLAN trunk Off 28t HEZ=0Q! |EEE 802.1Q = trunk Ol 5i&& Z2& VLAN 0l CHoll @& otLtS)
spanning-tree instance 8t 2ot RUCH oKX+ Premier 8824XG A®IXI= 802.1Q trunk 2 &
= HERKAIMA trunk O 3iE& 2

IEEE 802.1D spanning-tree TS
VLAN & Z spanning-tree Zgl2S &

N
|0

| VLAN & &ILISl spanning-tree instance € S&8tC}.
02 1Q tagged Z Y SHAOR2 AIZEOZM trunk o 2t

Cisco A% Xl= VLAN trunk 0l Al spanning-tree 2| &5 A== <IoH per-VLAN spanning tree(PVST)
£ AZ &t PVST/PVST+= IEEE 802.1D 2t= CHE = o2 ALZ35t=0l, Ol2 2l Cisco &
2| X 2t non-Cisco A Xl= &S HASGHAl 2otd 22| L.

Premier 8824XG A ?|Xl= Cisco 2| PVST spanning-tree L2 S S48 o UL LMo =2
Premier 8824XG A 2| Xl = VLAN trunk 0l CHoll VLAN tag Jt 2 IEEE 802.1D BPDU =g 2= AIE
SHXIGH DRSOt trunk L E DI PVST T2 #=4I61H 1) ZTEZ = PVYST X2 BPDU € & & SHCE. 0]
JIS2 PVST TS 415 802.1Q trunk HIA IS 2 4G MH, AIEXS &2 222 oAl
2 =Ct.
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13.2. Understanding RSTP

RSTP= point—-to—point H2Z 0l CHoll spanning treel HIE =S31E MZ2ots &S JHELCHL
Spanning treel MTAEE 1x(802.1D spanning treell default & 0lA = 501 A& = A
= HEECOZ) OILHO 22 EICH 01242 SHE AN 22 XAy 228t EclEs dEdh= Ul

Ef AN R Z3ICH.
0] 22 RSTPII HEH S&Gt= AIE &HSHC:

® RSTP Overview

® Port Roles and the Active Topology

® Rapid Convergence

® Bridge Protocol Data Unit Format and Processing
13.1.10. RSTP Overview
RSTP = AKX, AKX ZE 2 LAN Ol Z0HDF 2SS B, 2 HZ9 231(2F 1 = 0|LH)
£ M2, M22 root ZEZ MEIE TEE= HI2 forwarding AEH2 OIS 4= U0, A/AX At
012 HAIAQI acknowledgement & Sl designated ZE & forwarding &EiE HIZ &HOI&E %= U
Ct.

13.1.11. Port Roles and the Active Topology

RSTP = active &&= Z&3H)| 4
StCH. RSTP = STP HE JIE =2
212

|8t port role 2 Y& 22 M spanning tree 2| #HiIE S E M3
X2 HESHCH 02l RSTP =

ALK priority(OHE %2 priority 84H) S JH& ALK
20l ZEY S &2 portrole 8 &Y

o
[wl

® Root port = ARIXII} root A2XIZ2 TH2! S forward & W = EHQ HZ(OIE ¥ cost)E
M= &tCt.

® Designated port — designated A< X2t A2 &, LANOIA root ARIXIZ IH3 2 forward
g M Il 2 HlE=2 M3t LAND HAZE K U= designated ARAXIS ZEE
designated portet £ EC}.

® Alternate port — &M root ZEJI MB3dt= ro X =22 Xl Z2=2E M 38tCt.

® Backup port — spanning tree2 AZ o=z &kst deS|gnated ZEN 2ol HMs3EHe= 222
backupl 2 S ZH5HCY, Backup ZEE= S ZEJ} point-to-point @32 loopbacklz A
2E AL AKX 37 LAN Z2H0| UIoH £ 01A2] HZ0| AS 2012 =&t

® Disabled port — spanning tree2| s 0W A OtRe S & JHXIAl Z=CF.

njo

ot

>

root 22 designated ZE A& L E &= active EAHN & &L alternate &2 backup &
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E 9g= JHal ZE= active E&0IA 2= CH

HERZA Xt & port role 2 JHd SHEE AW A, RSTP = 2= root £E 2 designated
L ED} B2 forwarding &Eig &0|ot= S L E2 backup ZE=
&tk discarding AFEH(802.1D 2| blocking 1t & Eil= forwarding 1t
learning W& 2 s&E S MOEHLH OS2 H=

I 3. Port State Comparison

Operational Status STP Port State RSTP Port State Is Pot Included in the
Active Topology?

Enabled Blocking Discarding No

Enabled Listening Discarding No

Enabled Learning Learning Yes

Enabled Forwarding Forwarding Yes

Disabled Disabled Discarding No

STP RE o d&AAHS 2ol, 0l 2AUHAE ZE AEHUAM discarding &l blocking & At 8tL}.
Designated port = listening & EHO0II A Al 2 EHCE.

rolI

13.1.12. Rapid Convergence

Hel

RSTP = it 22 ARIXl, LE =2 LAN 2| ZO0H0ll CHoll trE H&Z 2 = E HISstCt. edge
Et MZ2 root Z£E, 112l point-to—point @32 HEE L EY C

® £dge ports — RSTP A XA ZEE edge ZEZ 4 "*6
Ei2 Ht= &O0|&tCt. edge EE = STPUHI A PortFastot & & &
[:|- [:|>Dl-ﬂ|. O:|D=IE| _\_LEO.”Dl— A-!gloHO}; ol-[:l.

® Root ports = RSTPII MZ2 root ZEE AEIGIH, 0/&™ 2 root ZE = block AEHJF &1
MZ& root ZE= HIZ forwarding & Ef It &I C.

® Point-to—point links - ZTEE 2 ZE 2 point-to-point @32 HZSICIH, 22 &
= designated ZLEJ} & 11 2ZE HAHGH| o THE EE 2 proposal-agreement 1
2 S¢&HE ®0IE AEHL

E rTq
b o
In&
[ve) D
0
e
ol
=
jell
.
10
oM 0%

o m

CtS JE0AM, A9/IX A= AKX B2 point-to—point @3& HZ2EHH UL BE ZE=
blocking & EHOICH. ALKAXI A 2l priority JF AKXl B 9 priority 20 £ & £=9] gfS JHEICH
1 ISR AKXl A = proposal 0lAlXl(proposal flag JF &&= BPDU)E ARIXI B2
ME6tD KIS designated AR X2 HIQHSHCE.

ZEE MZ2

A2/Xl B = proposal HAIRIE =418 =0, proposal HIAIXKIE =48 I
root LEZ MEHGID, 2= non—edge L E E blocking &EHE2 E A6t agreement HIAl
Kl (agreement flag & & & & BPDU)E MZ22 root ZEE Soll 8=8tL.

AL X B 2 agreement HIAIXIE =48t 20, AAX A = X&I2| designated ZEE
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forwarding &fEf2 &M OIStCh. A2(XI B It AH&LS]

2 E non—-edge port € block AlZ112, A
X AL AKXl B AIOl= point-to-point @32 HZZUAI| HZ0H WEKAIN FZIt

2 MotAl @=0h

AQIX COt AKX B2 HEE M, SAS & HAXID WEtEICH 22X C= A9IX B

= ZEE root ZEZ MEGIL, & AKX & EZE &= forwarding &EHZ & 0|8t
S48 WHOAM SHLE Ol&te] ARIXID active &N ZHOIEHCH WIERKIZL =70 M Ol
& proposal—agreement & &2 spanning tree 2| root HlAl & Z&o =z XA
ARIX= EEQ duplex 2E2Z link-type & Z&8tCH: full-duplex ZE = point-to—point
A&z D& 1) half-duplex LE= &% HAZ=2Z 1NHE L interface configuration 838
spanning-tree link—type @@ 22 duplex 2=0 2ol ZH &&= default 288 BHHAE &
UL

& 13-3. Proposal and Agreement Handshaking for Rapid Convergence

Switch A Proposal Switch B
Designated
Root Agresment switch
%
= =
Designated
Root switch Proposal Switch C
_—
_i bp Rp_i _i
Designated
Root switch Agreement

—
_i D RP_i D Rp_i

DP = Designated Port
RP = Root Port
F = Forwarding

13.1.13. Bridge Protocol Data Unit Format and Processing

protocol version 2&2| g0l 22 &85H= A2 HM2ASt2 RSTP BPDU 2 A2 |EEE 802.1D
BPDU &AL} 2CF, MMZ2 1 HIOIE version 1 Length 2= 022 A& Ol= version 1 &

(=3 =
2EZ 2 S X80t H=li= 20/0IC TS 2= RSTP flag 2= 20 =0,

H 4. RSTP BPDU Flags

Bit Function
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0 Topology change (TC)

1 Proposal

2-3: Port role:
00 Unknown
01 Alternate port
10 Root port
11 Designated port

Learning

Forwarding

Agreement

~N| O O

Topology change acknowledgement (TCA)

A&IZ LAN 2| designated A®IXIZ2 NCtotdA = A XI= RSTP BPDU 2| proposal flag € & & of
N 8 &E8ECEH proposal HIAIXIQl port role 2 &4 designated ZTEZ & & & C}.

Xl= RSTP BPDU 2| agreement flag £ &&A &S
root port 2 A& &=L},

CtE A<AXI0l 2/s Het2 g0ot=0l
FCE. agreement Ol Al XISl port role

A9
3/\
o

L=
[
o
[

ron
\_\

RSTP = S& &0l topology change notification (TCN) BPDU £ AlZdlAl &=L topology
£ 22|J| fof RSTP BPDU flag & topology change (TC) flag & AFESHCH HXISH

802.10 ARAXI2t2 H=S= <ol TCN BPDU £ & dt) XMelgtlh.

FEH Ol (T2t learning 2F forwarding flag JF & & =IC}.

I'_>‘L
Qﬂ
Fll'
l_
o>
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13.3. Configuring Spanning-Tree Features

nx
02
o

0l WA= spanning-tree 2 & &ot= 20l CHAH Ct:

13.1.14. Default STP Configuration

G882 = STP 2| default &322 2HECH
H 5. Default STP Configuration
Feature Default Setting
Enable state 2 VLAN Ol CHoll HIZAE =0 US.
ZICH 128 JHQl spanning-tree instance & 43 & =+
AS.
Spanning-tree mode |EEE 802.1D STP.
System priority 32768.

Spanning-tree VLAN port priority | 128.
(configurable on a per—-VLAN basis)
Spanning-tree VLAN port cost (configurable | 10000 Mbps: 2.

on a per-VLAN basis) 1000 Mbps: 4.
100 Mbps: 19.
10 Mbps: 100.
Hello time 2 =.
Forward-delay time 15 =.
Maximum—aging time 20 =.

13.1.15. STP Configuration Guidelines

Ol 2 VLIAN Ol MAT N JANE 22 128 )12 VALN 0fl2H STP E & 43l & %= UL

010l 128 Ji2l spanning tree instance Jt =& = 0/2tH, 1 VLAN = GtLIC| STP £ HI& 46t

AEStD A2 VLAN 2 STP € &4dsield S0 €3 VLAN 2 STP 2 ™ global
otl= VLAN 2o STP 2

gt gtotHd ™ global configuration @ & spanning-tree vlan vian-id € A&stL.

configuration @& no spanning-tree vlan vian-id € AEatet. &
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VLAN OlM spanning-tree € A& =02l A9
spanning tree € AIZGHA 2=
Sz, HE/INM 2=

spanning tree Jt &8 & 0{OF
PIXI2t spanning tree E At

D Caution

spanning tree € Aldig EQ
N

AMESsHCHH, VLA
broadcast storm £ 0fJ| &

tree E

13.1.16. Enabling STP

default 2 STP =
STP 2

2= VLAN Ol CHoll Hl2td &EHOICEH
2d3t AMIIEF &t

UERIN FZIJt EME Jtsd0l JACHH

b Caution

VLAN J|8te g STP E & 4d3tAIF1HAH privileged EXEC 2E2H G382 &S HEICH
Command Purpose

Stepl configure terminal Global configuration 2= & & & &tC},

Step2 spanning-tree vlan vian-id VLAN &€ 2 STP E &4 3} &L},

VLAN 2| #H</= 1~4094 0| Ct.

Step3 end privileged EXEC 2= 2 HHSHCL

Step4 show spanning-tree vlan | &% LI&2 & 0QI6HC}
vian-id

Step5 copy running-config startup- | (&) & & 2 configuration I+ 0l X & StCt.
config

STP E HIZH otedd,

CtS2 VLAN 1 0l STP £ & d3stotl] g dstots UE &Ch

global configuration € & no spanning-tree vlan vian-id € NE

StCh.

Switch#

Switch# configure terminal
Switch(config)# spanning—tree vlan 1
Switch(config)#

Switch(config)# end

Switch#

Switch# show spanning-tree

VLANOOO1
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Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
Qi6 Desg FWD 19 128.6  P2p
Switch#

Switch# configure terminal
Switch(config)# no spanning—tree vian 1
Switch(config)# end

Switch# show spanning—tree vlan 1

Spanning tree instance(s) for vlan 1 does not exist

Switch#

13.1.17. Disable per VLAN STP

Premier 8824XG A2/ Xl= VLAN 2 Z spanning—tree & 29 & == ULt =, VLAN trunk ZE2| 2
VLAN €2 STP state £ £ &6t= 20| JtsSotC. 2FeF AIXI0 128 o OIMOI VLAN 0| QUCHH
per VLAN STP JIsZ HIgZ4& A2I11, &A™ VLAN 2 HMOStI| {8 dtLt2l spanning-tree
instance £ AIEotE== &tCt.

b Note Per VLAN STP J|S0| HIZ245t= AEHOIA Ol VLAN Ol CHol STP £
& SHAIZICHH, VLAN trunk port 2 STP AEil= A EOIX 22 =
QUCH.
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ARIXC per VLAN STP JIs= HIZH AlJIAH, privileged EXEC 2E0AMARH s HES
HEILCH
Command Purpose
Step1l configure terminal Global configuration 2= 2 & &tC}.
Step2 spanning-tree  one-for-all- | Per VLAN STP J|s2 HI&4 AI2ICH.
vlans
Step3 End privileged EXEC 2= 2 HAHSHC.
Step4 copy running-config startup- | (S&) £ & = configuration I+ 0l X & &tCt.
config

ALXI2l per VLAN STP Jls=2 #43tAIFIHT, global configuration @& no spanning-tree
one—for—all-vlans Y& 2 AtE35tet.

Switch#
Switch# show spanning-tree

Spanning tree instance(s) does not exist

Switch# configure terminal

Switch(config)# spanning—tree one—for—all-vlans
%Warning: you may enable only one spanning—tree instance per port.
Switch(config)# spanning—tree vlan 1
Switch(config)# end

Switch# show running—config

!

spanning—tree one—for—all-vlans

spanning—tree vian 1

!

Switch#

Switch#

Switch# configure terminal

Switch(config)# no spanning—tree vian 1
Switch(config)# no spanning—tree one—for-all-vlans
Switch(config)# end

Switch# show running—config

[

|

Switch#
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13.1.18. Configuring the Port Priority

SOt LM5HH spanning tree = EZEQ| priority € AIS3H0 forwarding AEH2] QIHHIOIA S
ZAEICH AN MdEiE QHMHOIANE =2 priority 9 2HEE2 )2, US0 =g
OIEHOI AN = %2 priority 2 gH=2 £)E SYE 4= JULH 2E 2AUEHHIOIAIF 22 priority 82
JFEICHAH | spanning tree = 2 QEHHIOIA HSE JIE CIEHOIAE forwarding &EHEZ BHE D
CIE QIE{HIOIAS 2 block AlZ2IL.
OIE{HI Ol A2l priority € A& &a6leA™, privileged EXEC 2ZE2H G2 82 HEILH

Command Purpose
Stepl configure terminal Global configuration E =2 &I 5HCt,
Stpe2 interface /interface-id SAFE QEHMHOIAE HAIGHY interface configuration 22

X QBT

==t AHHOIAE SelA EHOoIAL ZE &0IC0
5

Step3 spanning-tree vlan vian-id | Q& H 0l A S| VLAN EE priority £ & & &t
port-priority priority ® Vvian—id 2 H<= 1~4094 O|LC}.
® priority 2| BRle O~24O AFOI 2] 162] HH==0|Ct. default=
128 OICt. &2 #Jt =2 priorityS 20ISLH. R &6t gt2

0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 176, 192,
208, 2242t 2400ICt. Ol 212 THE gtE2 HF =L
Step4 end privileged EXEC 2&& HASHC.
Step5 show spanning-tree | £ & LI ES & 0QI&tC}.
interface /interface-id or
show spanning-tree vlan
vian-id
Step6 copy running-config startup- | (&) & & 2 configuration It 0l N &
config

o

tCE.

OIE{HIOI A2 default @822 236t M, interface configuration @& no spanning—tree vlan
vian—id port—priorityE Ar& StCt.
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
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gib Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface gi5

Switch(config=if-gi5)# spanning—tree vlan 1 port—priority 240
Switch(config—if—gi5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Desg FWD 19 240.5 P2p
gib Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal

Switch(config—if-gi5)# no spanning—tree vlan 1 port—priority
Switch(config-if-gi5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gi5 Desg FWD 19 128.5 P2p

Qi6 Desg FWD 19 128.6 P2p

Switch#
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13.1.19. Configuring the Path Cost

spanning—tree 2| path cost & default gt2 CIEHHOIAL SEZ22H ZHELH FZIF LMot
spanning tree & X E2| cost & MAEdIN forwarding & B2 QIHHOIAE Z2FSICH HNY HEHE
CIHHIOIAN = R2 cost &S, LIS dEHE AIHHOIAN= =& cost gt 2L
PE QHHOIAI &2 cost &2 JIEICHH, spanning tree = 2 CIHHIOIA
OIE{HIOIAE forwarding & B2 Ct= 10 CHE CIHHIOIAS2 block AIZICH.

Note port group & & path cost 2| g2 CIHHOIAL SEZ22RH Z2HE &+ QICH
220l Wil ZEJ MZ 2 =2 JIE &= UL WmetA port group Ol
oA = £==22 path cost £ &l A At=Zalet

OlE{HI 0l A 2| path cost & & &adtA™, privileged EXEC ZE2H U= &2 HEILH:

Command Purpose
Step1l configure terminal Global configuration 2 =2 &I StCt.
Stpe2 interface interface-id HFg QAEHMHOIAE FAIGHH interface configuration 252
&St
228 AIHHOIAE= 22lX CIHBIOIA TE IE0ILCH
Step3 spanning-tree vlan vian-id | VLAN 2| cost & & & StC}.
cost cost SO LMME [ forwarding AEHC] ZEES 2XHotD| 2ol
spanning tree = path cost & M%@EP. path cost 2t0| &=
#2 £ M&0| JtsES 208

® y/an—id 2 8<%l 1~4094 0| C}.
® cost 2 Y= 1~200000000 OICt. default gt
OIEHOIAL MESEZ2RH Z2F S0

Step4 end privileged EXEC 252 H A S},

Step5 show spanning-tree | &3 W22 &0I&HCH.
interface /interface-id or
show spanning-tree vilan
vian-id

Step6 copy running-config startup- | (S&) & ¥ 2 configuration I} 2 0fl X & &tLCt.
config

OIE{HIOI A2 default @822 236t M, interface configuration @& no spanning—tree vlan
vian—id cost £ A& StLH.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 5 (gib)

Premier 8824XG User Guide 309




7_ Switcm R

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Root FWD 19 128.5 P2p
gib Altn BLK 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface gi5

Switch(config—if-gi5)# spanning—tree vlan 1 cost 100
Switch(config—if—gi5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address 0007.70bc.cdde
Cost 19
Port 6 (gi6)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Altn BLK 100 128.5 P2p
gi6 Root FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface gi5
Switch(config-if-gi5)# no spanning—tree vlan 1 cost
Switch(config-if-gi5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (gi5)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
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Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gidb Root FWD 19 128.5 P2p
gi6 Altn BLK 19 128.6  P2p

Switch#

13.1.20. Configuring the Switch Priority of a VLAN

ARIX It root AKX 2 JtsdS =0/J] fIoH AKX priority £ HEE == UL

VLAN Ol CH&t A< Xl priority 8 8 &6te1 ™, privileged EXEC 2E2H U382 M&E2 HECH

Command Purpose
Step1l configure terminal Global configuration S = 2 &I 5tCt,
Step2 spanning-tree vlan vian-id | VLAN 2 A2 X| priority & & & StCI.
priority priority ® Vvian—id 2 H<= 1~4094 O|LCt.
® priority 21 Y%= 0~61440 AOI2] 40962 Hi==0ICt.

default= 32768 OICt. €2 =2 +5 root A%IX2 &S
JIs4d0l 0. S &8 priority gt2 4096, 8192, 12288,
16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 573441t 61440 OICt. CHE S22

HEEL
Step3 end privileged EXEC 2E2 HAHSHC}.
Step4 show spanning-tree vlan | &% LHE2 & QI5HC
vian-id
Step5 copy running-config startup- | (84) & & 2 configuration It 0l X & &HCt
config

AL X2 default #8222 =735t ™, global configuration @& no spanning-tree vlan vian-id
priority @& 2 A& 35tel.
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 5 (gi5)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Interface Role Sts Cost Prio.Nbr Type
gi5 Root FWD 19 128.5 P2p
gib Altn BLK 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 priority 0
Switch(config)# end

Switch#

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 0 (priority 0 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 priority
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 5 (gi5)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
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gi5 Root FWD 19 128.5 P2p
gib Altn BLK 19 128.6 P2p
Switch#

13.1.21. Configuring the Hello Time

hello time 2 B1EE 22 M root A< XIJF 8&36t= configuration BPDU 2 D12 A& & &= ULt

VLAN 2 hello time 2 & &36tei™, privileged EXEC 2E2H U329 A S AHEICH

Command Purpose

Stepl configure terminal Global configuration 2 =2 &I StCt.

Step2 spanning-tree vlan vian-id | VLAN 2 hello time € &&S&tCE. hello time € root ASIXIJt
hello-time seconds configuration HIAIXIE &8s FII0ICH O HIAIXIE A<

X Ot &0tAS S 2|0l StCt.
e vian—id 2 B®l= 1~4094 O|Ct.

« seconds 2| Hel= 1~10 O|Ct. default = 2 OILC}.
Step3 end privileged EXEC 258 HZSIC.
Step4 show spanning-tree vian | &3 LIE2 & 0IstC}.
vian-id
Step5 copy running-config startup- | (&) & &£ configuration I+ 0l X & 8tCt.
config

AL X9 default &S =2 23R06tAS, global configuration & no spanning—tree vlan vian—id
hello-time Y& 2 AtEatel.
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
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Switch# configure terminal

Switch(config)# spanning—tree vlan 1 hello—time 5
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 hello—time
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p
Switch#

13.1.22. Configuring the Forwarding-Delay Time for a VLAN
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VLAN 2| forwarding—delay time 2 & 8ot ™, privileged EXEC 252 H 32 U&= HECH:

Command Purpose
Step1l configure terminal Global configuration 2= 2 & &tC}.
Step2 spanning-tree vlan Vvian-id | VLAN 2| forward time & &&&tCt. forward delay & ZEJt
forward-time seconds spanning-tree 2| listening =& learning ALEHOINA
forwarding & EfZ &O0IStD| {3l JICtel= AIZ2H0ICH.

® yan-id 2 B<l= 1~4094 0| C}.
® seconds 2 B?l= 4~30 OIC. default= 15 OIC.

Step3 end privileged EXEC 2=2 B1AHSHC}.

Step4 show spanning-tree vlan | &% LIE2 & 0QI6HCH
vian-id

Step5 copy running-config startup- | (S&) £ & = configuration I+ 0l X & &tCt.
config

AL2IXI2| default #8222 =736l ™, global configuration @3 no spanning-tree vlan vian—id
forward-time @ & 2 AtE35tel.
Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 forward—time 20
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
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Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning—tree vian 1 forward—time
Switch(config)# end
Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p
Switch#

13.1.23. Configuring the Maximum-Aging Time for a VLAN

VLAN 2| maximum—aging time & &&dledH, privileged EXEC 2E2RH U382 WHE S HELH
Command Purpose
Step1l configure terminal Global configuration R =& & & &HC},
Step2 spanning-tree vlan vian-id | VLAN 2 maximum-aging time 2 & & &tCt. maximum-—aging
max-age seconds time 2 AQIXIOt HRAAH 2 &I Ol spanning-tree 82 & =
AIGHR 210 JIChel= =IO Al2HOICH
® vian—id 2 Y= 1~4094 OILCt.
® secconas 2| 8= 6~40 OICt. default= 20 OICt.
Step3 end privileged EXEC &2 H AT},
Step4 show spanning-tree vlan | &€& LiE2 &It
vian-id
Step5 copy running-config startup- | (S&) & & = configuration I+ 0l X & &tCt.
316
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config |

A2IXI2l default #8222 =736t ™, global configuration @& no spanning-tree vlan vian—id

max—age B = AtE0dlet.

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
Qi6 Desg FWD 19 128.6  P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 max—age 10
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 max—-age
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
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Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p

Qi6 Desg FWD 19 128.6 P2p

Switch#

13.1.24. Changing the Spanning-Tree mode for switch

AL2IX 2l spanning—tree 2EE BHHASIAH, privileged EXEC 2E2H OS2 A2 HEILH:

Command Purpose
Step1l configure terminal Global configuration @ =2 &I 5Lt
Step2 spanning-tree mode | A2 X2 spanning-tree LEE HFSHCL.
{rstp|stp} ® rstp = |[EEE 802.1w & & S&&HCY.
® stp = IEEE 802.10 2=2 S& 5t
Step3 end privileged EXEC 2E2 HAHSHC}.
Step4 show running-config d4F E=S gelstth
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt.
config

AL X2 default &8 22 S73td ™, global configuration @& no spanning-tree mode E& 2
INE=XeI T
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal
Switch(config)# spanning—tree mode rstp
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol rstp
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p

Switch# configure terminal
Switch(config)# spanning—tree mode stp
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
Switch#
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SAEQ HAZE ZEN UoHA edge port & A SHCEH 2HeF ILEE edge
TEZ AFHGIA 223, 11 LE= forwarding &EiE &0|5t=0l 2 x Forward Time 0] ARSI CF.

Note et AZE ZEN o= B'EAl edge port 2 &E&GHO
@, HERIS STP Z

;
a0l et gg [ (20l gZ= ZES STP

L EE edge port 2 B&3eAH, privileged EXEC 2E2H OS2 IAS HEICH

Command Purpose
Stepl configure terminal Global configuration R =& & &HC},
Step2 Interface interface-id d&8g 2HHOIAE FAIGHAH interface configuration 2E=2
&S
2 &6t IHHOIAE Sel& AIHHOIAR ZE OF0IC0
Step2 spanning-tree admin-edge- | LEE edge portZ & & StCt.
port
Step3 end privileged EXEC 2&& HASHC.
Step4 show running-config A% HES &lstlt.
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0| X & &tCt.
config

AKX default EHC=2 23R5t24H, interface configuration ¥ & no spanning—tree admin-—
edge—port &= AIE5tet.
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Desg FWD 19 128.5 P2p

gi6 Desg FWD 19 128.6 P2p

fa7 down DIS 0 128.7 P2p
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Switch# configure terminal

Switch(config)# interface fa7

Switch(config-if-fa7)# spanning-tree admin—edge—-port
Switch(config—if-fa7)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p

gi6 Desg FWD 19 128.6  P2p

fa7 down DIS 0 128.7 P2p Edge
Switch#

13.1.26. Configuring the 802.1D STP Compatible Mode

2t VLAN 2| spanning—tree instance €2 Z2E2 S& LEE S8 E £ QUCH LA QI RSTP 0O
M&= RSTP BPDU 2t2 AFEdHA spanning-tree E ?’38}1 802.1D BPDU € =4I s Z=20¢et
Set= <ol 802.10 BPOU E A& StLt. otk 2 STP S8 EE0lA= RSTP BPOU E AtE0tAl &
1 2% 802.1D BPDU 2t= At&&StCh. E£8F RSTP I H&SoteE W E =7 JIs =g = U &
Ct.

RSTP instance &l Z2&E2 =2 HASIHY, privileged EXEC 2ENAMRH TS2 HE 2 HA
Ct.
Command Purpose
Step1l configure terminal Global configuration 2 =& & & &HCH,
Stpe2 spanning-tree vlan vian-id | £3 VLAN 2| RSTP instance 8| Z2&EZ2 sXZEES STP &
force-version stp B 22 4360
vian—id 2| E<l= 1~4094 OICt.
default = RSTP 2= 0IC}.
Step3 end privileged EXEC 252 HHEHCY.
Step4 show running-config 2F s ettt
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Step5 copy running-config startup- | (&) & & = configuration It & f tCEH,

config

default 8822 =+35t21™, global configuration @& no spanning-tree vlan v/an-id force—
= A

A

version 882 AIE8tH0

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 force-version rstp
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol rstp
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal
Switch(config)# no spanning-tree vlan 1 force-version
Switch(config)# end
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Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p
Switch#

13.1.27. Specifying the Link Type to Ensure Rapid Transitions

Hl
Im
i

CIE EZE 2 point-to—-point & 3= HA

|'o|I

HOHH, 22 EZE = designated EEJ}F €0

282z link- type QIEHIOIA L] duplex 2= 0l 2lof Z & & C: full-duplex ZE= point-to-—
point AAZ 2t= ; half-duplex 2&5= &5 HAZ 2t 22|22 point-to—point 2
A A/IXIS ZEQ HZE half-duplex 3 E JtXI D JUCHH, link-type 2| default &8 HZ
SO Z M forwarding AtEH 22| #iHE & O0IE JtsotH & 4= QUL

Note port group 2 AR duplex EEZRH 2 FSFE WCE 4 QICH 229
b B ZEJL M2 C2 duplex 2EE Jt& %= QUCH O2tA port group Ol

HolKeE =522 &0 SFRE €8N AtE0tet.

default link-type £ HZ35teH, privileged EXEC LEUWARH OS2 ¥ A&
Command Purpose

Step1l configure terminal Global configuration 2 =& & & &HCH,

Stpe2 interface /interface-id d&8g 2HHOIAE FAIGHH interface configuration 2E=2

&Stk

Stpe3 spanning-tree link-type | ZE2| 23 &EFE point-to—point 2 & & &tC}.
point-to-point

Step4 end privileged EXEC 2= 2 HZ5tCt.

Step5 show running-config 3 == =0elstC.
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Step6 copy running-config startup- | (&) & & = configuration It & f tCEH,

config

default &892 S35teiH, interface configuration @& no spanning—tree link—type &S A}

=X-iiu 3
13.1.28. Restarting the Protocol Migration Process

RSTP € X &dl= A<
migration HIHLISS KIstCt. AL XIJt Configuration BPDU(protocol version 0l
BPDU)E £=4IsHOE, AQX= 11 £EZ Q& 802.10 BPDU tS A =sHT

?IXl= 802.1D STP € F*Sot= A®XLA2 HS0| JIsot== protocol
0oz 843

=2 o T

AR O Ola 802.10 BPDU £ w=4lotkl @E0Het: AS2Z RSTP 22 Mt Xl E=C0 H
LIStH WIERATUAM STP ARAXIIE HMAZU=X &2 802.10 ARXIJH O 014 designated A%
XIOt OtHXIE BtEe == QU] MIE0ICH OHEZ2 A%Xl= HAS| 802.1D0 BPDU 2t= AtESHA &
Ct.

EX A/AX ZEOA protocol migration ZXHOIZ A/AXSYH AS AMEZEHE AMEoldlH,

interface configuration @ & spanning—tree mcheck € AtZ8tC}.

Switch# configure terminal

Switch(config)# interface gi5
Switch(config-if-gi5)# spanning—tree vlan 1 mcheck
Switch(config-if-gi5)#

13.4. Displaying the Spanning-Tree Status

i
=
0
ol
o

spanning—tree M EIE E3loled™, OIS Z0l HAI= privileged EXEC &2&d & otLt

Command Purpose
show spanning—tree active 24 O HO0lA2l spanning—tree A E22t2 & SHCT.
OIE{HI Ol A 2| spanning—-tree 82 E & &HCt.

show spanning-tree interface interface-id | &
=z

Im| o

show spanning—tree summary AEHE QRAUMNMN EHECE.

privileged EXEC Y& show spanning-tree E&ol [CIE IIFE0 28t 2= command
referenceE & 1102k,
Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
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Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
Qi6 Desg FWD 19 128.6 P2p

Switch# show spanning-tree active

VLANOOQO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p

Switch# show spanning—tree interface gi5

Port 5 (gi5) of VLANOOO1 is designated forwarding
Port path cost 19, Port priority 128, Port Identifier 128.5.
Designated root has priority 32768, address 0007.7012.2932
Designated bridge has priority 32768, address 0007.7012.2932
Designated port id is 128.5, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
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Number of transmition to forwarding state: 1
BPDU: sent 627, received 7

Switch#

13.5. Self-loop Detection

AHAlOl &M&sh 20l SIS0 LE A8 2Xdt= self-loop 2X JlsS &EFole YEHS
ggetth
13.1.29. Understanding Self-loop Detection
AEXL AAXI0 0l B2t Mot HO0te UWERT 240U ARAXIO HAZE HOIS2 &FEl
SOl et loop It 2e = UL
AQXIOF KPS st MEZ MES W210I THAl 1 ZEZ SS0tgt2 M, 0l 4 S self-loop
Olct 8tCt. ChS 2 & & self-loop 0 2245 A0 CHSH Ol XIOI Ct.
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18 13-4. self-loop &M &&

O A S hub AFOIOI OlE HZ0 28t loop Ol &=MSHCH. STPOF 43 X &
20 hub AFOIQ] loop 2 MIHEZ Al 220 network 2] ECHE S oA =

ZE PA E Soll 8&8 W32 TAl PAZ 4IECH A0 self-loop 2 Al IS0l
AUE, LE PA 0l self-loop 0l A= A= ZAotd EZE PA E ANHIA SIts &HHH

1’ = = Ej [=) (=]
(Administrative disable)2 S0 AAXQ ZE PAS}F HALX &2 U2 UWERKIAE ES56HAH
SCH ZE PAO HZ& HHIZ WEKIAN HEE] | 2 ZMSHCHUIER AWM 2FEH loop 9

HHE JSHUHE STP E ALEStet).

13.1.30. Configuring Self-loop Detection

Ol B20M= ARIXI0 self-loop 24X JIsS £€&8ots YEHE £t

® Enabling Self-loop Detection
® Changing The Service Status of Port

13.1.30.1. Enabling Self-loop Detection

XIC 2 TE E=2 J|s9 430 I} Ct. €= Port 2 range &1 &4
otCt. default = self-loop 2Kl J1s0| HI&A3H S0 QUL

Sot

Self-loop 24Xl Jls2 A
AHUAME 430t Jis
Self-loop 2 Xl JIs0l 435 & = 0| JIsHl 215t port It shutdown AEHJF &1 &&E |imit
time Ol XYt & X&S22 no shutdown AEHZ BFRCE Limit time 2| default 2t2 5 &0/
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SHRZ 0 2H 1440 DK NEE = ULCH 022 &FoIH =522 no shutdown oI &IHAX
port Jt shutdown & Ei2 A=LCL.
b Notice P8800 0l Al = J1=2] SLD 2t= T2 Self-loop 2 Xl 6t DAt 6t ZEDL
% &t vlan 0fl self-loop-detection & & &3t &t 0| =0l & Xl Self-loop 2 Xl Gt
% 3t= EE O self-loop-detection 2 A 3aH0F SLD It SAFCZ 5
&+ St
Self-loop 24Xl JIs2 43 otd™ privileged EXEC 2E0AEH CiS2l &S HEILCH
Command Purpose
Stepl Configure terminal Global configuration E =2 &I 5HCt,
Step2 interface vian-name Slef-loop 2 2 10Xt 6t= EZEJ} &8t vlan
Step3 self-loop-detection ol & vlan 0fl Self-loop 2t Xl J|sS & &3t StCt.
Step4 interface /interface-name Interface configuration 2= 2 & & &Lt
Step5a self-loop-detection Self-loop 2 Xl Jls2 &4 3} StCh. Self loop 0l 2I6lf shutdown
T ™ 5 minutes 0l Xt&2 2 no shutdown StCt
Step5b self-loop-detection Self-loop 2t Xl JlsS &4 3t StCt. Self loop 0l 2/5H shutdown
limit_time <0-1440> ' H 4™ = minutes 20l XH=S2 2 no shutdown &tCH.
Step6 end privileged EXEC 2= 2 HZ St
Step7a show running-config &8 WHE= =2IstC
Step7b show self-loop-detection Self-loop && LHE 2 & QI5HCE
Step7c show loop-detect Self-loop && LHE 2 & QI5HCE
Step8 copy running-config startup- | (8&) & & 2 configuration It 2 0l X & &+Ct
config
ChS2 ZE gil 0fl self-loop 2 Xl IS 2 default limit time 2 & & 43} ot= 282 B0 =
Switch# configure terminal
Switch(config)# interface vianl
Switch(config-if-vlanl)# self-loop-detection
Switch(config-if-vlan1)# interface gil
Switch(config-if-gil)# self-loop-detection
Switch(config-if-gi1)# end
Switch# show self-loop-detection
ifname Id link shutdown set_time remain_time count last-occur
gil set up 5 min 0
gi2 down 0
gi3 down 0
gi4 down 0
gi5 up 0
gi25 down 0
gi26 down 0
Switch#
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13.1.30.2. Changing The Service Status of Port

Self-loop ZAl JIs0 2o MHIA SJts &I & ZEDJL limit time 0 0 22 &Z&E
SE2H =220 MHlA Jils 482 S = UL

LEE MUIA Jis 4HZ 2= ™ privileged EXEC 2E0A2H CiS2 &S HEICH
Command Purpose

Step1l Configure terminal Global configuration 2 =& & 5tC}.

Step2 interface /interface-name Interface configuration 2= & &I & &tC}.

Step3 no shutdown ZEE MHIA Jts &Eig 2tEL

Step4 end privileged EXEC S == HZStC}.

Step5 show port status LEQ MHEZE &I,

13.1.30.3. Disabling Self-loop Detection

Self-loop 2Kl JIs2 ARXC 2 TE HE L= Port 2| range & & AEI0A JIs2 HIZH30t

JtsGtLh.

atel Higdstet Port Jb Self-loop ZXJIs0 2o XA=s22 shutdown & &EH2HH no
shutdown 2& &8 = Self-loop 24Xl JIs2 HI&HF &L

Self-loop 24Xl J|S2 HIEA3S otHA™ privileged EXEC 2EMAMREH G2 UHE S HEICH
Command Purpose

Stepl Configure terminal Global configuration @ =2 &I 5Lt

Step2 interface /interface-name Interface configuration 2= 2 & &tCH.

Step3a no self-loop-detection Self-loop 2 Xl JIs= HIZ4&s StCh Self loop O 2ldH

shutdown &2 5 minutes 20l Xt=&2 2 no shutdown &Lt

Step4 interface vina-name vlan configuration @ =& &8t

Step5a no self-loop-detection Self-loop 2 Xl JI== HI& & &t &t}

Step6 end privileged EXEC 2= 2 HHSHCL

Step7a show running-config H4F E=S gelstth

Step7b show self-loop-detection Self-loop && LHE 2 & QI&HCE

Step8 copy running-config startup- | (&) & & £ configuration I} 2 0l X & &Lt
config

ol
_O'j
rr
g
%
mio
HT
2
¥
[wl

ChS2 ZE gil ifl self-loop 2 X JIsS Hl &4

Switch# configure terminal
Switch(config)# interface vianl
Switch(config-if-vlanl)# self-loop-detection
Switch(config-if-vlan1)# interface gil
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Switch(config-if-gil)# no self-loop-detection
Switch(config-if-gil)# end
Switch# show self-loop-detection

ifname Id link shutdown set_time remain_time count last-occur

gil . up . . . 0
gi2 . down . . . 0
gi3 . down . . . 0
gi4 . down . . . 0
gi5 . up . . . 0
gi25 . down 0
gi26 . down 0
Switch#

13.1.31. Displaying Self-loop Status

EZEO self-loop 24Xl Jls & &EHE =3|otHAH, privileged EXEC 2 & show running-config Lt
show self-loop-detection 2 AIE35tct.

show self-loop-detection 0i A
® ifname : Interface name (Port name)
® [d : self-loop-detection & & (set)
® link : link & &EH (up, down)
® shutdown : SLD 0fl 2|8t shutdown (block)

® set time : SLD 0Ol 2 &t limit time (minutes). 2t2F 0 min Ol 2tX SLD 0l 2/ 6H shutdown & =,
S22 WY Port £ no shutdown &7 & DAl H = shutdown & EHEZ U H & L.

® remain_time : SLD 0fl 2|8t shutdown Al E& 2= S %D DX &2 Al2H(minute:second)
® count: SLD 0l & & shutdown ! ==

® last-occur : OtX 22 2 SLD 0l 2| a shutdown = Al 2}

CtS Ol= Port gi5 0l SLD Jt default time ¢! 5 222 &G U= A2 B0 ECL. Port gi5 = May
29 04:48:39 2006 0l SLD Ofl 2|5 self loop Ol 2 Xl &l shutdown & = 0| &8 UACte HE & =+

UL

o

— A

Switch# show running-config
|

interface gi5
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self-loop-detection

interface vlanl
self-loop-detection

ip address 100.1.1.1/24
|

éwitch#

Switch# show self-loop-detection

ifname Id link shutdown set_time remain_time count last-occur

gil down 0
gi2 up 0
gi3 down 0
gi4 down . . . 0 .
gi5 set up block 5 min . 1 May 29 04:48:39 2007
gi6 down . 0 .
gi7 down 0
gi8 down 0
Switch#
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SELEF & L AZEQON gOdole

= F01|A-|i A AEIOl Flash File System 2 22| 2H0H0ll CHoll Al & Y 8tCt. Flash File System & Al
AH OS Image 2t Configuration Y S M&Eot=E A2 =2 AIZEOH, 2 Al HI0 H&EE
OS Image 2 Configuration File 2 A A&O0| Loading StAHl ECt. Ol EHM= JI2& 2l Flash File
System 220 228 HE WA OS Image 2+ Configuration File Management Ol 2 28 H&E N
Y RE DE JF0 28 FHENH S S22 EHEH.

= 2 =S0A 2HE Dlse A2 AL 2dh HEE = A

—

14.1. Flash I} A|AE

2
02
1o
40

ol Flash I} AlAE

o

Premier 8824XG A®IXl= OS image It H& & &F HAFHO
P=SHCH O] #OlA 2 ME2 Flash IHY AIAE0 CHoll & Y stL.

Flash It AIAEZ2 OS image It ZHIC &Es MY=Z MESH| o AHSSHCH 2t THY
Flash HI2cl2l FE0M JIEE D, HEE I £= rename EE0HZE MEOIEE €8 = U
st ASX2 QTPAE et 0l10] Flash File System 0l M&E File & erase HEHEZ

RUCH & XHL HBE M0 OIS 28 M AHZ2E OS image = &3 WYX =250 &

1 = 1o

I

[

>
|-
0T
E—I
o
]
[ull]

£ flet V2 880i= s &L

HHO &9 Qc

show flash: °® Flash File 2| AEHE E =L}, Privileged

show config—list °fFlash HIZcl0 HEE && &8 Lt | Privileged
2 B0 ECH
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solution

____S_witch

erase ffilename

®Flash BIZ22I01 MN&= &3

= AfHletth

M
=

X
o

i

1t

ol
=

Privileged

rename flash filename change

°®* Flash File 2 0|2

Privileged

O

22 show flash: @& HE AI&HS
Flash File System o Z 20l CHol Al

tAS M LHEtL s 2522 WAIE LIEHHTH Premier 8824XG

AR X = o 0180 e AOI=, D2l 8XB) & O3 7
8 DE(«)0f CHSt HEQ &M 1 0o 82 HAIStC

Switch# show flash:

———————— filename type/info———————— CN -length-

swcfg text file — 1681

abc.cfg text file B* 2213

p8xg.r141g 1.4.1g B* 10850005

p8xg.r141h 1.4.1h — 10847225

10076 Kbytes available (22692 Kbytes, 70 % used)
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14.2.

Image/Configuration/BSP Down/Up Load

Premier 8824XG A Xl= 2gdtHA E L8t OS Image, Configuration File 2 Bootloader 0l CH3H
N FTP £= TFTP £ 0IZ2diM Down E£= Up Load & == ULt Ol= MZ22 O =2 Flash W0l
HESIAHAL, HEC=z MEBE =& U1, 24 228 Backup € FTP/TFTP Server 0ff & = UL},

L8t MZ2 BSP file & download 6t BEE == ULt 0l M= HHEA FTP/TFTP E Soll A
It = Down/Up Load ot= Al A ESHCH Ot Ol A J1= 8t running—config & startup—config 0l CH
st 82 “Configuration File 2t2|"ct= &0l 8ol = ALt

[o2]

b Warning

2

HADYOIEE Image & HEHS AAE DEN HAEN T2t &

O||
M
1]}

ot2=x FAS XAl AtetE M=D]| bttt

D Warning

Ol

FTP/TFTP 2 Sai X g

= configuration 2 &M AIAE 2| configuration
FOIZ HL HHELCH & ST AlAE 9l configuration O] &3] S0 X
1 22 E &&= configuration @2 2t& 5| HIR K= Z=C.

14.1.1. FTP E ¢t

et Down/Up Load

Otci= FTP E 0|8t I Down/Up Load 20l CHS HE MO CHol M E2 8ol =QUCE.
H 14-2. FTP € &8t Down/Up Load H& O

=E] g9 ==

copy ftp flash ®* TP Server 0l /= OS Image File 2 Flash 0l Privileged
N &St

copy flash ftp °® Flash Ol /= OS Image File 2 FTP Server Ol
XN & SHCE

copy ftp config—file ® TP Server 0l /= Configuration File 2 Flash Privileged
ol 4 &stCt.

copy ftp running—config ®* TP Server 0l A= Configuration File 2 & Privileged
°| running—-config & & & A|2!ILC}.

copy running-config ftp * System A &2 &M running—config 2 Privileged
FTP Server Ol X & StLCk.

copy ftp bootloader ° TP Server 0l /= BSP File £ Flash 0l 4& Privileged
StCY.
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OtcH= FTP E OlS¢et It Uiz &

Switch# copy ftp flash

IP address of remote host ? 192.168.0.1
User ID ? Ins

Password ?

Source file name ? p8xg.ro89
Destination file name ? p8xg.r089

FTP::192.168.0.1//p8xg.r089 ——>image file[p8xg.r089]

Proceed [yes/nol? yes
(A2f)

Switch# copy ftp bootloader

IP address of remote host ? 192.168.0.1
User ID ? Ins

Password ?

Source file name ? p8xg.bsp
Bootloader key (Oxaabb) ? 0x88001 1

FTP::192.168.0.1//p8xg.bsp ——> bootloader

Continue [yes/nol? yes
(A2f)

D Warning  Bootloader HEAI2| key 22 E&2 Rloll ArEO0 &2l £ UL SHCE
14.1.2. TFTP & S8t Down/Up Load
Olehe= TFTP S 0|26t Y CH2 20l CHE HE O ol M 22 Bl =AUl

¥ 14-3. TFTP & S8t Down/Up Load &N
=E] g9 ==
copy tftp flash * TFTP Server 0l /= OS Image File 2 Flash Privileged

Ol X &2tk

copy flash tftp

® Flash 0l = OS Image File 2 TFTP Server

Ol X & StCh.

copy tftp config—file

*TFTP Server Of
Flash Ol M &FSHCt.

A= Configuration File =

Privileged

copy tftp running—config

® TFTP Server 0l A= Configuration File 2 &
M2l running—config & & & AI21C}.

Privileged
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copy running—config tftp ® System M 2= 2! &M running—config 2 Privileged
TFTP Server 01| N & st
copy tftp bootloader °* TFTP Server 0 /A= BSP File 2 Flash 0l M&  Privileged
SHC},
Otel= TFTP MH 0l File 2 Up load ot= 2 &0l LIS OIE 20 =0,
Switch# copy flash tftp
I[P address of remote host ? 192.168.0.1
filename to write on tftp host? p8xg.r090
TFTP send: —=> 192.168.0.1// p8xg.r090
Proceed [yes/nol? yes
(A2f)
Switch# copy tftp bootloader
I[P address of remote host ? 192.168.0.1
Source file name ? p8x.bsp
Bootloader key (Oxaabb) ? 0x880011
TFTP::192.168.0.1//p8x.bsp ——> bootloader
Proceed [yes/nol? yes
(A2f)
. . . -
14.3. Configuration File ¢l
Bt A2 AAE 2AXIF Premier 8824XG AKX E 2ol AN A& CHst HHet0lIEH S &
8t0ICt. Premier 8824XG ARAXIWAM AFE0t= Configuration Ol= startup—config 2 running-
config It QUCt. Flash HIZ22IH HEZNH A2/AX =I| s A 2Y &= Configuration 2 startup-—
config 2t otH, DRAM UWUHM =ote SE&EE = running—config 2t 8tCt. IIA=
Configuration File Management 0l 228t M&, &H L 22t YUEHES & Y60
I 14-4. Configuration Management & & O
HEO &9 Qoc
show startup—config °Flash HIZ2I0l M&E Booting configuration Privileged
o & A8 AEBE B0 =L,
show running—config s 28 48 BEE B ELH. Privileged
copy running—config startup— © &M AAEO M 2850 Running Privileged
config configuration It 2 startup It 2 M & StHCE.
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erase startup—config o AN &S startup configuration L2 XI& Privileged
Ct.

14.1.3. Configuration file 2| M &

ANAE 2L 88 848 HE0H M22 832 DRAM Ol MEECH DRAM Ol B E &8 &
2= AMAY HEE Al RANEX 2=l Oetd 48 22 AAE W 28 AMUE HES |XIGH)]
oz &8 B2 Y= Flash HIZ2el0l M&EoHOF &Lt CtE2& &Sl running configuration £
E0HF= BSOS Sl running—-config € startup—config 8 M&ote FENU CHet WE £
=Ct

P8800+# show running—config
|
hostname P8800
!
interface gil
ip address 192.168.51.1 255.255.255.0
Lo<ES
SWITCH#
SWITCH# copy running—config startup—config
Overwrite 'system.cfg'? [yes/no] y
SWITCH# show startup—config
!
hostname P8800
|
interface gil
no switchport
ip address 192.168.51.1 255.255.255.0
Lo<ES
SWITCH#

14.1.4. Configuration file 2 &Kl

Premier 8824XG AR X= AIAE THAIS Al flash 2210 H &

I
SstCh ot M MEE O U= Configuration file 2 A MG CHE MY E AIAEES M ot DXt
SO OhS MM E0HF= 2d M8 startup—config 2 X1 UOE 2z 48 &= | fFE5H =
Ct.
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SWITCH# erase flash Systern!.cfg
Warning: System1.cfg is booting config file
Do you want to erase it [yes/no]?y
SWITCH# boot config SystemZ2.cfg
SWITCH# reload

14.4. Boot Mode && L AlAE THAI=

H A & 28OS Image 2 Configuration File 0l THol Al CIS 2E
o2 &8s 4= QUCH OlZ2H &&= OS Image 2 Configuration File 2 AIAEIS TH AlS Al &
&t F=oI0F ZRo6tCE Ofeiol M= OS Image 2F Configuration File Ol CHoH A (HE A Ch

FPE 22 4806t N2 AAE TH AlS 20l CHoh A 2ol = AL

I 14-5. Boot Mode &3 L A|IAE T AlS EEN

= 43 L

Boot flash filename °[t8 FEA BEE OS Image E & &Y. Privileged

Boot config filename ° IS 2Y Al &2 Configuration File 2 & Privileged
SHCH

Reload *ANAEIES M AlS AIZICH Privileged

14.1.5. Boot Mode &3

Premier 8824XG A2 X0l OS Image 2 Configuration File il CHaH A CHS Boot Mode € &
22 =20t 2Rt boot flash HHAHE AdE 0= Premier 8824XG A<
HM AHEBE = A= OS Image File Ol CHHA 2 HEGHES ol OF Gt0H, & boot config BEHE Al
it [H0ll= Premier 8824XG ARIXINM AtEE = Q= Configuration File 0l CHoHA G HZ56tSE
|

Z olioF S CE del2 &M Flash File System 0l U= File Ol CHoll A Bt HEZ6tE= 5 St OF StCh.

10 0
o

b

Switch#

Switch# boot flash p8xg.r090
Switch#

Switch# boot config /ns.cfg
Switch#
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14.1.6. AAE THAIS

-

ot

A2 THAISZ Permier 8824XG ARIXISl 83 On/Off L= 2E40AM BHUHZ & 5= ULk

Warning  AIAEIO THAIS &0l= BFEAl &XHS Configuration 2 Flash HIZ22I0f
NEIIEZE 0.

Warning  AIAE0| Flash File System 0l T2 2 M&EGLD UAS = AMAEZ 2H
MO Z MMAIS AIAANE 2 EICH.

SWITCH# reload
WARNING !!!
You must save current configuration or you will lose it..

"continue to reboot [yes/nol? yes
SWITCH#
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IP ACCOUNT & SNOOP DEVICE

Mt

&0l A= Premier 8824XG AL XU A 2l IP ACCOUNT Jl =1t SNOOP DEVICE Ol CHotd &2 st

[w

15.1 IP ACCOUNT i &

IP ACCOUNT Jls2 & & S/W QI NTOP = Soll IPE &5 E2E CONSOLE 1t WE
g = = JIs0IC &0t 0k 6t= DEVICE € SNOOP DEVICE 2 11&3} ot AtEE

W
- Mo

15.2 IP ACCOUNT ¥ & 0f

IP ACCONT = CONSOLE 2t WEB S Sofl &2/ = J20 WEB 2] 2 %= NTOP INSTALL 1+ &

0| 2 RolCh.
15.2.1 Show ip account @& (4

CONSOLE &0l A IPACCONT £ &215t7| fdll Show ip account IFNAME ZE & E AIE &L,
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H 15.1 Show ip account H&E

%2 0f &4 ==

_ IFNAME 0Ol= gil,vlanl,snoop &9 .

Show ip account IFNAME _ privileged
DEVICE E AtEE == UL}
I 15.2 Show ip account &3
Ins ntop v.0.1 [p8k] listening on ethO

210 Pkts/27.9 Kb [IP 21.4 Kb/Other 6.5 Kb] Thpt: 0.0 Kbps/0.0 Kbps
Host Act  -Rcvd- Sent TCP UDP ICMP
192.168.0.197 B 9.9 Kb 11.5 Kb 727 9.0 Kb 212
192.168.0.51 B 9.6 Kb 9.8 Kb 0 9.4 Kb 212
192.168.0.1 B 1.9 Kb 727 1.9 Kb 0 0
00:07:70:42:00:00 S 0 3.9 Kb 0 0 0
00:07:70:80:01:1B S 0 414 0 0 0
00:50:DA:92:A8:0EF S 0 98 0 0 0

T 15.3 Show ip account &8 = AN

g' - quit ntop

'r' - reset statistics

'n' - toggle address format (num <-> sym <-> MAC <-> Nw Board Manufact.)
'p' - toggle traffic values (bytes <-> % <-> thpt)

'l' - toggle hosts display (local subnet <-> all)

'd' - toggle idle (idle <-> send/receive)

't' - toggle sort (sent <-> received)

'y' - toggle columns sort

'h' - show this help

' ' - toggle protocol

15.2.2 NTOP &X| ¥ &l &

IP ACCOUNT € WEB &0l &elotd| fIoi& 2 AFE Al ntop.conf 22 & = service & &l &0t
OF StCt.

b Notice NTOPJls2 |2t S Eci® 2LIHE = NS0t

2FA N = 2= OOIEH= =JIst=lCh
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15.2.2.1 ntop.conf C+SEHD|

rr

copy tftp config—file &= copy ftp config—file Y HE Sdll ntop.conf W2 LIS 2=Ch

(14 XS4 AN Al J\.l_LET_”O-I O-IJ_'CL”O'C XI-I)

o =20 X 4 ——

H 15-1copy EE O]

Switch# copy tftp config-file
IP address of remote host ? 192.168.0.1
Source configuration file name ? ntop.conf

Destination configuration file name ? ntop.conf

15.2.2.2 SERVICE KEY S8

M Z2E SERVICE KEY £ license 380 & 01 E5t0{ S=0t040F &tCt (license command & =)

H 15.5 show license & & 0

Switch # sh license

Software is licensed for the following features.

RIP is enabled
OSPF is enabled
BGP is enabled
PIM-SM is enabled
IPACC is enabled

Switch #

15.2.2.3 NTOP &l &

Service ntop IFNAME Z 3 E ALE38t0 ntop service & A& &t Service &3 & FEERME
SO AIAE0 56t 85 F2E &0elstCh 18 15-1 2 ntop 2 HI 2! 3+HOICH
H 156 ntop &M/ BEN
a0 &9 2c
Ntop service Al = & 0.
Service ntop IFNAME IFNAME Ol= gil,vlanl,snoopl S2 | Config
DEVICE E AIS & %= QUL
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) Local network 2| range € &St Ntop i
Service ntop IFNAME local A.B.C.D/M ) Config
service Al & HE 0]
No service ntop Ntop service S X| S . Config

18 15-1. ntop HICI3HH

<} Welcome to ntop! - Microsoft Internet Explorer
OreEy  BEE) =220 SHEINA) XD TSEH :,'

Q- © ] B & POzu sezrzn @uon & - o

(00 [ @] http /192, 168.0,197/

Welcome to ntop: About | Summary | IP Summary | All Protocels | LocallP | FC | SCSI | Admin | (C) 1998-2004 - L. Deri
About: What's ntop? | Configuration | Credits | Man Page | @ | 'F

Welcome to ntop!

ntop shows the current netwark usage. tdisplays a list of hosts that are currently using the netwark and reparts infarmation concerning the 1P
(Internet Protocol) and Fibre Channel {FC) traffic generated by each host The traffic is sorted according to host and protocol. Protocols {user
configurable) include:

TCRUDPACMP
(FisRP
IF
oL
Decnet
AppleTalk
Methios
TCRIUDP

o FTR
o HTTR
o DONE
o
[l

Telnet
CMTRIP P AP

€ © e

15.2.2.4 PROTOCOL LIST 2t=7|

PROTOCOL LIST JI 52 NTOP A0l A AFEXIJF 2125t DX oF= protocol 2 M A /AHH &= U
ol &Ct. ntop protocol-list PROTO_ID_LIST 0l 2|6 protocol list £ <1 &5t A< NTOP MUl A Al &t
= B EC
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H 15.7 protocol list & O

o0 o9 2=
) Ntop Ol Al AtEE == U= protocol list E £ o
show ntop protocol-list privileged
=== BEO.
show ntop protocol-list ZEHE & X5t
ntop protocol-list PROTO_ID_LIST 0 AFEXIDF 2t2 5t DXt 6H= protocol =2 | Config
I Eigt= BEO.
) AZXI Qe E protocol S Al ot =
No ntop protocol-list PROTO_ID_LIST 12404
MZ & protocol list £ 445t SE O]
ntop protocol-list create PROTO_NAME M4 = show ntop protocol-list @& O Config
ol Bty &)
ntop protocol-list delete PROTO_NAME | &4 &5t protocol list £ A HI5t= Y& O Config

¥ 15.8 protocol list 24 0l

Switch (config)# ntop protocol-list create ubiquoss
Switch (config) fexit
Switch # show ntop protocol-list
1.FTP=ftp| ftp-data
.HTTP=http|www|https|3128
.DNS=name | domain
.Telnet=telnet|login
.NBios-IP=netbios-ns|netbios-dgm|netbios-ssn
.Mail=pop-2|pop-3|pop3|kpop|smtp|imap|imap2
.DHCP-BOOTP=67-68
. SNMP=snmp | snmp-trap
9.NNTP=nntp
10.NFS=mount |pcnfs|bwnfs|nfsd|nfsd-status
11.X11=6000-6010
12.SSH=22
13.Gnutella=6346|634716348
14 .Kazaa=1214
15.WinMX=6699]7730
16.eDonkey=4661-4665
17.Messenger=1863|5000|500115190-5193
18.ubiquoss=4000-400115000
Switch #con t
Switch (config)# ntop protocol-list 1-5,19

O J o U W N

Switch (config)# service ntop snoopl local 192.168.0.0/24

344
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718} 15-2. protocol list & & Al protocol &=

ofEy BEEY 20 SHFINL I ESH)

Q- © ¥ B @& PLzu Jesrzn @uun @ -z b, §

Z 2400 2] hitpi//192, 1660172/ v B0

04

A
A

Welcome to mtop: About | Summary | IP Summary | All Protocols | LocallP | FC | SCSI | Admin | (C) 1998-2004 - L. Deri

Multicast | Domain | Distribution | Local » Local | Local » R te | R te » Local | R te » R it

Network Traffic [TCP/IP]: All Hosts - Data Sent+Received

Hosts: [All] [ Local Only ] [ Remote Only] Data: [All] [ Sent Only] [ Recei

Host Domain Da‘[aE FTP HTTP |DNS Telnet NBios-IP |ugigoss Other IP
10.1.22.92 134KB 481%| 0134KB O a a a a
192.168.0.172 OF 13.4KB 481 % 0134kKB 1] 1] 1] 1] 1]
192.168.0.54 5400 18% 0 ol 0 1] 1] 1] 540
224.2.164.39 180 0.6 % 1] 1] 1] 1] 1] 1] 180
224.2.164.177 180 06% O ol 0 1] 1] 1] 180
224.2.241.6 180 06% O ol o a a a 180

Note: These counters do not inciude broadcasts ahd will not equal the Global Protocol Distribution'

NOTE:

» Click here for more infarmation about host and domain sorting.

15.3 SNOOP DEVICE

IP ACCOUNT J| 52 Soll S8 &2 Ch==2| device £ 2t& ot A & [ SNOOP DEVICE € AtE&t

Ct.
H 15.9 SNOOP DEVICE Z&0f
=gy 23 2c
Snoop device & HH .
Soop device <1-100> Soop device id 1 2 device name ‘snoop1’ | Config
= A=
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No snoop device <1-100>

Snoop device A Kl E & (1. Config
Snoop device 0l interface & FJIot= &
Soop device <1-100> add IFNAME & 0.IFNAME 0l = gil,vlanl S0l ALEJ}s | Config
ot Ct.
, Snoop device Ul Al interface & AtH|l ote= i
Soop device <1-100> delete IFNAME Config

30
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16

CPU-FILTER & IP-OPTION

16.1. CPU Filtering

= Premier 8824XG ARXNA= 22X AMZE SHL2= EHZOILE ARXIS CPU E 00610 X
Y= EciEol et 2HE JIsS MBEEULL Ol IP =4, BE2EZ, ZE 2 MEX £F0I
Jtsotl, 32 HEHE 0180t 2HE €838 € = AsL

mals 2 esh| foides HAH A6 Rule 0l &3 & 0 0F 8tCh. CPU-Filtering Rule 2 =2
src/dest IP, UDP/TCP Port S0l 2l CH2otH BHEE == ULt CPU-Filtering Rule € & &3atJ| 9 oH
M & Global mode 0l M Ct22 HEHE >~ SHLY.

22 0f EE

cpu-filter rule NAME ip { srcIP | srcIP/M |any} =
{ dstIP | dstIP/M | any } match { permit | deny }

IP ZZ2E S0 LSt CPU-filter
® source address 2 destination address

£ JIBt2 2 CPU-filter £ &*%
m ZREE=E W3 E match SEHE Solf o
g8 AoIE 238
cpu-filter rule NAME tcp { srclIP | srclP/M | B TCP EZZEZ20| s CPU-filter

any } { dstIP | dstIP/M | any } { srcPort | any }

) ® source/destination address 2 source/
{ dstPort | any } match { permit | deny }

destination port HS Ol 2 & CPU-filter
Cl= IH2! = match BENHE Solf o
eIIE 24

O ZES0l st CPU-filter

® source/destination address 2t source/

[ |
00 HI
L

24

A
cpu-filter rule NAME udp { srcIP | srclP/M | | s
any } { dstIP | dstIP/M | any } { srcPort | any }

C
<
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{ dstPort | any } match { permit | deny }

destination port 20l 28t CPU—filter

" =FEH= H2E match BE0HE Soll o

2| 2 CPU-filter rule = ol XIGtD| <I6oH M= configure mode I A CtE22l HE N

A E

i

Ct.

30

MO
=2 o

no cpu-filter rule NAME

= NAME : && & CPU-filter 2| OIS

16.1.2. CPU-FILTER Group &3

CPU-Filter £ AIAE

HZ5t)| ?ol M= CPU-Filter rule & CPU-Filter group 0f

Jtot04OF StCh.

n

Premier 8824XG A < X 0ll= Input group 1t Output group 2| & &2 group 2 £ & & &= UL Input
group 2 AAE THIZ EHL= EHE 0 CHE filter group Ol (H, forward group 2 A X2l CPU £
Sofl 2tRE &= EHE U CHSt filter group Ol Ct. CPU-Filter group Hl= 014 il rule O HEE =
USH, group Ul FItE = =AUZ rule 0l MEZSZ, rule HE =AIF ELSEHCH L8, & S]R9
CPU-Filter group 0 XI& &0, 8 2& =M= show cpu-filter group 2 Sall 218 %= UCH
16.1.2.1. INPUT Group & &/l Xl
Input CPU-Filtering Group & & &736tJ| ?/ol M= Global mode Ol Al Ct22 ZEHE =& stlt
FAHE &9
cpu-filter group input add NAME B NAME : =D& rule © 012
cpu-filter group input add NAMEL { above | = Group 0l 010 &'/l rule D+ AHCHE QI 2|
below } NAME2 X0l 22 rule &+l
= NAMET : S0 M2 & & rule 2 0IS
= NAME2 : 0|0l Group Ofl &% U=
rule 0| S
® above : NAME2 2| /0l NAME1 & &
= pbelow : NAME2 2| OFcH Ol NAME1T &
Input CPU-Filtering Group 0l Al rule 2 4 MIGHD| ?loil A= Global mode Ol Al CtES 2 HENHE =i st
Ch.
a0 &4

cpu-filter group input delete NAME

® NAME : Group S22 H AHIE rule 2 Ol

=

[s=]
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cpu-filter group input delete all ® Group 0| =8t 2 rule &HA

- =

16.1.2.2. FORWARD Group & &/oll Al

Forward CPU-Filtering Group & & Z0lJ| 2ol M= Global mode Il M CtS2] HHE N

i

02
o
o

A
e

D:‘Eo;‘o'l MOq

=2 o

cpu-filter group forward add NAME

NAME : forward group Ol It rule &
01&
cpu-filter group forward add NAMEL { above | m Group 0fl 0|0 &2 Sl rule Bt AHE QI
below } NAMEZ X0l M22 rule &
= NAMET1 : S0 MZ &2 & rule 2 01T
= NAMEZ2 : 010] Group 0l 42 &0 A=
rule 01 &
® above : NAME2 2| /0l NAME1 & &
® below : NAME2 2| Ot il NAMET & &

16.1.2.3. CPU-FILTER service & &4 3}

CPU-Filtering Group 2 & &8t Ct3, AI2E 0 0l RULE S22 X &0dlJ| f6H A= Global mode 0l A

LtE2 S8 E =& atlt.

=R=10 &%
service cpu-filter ® CPU-FILTER & &4 3t
no service cpu-filter m CPU-FILTER 9| H|& M3t

16.1.3. CPU-FILTER & &3 0f

ths

fo

APXNE SH2E 2= TELNET = ol 8otk == £ &Fot= 0l0ICh.

Switch# configure terminal

Switch (config)# cpu-filter rule telnet tcp any any any 23 match deny
Switch (config)# cpu-filter group input add telnet

Switch (config)# service cpu-filter

US2 A%IX CPUCtRE S 0|E6t= FTP EiE =S ol E6tAl == ot= £3 0l 0ILCH

Switch# configure terminal

Switch (config)# cpu-filter rule ftp tcp any any any 20 match deny
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Switch (config)# cpu-filter rule ftp-data tcp any any any 21 match deny
Switch (config)# cpu-filter group forward add ftp
Switch(config)# service cpu-filter

ths

fo

ALIXI0 € # = CPU-FILTER group 2| £35S LHEHHC.

Switch# show cpu-filter group

INPUT GROUP-LIST

total 2group-list found

282 A9IX0 &3 E CPU-FILTER rule & 3|S5 LIEHHCY.

Switch# show cpu-filter

CPU-FILTER PROTO SRC-IP DST-IP SPORT DPORT ACTION
telnet tcp any any any 23 deny
ftp tcp any any any 21 deny
ftp-data tcp any any any 20 deny

16.2. IPOPTOIN i &

IP OPTION J|s2 linux kernel i Al K Z3dt= /proc/sys/net/ipv4 OFelel parameter & & Attack
J

X2t 23 &l parameter SE2 E &/ Ml Jts ot S 6t F== JIs0IC
16.3. IP OPTOIN & & (O

IPOPTION EE 2% & & Jt=8 parameter =2 Lt 2L
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H 18.1IP OPTION Z 3O

,/”/

AN 49 2c

ip option secure_redirect INTERFACE | C|ZE HOIERO 220 A= HOIES

(default|disable|enable) Ol0IH ICMP 2ICIOIZE DIAIXIE ®HZ, | config
XIEH. Default) enable

ip option send_redirects INTERFACE | 2tR2H JIs22 S&Al U2 SAER | config

(default|disable|enable) ICMP 2ICHol2E  ®Z RtEt,  Default)
enable

ip option icmp_port_unreach | lcmp  port unreachable o2, Xt | config

INTERFACE (default|disable|enable) Default) disable

ip option icmp_host_unreach | Icmp  host unreachable a1 &, XtE | config

INTERFACE (default|disable[enable) Default) disable

ip option icmp_net_unreach INTERFACE | cmp  net unreachable &l &, XtCth | config

(default|disable|enable) Default) disable

ip option icmp_prot_unreach | lcmp  prot  unreachable & &, XtE | config

INTERFACE (default|disable|enable) Default) disable

ip option tcp_max_syn_backlog VALUE | Tcp syn backlog queue 2 ZICHXl & & | config
Default) 1024

ip option ip_default_ttl VALUE Default TTL 3J| & A Default) 64 config

ip option ipfrag_time VALUE SciOdHolE & IP HOIEHE MiZ2el0ll | config
20 JAs A2t 83 Default) 30

ip option tcp_syn_retries VALUE 24 TP HZWAM MESS fd XA St | config
AZ2HeEE Xt F0l =J12F SYN IH2 S
2 Default) 5

ip option tcp_retries1 VALUE 9|e.'¢a1% tcp session O CHEt XH& S | config
2l 8% Default) 3

ip option tcp_retries2 VALUE E=CA™ HES &2 Default)l1d config

ip option tcp_keepalive_time VALUE keepalive It EM3IEIUS Al keepalive | config
time &% Default) 7200

ip option tcp_fin_timeout VALUE FIN-WAIT-2 AfEHQl A3 2 X A2t &3 | config
Default) 60

ip option tcp_max_tw_buckets VALUE timewait 43219 4 &3X Default) 18700 | config

ip option tcp_keepalive_probes VALUE HA0l BOHRBCLD o2 MK 24 Al | config
2! keepal ive probe HIAI Xl Default) 9

ip option tcp_syncookies | syn flood attack 20HE <9It && | config

(default|disable|enable) Default) enable

ip option tcp_send_reset | Tcp send reset Sl  &F, ol Al | config

(default|disable|enable) Default) enable

(no) ip option icmp-ttl-exceed-send TTL Exceed ICMP M & B1E, XHH config
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VRRP

(Virtual Router Redundancy Protocol)

Virtual Router Redundancy Protocol (VRRP)= LAN OlAl Ol2f Jiel 82 22 & H3otJ| |l o
StREHI SLE A IP F=AE JINEE 3 80ct], 11 & & 2RHE D etRHE 8&dle 2
EZ0ICH VRRP 2t REH= LAN O HZE CHE 2tRE2 S4GHIIRI0H VRRP ZZ2EZ2S AFZ &L
VRRP && WA, & 2tREIL OtAH JHa 2B E 85 H LAl 2tREHE2 0tAH JHA 2t2H

S Z0HOIl CHHIGH backup 22 S &tCH.

17.1. Information About VRRP

17.1.1. VRRP Operation

LAN Sct0IHEIt EF SHE X0l CHE! first hop 2t RHE HEict= 2E 2 K JHXIJF ULCH 220l
= 2 =

= —
SHEXU EY 2= MEE = UL SH2Z SIRHE g e s &

—/

HXE 2| 2o Address Resolution Protocol (ARP)
ol M ARP request 0il S EFStCt.
| D2 E 29 HHI0IE EEE 0I80HA At

Proxy ARP — 2cI0|HE = XtalQ

E AIEot, 2t REH= KA

® Routing protocol — 2¢2+0|H E = dynamic 2t &
Ao 2tRE HIoI22 *5EHLh

® |IRDP (ICMP Router Discovery Protocol) client — 2¢ct0I/2 E= Internet Control Message
Protocol (ICMP) router discover 2ct0|HEE &/ HSHCH.

om  on

0Il

-

LAN Sct0IHEN et 28 I2E= SH0 Uet FE0 S8 Z2E=22 HHO0ICH Let 22H
Of ZFoHJt M= M, CHE ShPHZS 22Xt =HE == UL

nx

sHd TZEZH Oist Oiot2 S20lHEU default 2t REHE HEECS = A&80l= A0ICH O] 22 2
CIOIHES A& I =&0| 2-&totCh 2Lt default gateway Off ZH0H Ot 224 54 N 22l0|HE=
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22 HE/KIAS 10| & &
VRRPE= HX &4X SHE HZE 4 QUCH VRRP = 2tRE2 OE0| otLiS Jtat 2lREE & 46t
T = SICH LAN 2210/ HE = It 4 2R B E X412l default gateway 2 & & &HCE 2tREHS OS2
8ots Ji4 2t2E S VRRP 150/2t) E8ol)| & 8t
O 12 VRRPII &3 E LAN § A S LIEFHCE 0] 01II1I01|H ar B A B2l CIl JA 2tREE
T 40ol= VRRP 2t RE (VRRP £ Al8igl= 22 H)0ICH SHREO IP =A= 2IREH A IP F
4 (10.0.0.1) 0 SLotH EH sl

E Router A Router B Router C l

] virtual router Virtual router Virtual router |

! master backup backup v Virtual

i ! router group

: ~@ ‘% ~@ i IP address = 10.0.0.1

é 10.0.0.1 4 10.0.0.2 10.0.0.3 } i

[-]I'_ [-]I, [-]l.-
——— — 2 y——— o
Client 1 Client 2 Client 3 %
_1& 17-1 Basic VRRP Topology

Jtal BIREI 2HRE AQ SelX =AE AIZ6HD| 20, 2tSE AJF OFAH JHA 2HREH 9 A&
£ S50 IP address owner 2t S 20 2tRE A= OFAH JHA 2IREHZM JHY 2tRES IP =4
E Moot 0l IP =42 MEE IH2 2 ZR Y= @Y Etlt. Client 1 2H 3 2 default gateway 2| IP
F=A210.00.12 AHEC}.
CISE B2 CE 8 DA 2IREZ SESHCE O OFAH Jtal 2tRE Z0HD 2HAM5HH, =2 2
& =22 I8 etRED OFAH D 2tREJF D0 LAN SAESHIAH A= MHIAE HSStCh 2t
PHAJE2REH, CHAl OFAE Jtal 2HE D =ICH
8 2=2lREH A2 B EEES 2R0lES VRRP E A &EH 0E B0 =0 2HREH AL A
20 CHsh e DA 2t REHZ S &Y.
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Router A Router B
Master for virtual router 1 Backup for virtual router 1
Backup for virtual router 2 Master for virtual router 2
10.0.01 10.0.0.2
() i - =)
— —i" — _f 2
Client 1 Client 2 Client 3 Client 4
Default gateway = Default gateway = Default gateway = Default gateway =
10.0.01 10.0.0.1 10.0.0.2 10.0.0.2

& 17-2 Load Sharing and Redundancy VRRP Topology

Ol EAUA & 12 Jtat et Bt SFECH Ot 2tRE 10A b8 ADJHIP =2 10.0.0.1 2 F
OIOI At DtAH Jtat etREOIMH, 2tREH B= et E A0 CHSH B8 DA 2t REOICH Se2t0IHE 1 1t
2 = default gateway 2| IP =4 10.0.0.1 S AFES&tLY.

OIXt OtAHE Jta) 2tREOIH, etSEH A=

Ota 2t2H 20 M 2t E BIHIP =2 10.0.0.2 2 =0l
E 3 1 4 = default gateway 2| IP =42 10.0.0.2 E

SH BOI CHet S Jtal 2B OITH Sct0lA
AtZetlh.

17.1.2. VRRP Benefits

Redundancy
VRRP = default gateway ctSEHZ 0] e ASREHE MEE = JAA &L 0lR2 WERKAIS ©

& X8 HoHol thet AgsS LHE=C0

Load Sharing
LAN SCl0IHEZRHS EHEOl K ctRHUNHNZ 24E TS VRRP E €& &= UL 0l
SOZM EcHE et 2E2 0] chREHSUHAH S&AZE = UL

Multiple Virtual Routers
VRRP = X[ 255042 Jt& ctRH (VRRP 11&)2 A RStCH C=2| Jt& ctREHE NS 22Z M
LAN 24 0l Al redundancy 2 load sharing 2| X| & 0| Jts3&tCh.

Preemption
VRRP 2| redundancy scheme & =2 & =212 RHI AIE Jtsotl ZAS [, WS IJtak et
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PHE UAloHA OFAHE Oty 2t2BIHE = XS 618

o

Ct.

Advertisement Protocol
VRRP = &&2| Internet Assigned Numbers Authority (IANA) =& HEIIHAE =2 (224.0.0.18)E
VRRP advertisement 0l AFZ&HCH IANA= VRRPUHIH IP EZ2E2 HS 112 E & 26t

Im

VRRP Object Tracking
VRRP object tracking 21 HI0lA E£= IP route 2| &EH0 Wiet VRRP R4& &< HBWMNM, = H
O] VRRP 2t E{Jt OtAE Jta 2t REHIE 4 UASE S K& ST

17.1.3. Multiple Virtual Rouer Support

ctE2 2l AEHHOIAN =ICH 255 42| Jtat etREHE &8 = UL 2AR2EI NFAE = U=
M Ot etRES s USS 2010l &S 2=C0h:

J

® CIRHEHS ZZANA SH
e CIREH2NZ S
® CIRHS AHHOIAI MSE = A= 2 U MAC =4 D=

17.1.4. VRRP Router Priority and Preemption

VRRP 0|23t JISUAM SR8 4= VRRP ctRE & =20ICH OtAE O SHREO ZO00H &

MAYUS [, R =AZ2M VRRP 4RE2 A= 2 FEHC

OHOf VRRP ctE It Jtat etRES IP =28 XHalo =2l AIHHO0IAS IP =242 JHAIL JACHH, O

Tot 24 == 0tAH IOt 2B 00 2SS I, B Jte etREZ SHS 2 VRRP &
SH S0IAM OtAE Jte etREIE &Fct= JIE0] &L vrrp priority 28 S AFE0H Al B DA et
SHO R =AE 1~264 HAZ 8 == ULt

HE S0, LAN Ol OtAE Dtat 2tREQ 2t<E A ZOHDt SMIACIH, 8= T2 A= 8Y Dt
A CPHBACSUHAM OIAEHE dEci0F &0 A4REH B CO & &=2(0F 2121101 2t 100 22
AFCN JUCH, 2IREH B2 26 =RAJI 0 =222 2I2H B It OFAH Jrat 2t2EJF S0 0FeF
ctRE B2 CO 4 &It £201 10022 SHIUCH, =2 IP FLE I8 W JHat 2t 2*H
Ot OtAH D4 et2EZ &F S

=2 28 =219 ¢ Ot et REIF OtAH JtA etRE It E = U S = preemptive scheme Jt B &
EICH no vrrp preempt HE 2 ALSoll A preemptive scheme £ S XIAIZ2 &= ULt Preemption 0] Hl
M5 T, OFAH JHA 2FREDF S B JHAN 2 RE = 222 OIAE Jial Z22EHIE 232 H O 0t
AEIJEE WK H S OtAHS SEE ST
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17.1.5. VRRP Advetisements

OFAH Jia 2IR2BHE 22 1892 U2 VRRP 2I2HO0MH VRRP advertisement £ & &8tC.
Advertisement 0lli= OtAH JtA 2tREHS & =22 &E 820t L& &L VRRP advertisement
S IPII2CZ S0 HM, VRRP IS0 Y& IPv4 HEINAE =42 MSEC Default £ 0f 1
= 0tCt advertisement It S EH, ¥S =I|= &F Jts6tCh

17.1.6. VRRP Object Tracking

Object tracking 2 /& H 01 A 2] line-protocol & EH 2t 22 HME MH5tD 2LIHEGHH, MIHE &
clote S8E ZTZHAOICH VRRP 2 22 S2l0IME = MBS BiglE 21 A2 IS SE6HH

=X g 23l = tracking comman-line-interface (CLI0I Q1o S8t HSE stY 2=t VRRP 2 &
2 2e0IHE ZTZHA= 0| HSE MEHA FHE M E HAISHCH

Tracking ZZ2MAE FIH2Z N2 &EHE S Atotd &fEf gt BistE SH0IHEN A 2 A=
A2l &l gt2 up = down 22 HAI=IC.

Tracking Z2NAE S0l VRRP = B&
EfHI 0l A 2 line protocol & EH, route 2| & & Jtsd S 2 2l

2 VRRP 2t2H2 24 =20 &= 0IXls K ZBME FHE = UL
H 3

P
HSE o
J

A & =N
tal etRES 24 =9 gtS Za AIIAU SIHA

17.2. How to Configure VRRP

ol ZAMeE TSt &

ro
un

29

o

Ct:

22Xt

® Enabling VRRP
® Disabling VRRP on an Interface
® Configuring VRRP Object Tracking

17.2.1. Enabling VRRP

VRRP € &S AJ|AH US2 &Y

io

A
e

02
ro
Q
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Command or Action

Purpose

configure terminal

Step 1 Global configure 2= 2 & &Lk
CilAI:
Switch# configure terminal
Step 2 interface interface-name Interface configuration 2= 2 & 2 &L},
il Al
Switch(config)# interface vianl
Step 3 ip address ip-address/prefix-length OIEHIOI AN IP =4S HASHC
CilAI:
Switch(config-if-vlan1)# ip address 172.16.6.5/24
Step 4 vrrp group ip address ip-address OIE{HI Ol A0l VRRP & &S AlZICH.
Gil Al F92: VRRP J1E2 2E ctREHE=2S Z2 IP
Switch(config-if-vlan1)# vrrp 10 ip 172.16.6.5 =AZ2 ANGOLBICH O2 1P =ADF AF G
M, VRRP JE° cIRHEE M2 SHE &
= S0 E, 2R 4FE AdRE= M0
OtAE 2 S 26T
Step 5 end privileged EXEC 2 &2 S0t2+Ct
CilAI:
Switch(config-if-vlan1)# end
Step 6 show vrrp [brief | group] (S4)2tRE2 VRRP &2 Al HEE =
2| 8tCt
Cil Al
Switch# show vrrp 10
Step 7 show vrrp interface interface-name [brief] (SE) S8 2HHOIAN 8= VRRP 18

Ofl &l

Switch# show vrrp interface vlanl

17.2.2. Disabling VRRP on an Interface

CIEIHIOIAS] VRRP £ SHAIZ22M VRRP €82 |RAlotd T2EZ SHE SXot= 20| Jts

GtCh.
show running-config 222 = X3S M, VRRP 1 &2 &F &Ei2 VRRP I} S&ot=Xl SEHE
(6]
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Command or Action Purpose
Step 1 configure terminal Global configure S2E = &I &l &Lt
il A
Switch# configure terminal
Step 2 interface interface-name Interface configuration 2= & & &tCY.
Oil Al
Switch(config)# interface vianl
Step 3 ip address ip-address/prefix-length OIEHIOIAN IP F=AE HAFEHT
il AI:
Switch(config-if-vlan1)# ip address 172.16.6.5/24
Step 4 VITP group shutdown CIEHO0I A2 VRRP & SEHAIZIC
il Al F9: VRRP 832 2 X8t VRRP € SttAIZ
Switch(config-if-vlan1)# vrrp 10 shutdown 2 9QI[},

17.2.3. Configuring VRRP Object Tracking

VRRP object trackingg 2 & &3dta ™ (422 &P 2 = 5tet.
VRRP J1&0| IP 3= & =2= 255 2 D& & 1) object tracking 2 S

A5 =ctH, VRRP 182
o

=Lt

29|
off L& =20t HEE X

Command or Action

Purpose

configure terminal

Step 1 Global configure 2= 2 & stCH
Gl &I
Switch# configure terminal

Step 2 track object-number interface interface-name { line-

protocol | ip routing }

Cil Al
Switch(config)#
protocol

track 2 interface vlanl line-

OIEHIOIALS] &EHJF VRRP &2 24 &9

Ol &2 0IXl= I HIOIAE A& &t

-0l 9822 C9IHHOoIAE /\“‘6@_ vrep
track @E0AM=s HE
AMESELC

- Iine-protocol 2

= object

= ol
Sk<]

= IPFAIHEEE
It up @IJHE HALSHLY.
- track ip route ¥¥

route 2| TEAH S HAt

UL QB HIOl A 2| 2 EH

I

g IP

o
S
o0
%
>
Jm

ol
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Step 3 interface interface-name

il Xl
Switch(config)# interface vlan10

Interface configuration 25

Step 4 ip address ip-address/prefix-length CIEHIOI AN IP =
Ol Al :

Switch(config-if-vlan10)# ip address 10.0.1.1/24

vrrp group ip address ip-address OIE{HIO] A0 VRR

BHel P

Step 5

A2
=124

il Xl
Switch(config-if-vlan10)# vrrp 10 ip 10.0.1.20

9 X 5HCH

Step 6 VITP group priority leve

Oll X -
Switch(config-if-vlan10)# vrrp 10 priority 120

Step 7 vrrp group track object-number [decrement priority]

Ct.
Oll Kl -

Switch(config-if-vlan10)# vrrp 10 track 2 decrement
15

VRRP J} object 2| &EE FHot%

M
=

DS

=2
- = (=]

)
]

17.3. Configuration Examples for VRRP

17.3.1. Configuring VRRP: Example

CrE22 GIHOA A*IXT AL ARIX B= 302 VRRP S0l L& & .
289 E82 Us 20
® Group 1:
B Ji&IP 4= 10.1.0.10
B A2AXAINRH &2 812022 0] OS2l OFAHIE &L
B Advertising =J|= 3 0| C}.
B Preemption O] &3t &/ AL},
® Groupb5:
B A2XBIRM =2 8t20022 0| OS2 OtAHIE E L
B Advertising =J|= 30 =0|C}.
B Perrmption O] &3t Z/{ QUL
® Group 100:
B APXAJNIE =2 IP F2 (10.1.0.2) JHX2 UI| 20, 0ol DS OtAHIE &
Ct.
B Advertising ==J|= default 1 = 0| C}.
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B Preemption O HI 243 T 0 QUL

Router A

interface vlanl
ip address 10.1.0.2/8
vrrp 1 priority 120
vrrp 1 timers advertise 3
vrrp 1ip 10.1.0.10
vrrp 5 timer advertise 30
vrrp 5ip 10.1.0.50
no vrrp 100 preempt
vrrp 100 ip 10.1.0.100

Router B

interface vlanl
ip address 10.1.0.1/8
vrrp 1 timers advertise 3
vrrp 1ip 10.1.0.10
vrrp 5 priority 200
vrrp 5 timer advertise 30
vrrp 5ip 10.1.0.50
no vrrp 100 preempt
vrrp 100 ip 10.1.0.100

17.3.2. VRRP Object Tracking: Example

CHS 2l W MOIA, 2EfHOlA vian10 2| line protocol AEHE =HoIE=2= tracking ZZ M A I &&=
Ch. OIE{HOIA vianl 2] VRRP = 2IEIH 0l A vian10 2] T2 E2 AR HE0 Uist 328 dLgsS
%= JAE= tracking Z2M A0 S=stCh I HOIA vian10 2 line protocol &HEfJF down 0 & H,
VRRP 11 &2 24 =< 8t0] 15 2t= 2 A St

t
b,

track 1 interface vlan10 line-protocol
|
interface vlanl

ip address 10.0.0.2/8

vrrp 1 ip 10.0.0.3

vrrp 1 priority 120

vrrp 1 track 1 decrement 15

17.3.3. VRRP Object Tracking Verification: Example

o

CtS2l 0l Hl= “VRRP Object Tracking: Example” 20 A2 & 2 &0lIstC}:
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Switch# show vrrp

vlanl — Group 1
State is Master
Virtual IP address is 10.0.0.3
Virtual MAC address is 0000.5e00.0101
Advertisement interval is 1 sec
Preemption is enabled
Priority is 105
Track object 1 state Down decrement 15
Master Router is 10.0.0.2 (local) priority is 105
Master Advertisement interval is 1 sec
Master Down interval is 3.531 sec

Switch# show track

Track 1
Interface vlan10 line-protocol
Line protocol is Down (hw down)
1 change, lasst change 00:06:53
Tracked by:
VRRP vlanl 1

17.3.4. Disabling a VRRP Group on an Interface: Example

9

= 2/EHHIOIA VRRP 182 €32 SAGHEHA AIEHHEOIA vianl 2l VRRP Z1& 2 SAIAl

2 ECH

=193
o g

Ct
2l

fr ol
Mo rir

interface vlanl
ip address 10.24.1.1/24
vrrpl ip 10.24.1.254
vrrp 1 shutdown
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___Switch

18

1ties

Ut

N

18.1.

o

S0l t

28t JIEF DI

ol
=

JU

AEl dump 2™

18.2.

SE0i

18.1.1.

st

& 22 HAIXIZ dump otJ| <

)2l Al A

=
=)

, MULTICAST, ct< 8, E2t0IH

=3

S2XMOZ “showtech” & &

o}

o)

010

ol

# show tech

s

=M, Olcl E<9

St
=]

dS ME

H
o

Ol 20 HWAIXIJFEEE D] 20,

(u]

£ Sl

Ol Of Bl ALK

2s BEAS

!

2
=

[}
0

o3
e

A HAXNE 282 =

=
y =

ol
HA

HOIEOl SIXl &1 2

BIAIXI =

g2

StCt.

&ot0 SEAIFHOF

Ctrl+C € &

—
[a—

JI #o

e]

| I E

BE=p]

O, el A2t Z L.

oget FotE Jtob)|l 2

Show tech @& 2| £

KON AL CH

CPU Jt 100% XI=E 0ff et et

i

gt confim S @F

X101l CH
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Switch# show tech

NOTICE !!!
This may take a few minutes and may take up the CPU resources!!

continue to process [yes/no]?y

Model Name : P8624XGB

Main Memory Size : 256 MB

Flash Memory Size : 32 MB

H/W Revision : Rev 9.1

H/W Address : 00:07:70:a4:36:a9
RTC Information : Installed

Serial Number : P25M05171234

P8624XGB Software Version 1.4.1h
Copyright (c) 2001-2008 by Ubiquoss Inc.

5 sec : 1.20%

1 min : 10.36%

5 min : 3.50%

cpuload threshold (high) : 0%

cpuload threshold ( low) : %

cpuload time period : 1 Minutes

Current operating configuration

!
vlian 33
vlan 44
vlian 2000
364 Premier 8824XG User Guide
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interface gi2

shutdown

switchport access vlan 33
!

interface gi3

switchport access vlan 44
!

interface vlan33

ip address 33.33.33.2/24

!
interface vlan44

ip address 44.44.44.2/24

!
interface v1an2000

ip address 198.19.1.250/24
!
interface ethO

ip address 192.168.0.144/24
!
interface 100

ip address 58.229.2.143/32
!

!
ip igmp snooping
ip igmp snooping vlan 2000
|

2EN0 2ol e HBEUHE THAHE e 2 X2 id, ip, =S A2t BES &8 &Sdt=
Jls0lCH.

E0l= (a2 FARCZ e HEHH &otH “exit”, ‘end’S0 20| OIS Jtsst FEH= A
etotRACH

H 1.command history X3 & &3 H3

A &9 ec

show history m AME HEHSS I3 ett Privileged

show history back m ASHE HYEES A2 Hx=22 X35t Privileged

Ct.
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show history flash ® Flash memory 0ff & & A& HHAWSS Privileged
£ 3|8t} 0l B3R AIAE! rebooting O & Of
A
.

t
H2WHES Privileged
A

show history flash back ® Flash memory 0l &S AHE A
A2 H=2Z X3|6tlt 0l 2R AlAE

|
rebooting 0| & 0fl =eiEl HHANHSE X3t

S ofCh
clear history m AEE HBNES2 2IAEE xD|SIEHT. Privileged
clear history flash ® Flash memory Off & & A& HHANHS2 Privileged

2IAEE =D|5t8HC
Flash memory 0ff & 3H& HEH H&E 2 Config
£ Z A St} Default = enable & EHOI CF.

history flash {enable|disable}

Yo Ads82 =01D|dl AIAEO0| CH2E 1L reboot &l HetE A3 JIsS0HES flash Ol M & ot
T = IV 20 default & Ei = enable & EH0|2 2 SZ0| disable & X| &2 ™ flash memory 0l X & &
A =LY

0l =2 Soll 22 X0l 2o =& A 01 X3I0F Itsoltl AlIAE QSHA 20 7Y & =3
Ol ®elotAH = Ct.

Lo &2 B E BE06tH 2E8ote <= steier & & L.

18.4. Output Post Processing

18.1.2. output post processing N

ZHlel &M &EH
ol 271 HotH Heldhd EdF= 2

0lE =9, show mac-address

Q
o
D
2
I
10
N 2

HoAM= 3 JtXI2 0l2l &
AtZotJ] ?Ioll A= show E& 0]

o
c
=
o
c
=
©
(@]
0
o}
e
2
o
(@]
D
n
4}
>
«
o
bl
0
o
O
c
S
o
c
~—+
T Y
o
0
Q
©
=
(@]
o
D
0
o,
=
(o]
s
0l

FE0 a9

| include WORD m EY CUOE ZLEote A4S S St

| exclude WORD m EYCUHONE ZEoH 2= 8AES St

| begin WORD m EY OO E ZEote 2MERH Q020 Ue 2 2t
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o
M
Jy
o

Ct.

18.1.3. output post processing Gl Al

show mac-address-table @& = MY st 29| 2 E £EEot=0, 1 = dote 2201 Z2&E mac F

A0t S50 A E = include 2 AFE St

Switch#

Switch# show mac-address-table | include 0007.70
2 gil 0007.7089.1123 0-0 F-F UD.
3 gi2 0007.709e.000b 0-0 F-F UD.
13 gi3 0007.70le.4dac 0-0 F-F UD.
13 gi4 0007.7089.1123 0-0 F-F UD.
13 gi5 0007.7092.40f6 0-0 F-F UD.
13 gi6é 0007.7093.cca2 0-0 F-F UD.
13 gi7 0007.709e.1000 0-0 F-F UD.
13 gi8 0007.709f.5934 0-0 F-F UD.
20 gi9 0007.7042.0001 0-0 F-F UD.

Switch #

show ip interface @& 2 af&st &2 2UE £ot=0, 1 & S& vian 2HHOIA Ol=2/ 21 B

= @2 = begin = ALZ 8L
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Switch#
Switch# show ip interface | begin vlanlO
vlanl0 is up
type: vlan interface
ip address: 10.1.10.1/24 broadcast address 10.1.10.254

Cpu packet counters since creation
4 packets input, 208 bytes
Received 4 unicasts, 0 non-unicasts
0 dropped, 0 errors
6 packets output, 309 bytes

vlanll is up
type: vlan interface
ip address: 10.1.11.1/24 broadcast address 10.1.11.255

Cpu packet counters since creation
1,057,364 packets input, 54,984,438 bytes
Received 1,160 unicasts, 1,056,204 non-unicasts
156 dropped, 0 errors
6,560 packets output, 311,183 bytes

(GtEL)

Switch #
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18.5. DDM(Digital Diagnostic Monitoring)

PS8K = DDM 2 XI5t GBIC o AENS A MBHH AFS X0
= =

Port 2| Monitoring & =01 & & & 2 A g (Threshold)2l H?IE &
= UAEE YH A HAE 83 &= ULt Monitoring &= Ct3 0t 2.

&= 49 LA XSS
=25 GBIC Port =% -128°C ~ 128°C
o GBIC Port & &} 0V ~ 6.55V
8= GBIC Port 8 & OmA ~ 131mA
RxPower GBIC Port 2 &4 AID| - 40dBm ~ 8.0dBm
TxPower GBIC Port 2 &8 ANID| - 40dBm ~ 8.0dBm

2t AL S0FCH Alarm/Warning 2 EHAH2] SH gt B E JHE += U2 A=

S 5
GBIC port O] AtEHS 2ALSI0I AIRXIDF SRS 2 2t BRI Holu 222 AEX0H S2EHTH
18.1.4. DDM Monitoring enable/disable (2& & 3)

JI2& 2 2 P8K Switch 2| DDM Monitoring J|Ss& H M ULCH. DDMJ|S2 Sl GBIC 2| AEHE 2 &
2tZH 22 LOG 0l ZAl5He 2 DDM Monitoring 71 50| 43 & 0 A0{OF StCH.

HEN Mode &9
gbic-ddm alarm enable Config DDM Monitoring Il s2 &4 3t 8tCh
gbic-ddm alarm disable Config DDM Monitoring 7| s 2 B2 & 3t §+Ct

Router# configure terminal
Router (config) # gbic-ddm alarm enable
Router (confia) # abic-ddm alarm disable

DDM Monitoring 71 S0l HHU= AEHUHAE G HRE £ F5t1] GBIC 2| Monitoring & =2 &
M gts =telg &= QUL

18.1.5. GBIC & &l &0l

DDM £ X & 6t= gbic Ol 8toll CtS HE 0 E ALE6HN gbic 2| 8T &EHE =01E &= QUL

H2aN Mode &9
show port status gbic-ddm  Privileged DDM £ K| & 5ti= gbic 2| &EHE =21 &L,
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solution
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Router# show port status gbic-ddm
ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(state) (state) (state) (state) (state)
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
gil gbic ddm 48.5'C 3.5V 21.7 mA -6.00 dBm -40.00 dBm
Normal Normal Normal Alarm (H) Normal
(warn) 127.0 -128.0 6.6 0.0 131.0 0.0 -12.73 -40.00 -12.73 -40.00
(alarm) 127.0 -128.0 6.6 0.0 131.0 0.0 -12.73 -40.00 -12.73 -40.00
gi2

ArEZ X JHE GBIC OFCH Alarm/Warnin
LHOl EEEIE 2 AFE XL configuration 0f
X|

= @
' om

SOl CtAIGBIC = &&E ZR2 IS8 2 ¢t &L

HAO Mode 49
write gbic-ddm-threshold Privileged IFNAME 0l i€ dl= GBICO| DDM 2 X2 & d*2 &
<IFNAME> HAEHE 25,82 MR, Rx power, Tx power 0fl CH
&t Alarm/Warning 2 H gt H/E 2EWHF1D 0/E &8
St= = SHCt.
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ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 90.0 -5.0 .5 3.1 70.0 4.0 -3.00 -9.50 -3.00 -21.02
(alarm) 100.0 -10.0 6 3.0 80.0 2.0 -2.00 -10.50 -2.00 -22.01
Configure Temperature [y/n] 2y
Warning High (128.0'C ~ -128.0'C ) [ 90.0'C] 2 128
Warning Low (128.0'C ~ -128.0'C ) [ -5.0'C] ? -128
Alarm High (128.0'C ~ -128.0'C ) [ 100.0'C] 2 128
Alarm Low (128.0'C ~ -128.0'C ) [ -10.0'C] ? -128
Configure Voltage [y/n] 2 vy
Warning High ( 6.55 vV ~ 0.00 VvV ) [ 3.50 V] ? 6.55
Warning Low ( 6.55 Vv~ 0.00V ) [ 3.10 v] 2 O
Alarm High ( 6.55 V ~ 0.00 Vv ) [ 3.60 V] ? 6.55
Alarm Low ( 6.55V ~ 0.00V ) [ 3.00 vl 20
Configure Bias Current [y/n] 2y
Warning High ( 131.0 mA ~ 0.0 mA ) [ 70.0 mA] ? 131
Warning Low (131.0 mA ~ 0.0 mA ) [ 4.0 mA] 2 0
Alarm High ( 131.0 mA ~ 0.0 ma ) [ 80.0 ma] ? 131
Alarm Low ( 131.0 mA ~ 0.0 mA ) [ 2.0 mA] 2 0
Configure Tx Power [y/n] 2?2 n
Configure Rx Power [y/n] 2?2 n
ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 128.0 -128.0 6. 131.0 0.0 -3.00 -9.50 -3.00 -21.02
(alarm) 128.0 -128.0 6. 131.0 0.0 -2.00 -10.50 -2.00 -22.01
Do you really want to SAVE [y/n] ? vy
& S 0tCt waring / alarm thresholdE &= ME &&GHH &) OIS =230 yE = d&e dE8S
MEOIE=E HeiotH 830 & H &Lt
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18.6. CPU Packet Counter

0] #UHM= CPU & 2ct2= packet 2 SFE P3N count ol == Packet Counter £ & &5t
= S0l CHol &Y &Lt

Note 0 HUHM AES8ZH=E FZFo 2Mst 4 L AEZEEE command
reference € & 1135}ct.

18.1.7. CPU Packet Counter O|dl

ARXC cpu E =H2 packet 0] SH2CH. 2= W ASHK 28t packet 0] 20| 2S242= &
QUL 0IE ZLIEHE dlJ] fol CPU Packet Counter 8 AIE5t0 ™ E=R2| packet 0] L 0L
sct=X #0o1g £ UCH.

CPU Packet Counter = packet 2| ether type 0l e, IP protocol Ol ek, TCP port Ol WHet, UDP
port Ol (el 2F6IH, =2 5 & S0t CPU packet count, =2 1 & S22 CPU packet count,
X2 58 522 CPU packet count 8 204 EC}.

18.1.8. CPU Packet Counter & &

S|
=

02
o

Ol B20M= ARIXI0 M2 & packet type S FItot HLE AT HIGH=E 2 Ct.

io

Packet Counter = & & packet type 0l t2t CPU & = 2= packet 2 &0t default 2
& M & packet type I user Ol 2o AHZ =DJt=l packet type S Xl & &L,

18.1.9. Default CPU packet type

CPU Packet Counter = default packet type list & JIXI0 Ol type =2 && HEZE D, list A
ALHIE 2= QICH Default packet type & ethertype, IP protocol, TCP port, UDP port & U= %

UL
Ethertype
® CTHERTYPE_IP 0x0800 /* IP protocol */
® ETHERTYPE_ARP 0x0806 /+ Addr. resolution protocol */
® ETH_P_IPX 0x8137 /*IPX over DIX */
IP Protocol
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IPPROTO_IP = 0, /* Dummy protocol for TCP */

IPPROTO_IGMP =2,  /* Internet Group Management Protocol
IPPROTO_TCP = 86, /* Transmission Control Protocol — */
IPPROTO_UDP =17,  /* User Datagram Protocol */
IPPROTO_IPVE =41, /* IPv6=in=IPv4 tunnelling */
IPPROTO_PIM =103, /* Protocol Independent Multicast */
® [PPROTO_RAW =255, /x Raw IP packets */
TCP Port
® 20 : ftp—data
21 ftp
22 1 ssh
23 ' telnet
25 smtp

42 : nameserver
53 : domain

80 : www

137 : netbios—ns
138 : netbios—dgm
139 : netbios—ssn
TCP SYN

UDP Port

53 : domain

67 : BOOTP server
68 : BOOTP client
69 : tftp

123 : ntp

137 : netbios—ns

138 : netbios—dgm
139 : netbios—ssn
161 : snmp

162 : snmp—trap
18.1.10. User Added Packet Type

User Jb =JIE %= U= Packet type 2 default 2 XA E packet type =
oW &l 2= LAl =0 JbsotLh. ()t default 2 & & & 2L0ICH.

® FEthertype : 10 (default 4)
® |P protocol : 15 (default 8)

® TCP/UDP port: 15 (tcp 11, udp 10)

IPPROTO_ICMP = 1, /* Internet Control Message Protocol  */

ZEtot CtE 20l
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packet type =

Default 2 &=
Q Ol A F=It&

count & = &= UL

Bz A2 220 26 ME& packet type 2 XA
packet type 2

46+

ANl Ot SotLE.

Command Purpose
Stepl Configure terminal Global configuration 2 =& & & &tC},
Step2a cpu-packet-counter N Z & ethertype =2t
ethertype ETHERTYPE
Step2b cpu-packet-counter M 22 IP protocol =t
ip_protocol /P PROTO
Step2c cpu-packet-counter tcp_port | A2 = TCP port =t
PORT_NUM
Step2d cpu-packet-counter M & & UDP port =2t
udp_port PORT_NUM
Step3 end Privilideged 2 =2 & tCH
Step4 show running-config A% WHES &olstth
Step5 copy running-config startup- | (S&) & & 2 configuration I+ 2 0l X & &Ct

config

Jtote 2=

CtS2 TCP port 222 =

Switch# configure terminal

20X

Ct.

HH

Switch(config)# cpu-packet-counter tcp_port 222

Switch(config)# end
Switch#

Ethertype 2

b Note

“unsigned short”,
TCP/UDP port = “unsigned short” 2t 2 2 2o Ot

“unsigned char”,
StC}.

IP protocol 2

18.1.11. User Deleted Packet Type

Default 2 & & & packet type 2 & ME = ULt
Command Purpose

Stepl Configure terminal Global configuration 2= &2 & 2L,

Step2a no cpu-packet-counter | User Jt 2 & &t ethertype Al
ethertype FTHERTYPE

Step2b no cpu-packet-counter | User Jt /2 5t IP protocol 4t
ip_protocol /P PROTO

Step2c no cpu-packet-counter | User Jt 2125t TCP port At Al
tcp_port PORT_NUM

Step2d no cpu-packet-counter | User Jt 212 &t UDP port 4} Al
udp_port PORT_NUM

Step3 end Privilideged 2= 2 & &L}

Step4 show running-config HdF WE= olstth
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Step5 copy running-config startup- | (S&) & & = configuration I+ 2 0fl X & &tC}.

config

18.1.12. Displaying CPU Packet Counter

User 0fl 2loll &&= packet type 2 x3|6te ™ privileged EXEC @& “show running-config”Lt show
packet-counter type-list"S Al&6tel.
CPU packet counter 3|0l 2t& & command = LIS 2L,

Command Purpose
show cpu-packet-counter Arp, tcp, udp, icmp, igmp, tcp syn 2| J| = protocol Ol CHSt 2+

interface & cpu packet count € £ 0 &Ct.

show cpu counter Arp, tcp, udp, icmp, igmp, tcp syn S2| J| 2 protocol Ol CH&tF 2¢
interface & cpu packet count € £ 0 &Ct.

show cpu-packet-counter /FNAME XN &= interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J|&
protocol 0l CHSt cpu packet count £ 2 0 &Lt

show cpu-packet-counter bps Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSH 2
interface & cpu packet count £ bps 2 2 0 &L,

show cpu-packet-counter bps /FNAME XN & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J1&
protocol 0l CHSt cpu packet count € bps 2 20 =L},

show cpu-packet-counter pps Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSH 2
interface & cpu packet count £ pps 2 2 0 &Lt

Show cpu counter avg Arp, tcp, udp, icmp, igmp, tcp syn S2| J| & protocol Ol CHSt 2+
interface & cpu packet count £ pps 2 2 0 &Lt

show cpu-packet-counter pps /FNAME XN & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J|&
protocol 0l CHSt cpu packet count £ pps £ 20 =C}.

show cpu-packet-counter total CPU 2 2¢ct2 2 &= packet count £ 20 =Ct.

show cpu-packet-counter ethertype | 2 2 & interface Al CPU £ 2ct2 2= packet count £

IFNAME ethertype 22 2 =L}

show cpu-packet-counter ip_protocol | 2 & & interface A CPU 2 22t& 2= packet count £ IP

IFNAME protocol €2 2 &Lt

show cpu-packet-counter tcp_port | 2 2 &l interface 0l A CPU 2 Z22t2 2 packet count £ TCP

IFNAME port €& 20 =Ct.

show cpu-packet-counter udp_port | 2 2 & interface 0l A CPU 2 22t 2= packet count £ UDP

IFNAME port €2 20{=Ct.

show cpu-packet-counter type-list CPU = 22t2= 2= packet £ count 5tJ] flol JHXID U=
2 = packet 2| type & 20 &Lt

clear cpu-packet-counter H&EE 2 cpu packet count E clear &tCt.

CtS Ol= tcp port 0l 222 ct= MZ2 port It SSEUS

njo

20HE0L

HH

Switch# show running-config
|
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packet-counter tcp port 222

|
Switch#

Switch# show cpu-packet-counter type-list
ethertype default
0800 ( IP) *
0806 (ARP) %
8137 (IPX) *
STP &3
ip proto default
1 (ICMP) &5
2 (IGMP) %
6 ( TCP) %
17 ( UDP) %
41 (IPvo6) %
103 ( PIM) *
255 ( RAW) 2
tcp port default
20( ftp-data) &5
21 ( ftp) %
22 ( ssh) &5
23¢( telnet) *
25¢( smtp) *
42 ( namesrv) *
53¢ domain) *
80 ( WWW ) *
137( netbi-ns) £
138 ( netbi-dgm) *
139 ( netbi-ssn) *
222
udp port default
53¢ domain) *
67 ( BOOTP_ srv) &
68 ( BOOTP cli) &
69 ( tftp) *
123 ¢( ntp) &5
137( netbi-ns) e
138 ( netbi-dgm) e
139 ( netbi-ssn) *
161 ( snmp) &
162 ( snmp-trap) s
Switch#
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19

Dynamic ARP Inspection

0l Z0lAM= ARP IH2I 2 2 A= dynamic Address Resolution Protocol (ARP) inspection (DAI)
sl s 838 s 4Y9sttt

S
)

tet.

A
0%
[
>
00
0L
0%
2
I
o
0>
=
o
0!
H

2

b Note ol UM MEles SEH
= command reference E & =X

o]

Ol 220 22 HE2=2 0120 UL

DAIOI CHst Ol (Understanding DAI)

DAI J|&2 & & (Default DAI Configuration)

DAI && XI& 1t M AbEr (DAI Configuration Guidelines and Restrictions)
DAI & & (Configuring DAI)

DAI & & 0l Ml (DAI Configuration Samples)
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19.1. Understanding DAI

rr
0T
IS
2

Ol Z0lM= DAIN Cigt &1t DAl Jls=2 MEdlM ARP spoofing & attack 2 &0t
CHoll &Y &0 ol 22 tslt 22 Weez 0120 ™ ULH

® Understanding ARP

Understanding ARP Spoofing Attacks

Understanding DAl and ARP Spoofing Attacks

Interface Trust States and Network Security

Rate Limiting of ARP Packets

Relative Priority of ARP ACLs and DHCP Snooping Entries
Logging of Dropped Packets

19.1.1. Understanding ARP

ARP = IP =24% MAC =2E OHZ mapping ol M Layer 2 EZ2 EIHAE broadcast =HIQI0IM IP
S0l OISt Sttt 6E S0, SAE B SAE AZ EEE M85t dtl=ll S2E B9
ARP HIOIZW SAE A0 U8 MAC =401 ST UK &£CHD JHESGHAL.

—_—_———
| @

| Host A
| <

: ARP Reply
|

ARP Request

%@ P | MAC N

Host C MC
Host B Host A Host C

SAEBE BAE A IP EAN (HS5Hs MAC FAE LOHADI RISHA, E2EHAE ZHIQ Uy
2ol DE SAESHIH EZEMNAE AKX (ARP request)S &ESHCH BEZEHNHAE SO LK
2O RE SAESE2 SAE BI &8 ARP request £ =4IGtD, SAE A= [tdl2l MAC

g sgat

19.1.2. Understanding ARP Spoofing Attacks

ARP = ARP request 8 $=A4I6HA 22 SAEJI A& 8 gratuitous reply 2 ARP HIOIS0| HAED =

A2 EStCh 0l2 2lall ARP spoofing 2211t ARP cache poisoning 0| &A1& 4= QUL 2= 0|
Slle 32 g U2 2 EdEH=2 2N THEHE S 2tRH, AKX £= SAEZ MY
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= Ct.

ARP spoofing 822 Layer 2 UER AW HZE 5
ZSHCH, 2l CIE SAEZ MYDo0F & Eei

|-

E, AKX, 2tRE2 ARP Al cache 2 %=
= JIZ2FLE OS2 82 ARP cache

JE

poisoning 2| € 2 &Ct.

H—C—
|

Host A C Host B
(A, MA) (1B, MB)
Host C %in-the-middle)
(IC, MC)

SAE A B Ce 22 AKX AHHOIA A, B, CH HEENH UA2H, 2F &2 AEUU |AX
StCH IP A2 MAC F=AE 235 OH0ll LIEHULHRACEH OE S, SAE A= IP =4 1A 2 MAC =4
MAE MEEICH SAE AJIP HSUHA SAE B2 S6E EHRILUS M, IP =2 1B 2 H2E
MAC =28 2| 2ol ARP request & EZ2EIHAEZ MEEHLH AAXA SAE B= 0] ARP
request & ==&I0HH, IP =4 1A 2 MAC =2 MA E Jt& SAEQ ARP JHAIE HAISICH OIE =
H, IP =2 IAE MA BJI SE0IH, A/IXIYd SAE A= IP

N
Bl
fol
>
Im
lo
>
D
o
=
>
]
02
>
o
_('_]_ -

SAECEIPEAIA (L= IB)O et MAC =AZ2 MC & AI26t= ARP response & EZ2EIA
ESOoZMN AR/AX, SAE A SAE B2 ARP HAIE & AIZ &= UL ARP IHAIDF LEE S A
EE2 IAE= B2 &ote EdE S&X MAC =42 MC E AIE35HH ST 012 SA2E C
Il EdiE S JI280= AS QOIstt. SAE C= IA, 1B H&2E AW MAC =AE 21 UD|
20, SHIE MAC =AE 22X X MAC =AZ AM20lM JIZH ECES | SAESEWHZ 2
4 forwarding 8tCH. SAE C= SAE A% SAE B2 Edff® AOIN [MAaS2 E EH 21,
Ol A2 man-in—the middle attack Olct &tCF.
B——0
Host A C Host B
(IA, MA) (IB, MB)
P MAC
Host B MC
Host C | MC @
< P MAC
Host C (Man-in-the-middle) | Host A MA
(Ic, MQ) HostB | MB
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19.1.3. Understanding DAI and ARP Spoofing Attacks

DAl = ARP 22 ZAtdt= 2ot J|sS0ICH DAl = |S&06tA Z2 IP-to-MAC =4 binding 2 Jt
& ARP Ii2l2 =2 logging ot 12, HJ| drop &tCt. 0l JIs2 main-in—the—middle attack 22 £ H

HERIDE 238t

DAl = ARP HIOIE0l 2% 258 ARP request 2t response 0fl 2lo HAZ &S S EHCH DAl J|
S0l 245E A/X= US0 201 S&ESHC:
® untrusted ZEZ =418t 2= ARP 12! = & AFSHCH
® XAl ARP INAIS BHAHGBHI| &fl, =48t T2 0] &8 IP-to-MAC =2 binding 2 It Xl 1)
U= B AEHCE.
& RS 50lA %2 ARP I3!S HIJ|&tCH

o

DAl = ARP IZ2!2 R4S ZAME M, &Zle = A= OO0IEHI0lA database @1 DHCP snooping
binding HIOIEHIOI AN MEE IP-to-MAC =24 binding 2 A& StCl.

b Note AX2 VLAN O DHCP snooping Ol 43 &0 A= [, DHCP
snooping Ul 26 DHCP snooping binding GIOIEIHIOI A D} MAH S,

ARP IH2 S =416t QIHHIOIAS] SEE 0 et ARIX IE CtSt 201 S&&L
® trusted QIEIHIOIAZ =418 ARP 3! 2 & AGHAl & =0,
® untrusted QTEHH Ol A0 ot M= @& REst 22 ol Estlt.

T gEE IP F=AE I SAEN UHolMsE S X0t ’SEI@
A

= A
2 =5 AT 22X = HIIE 20 tof 208 82 =% UCH.

TS 22 B DAIJIARP A S HOISIESE 888 =5 UL
e IH3!2 IP =4It REGHAI 2Lt - E =0, 0.0.0.0, 255.255.255.255 L= IP HEIWAE
=S
® ARP Ili2! 2 body 0l Z&E MAC =42 Ethernet &l 42| =40 2 XI6tXl & =C.

19.1.4. Interface Trust States and Network Security

DAl &= AAXIC 2F AIEHHIOIAN CHS trust AEH state BEE K XIotD UCH Trusted 2V EIH Ol A
2001l CHol M= 1 DAl AT =85tX =L BHH, Untrusted QIEIHIOIA S

S IH3
Sofl =alst 22 DAl 2l ZALE & =0

dEXHO HERAT HEUlAM, SAER H3E= AKX ZEE untrusted 2 2&6t0 AAXI0 HE
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E LE &= trusted 2 SFEHCH 018 EH0A, 0l A/IXE Soll HHERIDAZE 2= 2 ARP IH
32 SBOHHAIE 2 SICH VLAN OILE HWIER S TOIE ZANA O 0lAS K54 AADF 2ER56t
Nz 20 trust &2 2 IHHIOIA &8 ZE 2l ip arp inspection trust £ AtE0tEH &Lt
Caution UIERZ 2ot2 <ol AKXt 2 ARP IH3!l2 HAIGIES ot H,
D SYs8t J|s0l 2R0t0H =, DAIJF A=/IXIQ Z Y AKX forwarding
engine = Soll ZRYE = RUIHAE ARP IH2LE SAIE = JUES
AXS CPU 2 trap & == AN OF 8Lt
ZHEN U2 IIs2 X0t A2z, 2H HES s 5506t
J| gtetch.
Chs 80N 29X AL ARIX BUHAN SAE 1 SAE 2 E Z&6t= VLAN Ol CHol DAl JF &
H Z0lctd JMESHAN SAE 1 SAE 2JF AKX A HZE DHCP M server22H IP =
AE Y 2}, QLA AAX Az SAE 10l e IP-to-MAC =24 HE S JtXI 22 AUCH A
OS2, AX A2 AKXl B AOI2l QI HIOIADL untrusted 2tH, SAE 1 0] MEE ARP 22
AR BOA HIIECH &, 3AE 1 SAE 2 = S48 & £ & ECh

Port 3/3

CIEHHIOIAE trusted 2 €8IS [, A2E == = B EMeUHE HWERKZD 20l 51E0l
LMSHCH ARIXI AOIA DAl S AEicHD UK R2H, SAE 1 2 ARIX B (A2l AKXl A0S
OIE{HIOIAD} trusted 2 ST JUCHH SAE 2 DK ARP HAIE 2H AR = UL 0let &
o2 A%X BOA DAl E At 245t

DAl D

AMZFO AQX= HAE SAED UERIAL UE SAEES2 ARP HAIE A= &
H =

t 2
E XLt ddU, DAl = DAIJE A s0l GHE UER IS SAES ARP HHAIE 2L AITI=
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ALK AE DAIE AHAIIIXN L= A/AX L} HEE HHIOIAE
untrusted 2 &&aotet. 12l DAIJ E8EX = ARAXNZRHS packet = ZALGHI| ?IoH DA
s & d&otet. 0l &&E0I 2JtsotChH, Layer 3 0lA DAI E At
AXE ZeclolOoF &L},

t= WIERIAE

ol

b Note Premier 8800 Al2lX= DAIJI 2= ARP T2 A
B35 Jls2 NI

19.1.5. Rate Limiting of ARP Packets

DAl J|s0| 2435 &E AfXleE CPUE 2&= ARP TH2! 2| rate £ HISHSICH CIZEZ untrusted
OlEﬂ‘HIOI*Oﬂ oA =< 1500 (15 pps)2l ARP TH2!2F GIE &l 04, trusted 2/EAHIOI A2 rate &= Al
StotAl =0 AHHIOIA 28 HEH ip arp inspection limit £ AAEdiM &85 HEE = UL
S8 ZEE Soll CPUZ R2%= ARP IH3! Q| rate It &St g2 Z=UotH, A/X= 0] ZEZ
=4I 2 ARP IH2!S HIDISHCH AMEXIH &2 HEE MKl O AEidt SXIECH QTEHIOIA
A3 HHY ip arp inspection limit auto-recovery £ AtE5HH, & A|2H0] st &= LEE IS5
Z MEIA Jls &elg 2t 5= QUCH

b Note ARP TH2!9| rate limit = CPU Ol M software 2 X2IEJ| IH=0ll, Denial-
of-Service (DoS) 220l Lol = SIE JICHE 2 SUCH.

19.1.6. Relative Priority of ARP ACLs and DHCP Snooping Entries

DAl = IP-to-MAC =4 OHE 2 ZHAIE ([, DHCP snooping binding HIOIEIHI Ol AE AFZEHCE.

ARP ACLs 2 DHCP snooping binding CIOIEHHIOIAZCH A BAH AAIZ2EICH ARIXI= ip arp
inspection filter 222 40| TS ZR0 L ACLs 2 ALESHCE ARAX= HM AFEXIH 43
8t ARP ACLs 2 ARP IH3!ZS ZAIStCH Bt ARP IH2!0l ARP ACLs 2| deny A2t 2XIoHH,
DHCP snooping 0l 2lai = &8t binding 0l EMdtHetE 1 W22 HIDIEC.

a3

19.1.7. Logging of Dropped Packets

A X = HOE W20 st 22 270 HHO HESHD, &8 LS L AIAE WAIKE
MASHCH AR MAEEH 2HAE 8= 2] HIHHA AMSCH 222 20 = flow 82
(=418 VLAN, port 15, source @ destination IP 3=, source 2t destination MAC Z=4)J} E &t
382 Premier 8824 XG User Guide

e



____S_witch

solution

= Ct.

Global &8 ¥ ¥

HH ip arp inspection log-buffer £ HIH2 AJIE HEHE = JA2MH, & A2t S0
2Rt 209 J+-E S8olM AMAE HAIXICS M 22 XS 4 QUCH 12l1, Global &8 H
& ip arp inspection vlan logging 22 218 I3l =82 XNEE =T QUL

Premier 8824 XG User Guide

383




Swﬁclpm P

19.2. Default DAI Configuration

Ct39 H&= default DAl 888 B0 =L,

Feature Default Setting

DAl 2 E VLAN Ol CHolf BIZtd &FEHOICE.

Interface trust state 2 E IHHOIAS2 untrusted &EHOICY.

Rate limit of incoming ARP packets & 15002 ME222 SAEDI S2& = Layer 2 WE

f3et Jrd ok, untrusted GTEHHI 01 A Ol CHoll 15
pps & &&=

Trusted CIEAHI Ol A0 CHAH M = rate E MISHSHKI
Ct.

burst interval 2 1 =0|Ct.

OIE{H 0l A2 rate limit 7| s disable & UL
ARP ACLs for non—-DHCP environments | ARP ACLs 2 &2|& (| JUXl &LCt.

Validation checks HE HAE =SHA E=C.

Log buffer DAl Jt 84315 ™, deny &I HL drop &= 2 ARP
2! 20 224 &l

log entry 2| JH2== 32 i

HEE= AMAE HAIXS == =5 5 1.

b2
rr

—

logging-rate =Jl= 1 =.
Per-VLAN logging deny EIHLI drop &= 2 ARP W2l0l 22 S CF.
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19.3. DAI Configuration Guidelines and

Restrictions

DAIE £EE M, U432 AtgS &=oleh:
DAI'— = ARX KFalel ARP HIOIZEH ES 60 WERAE 236t AdiM=
= ARP ﬂHi% CPUZ trapE = U= IS0l 206t

DAl= &3 EQtingress security 21s0ICH &3 & Ategress checkOl AL Xl OFet.

DAI= DAIE X6t Zes AL/AXN HZE SAEN U= SU=0IX ZCH man-
in—the—middle attack® &2 Layer 2 E2EIMWAE M0 XSt Dl M2 01I DAIE Al
2ole THQS DA £2 ZHoSZLH 2elotet. 01242 DA 43t Mol

?IXet S AES ARP HIOIES 220l =L,

DAlE= S2&E ARP request2t ARP response 2! 2| |P-to—-MAC =4 binding2 & Alol)|
?/o DHCP snooping binding GIOIEAHIOIAE AIEEHL SHCZ &&= IP =40 O
St ARP IH2! S dl&5tD| ol = BFE Al DHCP snoopingS &4 Al 2.

b Note DAI Ot A XIS DHCP AH JI1s1t &M AI2E A<, DHCP A2

Jl
binding 822 AIE& < UL

DHCP snoopingOl HI&4 AEHOIH L DHCP &&0| otLI2tH, 2! S permitot HULE deny
otJ|l |l ARP ACLS AIEZdlet.

ZEQO EM42 NddHAM ARP IHA! Q| rateE & Hole.
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19.4. Configuring DAI

0l Z0lA= DAIE Z&ot= 20l Uiol &Y
Enabling DAl on VLANs (Z %)
Configuring the DAl Interface Trust State (&
Applying ARP ACLs for DAl Filtering (&)
Configuring ARP Packet Rate Limiting (&)
Enabling DAI Error—Disabled Recovery (S&)
Enabling Additional Validation (&)
Configuring DAl Logging (S4)

Displaying DAl Information

o

Ct:

&)

19.4.1. Enabling DAl on VLANS

]

Ct

0/0
]
my
o
>
)
v)
:rf:l
u
un
o
oY
>
o

VLAN 0l DAI £ enable ot 3, A2/ Xl= oilY VLAN 2 Sall =4I
Ct:

BZ2CHAEL = ARP IH3!

ﬁ%’—lili’l MAC =242 2 & 5t= ARP request IH2!

A IIIJ} RESH ARP request 0fl CHer S & TH2!

chr = AOIOl &85l = 2 E unicast ARP IH2!

°
°
°
° =
ol EH?J%%% Aol A, == 8t TH2L 0l CHoll M2 SEot L ARP HIOIE= BB el

-

VLAN 0l DAI £ enable ot ™, L322 &Y= +~aotet:

Command Purpose

Switch# configure terminal global &8 2 EZ XS},

Switch(config)# ip arp inspection vlan vian—id | VLAN 0l DAl & enable 8tLC}.

Switch(config)# no ip arp inspection vlan VLAN 0ll DAl £ disable 8tC}.

vian—-id

Switch# show ip arp inspection A S &0l

b Note VLAN 0fl DAI £ enable 6tH, diY VLAN 2 Sl 4 Tl= 2 ARP I

312 B AISHCH CHAI 2all, A XI21 ARP IHAIQF WIERKIAJF &N B &
Ct.

CH=2 9l 0l= VLAN 200 0l DAI S enable ol= 8tH S B0 =L}

Switch# configure terminal

Switch(config)# ip arp inspection vian 200
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LS9 tle €8s &elote 28= 20HE0:

Switch# show ip arp inspection

DHCP Snoop Bootstrap . Disabled

Source MAC Validation - Disabled

Destination MAC Validation : Disabled

P Address Validation : Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Activet No Deny Deny

19.4.2. Configuring the DAI Interface Trust State

OIEHIOIAL trust AEHE HFGIHAH, (382 HYS = otet

Command Purpose

Switch# configure terminal global &8 2 EZ XS},

Switch(config)# interface /ifname ChE AKX HZE QHHOIAE YAIGHD
OIEHOIA &8 =2 XS

|>| @
i

Switch(config—if—gi1)# ip arp inspection trust | A% rusted 2 &%

Switch(config—if-gi1)# no ip arp inspection StCH (default: untrusted)

trust ALAXE HAZE OIHHIOIAE untrusted & &
A S,

Switch(config—if—gil1)# end Enable 2E2 S0}2tC}.

Switch# show ip arp inspection interfaces S =S Solsttt

CIS2l 0= Gigabit ZTE 1 S trusted 2 &5l S B0 =0

Switch# configure terminal

Switch(config)# interface gi1l

Switch(config-if-gi1)# ip arp inspection trust

Switch(config-if-gil)# end

Switch# show ip arp inspection interfaces
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Inter face Trust State Rate (pps) Burst Interval Auto Recovery
gil Trusted None 1 Disabled
gi2 Untrusted 15 1 Disabled

19.4.3. Applying ARP ACLs for DAI Filtering

ARP ACL 2 AtEdtel™, OE2 Y2 +&otet:

Command Purpose

Switch# configure terminal global &8 2 &I &tCH.
Switch(config)# ip arp inspection filter VLAN Ol ARP ACL 2 & Z¢&tCt.
aro_acl_name vlan vian—id [static]

Switch(config)# end Enable 2=2 =02t
Switch# show ip arp inspection HAZ S=0IstCl.

ARP ACL = HEZ [, i3 AMtE0ll =2lotet:

® ARP ACL 2| implicit deny € explicit deny & Ct£ 10 ACLLl ™ xAHME LXISHA &£
= D22 HIJI5tAH, static IIREE AtEdtet. 0l <0 DHCP binding 2 AFZ S Xl &
=0,
static IIREE MESIA 229, ACLO «Xldot= =210 = 20l Uiol A= DHCP
binding 2 A2 oH/\-I 2! = permit & 210Kl deny & HQIXIE & &G

® |[P-to-MAC =4 HE S EZ&otd U= ARP IS ACL 2 ZALStCh. Access list It

permit ot= IH2! =8 permit & CF.
CtS2l o= 0150l example_arp_acl ! ARP ACL 2 VLAN 200 0l & &ol= 282 B =0

Switch# configure terminal

Switch(config)# ip arp inspection filter example_arp_acl vlian 200
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

P Address Validation . Disabled

ARP Field Validation . Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Active example_arp_acl No Deny Deny
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DAIJ} 435 &lH A X= 2L ARP Ol tHoll 254 ZAIE 6%3, 0l2 olalf A9IXl= ARP 2! 2

DoS =220l FAHEICH ARXI2l CPU A ARP IH2!2| rate £ MISHE 22 M CPU 2 2512 24

AZ = ULt

b Note DAI D} XM B35t= ARP rate limit = AZE 0 J15010] HH20H, 22X
CPU AIEEEZ TR Z 2AAZ 2= 8ICh dtXI2 DAIJF Meldtes
ARP TH3lo| ¥2 ZHEEOZ M, DAIGI 28t CPU AIEES ¥& = U
Ch.

ZEN CHoll ARP TH2!0fl CHE rate limit S Z &otHH, ChS2l &2 +85leh:

Command Purpose

Switch# configure terminal global E8 2 XISHCE.

Switch(config)# interface /fname Che ARIXIQE HZEE QHHOIAE YAIGHLD,

OIHHOIA &8 RE2 XIS,

Switch(config—if-gi1)# ip arp inspection limit | (S&) ARP packet rate limit £ & & &tCt.

{rate pps [burst interval seconas] | none}

Switch(config—if-gi1)# no ip arp inspection

limit default &8 2z SRt

Switch(config—if-gi1)# ip arp inspection limit | 2/ E{H 0l A2 ARP rate limit 7| S enable AlZ!

enable Ct.

Switch(config—if-gi1)# no ip arp inspection OIE{HIOI A S| ARP rate limit D152 disable Al

limit enable 21C}.

Switch(config)# end Enable 2=2 =0}2tC}.

Switch# show ip arp inspection interfaces d8 S =0lIstC)

ARP packet rate limit £ &3 & M, Ct32 A0l =olotet
® [|EEZ untrusted CIEHHIOIAN CHaHA = 15 pps (packet per second), trusted I E{H|
Ol A0 CHOH M= rate E MISHGHAI &=L
® rate pps=E =E XMolE = U= AetS HHEHC HRl= 0 2H 2048 OIC
® rate none I/} EE= A4IZ= ARP TH2! 2| rate Ol MISHS GHAl XSS HAISHCE.
® (S&) burst interval seconds (default = 1), ARP TH2! 2| rate It A&tS Z=6t=Xl 2
=0tz AZ2ZH0ICH =, rate & 26t gt= burst interval = S0 =g I Y ZEZ2 &
2 Cl= ARP I3l S MISHSHCEH gtel Hel= 1 ~ 15 0ICH
& R2UC= ARP IH2/C rate Il X gts ZolH, AAXE Y ZEZ £4I8 DE ARP
IH2!'S HIOISCH 2SI &ES HEE WIHAI O &Eidt RXIEC.
® OIEHOIAQ rate-limit g2 HEGIA 210, ATEHHOIAL trust AEHSE HEMN T 2 E H O
A0l CHEt rate—limit & default 8t01 HEE L. rate-limit et HAES 0=, trust &EHE
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HASIHCE &&8E g0l JE B=ECH 2IHHOIA &8 HE no ip arp inspection
limit 2 AIE6tH, B H 0l A 2| rate—limit 2t2 default gt SR =L},

=

® ip arp inspection limit enable @& 2 & &dH0F, ARP 2! rate limit Ot =& 8tCt.

CtE 2 gil 0l ARP packet rate limit £ & &83dt= 00| Ct:

Switch# configure terminal

Switch(config)# interface gil

Switch(config-if-gi1)# ip arp inspection limit rate 20 burst interval 2
Switch(config—if-gi1)# ip arp inspection limit enable
Switch(config—if-gil)# end

Switch# show ip arp inspection interfaces

Inter face Trust State Rate (pps) Burst Interval Auto Recovery
gil Untrusted 20 2 Disabled
gi2 Untrusted 15 1 Disabled

19.4.5. Enabling DAI Error-Disabled Recovery

ARP THZ!0ll CHEF rate limit HE2 0, ARP IH2!2] =&I0| Kete LEE S22 S+HotdH, Us2

Command Purpose
Switch# configure terminal global &8 2 EZ XS},
Switch(config)# interface /fname CtEe A H2Z= OIHHIOIAZE HAIGHD

Switch(config—if—gi1)# ip arp inspection limit (84) s
auto—recovery seconds

Switch(config)# no ip arp inspection limit s £+ Jl=S oML,

auto-recovery

Switch(config)# end Enable 2EZ S0t

Switch# show ip arp inspection interfaces 38 g =0olstC}.

CtS2 I HI0IA gil Ol ARP rate limit 0l 2|60 ARP IH2! =4I10| X HEAS ELR, 10X 20 A4S
2 =FEHEE Z46t= Gl0ITH

Switch# configure terminal

Switch(config)# interface gi2

Switch(config-if-gi1)# ip arp inspection limit auto-recovery 10

Switch(config-if-gi1)# ip arp inspection limit enable

Switch(config-if-gi1)# end

Switch# show ip arp inspection interfaces
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yy e -
Inter face Trust State Rate (pps) Burst Interval Auto Recovery
gil Untrusted 20 2 10
gi2 Untrusted 15 1 Disabled

19.4.6. Enabling Additional Validation

DAl 2 ARP 9| destination MAC =2, sender 2} target IP =2, source MAC =A0 Uist &

2!
ad dAIE & & ULL

IP =2 £= MAC =401 Uet Red ZAIE ofdld, OS2 8= Aotk

Command Purpose

Switch# configure terminal global &8 2 EZ XS,
Switch(config)# ip arp inspection validate (88) =I1E0 K54 2 AIS enable StCt.
{dst-mac | ip | src-mac} (default: none)

Switch(config)# no ip arp inspection validate FIEQ K54 A AIE disable &HC}.
{dst-mac | ip | src—mac}

Switch(config)# end Enable EE 2 S0} 2tCH,
Switch# show ip arp inspection S8 Z S0l
FIIEO K54 HAIE enable 6tedH™, LIS 2l AFEH0l | 2lotet:

e (32 IJI¢E = H#NE of P ArE 6l OF StC}.

® 2 jp arp inspection validate &2

OlXel HYHZ AMSHCH 2Hef, ip arp inspection
validate @22 src-mac 2t dst-mac dALE s}
validate ZE 22 ip 2 AtEHZ enable R CHH, src—mac 2

ip &2 AFBHO| enable = L.

o IIIHQ K54 A= ChSd 20k

B dst-mac - ARP response IH2! 0l CHoll Ethernet 6ll (4 2| destination MAC =4 2t ARP
body 2| target MAC =45 H| 1 &tC}.

B ip - ARP body 2| RS06tAl 22 IP =AE ZAISHCE 0.0.0.0 £ = 255.255.255.255 &
= YEINAE IP =4= HIIECH ARP request 2 sender IP =4, ARP response 2|
sender/target IP =4~ E 2 AFSHCH

B src-mac — 2 ARP 2/ 0l THa Ethernet ollCH 2] source MAC =42t ARP body 2|
sender MAC =48 H| W &HCt

1, & B ip arp inspection
dst-mac & At= disable & 1]

ChS2l 0= src—mac 0l Uist FIOIEQ K84 ZAE enable ol 28 S B0 =CH:

Switch# configure terminal

Switch(config)# ip arp inspection validate src—-mac

Switch(config)# end
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Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled
Source MAC Validation © Enabled
Destination MAC Validation : Disabled
P Address Validation : Disabled
ARP Field Validation : Disabled
Vlian Config Operation ACL Match

Static ACL ACL Log DHCP Log

200 Enabled Active No

fol

CtE2 0= dst-mac Ol g FIotE el =

Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled
Source MAC Validation : Disabled
Destination MAC Validation : Enabled
P Address Validation : Disabled
ARP Field Validation : Disabled
Vlian Config Operation ACL Match

A 2 AIE enable 6t=

Deny Deny

(=)
geHE B0

Ct:

MHH

Static ACL ACL Log DHCP Log

200 Enabled Active No

CtS2 Ol= ip Ol CHet =OtHQl R4 ZALE enable ot=

Switch# configure terminal

Switch(config)# ip arp inspection validate ip
Switch(config)# end

Switch# show ip arp inspection

S 20

Deny Deny

Ct:

HH

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

P Address Validation : Enabled

ARP Field Validation : Disabled
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Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Active No Deny Deny

CtS 2l 0= src—mac 1t dst—-mac Ol CHst F=OH80 K

fol

& ZALE enable ot= 28 = 20

Ct:

HH

Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac src-mac
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap . Disabled

Source MAC Validation : Enabled

Destination MAC Validation : Enabled

P Address Validation : Disabled

ARP Field Validation . Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

19.4.7. Configuring DAI Logging

Ol Z0llAl= DAI Sl 22 9o CH3H &2 5T

® DAl Logging Overview

® Configuring the DAI Logging Buffer Size

® Configuring the DAI Logging System Messages
® Configuring DAI Log Filtering

19.4.7.1. DAI Logging Overview

AQXE HOIE 20 et REE 2 B MEGHD, EXE HMEN UH AAE HAIXS
MASHCH HIAIKIDF A 2= A8 27 HIHWAM AFHSICH 222 200= flow &8
(=418 VLAN, port 15, source @ destination IP =4, source 2t destination MAC F=4)JF &

otLtel 271 HIH entry = otLt 0l &2
A—I jl-o ARP O|I|' parametera jl'n_ .U-H
Ol CH8t 271 HH entry & StLE 244 5t
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19.4.7.2. Configuring the DAI Logging Buffer Size
DAl 21 HIHS 2JI1E d&oteddH, T3 &g 8otet:

Command Purpose

Switch# configure terminal global &8 REZ XISt}

Switch(config)# ip arp inspection log—buffer DAICl 27 HHIH AJIE & &6 (Bl= 0 ~
entries number 1024).

Switch(config)# no ip arp inspection log- default HI{ 3712 S &Lt (32)

buffer entries

Switch(config)# end Enable 2=2 Z0}2HCH.

Switch# show ip arp inspection log 85 =0I6tC)

Ct22 Ol= DAl 20 HIH AJIE 64 2 8 FetCH:

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer entries 64
Switch(config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate : 5 entries per 1 seconds.

No entries in log buffer.

19.4.7.3. Configuring the DAI Logging System Messages

DAIJ} M4dt= 21 HMAIXNE 2338t H, 32 &2 =2 5tet:
Command Purpose

Switch# configure terminal global && 2 &
Switch(config)# ip arp inspection log-buffer DAI2] HIHE
logs number_of_messges interval

x| HU
0%
o
[m)

length_in_seconds

Switch(config)# no ip arp inspection log— default 2 2 &t}
buffer logs

Switch(config)# end Enable 2=2 =0}2tC}.
Switch# show ip arp inspection log H& S E0lIeHH.

DAI 2l 22 AAE HIAIXKIE £&0oteAH, Ch32 AU =2lotet:
® logs number_of_messges (default = 5) OlA, 2t2 H2= 0~ 1024 0ICH. 0 22 & A6t
M 27 HAIXIDOt M EX 2=
® interval /ength_in_seconds (default & 1 ) Ol A, Btel 8el= 0 ~ 86400 = (1 &)OIC O
o2 HAFotH, 21 HAIXIDLBIE MEED (5, 21 HHHe &4 HIoQULH.
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® AAE 27 MHAIXIE= length_in_seconds = number_of_messages 2 Hlg& MA&EC}.

CtE2 ol= 04 2 =0LCH 12 02l DAl 22 BHIAIXIE ddote=E &

02
]

Ct:

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer logs 12 interval 2
Switch(config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate : 12 entries per 2 seconds.

No entries in log buffer.

19.4.7.4. Configuring the DAI Log Filtering

ARP IHZ!E HAtEt =, 1
DAl 9| log filtering 1SS
Command Purpose

Switch# configure terminal global &8 &=z XL

Switch(config)# ip arp inspection vlan vian—id | 2@ VLAN Ol CHal log filtering & & & &L,

oHOll CHEE AIABS DA E d8 822 dde o= UL

4
HFotedd, G52 HPS +=aotet:

{acl-match {matchlog | none} | dhcp—
bindings {all | none | permit}}

Switch(config)# end Enable 2=2 =0}2tC}.
Switch# show running—config S& S E0IgH.
DAl 2 22 AIAE HIAIXIE d&oteAH, G0t 22 A&l =2lotet
® Default 2 2 E deny &= A2 2 &L
® acl-match matchlog —ACL && 2 J|Etez Z 24 5tCH 0] &0l matchlog IIRIEE HAl
110, ARP access-list &8 2| permit £= deny B30l log IR EIL AFE & ACHH, ACL Ol
olol permit & HLt deny &l = ARP Il 2! S0 22 &Lt
® acl-match none — ACL 2t 2 XI5t= TH2! 0l CHoll 22 6HK =L
® dhcp-bindings all — DHCP binding It 2 Xlol= 2 M3 S22 24 &L
® dhcp-bindings none — DHCP binding It 2 X|dt= M2 E2 = 5tAl ¥ =0
® dhcp-bindings permit — DHCP binding 0fl 2/13i 318 & 2SS 2 A&

C

i

22| 0= VLAN 200 Off CHol ACL 1t & Xlot= TH2LOl CHet 27 HIAIXIE
Ct:

0
0x
jell
bl

0
H
Ju
ix
0

o

-

Switch# configure terminal

Switch(config)# ip arp inspection vian 200 logging acl-match none
Switch(config)# end

Switch# show ip arp inspection
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DHCP Snoop Bootstrap - Disabled
Source MAC Validation : Disabled
Destination MAC Validation : Disabled
P Address Validation . Disabled
ARP Field Validation - Disabled
Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No None Deny
19.4.8. Displaying DAI Information
DAl 2l 82 E X3lotdd ™, G282 982 AtEotet:
Command Description

show arp access-list

ARP ACL Ol CHet &

2 E EF8h

show ip arp inspection interfaces OIE{HIOl A2l trust AEH B2 E &= st

show ip arp inspection vian [ v/an—id] VLAN 0Ol CHSt DAl 8™ 0t S& AEl| 828 &
SHC}.

show ip arp inspection arp-rate I HIOIALS] ARP TH2! =&l rate B2 E &4 &t
Ct.

DAl SHEEE Z3IotHL =DI3otAH, Ch282 BES ArEdtel:

Command Description

clear ip arp inspection statistics DAl S B2 E =J|3 stCt.

show ip arp inspection statistics [vlan vian—id] | DAI Ot Xelst ARP TH2!0fl CHE SHEEE &
2 5HCY.

DAl logging 82 & A 3lotHLE ZD|3lotelid, Ch3S2 HdES Atgoteh:

Command Description

clear ip arp inspection log DAl 211 HIHE =J|3t 8tCt.

show ip arp inspection log DAl 271 HIHS £& ) 2] HHS WHE= &

S etLt.
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19.5. DAI Configuration Samples

0l 22 LISt &2 iS22 st
® Sample One: Interoperate with DHCP Relay
® Sample Two: Interoperate with DHCP Server

19.5.1. Sample One: Interoperate with DHCP Relay

Ol Gl M= DHCP relay Jls tEcot= A0 DAl E 280l &S £ G352 J8H
8 UEHAHII P& JACHD JHE A

DHCP Server

VLAN 10
L2 Switch

L3 Switch VLAN 1

DHCP Relay

192.168.0.1

192.168.0.254 0007.7000.1234

Host 1 Host 2
L3 A?/Xl= VLAN 10 £ Soi DHCP MBI Z DHCP BIAIXIE SHIotH, SAE &= L2 AKX A
ZECh L3 ARAXI0 AZ2E L2 A9(X= AF IPFL8 ASeCh SAE 10 SAE 2= DHCP E
Soll IPFASE 2 20 02l 28 A/AX} SAES2 VLAN 1 01 9| XI8HC
b Note 0/l PHOA DAl = IP-to-MAC bindng B2E XEHOZ DHCP
snooping binding =0 2/Z&tCH DHCP snooping &&& DHCP

snooping Ul =2 = & 16tct.

DHCPrelay 2 AFE = ALIXI0 A DAI DI SS AtEotAH, IS 201 & XSt
Step 1 DHCP relay JIs£ &43t Al2ICH
Switch# configure terminal
Switch(config)# ip dhcp helper—address 10.1.1.1
Switch(config)# service dhcp relay
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Step 2

Step 3

Step 4

L3 ARAXIC &F

,—’——/

DHCP Z IP € &Y Y= SAEQ IP-to-MAC binding 2 E 2&F34lJ] {8, DHCP
server 22 SAI0 AI2Sl= QIEHOlA VLAN 10 1 SAEDF HZ & QIHH 0l A VLAN
1 0l DHCP snooping £ & 43} AlI2IC}.

Switch# configure terminal
Switch(config)# ip dhcp snooping vian 1
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# ip dhcp snooping

Ly

N IPE ASot= A2X12 ARP I3!S 61E6t)| fIoi ARP ACL 2 €& &tlt

Switch# configure terminal

Switch(config)# arp access-list permit—switch

Switch(config—arp—nacl)# permit ip host 192.168.0.1 mac host 0007.7000.1234
Switch(config—arp—nacl)# exit

Switch(config)# ip arp inspection filter permit—switch vlan 1

Switch(config)# end

SHI2H SF A OIS

= o =

Switch# show ip arp inspection vlan 1
SAEJI HZE VLAN 1 0l DAI E 43t Al2ICH.

Switch# configure terminal
Switch(config)# ip arp inspection vlan 1
Switch(config)# end

SHENH 2HE A=K = QIBHC.

=

Switch# show ip arp inspection vlan 1

otd st £ L

ﬂIIO
M

arp access—list permit—switch
permit ip host 192.168.0.1 mac host 0007.7000.1234

ip arp inspection vlan 1
ip arp inspection filter permit—switch vlan 1

ip dhcp helper—address 10.1.1.1
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service dhcp relay

!

ip dhcp snooping vlan 1
ip dhcp snooping vian 10

ip dhcp snooping
|

19.5.2. Sample Two: Interoperate with DHCP Server

MO
= o

L

Ol GiHl= DHCP AHHZ MEEE ARXI0 DAIE &&ots &8
ERT0t 2EEHN AUCHLD IHEOFAE:

o

o
o
]
0/0
lo

]
pALy

i
&

L3 Switch
DHCP Server

- RN

L2 Switch
ey

192.168.0.2
0007.7000.1234 0007 7000.5678
Host 1 Host 2
L3 A9 Xl= DHCP AIHZ S&o6l0H L2 ARXIDF AZECH L2 ARX=E DF IPFAE AIEECL &
AE 1N SAE2=DHCPE Edll IP F=AE &Y &= 12l 2 29X SAES2 VLAN
10 { XIstCh
b Note 0ldd 2H0IA DAL = IP-to-MAC binding 82 &2 2Z DHCP M2
binding 22 0ll 2| &&!Ct. DHCP MHH &2 DHCP A D=2 2 & 116t
ct.
DHCP MH 2 AI2& = A XM DAl DI SS AI26tdH, =210 20| & & &L
Step 1 SAENAH IP F=AE &H36I0| K5H DHCP server & 431 AIZ2ILH
Switch# configure terminal
Switch(config)# service dhcp server
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b Note DHCP WIER 3 pool @& 2 Met5HCH DHCP =g S &1
5tel.
Step 2 DEIPE AR5t= AAXIC ARP T3S G12510| 9151 ARP ACL 2 & E &Lt

Switch# configure terminal

Switch(config)# arp access-list permit—switch

Switch(config—arp—nacl)# permit ip range 192.168.0.1 192.168.0.10 mac host
0007.7000.1234 0000.00ff.ffff

Switch(config—arp—nacl)# exit

Switch(config)# ip arp inspection filter permit—switch vlan 1

Switch(config)# end

b Note ARP ACL 2 &lLISl ZAHO2 1240 TS HAIE 2= UAS
£, IP =40 ColM= range E MAC =20 UdlMe
wildcard 2 & = M S&tCh.
SHt2 A 8385 A =KX &IStCt,
Switch# show ip arp inspection vian 1
Step 3 SAEQ AAXIJI HZE VLAN 1 0l DAI £ 43} AlZICH.
Switch# configure terminal
Switch(config)# ip arp inspection vian 1
Switch(config)# end
SHIEH 88 A=A EOIEHT
Switch# show ip arp inspection vian 1
L3 AKX &F2 X3|otH O3S 2CF.
|
arp access-list permit—switch
permit ip host 192.168.0.1 192.168.0.10 mac host 0007.7000.1234 0000.00ff.ffff
!
ip arp inspection vlan 1
ip arp inspection filter permit—switch vlan 1
!
service dhcp server
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ip dhcp network—pool

dns—server 164.124.107.9 203.248.252.2 168.126.63.1
lease 0 0 30

domain—name ubiquoss.com

default-router 192.168.0.254

network 192.168.0.0/24

range 192.168.0.50 192.168.0.100
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ARP Snoop

____S_witch

Ol HUlA= S8 IP =4 S0l tHet Ethernet =4 2E F=0tHJ| ?Ioil AHE &= ARP snoop |
so £ LE0l Choll €St
b Note Of ZOIM AtEEl= SBE00 CHEt 2E I AHE 2H 0l 248+ A Mg 2

= command reference E & X35

[}

el

b

ol &= tsl &2

Z2 U222 0120 ULH:
ARP Snoop0fl CHSt 0laH (Understanding ARP Snoop)

ARP Snoop J1& & & (Default ARP Snoop Configuration)
ARP Snoop & & (Configuring ARP Snoop)

ARP Snoop & & 0l Xl (ARP Snoop Configuration Samples)
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20.1. Understanding ARP Snoop

Ol Z0llAd= ARP snoop J1s0ll CHoll & HStHCE

20.1.1. Understanding ARP Snoop

AUBIMO 2 ARP cache = S 22 AXRX0 MAE

0x
[w

10

® SAENA ARP RequestS & &oFAHLE

o SAEJN JIN [P =40 OIS ARP RequestE £

12
o
==

st MAE ARP cache = ARP TH2! 0l 2l A= SOO0IE TSI, & A2t S SHO0IE SAXl 2

o0f AHIEICH.

CIS29 E= ARP cache & BHH86l= ARP IH3! &S LIEHHCH:
ARP op Target address Sender address ARP cache
Request To me =0 EMOHAl 2™ M4
Reply To me =0 =Moot HH0lE
Request Any I= Z=MatH JHolE
Reply Any I= Z=MatH HHolE

||'

H 20-1 ARP cacheE Y 0IOIEdl= ARP &
ARP IH3!9| sender address 0l CHoll ARP cache JF &MsHCHH, (1™ ARP IH2!0letE SAEQ

ARP cache € B &atH € L.

OPL

ARP snoop 2159 JI2 82 SAED QAEGHA &2 ARP IH3! 0l 2/ail ARP cache JF &HI0IE
= 2028 YA = UAEZ ARP sender 0ff it 2 E HZ2dt= Zd0ICH 0IE flol ARP snoop 2
ARP snoop binding Olet= (IP =24, Ethernet =4) 282 E 22| &tC}.
ARP snoop 71s0] 4835 &E SAE = unsolicited ARP £ =416t3H, ARP snoop binding 2 44 &t
ARP 20l HAIE SAEWH ARP Request & M&EHCE 0] F,

k=1 2= AISH ARP Reply 2 sender
A2l ARP Request 2 882t 2Xg HA20, 0l ARP snoop binding 828 22 4 JU1D JHA
&tCF.
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—
ARP Request/ | Unsolicited ARP
\
ARP Reply. ARP Request
T b —
Update
\
ARP Reply.
\
Update
18l 20-1 ARP snoop (3-way handshake)
ARP IH2! XHAIG 29t J1s0| g8 2, tdef 2l ARP Reply E =4S 20 ™ 0] K58t
JHE oohgt 2= QUCH et 0 Y22 ARP spoofing &= & 80| XtHGHA = =6t ot Xl 2t
S0l AIEED| M0 Al2let Ciet 32 E MAIACHH, BA2 OIHE 2 LAZ2 == UL

Caution ARP snoop binding 22 & JIEt2 2 ARP cache 2 &HI0IEE XtEtol
™, DAL 2t ARP ACL 2 &M At&0lioF 8tCt. ARP snoop 2 2% ARP
binding & £ 0t M= &tCt.

20.1.2. ARP Snoop Entry States

ARP snoop 2 ARP snoop binding & 22| AElE CIS 13 20| R XISt

State Description
INIT ARP snoop entry Jt &&= =] AHEH
INCOMPLETE INIT & EfLE UNSOLICITED AEHOIA ARP request & & &8 AEH (probe)
REACHABLE 3 Way handshake It& 2 S 2S5 & AEH
STALE REACHABLE &EHOl A age—time O Z utst AFEH
3WAY ARP request & M 3&0t10 ARP reply € JICtel= AHEN
UNSOLICITED 3WAY AEHOIA ARP reply & =&IGHA 28t AHEH

ARP snoop OllAl Al2I& 4= A= A2 REACHABLE AHEHS] ARP snoop binding OICt.

20.1.3. ARP Snoop Ageing Time

ARP snoop 2 REACHABLE & El2l ARP snoop binding 2 ageing-time (default 80 =) St 85
otCHD 2+=8HCH. ARP Reply 0l 218 € HI0IE 80| ageing—time 0] Z &t ARP snoop binding 2
STALE & EHE HAH ArHIE L.
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gt 1 REACHABLE &EiiJF & ARP snoop binding 2 Al |5t2484 ageing—-time S AI=2otAl &
™

Caution Z= dd& ARP snoop binding 0l AHE =AE = US2Z,
ageing-time 2 AI&5t= A2 AESHLH

20.1.4. ARP Snoop Binding Health Check

ARP snoop & FIIE2Z ARP snoop binding 8 Sa4d2 HHHE = U= JIs2! Health-check
JlsS HIZ28tCE. ARP snoop binding 2 HIS REACHABLE &EfetD olGEH2IE 1O 2t 222 Alg

1|_ SIT0 O Ol& ZTBIX &S

o AoAYXMOZF ZAGHH SAEJ Atet D= [

Health—check 2l S& 2 ARP snoop binding &l K242 FII&E2Z A2A6tl, K58 ARP snoop
binding & &< H= | XIotJ| |I&0lIC.

20.1.5. ARP Snoop Probe

ARP snoop 2| probe JIS2 health check J|s1t S AGHCH. ARP snoop 2| probe JIs2 INIT AHEH
2t UNSOLICITED AtEH2| ARP snoop binding Ol CHoll A BF =8 &IC,

INIT &HEH 2F UNSOLICITED A EH= ARP Request E M&8 S AEDJF &MGHAICH ARP snoop 0] &
Alst ARP Request 0l CHEH ARP Reply It 8i= Z<0ICt. ARP snoop 2 AMEIME &0l A= IP =
20 Cioll F=IO1&8 22 probe &H 2 =&t

b Note DEIP CHE 0l CHGH probe £ 5+ ARP request 2 TH3! &0t LOIXIS 2,
ARP snoop 0| &&3GH= ARP request 2 I3l ==& Z=0/J| floH INIT,
UNSOLICITED AfE§ & IP 3=20il CHoH probe £ 484 &HCH.

-

ARP snoop 2 60 =0tCt stHA 22 6, INIT &= UNSOLICITED 4Ei2| ARP snoop binding 2 At
MotEz SISO 2 probe &= 2= SE2C1.

20.1.6. Understanding DAI and ARP Snoop

DAl = ARP 3!l E & Atots 2¢t JIs0ILH DAl = |&0otAl 2 IP-to-MAC F=2 binding & Jt

rr
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&l ARP
HESA

212 232 logging ot

2 S &L

, HJ| drop tCt. Ol Jls2

{3

main—in—the—middle attack S 2 £

DHCP binding 0l &M tX | 2= IP =20 M= DAl= U8l 22 882 222 stih

® Static ARP — IP =A%t o E5t= Ethernet A E 220 AE 43

° ARPACLs—01EE FALE HIDOIE IP =4, Ethernet =AE ACLZ &8
DHCP E ArEotAl &= D& IP Ol ChSt ARP spoofing & Xl &8I 2 static ARP 2 ArE3tHLE ARP
ACL 2 AIEdA IP =42 Ethernet =40 TS 1:1 B 2 M &3t= AHO0ICH IP =242 Ethernet

=20 st 11 DHE S AFEE B2 ARP spoofing 0l CHet 2= 2ESHKI2H, OH IP E MEdt=

SAEQ It SIOStHL HBIOF R H &8 & HHF 0 St
HESHK = L X2 HU|Q SEO0ILF WX CHol &8 HAF S ot Xl &40 |lai Gtk 201 ARP ACL
Ol wildcard JISsE AIEE = ULk

® 192.168.0.10 £Ff 192.168.0.20 JHXIC IP =A0 ol LE HHIZS 51 KEHCH — permit ip

range 192.168.0.10 192.168.0.20 mac any
e =3 IP A UE2 £3F g Al (Ubiquoss)2l &HIE AIESHCH — permit ip range

192.168.0.10 192.168.0.20 mac 0007.7000.0000 0000.00ff.ffff

Caution ARPACLZ= 1:1 HE2=Z AIEolA E=C0HE, permit & 10 2 Xlot=
ARP IH2!S AtEEH ARP spooflng 332 1 ARP cache € 35 &
2= UCh

=N

ARP snoop 0] 43t &/ ARP snoop binding
ARP IH2!= ARP snoop binding 822 tH [ Hl

=
[—

=~

o L

2t A
SHCY.

CteH, DAl

ARP ACL 0l 2loil o=

S =

A
o - T

100% &I2/& =
M At=Z 3 & ARP spoofing
ARP spoofing 22 & Xl=

o T o

2 0IC.

ARP snoop binding
ARP snoop 1t DAL
IPOI CHEr dl2ld
201 CHSF 1:1 OH

(o]}
S

b Note =
==

Oi

MI_

=2 M

=2 =

&ot=

~

It
Ofl
Z= A2} Ethernet &=

OtLID| &0,

=
4
20l Fefollt. DE

o
o od
o

-

IP

20.1.7. Relative Priority of ARP ACLs and ARP Snoop Entries

DAl =

o]
=]

IP-to—-MAC Z=2- OH
ARP ACL It ARP snoop O 20l 28 &AZ 8 ARP snoop binding Ol
ol AF2EICH A®IXl= HAH ARP snoop binding 22 ARP I

2% S¢Xl &= ARP 3! 2 HIJI= .

212 A
A= O

= ZAGH] 2ol ARP snoop binding & AIS

StCt.

ARP ACLs 2Ct H X H A}

AFSECE. ARP snoop binding
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ARP snoop binding tl 2I5H al& & ARP I3 0l2t= ARP ACLs Ol 2Jall SIS Xl 22 1 W3S
HJ|=ICH =, DAl = ARP snoop binding S HJ| ZH S Z 0+ A2 8HL
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20.2. Default ARP Snoop Configuration

Ct39 H&= default ARP snoop &8 & 20 ECH.

Feature Default Setting

ARP snoop Disable.

ARP snoop ip HdFE IP =2= UL

Ageing Time 80 =

Health check Enable.

Probe Enable.

Probe interval 60 =

Wait time 2 =

Gratuitous ARP update Gratuitous ARP 0l CHol M= dAFE SHAI 210 ARP
snoop binding 2 update StCt.
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20.3. Configuring ARP Snoop

0l 0= ARP Snoop 2 & &ot= 20l CHoll & H &t
® FEnabling ARP Snoop (%)
Configuring ARP Snoop Ageing-time
Disabling Gratuitous ARP update without validation (S4&)
Disabling Health—check (S4)
Displaying ARP Snoop Information

20.3.1. Enabling ARP Snoop

A2 X0l ARP snoop € enable otH, AR Xl= &8 & IP =4 A0l CHoll ARP snoop binding & 2
2l tCt.
A 2| X0l ARP snoop £ enable 5t21H, CIS2l &2 4-8lglel:
Command Purpose
Switch# configure terminal global &8 &=z XL
Switch(config)# arp snoop ip jp-adadress [jp— | IP =& A S A& &HC
address]
Switch(config)# arp snoop ARP snoop S enable &tCl.
Switch(config)# no arp snoop ARP snoop S disable 8tC}.
Switch# show arp snoop &8s =0olIstC)
CtE2 0l IP =4 (HS 192.168.0.10 ~ 192.168.0.20 0l CHGH ARP snoop € enable ot= &2 &2
o =Ch

Switch# configure terminal
Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop

Chs2l tles €8s #elols YEs 2=

Switch# show arp snoop

ARP Snoop : Enabled

Gratuitous ARP update : Enabled

Health Check : Disabled

Wait Time 12 sec

Probe Interval : 60 sec
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20.3.2. Configuring ARP Snoop Ageing-time

ARP snoop 2 REACHABLE &'Ei2| ARP snoop binding S ageing-time =2t =R Xl &tCt. Default
ageing-time 2 80 =0|C}.

ARP snoop binding 2| ageing-time € 21 &5ta™, G122 Y2 =& 5tet

Command Purpose

Switch# configure terminal global &8 REZ X SHCE,

Switch(config)# arp snoop ip jp—-address [ip— | IP =4 ¥ S E&ol1 ageing-time S HA &
adadress] [aging—time aging—time] Ct.

Switch(config)# arp snoop ARP snoop 2 enable &tCt.

Switch(config)# no arp snoop

ARP snoop 2 disable &tL}.

Switch# show arp snoop

2= =0IEH.

ths2 Ole IP =4 1S 192.168.0.10
time 2 300 =2 & &ol= YEHE 2WHELH

Switch# configure terminal
Switch(config)# arp snoop ip 192.168.0.10 192
Switch(config)# arp snoop

~ 192.168.0.20 0l CHoll ARP snoop = enable ot1] ageing-

.168.0.20 ageing—time 300

Ageing-timer 2 2t2 0

D Caution

= ARP snoop binding 0l

snoop binding Ol CHSH A EH ZAF & B30}
= OH¥ = ARP snoop binding 2 HIS AFE

©Z HH5tH REACHABLE &fEH2l ARP

2otk =0 =, &
otHl =L =BIEX 01 E

OfLIetH ageing-time 2 022 A &GHAl

20.3.3. Disabling Gratuitous ARP

Default & ARP snoop
shoop binding 2 &0l0

ratuitous ARP £

=)
—
|E

é Ct.

LA A

= T

Update without Validation

=

32, ARP request € M EGHA 210 ARP

ARP snoop Ol gratuitous ARP IHZ!0fl CHoHAI S ARP request € M &S = ARP snoop binding 2

HOOIEGIESE oted™, OS2 XY= =dotet.

Command Purpose

Switch# configure terminal global &8 2= XIS},

Switch(config)# arp snoop ip jp—-address [ip— | IP =2 2 S &S,
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adaress]

Switch(config)# arp shoop
Switch(config)# no arp snoop

=

ARP snoop 2 enable 8tCt.
ARP snoop 2 disable &tL}.

-

Switch(config)# no arp snoop gratuitous—arp-—
update

Gratuitous ARP £ =4I =2 [, ARP snoop
binding 2 bt Y 0I0IE dtAl &=L,

Switch# show ip arp inspection

2d= =olgtlh.

= -

ChS2 e IP =2 (Y 192.168.0.10 ~ 192.168.0.

ARP 0fl CHoll Al = ARP request & & &

Switch# configure terminal

}CE /\—|I‘|

Ol CHaH ARP snoop 2 enable St 11, gratuitous
g

20 0ll CHol A
ot= HEES EWHE0:

Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20

Switch(config)# arp snoop

( )
Switch(config)# no arp snoop gratuitous—arp—update
( )

Switch(config)# end

20.3.4. Disabling Health-check

ARP snoop & REACHABLE &HEHS| ARP snoop binding Ol CHolt =JIH 22 ARP Request & &M &0H1,
=45t ARP Reply & ARP snoop binding 2 &EHE L OIOIE SHCE.
ARP snoop 2| health-check JIS& AEGHA 22dHH, 22 IS +=&otet.
Command Purpose
Switch# configure terminal global &8 &g XS
Switch(config)# arp snoop ip jp-adadress [jp- | IP =& A S A& &t
adaress
Switch(config)# arp snoop ARP snoop = enable &tC.
Switch(config)# no arp snoop ARP snoop = disable StC}.
Switch(config)# no arp snoop health-check Health—check J|S& disable &tCt.
Switch# show ip arp inspection d&8 S =0lI6tC)
Sl ole IP =4 Ol 192.168.0.10 ~ 192.168.0.20 0l THall ARP snoop 2 enable 6t 12, health-
check J|s& AIE0HXl 2= 0IE EHECH:
Switch# configure terminal
Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop
Switch(config)# no arp snoop health-check
Switch(config)# end
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20.3.5. Displaying ARP Snoop Information

ARP snoop 2l 2 E XL3lotedd, OI22 HEE AtEotek:

Command Description

show arp snoop ARP snoop 2| &8 E2E X 3|8l

show arp snoop binding ARP snoop binding 825 X 3|&ttt

show arp snoop interface ARP snoop 0| &&I5t= ARP IH3lel MEES
23| BtC.

ARP snoop 2| SHEEE X3lotHUL =D|atotAY, 58l &= AtEotet:

Command Description

clear arp snoop statistics ARP snoop SHl A2 E x=J|3} stCh.

show arp snoop statistics ARP snoop 0| =418t ARP TH2! Kl CHSt SH
2 E =6t

412 Premier 8824 XG User Guide




Swﬁclpm R

20.4. ARP Snoop Configuration Samples

Ol 22 St Z2 OS2 Z& sl
® Sample One: ARP spoofing detection
® Sample Two: Interoperate with DAl on DHCP Relay

20.4.1. Sample One: ARP spoofing detection

Ol iMl= ARP snoop J1s2 AIEdM S& IP =4 N0l OISt ARP spoofing 2 2t Xlot=s 2 s &
YECH O29 D8 M8 WERII 2HET JUCHD IHEGHA:

Default Gateway
192.168.0.254

Switch A

Switch C

192.168.0.3

AKX AOA CHE ALIXI9 Default gateway L CHE ALK Al2ot=E IP =4 W0l CHst IP-
to—MAC binding &2 & & 53610| floll ARP snoop Jls=S 43&t6led™ LS 201 & &&H0
Step 1 E& IP =4 U990l CHst IP-to-MAC binding &2 & 2=0ol2| flaol ARP snoop £ &

A3 AI2ICH

Switch# configure terminal

Switch(config)# arp snoop 192.168.0.1 192.168.0.10

Switch(config)# arp snoop 192.168.0.254

Switch(config)# arp snoop

SHI2H 4™ Y =X EQIEHCL

Switch# show arp snoop
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e —— -
b Note ARP snoop £ IP-to-MAC binding =8t 2=35lJ| TH20 ARP EI0I =0l
et Es= 2ts

tCt. “show arp snoop binding” & & 1 “show
| W GtS! ARP spoofing (2 & 2 X = UL

20.4.2. Sample Two: Interoperate with DAl on DHCP Relay

0l tIXl= DAl JIs2 AtE3dt= DHCP relay 0l ARP snoop 2 IP-to—MAC binding 82 & AtZall
A ARP I3!S Xttole 2 S AHEHCH OSe D2 M UWEKIAIN RHEZ N ATt JIAEGHAR:

DHCP Server

VLAN 10

L2 Switch

L3 Switch
DHCP Relay

S .
/ VLAN 1

192.168.0.254 192.168.0.1
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Step 1 DHCP relay Jls=2 &43 AlI2ICH

Switch# configure terminal
Switch(config)# ip dhcp helper—address 10.1.1.1
Switch(config)# service dhcp relay

Step 2 DHCP z |IPE &Y ¥&e SAEQ |P-to—-MAC binding &2 E& F&F34lJ| fdl, DHCP
server 22 SAI0 AI2SE= QIEHOIA VLAN 10 0t SAEDF HZ & QIHH 0l A VLAN
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1 0fl DHCP snooping 2 &4 3l AlI2ICtH.

Switch# configure terminal
Switch(config)# ip dhcp snooping vian 1
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# ip dhcp snooping

Step 3 I IP E A2

o] A WOl CHE IP-to—MAC binding 822 =517 <ol
ARP snoop 2 &4

IC}.

t=
3

F‘“%H

P
F Al
Switch# configure terminal
Switch(config)# arp snoop ip 192.168.0.1 192.168.0.10

Switch(config)# arp snoop

IP

1]

Step 4 ) AEdteE 221X ARP I3!S oI Eot)| ?Iof ARP ACL 2 €& &t

0

Switch# configure terminal
Switch(config)# arp access—list permit—switch
Switch(config—arp—nacl)# permit ip range 192.168.0.1 192.168.0.10 mac any

(
Switch(config—arp—nacl)# exit
Switch(config)# ip arp inspection filter permit—switch vlan 1
(

Switch(config)# end

SHEH £ A=K =lsti

=

Switch# show ip arp inspection vlan 1
Step 5 SAEJI HAE VLAN 1 0l DAI € &4 3 AlI2ICH

Switch# configure terminal
Switch(config)# ip arp inspection vlan 1
Switch(config)# end

SHENH 2EE A=A &0l

i}

=

o

Ct.
Switch# show ip arp inspection vlan 1

L3 A
!
arp snoop ip 192.168.0.1 192.168.0.10

arp snoop
|

ots st &L

IlJIO
M

e &4

ﬁ
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solution

____S_witch

arp access—list permit—switch
permit ip range 192.168.0.1 192.168.0.10 mac any
!
ip arp inspection vlan 1
ip arp inspection filter permit—switch vlan 1
!
ip dhcp helper—address 10.1.1.1
service dhcp relay
!
ip dhcp snooping vilan 1
ip dhcp snooping vlan 10

ip dhcp snooping
|
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