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H 8-17. OSPF SPF TIMER CLI 159
H 8-18. OSPF ADJACENCY LOG CLI 159
H 8-19. BLocK LSACLI 159
H 8-20. IGNORE MOSPF LSACLI 160
H 8-21. MONITORING OSPF CLI 160
H 8-22. MAINTAINING OSPF CLI 161
H 9-1. ROUTE DAMPENING Uil AtE &l = 0] 190
H 10-1. IGMP SnooPING 2t 2LIHE 38N 198
H11-1. ZEPDHAE Z2EZ 200
H112IPZHEDHAE teE 2t SBLIHE SE O 232
H12-1. A6 PLIEHE HE 0 234
H122. 2= £F 23 HAN 234
H 12-3. CPU USAGE THRESHOLD 221 3 & 0 235
H 12-4. MEMORY USAGE 2t & (f 236
H 12-5. MEMORY DISPLAY 2t&1 & & 236
H12-6. EE EH X3 FBES 238
H127. ZESHEE EEH 240
H128 ZESH =)IstEH 240
15
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¥ 12-9. RMON &= 242
H 12-10. RMON ALARMAND EVENT & & & 243
H 12-11. RMON HisTorY & & ¥ stATISTICS & & 245
X 12-12. E7500 SERIES A X2l 2 1 &l 246
HI12-13. A28 20 0|2 &3 gt 247
H12-14 AIAEHIAIK 22 &2 48 33 248
H 13-1 SWITCH PRIORITY VALUE AND EXTENDED SYSTEM ID 253
H 13-2 SPANNING-TREE TIMERS 253
H 13-3 PORT STATE COMPARISON 258
H 15-1LACPDU 0fl ZE&ttl= 88 319
I 20-1 NETFLOW V5 RECORD LH & 372
H21-1.QOSHEY H4F HA 380
H 21-2. TX-SCHEDULING MAP & & HE 382
T 21-3. TX-SCHEDULING & & & & 0] 382
T 21-4. PORTTRUST & & HEH O] 383
H 21-5. DSCP-QUEUE MAP & & HAE (] 384
T 21-6. DSCP-COSMAP & & HH 385
T 21-7. DSCP-MUTATION MAP & & H & O] 385
H 21-8. COS-QUEUE MAP & & HHE (Y 386
H 21-9.cos-bscPmMAP & & HAE O 387
T 21-10. COS-MUTATION MAP & & H & Of 387
T 21-11. STANDARD IPACL &8 2 388
H 21-12. EXTENDED IPACL & & & 390
I 21-13. STANDARD IPACL &8 ¥ & (§ 391
H 21-14.ACL S| QIHHOIA EEZ 4E HAN 392
H 21-15. CLASS-MAP & & HH O] 393
H 21-16. CLASS-MAP & & FH 395
I 21-17. sErRvICE-POLICY &8 HE({ 396
H 21-18. SERVICE-POLICY 2| CONTROL-PLANE 8 & &8 HAH( 397
H 21-19. RATE-LIMIT 2| CONTROL-PLANE & & & & HH O] 397
H 231 0t 22| E fetFE O 405
H 23-2. FTP £ S &' DowN/UpP LoaD E & 0 407
H 23-3. TFTP £ S &' DowN/UP LoAD & & O 409
H 23-4. CONFIGURATION MANAGEMENT & & 4 410
I 23-5. SFE/NETFLOW A2 Z E 9 22| S8 412
H 23-6.BooTMoDE & & L AIAE T AIS HEA 416
i 23-7.BooTMoDE & & L A AE T Als BEN 417

16
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solution

|
o
>

13 2-1. E7500 SERIES A2 X2t 2% S H A 30
18 4-1. E 7500 SERIES A2 X2 ZE J|EFVLAN 224 0Ol 75
A8 42 F A/AX M Z2HA &8 HE ZE J|BHVLAN 76
43 FAAXN 2 MM £ E S IO ZE I8 VLAN w
Jdg 44 B0 E2 22 02X E2 Zd e el U0l O 79
Jd84-5. 8100 =2 22 02X E2 Zd e =cl& Ool 2 79
_1& 4-6. NATIVE VLAN 81
18 4-7.VLAN & & 0l Ml — TAGGED AND UNTAGGED VLAN 87
8 5-1. HIER A &3 0l - == IP ADDRESS 96
8 5-2. HHER 3 €& 0l — STATIC ROUTE 97
_1&l 6-1. E7508 £ DHCP SERVER Z Al & 100
—_1& 6-2. DHCP RELAY AGENT 2 A DHCP SERVER 2| MESSAGE & & 110
_1& 6-3. DHCP RELAY OPTION82 115
12 6-4. DHCP SMART-RELAY & & & Xt 117
_12] 6-5. DHCP CLaAss J| Et DHCP PACKET RELAY 121
A 7-1RIPE &S HER AWM 883 ¥ 245 144
18 8-1. OSPF NETWORK 155
8 11-1. e SHX0 EHE S MY ot= Y-S M3ot=s HEHAE 199
18 12-1. RMON MANAGER 2 RMON PROBE 241
_1& 13-1 SPANNING-TREE TOPOLOGY 254
_1& 13-2 SPANNING-TREE INTERFACE STATES 255
_1& 13-3 PROPOSAL AND AGREEMENT HANDSHAKING FOR RAPID CONVERGENCE 259
_13 13-4 VLAN 0l CH&' LOAD BALANCE 261
18 13-5CST, IST, CIST 262
18 13-6 CST A 2lAIGH= WIERIA 262
& 13-7 PVST+ swiTCH 2 IEEE 802.1Q (& 263
18 14-1 ESTABLISHING A BFD NEIGHBOR RELATIONSHIP 301
_1& 14-2 TEARING DOWN AN OSPF NEIGHBOR RELATIONSHIP 301
_1& 14-3 BFD SINGLE HOP SESSION 302
_1&! 14-4 BFD MULTHOP SESSION 302
1€ 17-1 BAsIC VRRP TOPOLOGY 330
_1& 17-2 LOAD SHARING AND REDUNDANCY VRRP TOPOLOGY 331
_12! 20-1 NETFLOW DEPLOYMENT 370
_128 20-2 NETFLOW V5 PACKET FORMAT 371
8 21-1. PoLICY-MAP 2] HIE & 395
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solution
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NE
—
NE2 2 JH0IE0 MBHE0I Il ¥ HEE RAESS d%ot, AIAE 20 AHM SESHAH AL
22 = U= 2SS L0
2 JI0lE= E7500 Series 3 HZE ARAX StEAHE &Xle UsS UERD &Z& &80t 2440t
=025t ZEE NEEs =SH2=Z 6t
2 Jt0lE= oIy JIEte WERAD 23 £ 2 AXILIVE a2 &U. WERA 2 e
= JI0IEE Sot0 2 E2 HERKIAE FHGtD BL @280 =2 29 22g = UL &8 HES
28 s 28 == ZHE lZdct=e LS MSsC Tetd O3 =0l tist J|2& 01 X
Alg JHAI LD ATt M HISHCEH
m 22| S4& Y (Local Area Networks, LAN) 2 0 E & Ul E % 3 (Metro Area Network, MAN)
m Ol 0= OIS, JIDBIE Ol K E
B Ol A9d Y Seld g
m cRE I
B TCP/IPEZEZIHE
B Routing Information Protocol (RIP) and Open Shortest Path First (OSPF)
®  Simple Network Management Protocol (SNMP)

ig

Notice E7500 Series A% Xl otEANS £X & =) SF 0 2 FE= 2
ANAEOl SHEAO Xl Jt0IEE F10okJ| i etCh.

18
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-
= o

1.3. &d 2AM

E7500 Series A9 Xl Ol 2 G20 201 L ECH 2 &Ulo st FoF Hol 82 = 032 s

g9==2 Sold & £ Ul

=g &8 FRUE

Hardware Installation Guide B A2X GIEANH &X
m X)) 2EEE EF

User Guide m MEIA HS2 flst 28 38 &8
B AAE 22 22 & A2,
= 27Xl o1 Z(Trouble shooting)

ig

Notice

E7500 Series AR X E ZL&st @SHIAA HWERAAS MEB0 CHet x4l
2A Y 23 82 EH 0| Xl (http://www.ubiquoss.com)E Sol0{ CH=2
2C YL AHIA

ﬂJIﬂI
02'.'
o
i
0
[m)

= A= E7500 Series 0fl et S& 0= Ol Ct.
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E7500 Series A9 X
Al

I
ol
N~

2 32 AAE 2 X0 E7500 Series 3 HS AKX 22 232 S 488 (| 28t HE2E M
SEHCH ARIX AIES e ChE 3t 20

m HE Y EBY s

B ARX BEH 2E2 OfdH

B ALPX OIS

B E7500 Series A2/ X AFZ At QTEH HI Ol A

B AAE 20000 HARE &F

m SNMP &34 H

B ARXS It Y EH HAE BII NE

m MNAIAE

m Eul ZL0IHE
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solution -
2.1.2. 3380 28 T3Z(Command Syntax Helper)

E7500 Series A% X2 CLI= &0 28 TSZL JIsS MHHELZ WEGHLD JACH AIAE 2
=g 2 = 20E PHS 2= E2, L /AXNUHAMEXN 78 N ESZLS M3LS = U
Ct. E7500 Series A% X Ul 22 & A =352 JIsS M3
B MM EEY s
B Jlse Let0le & et elAE Ue &M =2 = MSetih g=28 80 Us0ll &
2t 3= E0HL
m PR EEZIs
B 2L == LI0IHE S8t =, 001 cHEot= WEtOIE 0 tHet === MSg
Ch. g=st BE0 Us0l SH=S X E=U
s 8l &E8Y JIsS show B2 Aol E Z0IC
show S0 GS0 2N SXtet &) 2’2 SEotH 2E NI €5 & = A= Wellly & gtel 2
AEJNSSEEL 02l “switch# show” ZEZE MEHUAM HAIL ZL0IHN 2FX2 LSS
JIStCH 2R LEHUA 2 2FE ZAIEX Z=C0

Switch# show E
access-list
arp
bfd
bgp
bootvar
bridge
cal
calendar
class-map
cli
clock
command
cpu
debugging
diskl:
dotlx
environment
etherchannel
flash:
flowcontrol
fm-status
history
hosts
idprom
inet-service
interface
ip
ipvé

List IP access lists
Internet Protocol (IP)

BFD information

(BGP)

Boot and related environment variable

Border Gateway Protocol

Bridge information

CAL show

Display the hardware calendar
Class map entry

Show CLI tree of current mode
Display the system clock
shell command

cpu status and configuration
Debugging functions
diskl: file system
IEEE 802.1X Port-Based Access Control

Temperature and FAN status information

(see also 'undebug')

EtherChannel information
display information about flash:
IEEE 802.3x Flow Control

Show the current status

file system

Display the session command history

IP domain-name, lookup style and nameservers
show IDPROMs for FRUs

Display enabled internet services

IP interface status and configuration

(IP)
Internet Protocol version 6

Internet Protocol
(IPV6)

E7500 Series User Guide
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—
lacp LACP commands
lacp-counter LACP commands
list Show command lists
logging Show the contents of logging buffers

mac-access-1list

mac-address-table

memory
mirror
mls
module
nsm
ntp
policy-map
port
port-mib
power
pppoe
privilege
processes
redundancy
reload
rmon
route-map
router-guard
router-id
running-config
service
service-policy
slot
snmp
spanning-tree
startup-config
system
tech-support
uptime
usbflash:
users
version
virtual-servers
vlan
vrrp
whoami

Switch #show_

List MAC access lists

MAC forwarding table

Memory information

Port Mirroring

mls global commands

Module Info

NSM

Network time protocol

Policy map entry

port commands

Port-Mib Count

Switch Power

Point-to-Point over Ethernet (PPPoOE)
Display your current level of privilege
Active process statistics
(RF)
Scheduled reload information
(RMON)

Redundancy Facility information
Remote Monitoring Protocol
route-map information
Multicast Router-Guard Commands

Router ID

Current Operating configuration

Setup miscellaneous service

Serivce Policy entry

Slot Info

Show snmp statistics

spanning-tree Display spanning tree information
Contents of startup configuration

Display the system information

Show system information for Tech-Support
Display elapsed time since boot

usbflash:

Display information about terminal lines

file system

System software status
Virtual-servers

Display VLAN information
VRRP information

Display information about the current user

[u)
-

s

e 4z
AL
e H
LS i
0o n

e

o
[4)
o
O
=

It 20| show

HEHE Sotod 2 O3 20 show EE N 2 = 2 0| 2’ E &
SO0 et 20l EAIZ LD HAIL ZEH0IBAM TS & 5= JIU

Switch# showH
show
Switch# show

Show running system information
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solution ‘/
=
?ONMN 2EX= ZES AHE 20 AXCHZeet BEES BE0D 6HAL OdH pPE XD S
g0l 78 XM pE AHEGl=e A2 HE02 2IAED TS 20| EHECH 228 29I =6t
2 CHAl EAIDF S HA HMIF ZEIOIHA =S U0 8t
Switch# show pi
policy-map Policy map entry
port port commands
port-mib Port-Mib Count
power Switch Power
pppoe Point-to-Point over Ethernet (PPPoOE)
privilege Display your current level of privilege
processes Active process statistics
Switch# show p
213, 4 3E( 2=
E7500 Series 2% X2 CLI= E&0 & WH0IHE O Y E6HA @1, &= HEUHE S& A4 E Xl
QIBHLL YPIHOZ HHOIO H SA SNE Y0 &S YUS SHBLL
b Notice H=E HES AIEE W, AAE 2F K= E7500 Series A2 X0 2E O
£ 20l eAag = JUAEE S26HH =0 0F &Lt “% Ambiguous
command”ctE MAIKIE 2= Ot JACH Ol X2 ol 2201 =He 2
X9 prefix ) 22 St Ol &S] S0}t ASES 20| BHCH
Switch# show ﬂﬂ
% Ambiguous command: "show i"
Switch# show iH
idprom show IDPROMs for FRUs
inet-service Display enabled internet services
interface IP interface status and configuration
ip Internet Protocol (IP)
ipvo Internet Protocol version 6 (IPv6)
Switch# show i_
2.1.4. H80 al=
2 JI0IE0IM E&2ot= AMAE HEN 2HH0l= CHas A0l S0 EEH dE2 380 =
= FloflA Wet0IE S0l HEN LHEZ0O0F ot XNIE S AIAE HEN 28U 28 o=
2 24210 40| 90IGHE Hie TS < 2-1>1F Z 0
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W

address

<1-99> At0I2] gt 2
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=1

(deny |permit)

IP access control list H

=
o

prar

access-1list <1-99>

o

Angle brackets

Braces

<>

{

e}
o)
<
ﬂ
X

Ko
o

60

o
00
H

wl
<l

Ju

30
OH

sl

<l

0l
Al

E
0

un
un

tCY.

ZEZ2Z AN RIP £= OSPF S

HOF 2

0

A& Al

router {rip|ospf}

Square brackets

00
o)

Ell
x

Ko
o

60

o
00
H

wl
<l

Ju

30
OH
sl

<l

Ct. 220 etd= ottt &

F

ol

=~

(O}

e]

ol

oI
o3

0

(u]

0l
Al

00

HE

bH EF =

=

[ifname]

S0,
met0le el AE0A &

show interface

QIEH MOl A S O]

Vertical bar |
Italic &/

Bold Al
A.B.C.D

&0

J
[9)

==
1o

OH

A3 E 20|

Gl g}
|0l (Gdl. 192.168.0.0/24)

]|

Ju

U
o

4
K+

= O
= —

® |P prefix

Emacs 2t S Al

=

AKX =
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[Ctrl] + [E] B HAE E2 BOZ0IS
[Ctrl] + [B] B HAE S HH FIZ2 0=
[Ctrl] + [F] m HANE S SN A2 0lS
Backspace B A 2o B =XE A
[Ctrl] + [K] S HNZ2REH =2 2N 22 AHH
[Ctrl] +[U] n S HANZRE Z2 HSNA X2 AA
Tab B MO URES X1 [tab]S X 1 prompt 0l Al 22 prefix 2
JHE BEHI el i UAS R 2UAEE HA
B SHOHS HENE JAS R FE0U UHHA =22 24
[Ctr] + [P] £= m OhXY 2 HANWSH Xtell CH2 20 WDEXIS) HSEO L0l CHE
olgs 5Al
[Ctrl] + [N] €= [1] " (1S HH0IS EAl
? = prompt &0IA ALZ JtS8 S0 C|AE EHE HA
m HYHNCOSH 7E MNS ZR, 01 S ChSoll L=aior & ot
ctOlEH 2IAEE HAI
m SEHOHHNH HIZ 20A 7E LHUS B 22 prefix
IR HEHOC 2| AES HA
Return &= Spacebar & ® --More -- 0l M Return 9| € 2™ C+2 &t line O Al
=Q ® Spacebar € =29 C2 HIOIXIJF EAZH, QE $2H =5t

prompt & Ef 2 & 2t

22. ARAXNEENH 2E

E7500 Series A Xl = <H 2-3>2 20| CtYst AQAX| B LEE NS 2 AN HHN 2

SOttt 2EX0AH =0 X = HEtol= Xt010F ALY

H 23 AKX EENH 2E

e osoe &9

User 2 Switch > m B SH FZE CIAEH0

Privileged 2 &= Switch # B AAE AEES EHoOHAU AL
B 2o HEs AE

Config 2 Switch (config) # m AKX BE B gts =2
ot B

Interface 2 & Switch (config-if-fal/l)# = OIHHOIAS &8 &HS BHE

Switch (config-if-vlanl)#

E7500 Series User Guide




Swﬂch P

P —

Router 2 & Switch (config-rip) # m RIPO|IL} OSPF &2l ct8 =
Switch (config-ospf) # 2E20| 3H AXNS B
DHCP pool 2= Switch (config-dhcp) # ® DHCP =4 pool 2 &8

b Notice HEN ZETLEE=E 2 25 LIEIWE S2XHE 20l E7500 Series A 2 X
ol 0lEES EAE OZ A FOIEONI M= ‘Switch ESEZEE
==

ANAE 2= E7500 Series AKX &#HS 48 € M, Ol Xl 572 ZFZES HotAHl &
Ch ZSZE= 82 43 2E0AM 2SI ETH e AXIO 2 A= XE LAFCH ARIX S &
SZ = B35 A= BHEA TEZ M3 oHO0Fet 8L <H 2-4>2 AQXIQ HHO 2E A
Olel Ol &S &HEHT
H ALIXS HEON 25 A0S Ol =
g9g0 &9
enable ®m User 2E 0l M Privileged 252 0l=

® Privileged 2=2| password £ 218 2R
disable ® Privileged 2=0lAM User 252 0=
configure terminal ® Privileged 2E 0l Config 2E2 0l=
interface ifname ® Config 2E W Al Interface 252 0| S
router {riplospf} " Config 2E0lA Router 2E2 0| S
exit Q| REZOlS
end B - 20 ME Privileged S5 2 0|5

®m User 2E0IM= 0l S0otAl 2=L
ip dhcp pool name ® Config 2Z0 X DHCP pool &8 2=2 0|S

2.3. E7500 Series A4 XIS

E7500 Series A% Xl= MS JtsE M, UHtH HAES A6t ScHAl N2 Z2FH OS 0I0IXIE
HOLA BIZ220l 2= otH AIAES AIRELH AIAE SE0I 22 EH ScHAl U220 HEZH U

= 0l™ 23 43 gi(startup-config)=2 = & StC}.

b Notice E7500 Series A9 Xl= AlAE HE A S 25t Primary & Secondary S

S Jiel OS OI0IKIE &elsttt. JI2& 2 2 Primary OS O|0IXIJF 2& &
CSEHEIN A2, 2E A= 221X2 boot 2E &£ &= privileged 2 E 0
N OIE HEg &= UL

28 E7500 Series User Guide
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solution

AMAE 2 s AKX S#HS 480, &8 822 Hd3otd, SH B8 =& S OHYst AlIAH”
2E RA 22 SHOZ ALX0 5 = UL A/AXIN E=ok0] A8 e JI2HOl HyH=2
E7500 Series A®IXIJt MSots & & LEE SotW HE &¥&£6t= A 0ICHOut-of-band
management).
ARXZ AZot=e £ UE 22 FZNA B T2 S 0/Eot= J0ICH FHRIUA 24 A
2= g g9 ZEE X&okl= &1 AMHA ZEE Sot &=6t&== & C(In-band
management).
23Xz 0t S ArESH0 E7500 Series A9 X E 22l & = UL
ZE ZEN HOIES HZoHA CLI E=.
TCP/IP JIBt HIERI WA &Ll HZE S AFZ6HH CLI & =.
SNMP Network Manager £ Saoll M 2tel.
E7500 Series A9 Xl= 2& 22l E ?IotH TS 20l SAl 5 222 X6l
B 1S BE HE
m X 100He &yl A
24.1. B 0 Z
AAEH WHEE CLI= RJ-45 EHI2 0IHY ZEE %8?04 &=£0| Jtsotlh 0IE R0t 29 ¢

(£ = terminal emulation 2 ZE NI EME /I TAHOIA)2 9 El, RS-232 DB9 ZEE K& dHOF
StCt. & ZE&= E7500 Series ARXC 2 &H J SGIM(Switching, Gigabit ethernet 1/0 &
Management Module) 2 = 0fl E X & C.
It 20| E7500 Series AR XIJt MlSote 25 ZEN 2% ¢S AZSHCH 2 AZ0| & H,
ODSEZEJ LD 20 I ZHAE =G,
29

E7500 Series User Guide




Swﬂcﬂm R

E7500 series switch

& 2-1. E7500 Series A X2 2 o HA

b Notice 28 2o 48 gYH Y 25 LE ¥ HHZ2 E7500 Series A% X ot =4
o €X JI0I|=2 & X6t)| dhettt

ANAE 2H K= TCP/IP & Eul E% Jls2 )X 10 U= FIFAHOIE S S6+H0 E7500 Series A<
X0 85 £ UCH €42 AF26H)| ?lotd, 29 XN= 1D Y INAREESE 8FHGI00F 6lH, AR X =
MO T SlLE Ol &S] IP =42 JFAI 2 JAO{0F SHCF.

8l {<ipaddress> | <hostname>} [<port number>]

iUl 20| S3ECZ 83N AISA INARES LSdictes ZSZED L, €Ul ArZXF A
FEE LHGH ARXIQ User 252 S I =T

Tt NAE Z20tE 2010 HAA CIAEE AISot0 20 HEote MENE Metg &= AL 0]

2.10 ACL(Access Control List)>& S & X olct.

2.4.3. SNMP Network Manager € S8t HZ

HERK3I 2elXH(Network Manager)= SNMP(Simple Network Management Protocol)E Ol 23l
E7500 Series A9 XIS 22l & == ULH.

b Notice SNMP Ofl CH8 =X QI B2 = <2.9. SNMP(Simple Network

Management Protocol)>Z& 2 & X 5tclt.
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251 NEN S L A €3

NAE 2STHs E7500 series ARIKE &% U B2l5t)| AN 2 TEL LUS Soil A2
Hag 4 UCL AISK L IHAYCSES M0 AAHN Z&ots ASKE 228 & U0

privilege level 2802 SE& AIEXIC HEHE2 &™E 4= UL
Nz SEE ALEX= privilege level 2 J1&238(21 1 t
2E0lA “enable” BH = =3 0otH privileged 2=

CrE2 2 privilege level 0l CH&H & YOI L.
® Privilege level 02 non-privileged A EHE LIEFHCE.
® Privilege level 1-14= user 25 HH2 +3HE o QUL
® Privilege level 15= privilege 2& @& 2 agh &~ QUCH.

H2-5 AEX S5, 4H, 22l 880

gu 49 ec
username name AN2IE S25HC. Config
{nopassword| ® npopassword: 200! Al A =2
password [0|7] password] 20| QG X L=C}

secret [013] password) ® password or secret: 210! Al I§ A

e 0| L7 &M password 2F

secret 2 2 sst HAH et A==
Ct.
0-24S3otkl &£S
5—-MD5 &35 3t
7-DES £33t
no username name SEE A2 XE AHISHCH Config
AMEX It root &1 2 AR E= =D
3t gtoe 2 HASC
username name privilege <0-15>  AIEXIQ privilege level 2 B &L, Config
username name AE X0l CHoHl access-list £ & & StCt. Config
access-class <1-99> ® <1-99>: IP standard access list
no username name AMZXH0 & & access-list S ol MIStC.  Config

access-class

username name user-maxlinks HE AMEX2 E% JIsd 2 U session  Config
value = 8 &F&tL.
no username name user-maxlinks HE AIE2XZ2 8= Jsst X0 session  Config
value =2 =I5 22 HESCE
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m  Default: 32

username name unlimited- Session &= =5 H|St K| E= AlI2 Config
session-ip A.B.C.D A LIpF=AE BFSEH.

no username name unlimited- Session 8= &2 H|&H 84X L= A2 Config
session-ip Tt S S H ST

NE= N,

OlchH GId= ALSBXH S5 L MEXS IHAREQL privilege level 2 & &St ‘testuser!” ALEXt=
200 Al HAQE € DEITED} QX YO0 AL BSE & UCH ‘testuser2’
‘testuserd’ AtEX= 20 Al SEE HAEE LBEEZM AIAEN H= JHSGHH, enable
HHS Sofl privleged 2EZ AU == AL

Switch# configure terminal

Switch# configure terminal

Switch (config)# username testuserl nopassword

Switch (config)# username testuser2 password testpw

Switch (config)# username testuser3 privilege 15 password testpw

Switch (config)# end

Switch # show running-config

!

username testuserl nopassword

username testuser?2 password 0 testpw

username testuser3 privilege 15 password 0 testpw

!

Switch#
Otell = privilege level 0] 15 21 ‘testuser3’Jt £ 11215t privileged 2= 2 & dt= R 0ICH

Ubiquoss L3 Switch

Switch login: testuser3

Password: testuser3
Hello.

Switch> enable
Switch#

b Notice

252 ARE HZ

AFO|

O

C2 JYSEHCH

T UAD
S Ot Oty privileged 2

aaa authorization exec 28 0| & &
AEXS AL 2791 & user 2

, privilege level 0] 15 0|

E7500 series 2| Xl= AMAE 20ot= 2o AFEA & enable INAREE dFE £ UCEH . AEKX
MARE 882 <2.10. ACL(Access Control List)>E & 15}t
B NS HARKE
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B ZS0ILLEUS S MEN ZEZ HAA S [H AHE
B Enable AR E
B Privileged 252 20t =H2Z AlE
H 2-6. Enable IHARKIE 43 H
o124 o9 2c
enable password Privileged 2= % &125tJ| f18 A Config
{password [0|7] password]| == HA 5}
secret [0]5]) password) ® password or secret: Privileged £ &
A A IHARE 20| 27D H
password 2} secret 2 253} gHAl0f
et +&2= 0.
0— 2335t otk &E3.
5-MD5 2353t
7-DES £33t
no enable password Privileged 2 =2 &5D| {18 A< Config
E d& 2 GHMIStCh.
Enable password & &
Privileged 252 Mg [ IHARAEE &GS & &L
Switch# configure terminal
Switch (config) # enable password testpw
Switch (config)# end
Switch# show running-config
|
enable password 0 testpw
!
OtcHet 20l 88t IHAKESE LS 5tH privileged 2= 2 & A& £~ QUL
Ubiquoss L3 Switch
Switch login: root
Password:
Hello.
Switch>enable
Password: testpw
Switch#
E7500 series A2 X|l= S 3t0tAl &2 HARAEE &8s 2 show running-config @82 =Z
S5 WAREES 2 = U= 2HE 26| RAoiM HARKE LSt BESE KASCH WARE
25 3 & &= service password-encrypti oz 48g = UL
33
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ol &9 ==
service password-encryption AAEN S IHARED 2535150 Config
BOHIEE HMARE S5 REE &
& stCt.
no service password-encryption HAREDIN AS e LEE o MISHCH Config
D Notice “no service password-encryption” Ed 2 20ot= /ol J| &0 3t
HAREE 253 G| e 2AMEE2 =2l he Xl 55 2EE
ol At Ol=0l &85 = INARE0 S5 OFHK XS & FsHCt
e d5s Re 43
HARE 253 ZEE AHOHH JIEUH FOIYAE HARED LSS &S0

Switch# configure terminal

Switch (config)# service password-encryption

Switch (config)# end

Switch# show running-config

!

enable password 7 xxEp88GxHJIgc

username testuserl nopassword

username testuser?2 password 7 XX1LtbDbOY4

username testuser3 privilege 15 password 7 XX1LtbDbOY4
|

Switch#

2.6. AAA (Authentication, Authorization,
Accounting)

2.6.1. 2| = (Authentication)

AAE Hot2 210l AAEN &56t= AFS XN TISt 21E0] 2 L3HCH E7500 series A2 Xl= &1
OlZ2 AlZols AL X0 thst &S 1t privieged 252 X E [ enable IHARKS0 et 1SS 5=
S,
CtS2 E7500 series A9 X WA MSdle 1S HEH22Z Local AIAEIS AIZEX EEE S&t 2SS
Ol T E 20! RADIUS & TACACS+E E6t oIS et =S HI3&HTH

m  |ocal

m  RADIUS

m  TACACS+
34
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2
g=

3
=

[=]

]

_____S_witch

.

T
<H
o)
%0

K

0l
Tl
<

Local Al A&l
XHoil CHSE A 20} local Al

HOF & Ct.

ot= At

1o
RO
Ll
Ol
1l

-

10
Ko

oJ

—_

n

r
A
5t
3+

oll
H

ol
KIO

oJ

0l
1

-

10
Ko

oJ
uy

A

=
=]

£ 2 E£= privileged 252 XABIIE &

(e)
e

o

2

J|J
e}
H

ol

Otz 2 RADIUS

Ct.

o]

ol

Ko

L= TACACS+ MBI Z2

Ko

oJ

RO

e)

iy
Bl
fall
Klo
ol
S

oJ

ulo

ol

d2 JI2&8 22 Local

ol

]

02

9]

o)

|
10

o

2.6.2. AH= At

o)
H

ol
KI0

ez ¢

bOHA S

ot AFZ X 01812

ArZ KONl CH

Local AIAESS] AFE A EE2 £ = RADIUS & TACACS+ Al

FH local AlIAEIS

un

<2.5.1 AtEX

=20
=

HOF BtCt. Local AIAENS| AHEX S

HM= S ALEXE

IZ6tI| #lo

(o)
!

Sof

K0
1]
N
KO
R
<
oK

M
ulo

50
fall
R0
Rl
KIo

Xt

010

I 2-8. A

0
g0

Config

aaa authentication login

o)
Klo

oJ

Ul

default {local|radius|tacacs+}

Config

)

K

oI
fill

-

10
Klo

oJ

el A= Xt

St
=2

oJ

27

no aaa authentication login

default

i

®  Default: Local

Config

t

&0

o
—

RADIUS £ = TACACS+ A&

aaa authentication login

template-user name

2ol S

local Al A

—
[—

Ct. Dummy AFZ Xt

Config

H &I StCE.

0

Dummy AtE Xt NI E S

no aaa authentication login

template-user

TACACS+ AH 2

aaa authentication login

(chap|pap)

authen-type

®  Default: Ascii

TACACS+ A =2

no aaa authentication login

authen-type

35
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Otchel CIMIOIA AtEXOF 210 2= AMkots 22 BN TACACS+ MBIZ 215S AlTotH
TACACS+ MBIOIA SES & X 28 32 RADIUS A Z 1SS Al 8tCh Ot& A2 RADIUS A
HOIAM SE= 22X 2ot B2 UZEZ MSot= local $4E Soll 21E= Al=stlh

Switch# configure terminal

Switch (config)# aaa authentication login default tacacs+ radius
Switch (config)# end
Switch#

2.6.3. Enable password 21&

AMNEZXIt privileged 222 &2 & [ enable HAREZ IESE 4= L) Local 2 21Sol= ER
ANAEN SESH enable IHAREE Sl 21 ES +2otH, RADIUS £&= TACACS+ MHE Sali 2!
E2 e =& UL Local 2 IS E M local AIAE enable INARIEIL SH X 22 3= 2
S2 &ga 4300 Y22 privleged 2E 2 Q1SS +=&0lJ| PlofA= HES enable HAREE &
& o1 OF StCH. Local AIAEIC| enable INARE AE2 <252 INAR/AE EF>2 Xl

I 2-9. Privileged 2E AIZ2X 15 &3 H80

N Ao 2c
aaa authentication enable ANE Xt privileged 2= 2 & & [ enable Config
default I A IS0l Chal @1 S &HCH,

{enable| radius| tacacs+}

no aaa authentication enable Enable INAREN CHE OIS gtedE2 x£D|13t  Config

default o2 s

m Default: enable Il A & (Local Al A&

=l

privileged 2.5 AIEX} 015 & &

Otchel G A AFS XL privileged 252 XAS 2ote B enable HA|AZ0 CHoll HA
TACACS+ AHHE C1E S A S SHCH TACACS+ MHOUIAN SES 2Xl 26t B2 RADIUS AHZE OIS
2 A S SHCE DF&DEXI 2 RADIUS MBIOIA SES 2HX 268 R LEZEEZ NSotes local A4S
off &1E= Al E&tCh.

Switch# configure terminal

om ol

Switch (config)# aaa authentication enable default tacacs+ radius
Switch (config)# end
Switch#

2.6.4. # 8t (Authorization)

E7500 series 29 Xl = privilege level 2 Soff AIAE RS MEE = A= HetES A = JUCH
EXEC shell & &3& M AISXQ privilege level 1t local A|AE = A2 MB{(RADIUS L=
TACACS+)0ll &5t ALZ X2l privilege level 2 BIW&HCEH AIAE XIS AFEGHD X ot AHE XS
36 E7500 Series User Guide

,,‘—"—/

e 441--...........-.....



Swﬂch P

» =

privilege level O] & & &t privilege level 20t 22 B2 0l HAIXNESE S26tH &0l & UHotH = Lt
Lot EF HFS alde I 2 BH 2 privilege level 0t & & &t privilege level 2 Bl WdtH aiY 2
o] A3 HBHS local AlAE T = 2421 HH(TACACSH)S Sl 2 AIE 2= QULCH.

OIS AN ZE E=0| SIX $2HU OIS AHZRE Z2E =46t R6t= R E UHIoHA &4 local
NAEZS S6F As A S-S FI1ol0F SHCH Local AIAE RS HAAOIM e 3 AS S A=
A ATHSHA ©IH, 0l 22 2&2 Se 48 HEO| 2ROt ZES Soll AIA”EN 22 I8t AL
Elts HEE BAGHA 2=

2.6.5. EXEC &l &l & &t

EXEC shell 2 privileged S5 2 Mgt [ AT = ALE A H2 20|CH EXEC shell S aldg = U

= de2 JI282Z AAEH ST Az AHE XS privilege level 2 221 SHCE. Local Al A &0

S== ANEXQ privilege level HE2 <2.5.1. AIEX FI1 2 AMH>E =I5t ot AFS XS

EXEC shell &8 252 local A|A &0l Ol RADIUS = TACACS+ MHHZ &018 A= olle MU
=

Ol HetS BALE ALZ XS privilege B 20 & F & 0 QL0 OF SHCY.

H 2-10. EXEC shell &' A8t &3 HH O

N Ao 2c
aaa authorization exec EXEC shell 2 A aig &= local Al A& Config
default £ = RADIUS 2 TACACS+ A H{0ll & & 5t

[tocallradius|tacacs+] AZ XLl privilege level 2 & &6H0 2 Alst

Ct.
no aaa authorization exec EXEC shell 2 &/ &gt AstS HAlotXl &=  Config
default Ct.

ol

EXEC shell &8 #8tS TACACS+ MHHZ HAIGIEE &3

[

OreHel Gl M= AF=ZXtOF EXEC shell 2 &3 A2 [ TACACS+ MB{ O & A& X2 privilege level
£ A5t AstES A AL £8F TACACS+ MHEZSRH ZUE T&@II 28 =2 local AIAEHIS
E2H HES ZAE £ QUL

Switch# configure terminal

Switch (config)# aaa authorization exec default tacacs+ local
Switch (config) #

Switch#
TACACS+ A B0l ‘testuserl” AtE Xt SE L0 UL privilege level 0] 15 2 2 &0 U= E= OF
cHet 201 21021 & EXEC shell & A&#AIZ == AL 0l = privilege level 0 15 0l &0|22

privileged 2E 2 Ht= X g £ QUL

Ubiquoss L3 Switch

Switch login: testuserl
Password: testuserl
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Hello.

Switch#

EX HYS Ads [ SO =X privilege level & 28 A ASE ZAIE &= ULH JI2FHo=2
28 BH O privilege level 2 ZE0| &&= 229 privilege level 2 JHAIH &&= Soll HE 0] Jts
GtCt. Privilege level 21 & 2 <2.6.4 Privilege level & 8>E & X£6tct.
E7500 series 2% Xl = local Al A = TACACS+ MHE Ol o S&E o Ad Aot= HALE
= QUCH <E 11> 20| HH 0| A&l = privilege level 2 XI&ot0 HEES ZAIE Y HEs2 &8
& £ A2, MY privilege level 2 JtXl= S0l THaH local AIAE = TACACS+ AHZ2H &3
HSIS BALE 2 QUL
H211. 3380 &4 2543 HHO
gu &9 ec
aaa authorization commands Y privilege level 2 2= Y8 HE A &6t Config
<0-15> default Jl 2ol local AIAE! E&= TACACS+ AHHZ
(Localltacacst) ABS AN + YT = HHE.
B <0-15>: privilege level
no aaa authorization HE privilege level 2 2= HHHE st Config
commands <0-15> default J| 95t ASIS AAIGHK LET= HNSBIH}.
B <0-15>: privilege level
O A ASE TACACSHMHZ ZAIGHES &3
Otell Gl Ml= config S2=0IM =85t= interface ZE = Al [ TACACS+ MHZ EE AlaHl Ast
A AISIE 5 StLY. Interface ¥ & 2 privilege level 2 £ & & &t = privilege level 2 0l CHoH & 8F & At

Switch# configure terminal

Switch(config)# privilege config level 2 interface

Switch (config)# aaa authorization commands 2 default tacacs+
Switch (config)# end

Switch#

Switch# show command privilege
COMMAND-MODE LEVEL Command
config 2 interface
Switch#

Interface 2= 2AWU=S M & & ASH0| 8Bl= B2 0t &2 0l ot St

Switch (config)# interface Vlan 1

% Command authorization failed
Switch (config)#
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2.6.7. HI&E (Accounting)

E7500 series A2 Xl= AAA L HEA D= Solf ME B
off 2te2lg &= UCH.

s

0
02
o
>
02

LHE= TACACS+ AHE S

bl

2.6.8. HIE &= 22l

=
>
0z
==
il
I
o
-
12
nio
>
0O
>
0
w
+
x
&
==
E
mh

FCF.

=0 49 2ec
aaa accounting exec default AAE M= |92 TACACS+ AHZ &S Config
(start-stop|stop-only) SHC}.
tacacst+ ® start-stop: A& AIED 2 25 IS

= stop-only: A& 28t J| 5.
no aaa accounting exec AMAE 8L S 2 TACACS+ MHE &5 Config
default Ot Xl & =Ct.

N&E 8% Y S TACACS+ AHZ MEJIEE 43

Switch# configure terminal
Switch (config)# aaa accounting exec default start-stop tacacs+
Switch (config) #

HHAS AHS [f TACACS+ MHZ &l LHE =S 2elg == UL <& 13> I+ 20| privilege level
KEGHH A& LHYS TACACS+ MHZ MES B HES 888 = ULE JI2Z
privilege level 2 F&E0| A&l = Z2E2 privilege
H&E 2 <2.6.4 Privilege level 8 8§>5 & X 5tct.

o2 2t g o

Privilege level

H213. 280 A&l S 43 HEN
N A9 2E
aaa accounting commands ol & privilege level S 2t= O] A8 L§  Config
<0-15> default tacacs+ =S TACACS+ A H| 0l J|28tC}.
= <0-15>: privilege level.
no aaa accounting commands SH S privilege level 2 2= F &l A8 L& Config
<0-15> default S TACACS+ At 0l JIZ5HXI &=L
= <0-15>: privilege level.
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///

YA AS LHHS TACACS+ AIHZ 22lot=S &3

Oteh Ol KMl= EXEC _DLEOH/\-I +ot= 2= show HHO| privilege level 2 15 & HZEGtD &8 L

= TACACS+ MHH=E 8 &GS &Lt &£t 2822 privilege level 2 15 2 JHKle 2= HESE

aleh LS Z TACACS+ /\‘I = & S8HCt.

Switch# configure terminal

Switch (config)# privilege exec level 15 show

Switch(config)# aaa accounting commands 15 default tacacs+

Switch (config)# end

Switch#

Switch# show command privilege

COMMAND-MODE LEVEL Command

config 15 show

Switch#

2.6.10. Privilege level &3

E7500 series ARIXI= privilege level & Sof S& ZZ0 et & &SH(Authorization) & HE
(Accounting) s =8& 4= UCH S HAH 0 THoll privilege level 2 8 ™olX =32 2 Hy2
A= 2 E9 privilege level 2 J|23t2 2 F XS,

H 2-14. Privilege level &3 Y& 0]

2 0f =k ==
privilege node level <0-15> S& YO0 il privilege level 2 £0{8t Config
command Ct

B node: 8% FHO| &&= node
B <0-15>: privilege level
® command: privilege level 2 20 & H
=
no privilege node level EX HH0 S privilege level 2 =718t Config
<0-15> command oz HASHC}.
®m Default: FE0| Aaf= 229
privilege level
show command privilege &St HHESO| privilege level 2 & 018t Privileged
= ULt
X
2.7. ANH £3
E7500 series 29/ Xli= RADIUS £ = TACACS+2| &2 MHE S&t 215, A& HE 2el Jlss H

38t OS2 RADIUS 2t TACACS+ AlB12l && 2™ 0IC.

40
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2.7.1. RADIUS At &3

H 2-15. RADIUS At & HE

g3 &9 Qec
radius-server host A.B.C.D RADIUS AIHHE & X &H(C}. Config
[key [017] key-string] = AB.C.D: RADIUS AlH12l =4

B key: NHOIA AIEE &3 J21E &E5HH

0- =3t oAl %3.
7-DES 233t

no radius-server host A X = RADIUS AIHHE AHMISHLE. Config
A.B.C.D = AB.C.D: RADIUS At o] =2
radius-server host A.B.C.D RADIUS ANHHE &F&H, ANHOIA Al2E Config
[auth-port PORT] auth-port S & & 5t(}.

® AB.C.D: RADIUS MH 2| =4

® PORT: auth-port 15
no radius-server host MHOIM AFE2E auth-port £ J|28t22 &%  Config
A.B.C.D auth-port PORT 5HC}.

®  Default: 1812
radius-server key [0]7] RADIUS M0l =& [ AtE6t= 28 25 Config
key-string JIE E&&Et0 Key It GAIEA &2 AH=E

35 25 IIE ALESHA = L.
no radius-server key ZE oS I E AHHISHC. Config
radius-server retransmit RADIUS MHHZ2 AAAEEE &8 E6t= 84 Config
count = &A™ S,

® count &S S+=E &F
no radius-server MES SIAE )20z 8FEH} Config
retransmit ®m Default: 3 2
radius-server timeout RADIUS NHZ28H 292 JICtels AlZ2tsS Config
seconds AR BHC.

® seconds: Timeout Al 2}S = &2 &8
no radius-server timeout Se s JICtels A2sS J128e 2 &&&tCt.  Config

® Default: 5 =
ip radius source-interface RADIUSAHHZ &8 ™SBO| source IP = Config
ifname 2 MAEHCL.

® ifname: 2/EHHOIA OIS EE
no ip radius source- & X & source IP =45 ol Ml &HCH. Config

interface
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.

RADIUS AHH & &

///

Ot GliMl= (4 RADIUS MH 2t & 2S5 JI=2 testl23 = & &HOHALH 192.168.0.1/test123 22
AAAZEE NBZ 8&0tH EES =46t Rot= 2% U3 RADIUS AIHZE 8& 2 Al K &L
Switch# configure terminal
Switch (config)# radius-server host 192.168.0.1
Switch(config)# redius-server key testl23
Switch (config)# radius-server host 192.168.0.2 key lns
Switch(config)# radius-server host 192.168.0.2 auth-port 3000
Switch (config)# end
Switch# show running-config
|
radius-server key testl23
radius-server host 192.168.0.1
radius-server host 192.168.0.2 key lns
radius-server host 192.168.0.3 auth-port 3000
!
Switch#
2.7.2. TACACS+ ANHH &3
I 2-16. TACACS+ A &3 HE O
gdg0 &9 2c
tacacs-server host A.B.C.D TACACS+ AHE & & stl}. Config
key [017] key-string " A.B.C.D: TACACS+ At 2 F=
" key: NHOIM AIEE 25 II1E & FEHTL
0-—2=3t otk &3.
7-DES £33}
no tacacs-server host &A= TACACS+ A HE ALHISHLE. Config
A.B.C.D ® AB.C.D: TACACS+ A2 F4
tacacs-server host A.B.C.D TACACS+ AIHZ28H 2¢2 J|Ciels A2t Config
timeout seconds = MR B}
® seconds: Timeout A|2t2 = &2 4 &
tacacs-server host A.B.C.D 2S4S J|lcle A4S I|=2%22 &AFEHCt. Config
timeout ® Default: 5 =
ip tacacs source-interface TACACS+ M2 &8 9| sourceIP 3= Config
ifname AE 8FE
® jfname: QIHHIOIA 0|8 EE
no ip tacacs source- & Y5t source IP =45 off Ml &L, Config
interface
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TACACS+ AH &8

Otell OlH= 02 TACACS+ MHHE &£ &EGHCH 192.168.0.1/Ins & AAA ZEE MBHZ MdE0tH SH
= =4Iotkl Rote E2 US TACACS+ M Z 8EE Ak &HCH

Switch# configure terminal

Switch(config)# tacacs-server host 192.168.0.1 key lns
Switch (config)# tacacs-server host 192.168.0.2 key testl23
Switch (config)# end

Switch# show running-config

|

tacacs-server host 192.168.0.1 key lns
tacacs-server host 192.168.0.2 key testl23
|

Switch#

2.8. Hostname &3

Hostname 2 AIAEIS FESIH| fAcH AHEE = UL 2& L= g4 &
S

A gl
ENEEN 22

| RSO Z 0RO M U0 E7500 Series AR K= JI2UC 2 A|AEIS 24
™ = hostname S 2 AIE St
T 2-17. Hostname &3 &
=R 0 A9 2c
hostname string Hostname £ 124 5tC}. Config
no hostname Hostname € =J|2t2 2 HASH Config

[

Hostname 2 &&dl= EXt= UsSs &

Switch# configure terminal
Switch (config)# hostname E7500
E7500 (config) # end

E75004#

E7500# configure terminal
E7500 (config) # no hostname
Switch (config)# end

Switch#

2.9. SNMP (Simple Network Management

Protocol)
SNMP(Simple Network Management Protocol)= UWIES 3 22| AtJF SNMP Ol O| M EDF A XI= &bl
£ MiIB(Management Information Base)S Soff 22I& = UESE &Lt E7500 series A X 0=
SNMPv1, SNMPv2, 112|1] SNMPv3 J|s2 Ml &E0t= SNMP Ol Ol ® EJF A X & UALH.
43
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2.9.1. SNMP & &4 &

CtS2 SNMP OIOI M E2| AIAE 22| Xt & AIAE &K ?IXIE XEots &3

H 2-18. SNMP &3 £3 FH

2424 0f = ==

snmp-server contact string A AE DX HEE &5} Config
no snmp-server contact Al AE 22X AEE ALY SHCH Config
snmp-server location string ZHIOF A XS /X BEE Q&S Config
no snmp-server location ZH| O A X = X EE AHISHCY. Config

ANAE 2|t EE

Switch# configure terminal

Switch (config) # snmp-server contact “gil-dong hong. hong@locusnet.com”

Switch (config)# end
Switch# show running-config

snmp-server contact “gil-dong hong. hong@locusnet.com”
i

Switch#

NES-TEE PR

Switch# configure terminal

Switch (config) # snmp-server location “Wonhyoro-3Ga, Yongsan-gu,
Switch (config)# end

Switch# show running-config

!

snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”

|

Switch#

Seoul.”

2.9.2. Community &3

HERR 2elXt= SNMP OOl E0 &E556t0 SNMP
SNMP OOl 8 E0l < [ community £ 213 p?
EtQl S JHEICH.

Sk A
T AN

=

B Read-only community
B AAEN A HNBLZ2 HS
B Read-write community

B AIAE0 0] R AD|2 HHBHC.

o
O

2 Zelkl= MIB EEE
=)

0 community = Ot cH 2t

SAU = = UL

22 £ O Fa
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H 2-19. SNMP Community &3
o124 )= 2=
snmp-server community string SNMP community & & & §tC}. Config
[access-typel| ® access-type: SNMP 0l 0| & E &= £+
view view-name| roweadonw
<1-93>] rw: read write
® view: MIB &% 822 XI&EGHH, XHAISH W
2 snmp-server view & & = & L 6tct.
B <1-99>: & SAEN Lol access-list
HNZe o L.
no snmp-server community SNMP community £ A X &tCh. Config
string

SNMP Community &3

Ofell Ol Ml = read-write & % EFR! 2| “testcom’ community & & & SHCH L8 ‘testcom’2 2 &6t
SAE &= access-list 99 £ & XG0 SNMP £ S8& & %0| permit £= drop 2 %= ULk

Switch# configure terminal

Switch (config)# snmp-server community testcom rw 99
Switch (config)# end

Switch# show running-config

!

snmp-server community testcom rw access-class 99

!

Switch#

2.9.3. Trap host &3

AMAENA 2ol @F & L= AAE A B8 SO OIHE= WERZD 2l HolH E(trap)
= Sol HIZE = ULt E7500 series A2 Xl= Otchet 22 HAS EFS MSBoHH, JI2EH2Z E
g SAE 2 “snmp-server enable traps” HE O EYES MS0lE= G LULIH EES &M
StAl &=L
® SNMPv1 Trap
® SNMPv2c Trap
B D280 MEE= EY HAEOICH
® SNMPv3 Trap
m OIS % Es Jls= ME0tH, security model g =AU
1) noAuth: 91Z & 2S3tE PRI &4
2) Auth: oI5 &
3) PriviolE Y ASSE +AHE.
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H 2-20. SNMP Trap SAE &%

Z0f e zc
snmp-server trap-host A.B.C.D Eds NLst SAEZE HAFSH Config
[version 1]|2c|3 sec-level] m ABCD E¥ SAE =A
community-string ® version: M&5E EYO HA

(Default: 2c)
B sec-level: EE HEO| 30 HLR
security model 2 &8

B community-string: community & &
no snmp-server trap-host A.B.C.D AXNSt EZYH SAEEZE AHH|SHT. Config
[version 1|2c|3 sec-levell]
community-string
snmp-server trap-source MEE EAO| source IP =AE &8¢ Config
ifname Ct.

® ifname: 2/HHIOIA Ol &
no snmp-server trap-source A X &t source IP =45 ol Ml &L Config
H 2-21. SNMP J| 2 E&2 Enable &3
N &9 ooy
snmp-server enable traps RMON alarm E¥ S M &5l 2 £&8st  Config
alarm [fallingAlarm| risingAlarm] Ct.
no snmp-server enable traps RMON alarm E S MLGHA L& =2 Config
alarm [fallingAlarm| risingAlarm] AR SHC}.
snmp-server enable traps envmon AMAE ZAH (fan, power S) 2el EYS Config
[ext-supplylfan|supply| N5 E=2 & FSHL.
temperature]
no snmp-server enable traps AMAE B (fan, power S) 2tet E]IES  Config
envmon [ext-supplyl|fan|supplyl NEEN YE=2 HX™BH}
temperature]
snmp-server enable traps fru- 2E, slot S A/Z R Jbsstunit Al Config
ctrl HE A EYS BEGIES S F e
no snmp-server enable traps fru- 2&, slotS &/EZE IS8 unitl AE  Config
ctrl B Al ERS MEOHK YE= £FE

Ct.
snmp-server enable traps Linkup, linkdown E& 2 d&0t=5 &4 Config
interface A EHC}.
no snmp-server enable traps Linkup, linkdown E& 2 M &06kX &&= Config
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interface E MM SHCH

snmp-server enable traps ANAE T2 23 EES ME6tE=2 4 Config

resource [cpu-load-monitor]| = 5L}

memory-free-monitor]

no snmp-server enable traps AAE T1)l 234 EEHE ME6HK & & Config

resource [cpu-load-monitor]| = MA S}

memory-free-monitor]

snmp-server enable traps Cold start, warm start, authentication Config

snmp failure EE M &5t S & FSHCL

[coldStart |warmStart|authFail]

no snmp-server enable traps Cold start, warm start, authentication Config

snmp failure EYS MSEoHA L= HF&E

[coldStart |warmStart|authFail] C}.

b Notice <H 21> 2 E7500 series A2 XI0A I 2HCZ HSote Ee MEs 4
YoM EBHS LLEHHH =0 =01 2 AHME = UL

SNMP Trap &3

CtS OIHl= 192.168.0.1 SAEZ H, III%, 2= S &3 28 EE  linkup/linkdown EE 0| &5
CEE Z4HE0 EF HEZ2 JI=82 2c 2 B SEIC

Switch# configure terminal

Switch (config)# snmp-server host 192.168.0.1 public
Switch(config) # snmp-server enable traps envmon
Switch(config) # snmp-server enable traps snmp
Switch# (config) # end

Switch# show running-config

!

snmp-server enable traps interface

snmp-server enable traps envmon fan supply temperature ext-supply
snmp-server host 192.168.0.1 version 2c public

|

Switch#

2.9.4. SNMPv3 &€&

E7500 series 2?1 Xl= SNMP £ S8t AIAE 220l O U2 22 JIsS HE6H)| ?loi SNMPv3
£ M Z¢&tCt. SNMPv3 = AFSXAH0H CHEF 215 & TIOIE 0l THet 83t JIsS MSEtCh.

H 2-22. SNMPv3 & &

o130 A9 2=
snmp-server enginelD SNMP 0I0I M EE S LA *Ea6tD| fI8t Config
engineid-string engine ID £ & & &Lt
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SNMP enginelD € H&otl= 2 JIEUH 23
8t user £ CtAl &&oH0F &HCH User &E 2
engine ID £ 0| &0 MD5 ¥ SHA 2| security
"""""" digest & M4 35tD| M 20ICH

no snmp-server enginelD EngineID € XIS MAL = J|23te=z Config
A& SHCEH DI 2 2t2 XHALS| enterprise
OID(1.3.6.1.4.1.7800) 2 Al A €10 =4 U1 i
MAC =42 Its MA6HT

show snmp enginelD Engine ID £ £ &t} Privileged

snmp-server group groupname SNMP group S & & &} Config

{vl|v2c|v3 sec-level}
[read read-view|

write write-view]

®  group-name: Group 0| &

® vl v2c, v3: Group H&

B sec-level: ERH HAEO| 30 HR
security model 2 & &

® read: Read view & &. Read-view Jt & Al
=N 22 JI28t2Z internet
(1.3.6.1)2 2™ =,

®write: Write view & &

[o] X==)

[ = y—

no snmp-server group SNMP group £ AHHISHCH Config
groupname
{vl|v2c|v3 sec-level}
show snmp group SNMP group 2 & &t Privileged
snmp-server user username SNMP user & & & s}, Config
groupname {vl|v2c|v3 ® v1,v2c, v3: User &
fauth (md>|sha) auth-passwdl g auih: SNMPV3 Q! 22 ALB X QI ES 48
izizss(djizj: }pmv‘passm] g 4 Qo0 2535 YHOR MD5 T

SHAE £€&8& = At

auth-passwd: 21&5S 918t &35 &8

= priv: SNMP PDU € 233t = J 20 &

SOl UBHOZ DESE=AESE £83E =

UL

priv-passwd: XS 3HE ?I& 25 4F

B access: AFS X0l CHoll access-list € =

2L},

<1-99> : IP standard access list
no snmp-server user username SNMP user £ AHHIEHCF. Config
groupname {vl|v2c|v3}
show snmp user SNMP user £ =2 &H(}. Privileged
snmp-server view viewname SNMP view £ & A &H(C}, Config

viewoid {excluded|included}

o

® viewoid: User £ = community 2 &4 J[/M

}_

48

E7500 Series User Guide

ﬁ



Swﬂch P

S =
Il 2| =g = A= MIB2 HRE X
ZotH MIBOIE £=0ID 2 XI& Jt=s
B excluded &&= cluded: viewoid E
EZEotHLE MelotEs 43
no snmp-server view viewname SNMP view & AHH|EHC}, Config

viewoid

SNMP enginelD ¥ 7

04

ol AMYCHH

LS OMib= AAE2l SNMP engine ID £ B A SHCH JIE0 SNMPv3 AHE AHF &
ULCH

engine ID £ H&S & Al EFAH0F HERD 22Xt HEYE ASERZE S = U

0

Switch# show snmp engineID

Local SNMP engineID: 0x80001£8880236ed0864b7a760f
Switch#configure terminal

Switch (config)# snmp-server engineID 0x1234567890
Switch (config)# exit

Switch#

Switch# show snmp enginelID

Local SNMP engineID: 0x1234567890

Switch#

SNMPv3 AR} A A
ChS dME s 2S3E S~3ols ‘testuser’ AFZ XIS MASILE. ‘testuser’= ‘testgroup’dl X
o] ifEntry(1.3.6.1.2.1.2.2.1)E )L} £ == S = “testview’ S = ESHCY.

X
Switch# configure terminal
Switch (config) # snmp-server user testuser testgroup v3 auth md5 mysecretpass

priv des myprivpass

Switch (config)# snmp-server group testgroup v3 priv read testview write
testview

Switch (config)# snmp-server view testview 1.3.6.1 included

Switch (config)# snmp-server view testview 1.3.6.1.2.1.2.2.1 excluded
Switch# (config)# end

Switch# show running-config

!

snmp-server group testgroup v3 priv read readview write writeview
snmp-server view testview 1.3.6.1 included

snmp-server view testview 1.3.6.1.2.1.2.2.1 excluded

!

Switch#

Switch# show snmp user

User name : testuser
Engine ID : 0x80001f8880236ed0864b7a760f
storage-type: nonvolatile active

Authentication Protocol: MD5
Group—-name: testgroup
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Notice

SNMPV3 2] HARE 2& ZHZ user && 2 “show running-config” &

doz X L=CH |2 oMLt 20| “show snmp user” 82 =z
sholgh 2= QULH.

2.10.

HAHIA 2| AE(Access Control List)E AFSE 22 M UIERD 2elkts AHUIERIAE Sdil 885
= ECHEZO0 CHoll & E3l MZS SHE 2 == AL 22l Xts T3S S AEH0l CHEt Jl=F e S
NESELE = AWD0|E Sofl 24 FMS 8 = AL Lot ASEHA E2 HVAHMAZRE AIAE
S 252 == UL HMA CIAEE ARXE Sl HEL= IS ASSHALE HRGHI] A AFE
g = A1 Telent(vty)OILt SNMP £ S&t ALX|2 EH0 HEE == AULH

HNACIAEE HEIP ANA CIAEDI USH, <1-99>9 it &5 & &= ULH

H 223 HHACAE AF HY
=20 g EE
access-list <1-99> HEIPYAACIAEE &F Config
{deny|permit} address ® Source address/network 2t2 & &
B address ::={any | A.B.C.D A.B.C.D | host A.B.C.D}
no access-list <1-99> HMA ZIAEZE AR Config

2.10.1 HAHIA 2| AE MY A=A
S &2 g A2 HNY HdASHLE.
HIHG| X242 QESAIZ0tst 212 Y &dASHT.
Access—list 2 OIXIZH0l S238l ‘permit any’ & XHGHA Zes & JI2ESZ ‘deny
any’ JF 8AZ O UCH.
B Access-list & ZAHS 0l &0 &AHS ot=d 229 =1 & A0S HE XML
=dg £ g, ME FIicte 2= OrXI=H ol &CH
2.10.2. HEIPYANA CIAE &3
2.10.2.1. DEHHAGE
Switch# configure terminal
Switch(config)# access-list 1 permit any
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Switch(config)# end

Switch# show running-config
|

access-list 1 permit any
!

2.10.2.2. 2 ANAHE

Switch# configure terminal
Switch(config)# access-list 1 deny any
Switch(config)# end

Switch# show running-config

I

access-list 1 deny any
!

2.10.23. ST SAENMNY HANACHSFE

Switch# configure terminal

Switch(config)# access-list 1 permit host 192.168.0.3
Switch(config)# end

Switch# show running-config

I

access-list 1 permit host 192.168.0.3
!

210.24. SHUEAIUANL HAALGE

Switch# configure terminal

Switch(config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch(config)# end

Switch# show running-config

|

access-list 1 permit 192.168.0.0 255.255.255.0
I

2.10.25. SI UERIUAME HAAL HE

Switch# configure terminal

Switch(config)# access-list 1 deny 192.168.0.1 255.255.255.0
Switch(config)# access-list 1 permit any

Switch(config)# end

Switch# show running-config
!
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access-list 1 deny 192.168.0.0 255.255.255.0

access-list 1 permit any
!

2.10.3. 2l HZ0 RAMACIAE €3
ANA RIAEES user 2 HEBED, HFE AN AAEE ARVAN AR A2 5IE,
N

—_

92.168.0.0/24 WEKANA S EH0t2 AE6t= Access list € MAHSH0, &Y &=
FOAH & e Exl= Chsl 20

I
Mo
=
ro

ol

Switch# configure terminal

Switch(config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch(config)# username admin access-class 1
Switch# show running-config

!

username admin privilege 15 password 0 admin
username admin access-class 1

!

access-list 1 permit 192.168.0.0 255.255.255.0

!

Switch#

2.11. NTP &H

2.11.1. NTP IR

NTP (Network Time Protocol)= UIER 2 S5t AMAES AI2H2 SOI3ol= U MEReE E2&
Z0ICt. NTP = UDP (User Datagram Protocol) 0l SZ&56t0, 2E NTP HIAIXIS A2t &8
Greenwich Mean Time 1t &= & 8t Coordinated Universal Time (UTC)E At& StCt.

2.11.2. NTP client mode & &

NTP client 2=2 S&06t== otJ|?IofA= global 28 2=0AM OS2 SEE AIE

rol

Ct.

g0 43
ntp server address NTP server £ € & tCt 5 IHNHA £801Ss)
no ntp server address NTP server £ 4t M| &tCEH
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2.11.3. NTP Server mode & &

oy
Mo
>
00
o
[w)

NTP server mode & SZot == otJ| oAl = global &8 2E0A G52 &

H3E o9
NTP master 2 S&olE =

NTP master 2 Al 2| S&¢

o
o

ntp master stratum

02
i
[w

no ntp master

2.11.4. NTP time zone & &

NTP server Lt client & XG0l 2t CH2 timezone 2 £ 860 oS KD 0A S AIE
St AI2E2 2 HAISHCH

a0 49

ntp timezone plus HH:MM & & =l Coordinated Universal Time (UTC)0l & & & Al2t2 O
Ot & TH Al2+S HAISHCY.

ntp timezone minus HH:MM & ™ & Coordinated Universal Time (UTC)Ol & & & Al2FS il

N S Al2tS HEAISHCH
Coordinated Universal Time (UTC)= & & &L,

no ntp timezone

,”’—_/

month hh:mm week day month
hh:mm

2.115 NTP summer time & &

XS0l T et summer time(daylight savings time)=S At&E6t= 20| ACH 0l & Al2H0] 21 (& D12t
SOt AZS SIAZEEH AIZE S EXO2 MK olD| |8 A 0IC.

230 &89

ntp summer-time week day Summer time 0] Al&3dl= M2 ZlLi= HE XIE6IH HE&t

Ct.

no ntp summer-time

(]
rr
[

Summer time S & &5t Xl

2.11.6.

NTP J|El H

4 0f

380

£

ntp poll-interval number

show ntp

o

Al, &8 & NTP server & NTP

NTP client mode £ S &t
e 2 b2 29 Hi4=2 St <4-

request message £ & &6t= 2
17>°| HAE Jt&ICH

NTP Ol CHEF AtEtE 204

A4
[w
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2.11.7. NTP & & 0 Al
Switch#
Switch (config)# ntp server 203.248.240.103

(
Switch (config)# ntp master 5
Switch (
Switch # show ntp

config)# exit

Current time Thu Jan 12 20:40:25 2005
NTP master : enable

NTP stratum : 5

Poll interval : 6 (power of 2)

NTP timezone : GMT

NTP summertime : none

NTP summertime start : none

NTP summertime end ¢ none

Switch #

2.12. Ui &4

E7500 series A X= 20 i L MOTD HHHE SS& 4= QUCH 20 id= A2 XJF AlAE!
Ol @xcilM 220 o)1 8ol &&= HAIXIOIM, MOTD = 21021 8t £ E A
Sl M0l &%= HIAIXIOICH HHHE Soll AFZ RO H 3=2] At X

@
r|6
=
>

H 2-24. 270 4 % MOTD tHUH ZE O

2380 &9 [
banner login banner-string 20l HiHE SZ28&tC}. Config
banner login default ® banner-string: SS& 2 10 Ui HIAIXIZ A& 2Kt

Ol Choll sLst 2AtoF L= MK 2221 i 2 X &
B default: JI=XCZ2 SE= 2021 B M AIX
no banner login ANAEN SE8t 200 U E A SHCH Config
banner motd banner-string MOTD HiH{ & S£8t(}. Config
banner motd default ® banner-string: S S & MOTD i HIAIXIZ A& 2 At
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2 L2 MK MOTD B Z X1 &
B default: J|2& 2=z S=& MOTD B BIAIX
no banner motd ANAENH SE8 MOTD B E A HISHCE Config

AMAENH = Oteli2t 22 221 B2 MOTD BHUDJE D128 ez S55 0 UL
Ubiquoss L3 Switch <- 2792 HiY

Switch login: root
Password:

Hello. <- MOTD HHU

Switch >enable
Switch #

= el =22 20| Jb=otH CHer AlZ 2 XHoll CH ol
& WA B2 SSECH Otell BIMOAE © S0l CHoll AIZ )t S5 &

BE SNYES HUER S

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# banner login[]

Enter TEXT message. End with the character '.".

Ubiquoss E7508 Switch

Login Banner TEST!

L

Switch (config) #
Switch (config) #exit
Switch#show running-config

banner login
Ubiquoss E7508 Switch

Login Banner TEST!

b Notice ‘show running-config’ 222 SE& HHHE &I [ Al 242 EEF
Xe ~C’2 XIEE

E7500 Series User Guide 55




solution

____Switch

IO WHMUMAM Z&s 201 = Ote 2t 201 S =Lt
Ubiquoss E7508 Switch
Login Banner TEST!

Switch login: root

Password:

Hello.

Switch >
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31. MR

E7500 Series A< XI It

H 3-1. E7500 Series A4 X0t X

Pay|

OIE{ IOl A &&

02

CIHMHOIAE T2t &0,

K& ot=

OIE HI Ol &

2ot=

2

HI

o r—
ST

Physical interfaces

port-group interfaces
VLAN Interfaces
Loopback interface
Management interface

®m Gigabit Ethernet
1000Base-T
1000Base-X
®m 10 Gigabit Ethernet
10000Base-X
Port-group
VLAN
Loopback
Out of band interface for management

2= OIHHOIA &&

x

4) Privileged 20l M “
5) ‘“interface’ ZYZS

6) S& QE{HOIA0N CHSt configuration & & 2

3.2.

g2 s €01 M=

configure terminal” @O Z Config 2= =2 & &L
tE3HN interface L& = &Y SHCEH
= AMEsHC

CIHHIOIA &3 830 BE22 H&8%= FH 0= s 2L

interface IFNAME

® |nterface 2 &
2

= |[FNAME: &t3= €8 S48 2IHHO0IA2 0l
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.

description string m OIEHOIA0N CHE @Y 2 SS&!H.

B string: 80 X OILH2l 2 X Z 2 QIHHOIA &Y
no description m SEoIHHOIA &FS AKISHT
3.2.1. Interface name

E7500 Series AIXI0A= EHOI A0 CHet

Oo=
Interface name= Cta 1t 20| interface typedlid2 &

H 3-3. Interface name

=L

[

0z

gd3 EAH0A interface name= AIE &L

- Interface type

Interface name

Ol

Gigabit Ethernet
10 Gigabit Ethernet

Physical interface

Port-group interface Port group
VLAN interface VLAN
Loopback interface Loopback

Management interface  Fast Ethernet

“Gi” + slot_id + port_id
“Te” + slot_id + port_id
“po” + port-group id
“vlan” + vlan id

“lo” +id

“‘eth” + id

Gil/1
Telll

pol
Vlan10
Loopback0
ethO

3.2.2. Interfaceid

Interface nameSinterface typeltidZ 2AECH. O3S E7500 Series 29I X2l interface name

HO| g X3 E9E LEFHDH

H 3-4. Interface ID ¥ A& H

Model Interface Type D 324A ID Range Name(0l)
E7508 | Gigabit Ethernet mod_id + slot_id + port_id | mod_id: 1-6 Gil/1/1
slot_id: 1-2
port_id: 1-12
10 Gigabit Ethernet | mod_id + slot_id + port_id | mod_id: 1-6 Tel/1/2
slot_id: 1-2
port_id: 1-2
Port group port-group id 1-256 pol, po30
VLAN vlan id 1-4094 Vlanl
LoopBack interface id 0-3 LoopbackO
management interface id 0 ethO
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3.2.3. Interface REE ZETE

interface 8= AMEGIH interface 2& &l Bt =
LIEFLECE. Interface 2E0AE QIEHOIAS S#HS Aot D HAE 4= QUL

Switch (config-if-Gigal/1/1)#

1o

3.2.4. Description 2801

S AIAE 20l et H2E S0 Aol 2F AIHHOIAN et €832 S5 = UALH,

2
show interface description @Y= AME5t0H X3 & == UL,

3.3. CQIHHOIA HEE L AEH X3

==

CIEHHIOIAS &d AF HE, &t 2 L SH COoIHE Z3dt0kt & 32 U3 ZYUE

AHEStCE

H 35 CEHHOIA 2 Y &6 28 FHEN

a0 &9 ec

show interface IFNAME " OIEHIOIAS HF, &t L SH FZE Privileged
Rl

show interface status m S2|& COIHMHOIAS =3 AtEH, speed, Privileged

|A2 DDM (Digital Privileged

show interface transceiver m 22 Ol & HH|

[detaillmodue <1-6>] Diagnostic Monitoring) & 22 =2 5t(}.

show idprom all B ANAEIFRU BB E S8 Privileged
show idprom fru-type " al: 2EFRUEIY B82S £

show idprom interface IFNAME g fru-type: FRU EI2 €2 HEE =&

=
m jnterface IFNAME: QI EHHIOIA B EE &

Notice ‘show interface transceiver’ H& 2| XIMISt WS
Guide_ Xl 18 & Utilities &2| <18.5. DDM>S & X5t

3.3.1. show interface 28}

ZXetth. elHHOIAS &3
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Switch# show interface

Giga2/1/1 is down, line protocol is down (notconnect)

Hardware is Ethernet,

address is 0007.709%a.abl0
index 1101 metric 1 mtu 1500 arp ageing timeout 7200

(bia 0007.709%a.abl0)

Full-duplex, Auto-speed, media type is No Transceiver
<UP, BROADCAST,MULTICAST>
VRF Binding: Not bound
Bandwidth 1lg

VRRP Master of

inet6 1234::22/64
inet6 fe80::207:70ff:fe%a:abl0/64

Last clearing of "show interface" counters never

60 seconds input rate 0 bits/sec,
60 seconds output rate 0 bits/sec,

L2/L3 in Switched: ucast 0 pkt - mcast 0 p

L2/L3 out Switched:

0 packets input, 0 bytes

Received 0 broadcast pkt

0 CRC,

0 oversized, 0 dropped

packets output, 0 bytes

0
0 collisions
0

late collisions, 0 deferred

-—- More

kt

ucast 0 pkt - mcast 0 pkt

(0 multicast pkt)

0 packets/sec
0 packets/sec

VRRP is not configured on this interface.

3.3.2.

show interface status & & 0f

PE S ZEQ 23 AEH, vian BE, &TH speed/duplex, 12l 1 interface typesS & stLl.

Switch# show interface status

Port Name Status Vlan Duplex Speed Type
Gi2/1/1 notconnect routed full auto No Transceiver
Gi2/1/2 notconnect routed full auto No Transceiver
Gi2/1/3 notconnect routed full auto No Transceiver
Gi2/1/4 notconnect routed full auto No Transceiver
Gi2/1/5 notconnect routed full auto No Transceiver
Gi2/1/6 notconnect 678 full auto 1000BaselX
Gi2/1/7 notconnect 678 full auto 1000BaselX
Gi2/1/8 connected 678 full a-1000 1000BaseLlX
Gi2/1/9 notconnect routed full auto No Transceiver
Gi2/1/10 notconnect routed full auto No Transceiver
Gi2/1/11 notconnect routed full auto No Transceiver
Gi2/1/12 notconnect routed full auto No Transceiver
Gi2/2/1 notconnect routed full auto 1000BaselX
Gi2/2/2 notconnect routed full auto 1000BaseLX
Gi2/2/3 notconnect routed full auto 1000BaseLX
Gi2/2/4 notconnect 100 full auto 1000BaselX
60
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Gi2/2/5 notconnect 100 full auto 1000BaselX
Gi2/2/6 notconnect routed full auto No Transceiver
Gi2/2/7 notconnect routed full auto No Transceiver
Gi2/2/8 notconnect routed full auto No Transceiver
Gi2/2/9 notconnect routed full 1000 No Transceiver
Gi2/2/10 notconnect routed full auto No Transceiver
Gi2/2/11 notconnect routed full auto No Transceiver
Gi2/2/12 connected routed full a-1000 1000BaselLX
3.3.3. showidprom 2&0{

show idprom ¥ &2 AlAECS FRU(Field Replaceable Unit) 82 & Z=&HCt. E7500 series

A2IXI= Oteli 2t 22 FRU
®m  Chassis

FAN

FMU

Module

Pfe

PMU

Power

Slot

Tranceiver

CtS 2 show idprom all

HEOZ AA

ErZ 0l CHol §2E =58& = UL

&l o
(=]

t= Ol AI0ICH.

ﬂH)i
m

Switch# show idprom all

IDPROM for chassis
'UbiQuoss
Description =
SNMP index =

Name =

'l'

IDPROM for pfe 1
Name = 'Physical
Description =

SNMP index = '2'

'UbiQuoss

Evolution'

Module

Pfe 1'
Physical Module Pfe 1'

'UbiQuoss Chassis System'

IDPROM for module 2
'Physical Module
'UbiQuoss
151

2 |l
Physical Module 2'

Name =
Description =
SNMP index =

IDPROM for slot 2/1

'Physical Slot 2/1'

'UbiQuoss Physical Slot 2/1'
112'

Name =
Description =
SNMP index =

IDPROM for slot 2/2

Name = 'Physical Slot 2/2'
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Description = 'UbiQuoss Physical Slot 2/2'
SNMP index = '13'

IDPROM for pmu 1
Name = 'Container of Power Module 1'
Description = 'Container of Power Module 1'
SNMP index = '30'

IDPROM for pwr 1
Name = 'Power 1'
Description = 'Power 1'
SNMP index = '31'

IDPROM for pmu 2
Name = 'Container of Power Module 2'
Description = 'Container of Power Module 2'
SNMP index = '40'

IDPROM for pwr 2
Name = 'Power 2'
Description = 'Power 2'
SNMP index = '41'

IDPROM for pmu 3
Name = 'Container of Power Module 3'
Description = 'Container of Power Module 3'
SNMP index = '50'

IDPROM for pwr 3
Name = 'Power 3'
Description = 'Power 3'
SNMP index = '51"

IDPROM for pmu 4
Name = 'Container of Power Module 4'
Description = 'Container of Power Module 4'
SNMP index = '60'

IDPROM for pwr 4
Name = 'Power 4'
Description = 'Power 4'
SNMP index = '61'

IDPROM for fmu 1
Name = 'Container of Fan Module 1'
Description = 'Container of Fan Module 1'
SNMP index = '100"'
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IDPROM for fan 1/1

Name = 'Fan 1/1°'
Description = 'Fan 1/1"'
SNMP index = '101'

IDPROM for fan 1/2

Name = 'Fan 1/2'
Description = 'Fan 1/2'
SNMP index = '102'

IDPROM for fan 1/3

Name = 'Fan 1/3"
Description = 'Fan 1/3'
SNMP index = '103"'

IDPROM for fan 1/4

Name = 'Fan 1/4'
Description = 'Fan 1/4'
SNMP index = '104'

IDPROM for fan 1/5

Name = 'Fan 1/5'
Description = 'Fan 1/5'
SNMP index = '105"'

IDPROM for fan 1/6

Name = 'Fan 1/6'
Description = 'Fan 1/6'
SNMP index = '106"'

IDPROM for fmu 2

Name = 'Container of Fan Module 2'
Description = 'Container of Fan Module 2'
SNMP index = '110"'

IDPROM for fan 2/1

Name = 'Fan 2/1'
Description = 'Fan 2/1'
SNMP index = '111"'

IDPROM for fan 2/2

Name = 'Fan 2/2'
Description = 'Fan 2/2'
SNMP index = '112'

IDPROM for fan 2/3
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Name = 'Fan 2/3'
Description = 'Fan 2/3'
SNMP index = '113"

IDPROM for fan 2/4
Name = 'Fan 2/4'
Description = 'Fan 2/4'
SNMP index = '114"

IDPROM for fan 2/5
Name = 'Fan 2/5'
Description = 'Fan 2/5'
SNMP index = '115"

IDPROM for fan 2/6
Name = 'Fan 2/6'
Description = 'Fan 2/6'
SNMP index = '116"

IDPROM for tranceiver 2/2/2

Name = 'Giga2/1/6'
Description = '"1000BASE-LX'
SNMP index = '1290'

IDPROM for tranceiver 2/2/2

Name = 'Giga2/1/7'
Description = '"1000BASE-LX'
SNMP index = '1300'

AH 2k

(==}

34, SC|l¥ZE A LA

Eo a3 dF0 AHS &= EEOICH

Q
0l0
o
THO
ol
I
H

H36 2cH ZE #F3 458 FEA

=R 849 2c
shutdown " 22| ILEZ disable/enable Interface
no shutdown
speed {10[100[1000} ® Speed &% (Z+2: Mbps) Interface
speed auto
duplex {full [half} ® Duplex 25 &F Interface
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flowcontrol (send|receive) (on|off) = flow-control & & % off Al Interface
flowcontrol both

no flowcontrol

carrier-delay <0-60> ® Carrier-delay £ sec £H9|2 ms £H9|2  Interface
carrier-delay msec <0-1000> YEPs|

B Notice Gpon interface = S0 A= il g SEHS0| EAITX Z=C0h

3.4.1. Shutdown

Sc|H® ZEZ disableAl2!C.

SC2|E L E9| shutdownatElE 20151212 show interfaceH TS AIES

Switch # configure terminal

o

Ct.

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface GigabitEthernet 2/1/1

Switch (config-if-Giga2/1/1)# shutdown <- disable port
Switch (config-if-Giga2/1/1)# no shutdown <- enable port
Switch (config-if-Giga2/1/1)#

3.4.2. Speed and duplex

E7500 Series 2 X2 2t 2IEHHOIAMNA X &3t= speede i1 &2 L.

type speed duplex
10/100/1000/auto full/half
1000Base-T
1000 full
1000/auto full
1000Base-X
1000 full
10GBase-R 10000 full

Speed &= duplexE &8 & M Ct S At 2 F2|6tet.
> 10—Gigabit Ethernet 2t 1000Base—X Gigabit Ethernet 2 full duplex 8t X| & StCt.

3.4.3. Flow control

Gigabit Ethernet, 10-Gigabitethernet interface 0l CHdll A IEEE 802.3x Flow control 7| s Xl & &Lt
Flow control 2 interface 2| receive buffer Jt Jt= &

s &
interface Ol M&SoiAM 2EAIZt S THA S 2UAI == ot= XS 2etlh
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CtS & interface 0l IEEE 802.3x pause frame 2 2El= &1 &0l Helote &3
Gl AIOI CF.

Switch# configure terminal

Switch (config) #

Switch (config)# interface Giga2/1/1

Switch (config-if-Giga2/1/1)# flowcontrol send on
Switch (config-if-Giga2/1/1)# flowcontrol receive on
Switch (config-if-Giga2/1/1) # end

Switch# show flowcontrol

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Giga2/1/1 on on on off 307 154

Switch#

flowcontrol send on @& 2 IEEE 802.3x pause frame € B &S & & &t
receive on = |IEEE 802.3x pause frame 2 &2 &< LdHAI2H SOt i3
HHOC 0lHE 882 &0I5t)| oA show flowcontrol (IFNAME) S8 2 ALE8tCH.

HHE HBL20= no flowcontrol 2 &S A8t

>
50
in
o
Iz

3.4.4. Carrier delay

Interface Ofl link up/down event Jt &
A2+ AFOLOHl link Dt up -> down -> up O]

Switch# configure terminal

&g B2 carrier delay €8 = SolfA €8 o A2t 20 B2
2 2R down S QIAIGHA 2= £F & =+ AUCH

Switch (confiqg) #

Switch (config)# interface Giga2/1/1

Switch (config-if-Giga2/1/1) # carrier-delay msec 500
Switch (config-if-Giga2/1/1)# end

Switch#

o

X2 HASHI| fIoh M= no carrier-delay 33 2 AFE &L,

3.5. Broadcast suppression

T
=

Broadcast suppressionOlgt broadcast storm@2& QI&t A|AEQSl WEstE 26| <I6H)
SBZCEHAE  EHEHOl AIAHN KUEH= 202 HMHEtdl= JlssS LSt
storm2broadcast/multicast IH2!0l MEY 0l floodingEl O 2

HSE MOtAIDl= S&sS LotH ZREE A A QI UESRD &3 839 2FIt
Old &S FEAIZ = UL

{OFFICIAL_PRODUCT_NAME}=input port2l packet2 22 =Jot0 01 &AFE threshold2t
HIW 1 0l&e EcHE S AIARN 2 AIDIXI &1 HIDISHC.
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ch

a0 29 fc
storm-control ®  Multicast, broadcast, unicast,packet & Interface
(broadcast|multicast|unicast) suppression

storm-control level LEVEL ® broadcast suppression rate S & X Interface

no storm-control level

{OFFICIAL_PRODUCT_NAME}0ilAl= Broadcast suppression & &&5t)| KA HX rate S
S AGHOF StCH O = oY EcHEO CHet & & 2 st
Ct& & storm-control & & 0| 28t Ol Al Ol Ct.

Switch # configure terminal

Switch (confiqg) #

Switch (config)# int GigabitEthernet 2/1/3

Switch (config-if-Giga2/1/3) # storm-control level 50
Switch (config-if-Giga2/1/3) # storm-control broadcast
Switch (config-if-Giga2/1/3) # storm-control multicast
Switch# show interface counters storm-control

Port TotalLevel % UMB UcastDiscards McastDiscards BcastDiscards
Gi2/1/1 0.00 0 0 0
Gi2/1/2 0.00 0 0 0
Gi2/1/3 50.00 *x 0 0 0
Gi2/1/4 0.00 0 0 0
Switch#

A2 ol K& Z 2 no storm-control &= AIS &L

3.6. Port mirroring

o
Jo
I
>
Hl
Im
2

Port mirroring2 S3& port(source port)2 &2 EilZis S &4F
mirroringol= J1S2 2 |oles ZEQ 2= IH3I S ZAIE £= QUL
{OFFICIAL_PRODUCT_NAME}=rx, tx Ediz = 22+ oA AA ZEZL2H1HS

port2mirroring&t 4= QUL

3 2

n

8480

mirror interface IFNAME direction mirroring 2 port(source port)2t L=

. _ _ Interface
(receive|transmit|both) I EAR=INES]

no mirror interface IFNAME

o . . = mirroring & port £ ol Xl Interface
direction (receive|transmit)

Ct2 2 port mirroring 0fl CH st ol Al OI Ct.

Switch# configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.

Switch (config)# int GigabitEthernet 6/1/1

Switch (config-if-Giga6/1/1)# mirror interface gi6/1/2 direction receive
Switch (config-if-Giga6/1/1)# mirror interface gi6/1/3 direction receive
Switch (config-if-Giga6/1/1)# mirror interface gi6/1/4 direction receive
Switch (config-if-Giga6/1/1)# end

Switch# show mirror

Mirror Test Port Name: Giga6/1/1

Mirror option: Enabled

Mirror direction: receive

Monitored Port Name: Giga6/1/2

Mirror Test Port Name: Giga6/1/1

Mirror option: Enabled

Mirror direction: receive

Monitored Port Name: Giga6/1/3

Mirror Test Port Name: Giga6/1/1

Mirror option: Enabled

Mirror direction: receive

Monitored Port Name: Gigat6/1l/4

Switch#

Notice Port mirroring 2 netflow 2t SAI0l S& & = 8lCt. Netflow Jt enable
ZHU= E2 config 2= A no mis netflow E& & 0| E&FdHOL
StCH.

3.7. 2H& AHHOIA &#E £€F

2HZE QEHHIOIAE2HES AR RE(IEEE 802.3 Bridged VLAN)Z2 SZo6ts CIEHHIOIAZ A
E7500 Series A/XINMM=E =22l&E ZEQ port—group 0l 2HE A/E REZ S&SHLL.
o4 7)

I—I
0l BOHIAM=2HS QEHOIAS A S2|& LEQ port—groupS2H= QB HOIAZ AAGH=
HHEA D HE WE B0EC

i

3.7.1. VLAN Trunking

EdA(trunk)et OI0HY ARAXIt TOE UWESRZ Hbl(router, switch) A0l point-to—-point

daz2A = 30 =22 VIAN EdEES dEY = JSH 02 SotW VLANS &XH

HEKI0 &&E 5 AQ

E7500 Series A2IXl= 2E 0lHY! CIEHHIOIAN 802.1Q trunking encapsulation2 X2 6t
£ = port—trunk interfaceOlltrunks &8 & = QUL

i

single ethernet interface
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3.7.2. 23S AHHOIARZRE

E7500 Series ARIXIDt

XN&ot=2HS IeHHOoIA 2E0s S
2 E0F QUCH

20| trunk 2=92 access

H 7. E7500 Series A X[J} K| &ot= 2 HE

QIHHOIA BE
gc &9
switchport mode access = non trunking mode.
® native vian 2t & Jts
switchport mode hybrid ® 5tLtQl native vian & &t =2

==9| tagged, untagged VLAN
&3 Jts

switchport mode trunk = trunking mode.

® otLES| native VLAN 1t Ct==2| tagged VLAN & & Jt=

3.73. 2SS AHHOIADJIZ €3 &

E7500 Series AR Xl= 2cl& ZE = port—-groupOllayer?2 interface &&= M IS &2
Jl2(default) &8 2t JHEILCH

H37.225 lEH0IA DS &3 3
3= EEET

interface mode switchport mode access
native vlan VLAN 1

3.7.4. 2HS HHOIA £F/ol Al

2HS lHHOoIAZ 48 R diMoh| fie FE0= Ust Z0H

— O o =

H38.2H3 AHHOIA EF X ol Kkl SO

8480 29 2E
switchport Layer2 interface & & interface
no switchport Layer2 interface o Xl interface

CIEHHIOIADL REZ22HS

CIH2HS HHOIA 30| o ME S VLAN €3

ol 2HS AEHHOIAI &E JIES EF S0l S EC.

[uin i}

CIHHOIAZ ZFEE2HS 2AHHOA Ji2 &4 2=

JEXIA
2 2% oM X2t CHAl switchport &2

o o=

gt

A

b Notice E7500 Series A9 X2 =) 82 2= S2|™ ZEIJI3AHES CIHHOARZ
S ULCH
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3.7.5. Trunk port &3

Scl® XE L= port-group CIEIHIOIAS2H S EZF 3 EE(layer2 trunk port)2 &S| 28t
da= o020 20
H 3-9. Trunk port && HE 0
=N 49 gt
switchport mode trunk = trunk mode & & Interface
switchport trunk native <1-4094> ® trunk port native VLAN & & Interface
no switchport trunk native ® trunk port native VLAN S default 2 Interface
£33

switchport trunk allowed vlan add <2- = trunk port tagged VLAN S5 Interface
4094>

switchport trunk remove <2-4094> ®  trunk port tagged VLAN A} K| Interface

switchport trunk remove all

S22 =cld ZES2HE Ed3a ZEZ #Hdt= 0l0IC

Switch# configure terminal

Switch (config)# interface gi2/1/1

Switch (config-if-gi2/1/1)# switchport ! layer2 interface
set

Switch (config-if-gi2/1/1)# switchport mode trunk ! trunk port set
Switch (config-if-gi2/1/1)# switchport trunk native 2 ! native vlan set
Switch (config-if-gi2/1/1)# switchport trunk add 3 | tagged vlan &5
Switch (config-if-gi2/1/1)# switchport trunk add 4

Switch (config-if-gi2/1/1)# end

CtS2 port—group 2HEHOIAE2HE EEY ZTEZ & &dt= 0l 0ICH.

Switch# configure terminal

Switch(config) # interface po2

Switch (config-if-po2)# switchport ! layer2 interface set
Switch (config-if-po2)# switchport mode trunk ! trunk port set
Switch (config-if-po2)# switchport trunk native 2 ! native VLAN set
Switch (config-if-po2)# switchport trunk add 3 ! tagged vlan S5
Switch (config-if-po2) # switchport trunk add 4

Switch (config-if-po2)# end
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3.7.6. Accessport &3

Ja
Hl

E £ = port—group CEIHOIAE2HS access port2 86| ¢ 0= UsSH

My THo
0o

H 3-10. Access port &8 HH

o130 g | [

switchport mode access B access mode & & Interface
switchport access vlan <1-4094> ® pative vlan & & Interface
no switchport access vian ® native vlan S default 2 set(VLAN 1) Interface

CIS2 228 ZEE2H S access portZ & &3dk= 0l 0ICh.
Switch# configure terminal

Switch(config)# interface gi2/1/1

Switch

(config-if-gi2/1/1)+# switchport ! layer2 interface set
Switch (config-if-gi2/1/1)# switchport mode access ! access port set
Switch (config-if-gi2/1/1)# switchport access vlan 5 ! native vlan set

CtS2 port-group 2/EIHIO| AS2HE access portE & &ot= 0l 0ICt.
Switch# configure terminal
Switch (config)# interface po2

Switch (config-if-po2)# switchport ! layer2 interface
set

Switch (config-if-po2) # switchport mode access ! access port set
Switch (config-if-po2) # switchport access vlan 5 ! native vlan set

Notice VLAN O &30 28& 20 XAlst 892 Jraei(VLAN) H=g2

3.8. Portgroup

3.8.1. Portgroup &

Port group Olgt 0i2d S2l& ZEEZE 5tLIS logical groupl & [ A EHOE'%% &t g3
O|=3tE EE5tI| ol AFE8HCH. E7500 Series AAXIONA port group SIEHIOIAE=E2HES
OIHHIOIAZ AI2E 2= UL},

E7500 Series AQIXIQ 2& & 4AF JisEt port group == LSt 2t CF.
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g portgroup &= & ¥ ZU port
E7500 Series 256 8

3.8.2. Port group configuration

Port group €& = ?let F80= Ust £LH

H31N. XZEIS L8 HE

EENY <4 ==
Channel-group <1-256> mode on = GHEY interfface £ Port group 0l interface

ELErAIZ| D Port group interface £
Al
(=)

=

no port-group ifname = port-group 2 A HISHD config

port-channel load-balance src-dst- m |opad-balance Al MAC =42 & X, config

mac
port-channel load-balance src-dst- m |oad-balance Al ip field & & =, config
ip
port-channel load-balance src-dst- = |oad-balance Al tcp/udp port &7  config
port
no channel group " 3iE interface £ Port group Ol A Interface *
HI2IAIRICEH
no interface Channel-group <1- = g{& Port group interface £ AfHl config
256> siCH.
= Port group Ol BHII 8l &=
=l =
show etherchannel ® portgroup &8 & Privileged
b Notice Portgroup Ol €& 0ll 2ted& 20 AtAlet &H2 LACP =& = &L otet
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JbAf LAN(OISH VLAN)S LIERIT AIBXIQ 2l AA S =2IFo2
AR ZEO HZEO UACH VLAN S 75 0
0l BOIHKH 2E2EHAE EHLS MOBO2M WIEXT

Ol ZolME &2 LHES

nio

CHE L

VLAN Jl 2t

VLAN 2| 3§

VLAN & &

VLAN €& &2 2| (Displaying VLAN Settings)

4.1. VLAN J{&

=22 HOZ 52 LAN &0 fXIotH S4lote AHE 20l EXE2 8= “It4 LAN(VLAN) O]
¢t EHZ H8EHLH VLAN 2 0E D5, 28 52 220 2ol =cl&8 22 #2550 OE VLAN 2
Z EdEO EHIl= A2 2oL, 22 VLAN 2 ZHlHAHZ8 EciE S S410H0 HIE"JJOI o
S22 S8MAI = BREINAE THCI0ICH = VLAN 2 AFE56HH VLAN Al 9 E(segment) )t =4
el 2l AZN 2ol =S X 210, 22| X0t 2tE =2/ &l OFH 2ol FHSHA ?:901&
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|SS M38CH VLAN 24 0IA 2t
Seth do" A8suWel &

HEotXl &=

4
mo 3o
a

1o on
4o
0x

FO

o

10

o
2
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4.2. VLAN Q2 =&

Premier 8700 Series A2 Xl= =/ 4094 JH2| VLAN 2 A& &CH VLAN 2 OS2 JI=0 et M4
=IC}:

£22/& X E(Physical port)
802.1Q Eff J(tag)
IEJ|BFVLAN I} tag J| BF VLAN 2 Z 8 (Hybrid)

4.2.1. IE J|8t VLAN(Port-Based VLANS)
EE JIBFVLAN Ol A= A9IXI9 5

VLAN 0f] &&& AQIX| LEE acce
VLAN 0| 2+ 80 I 282 BE ZEE=YV

C
R
rr
J
=)
>
10
£
Im
L_l
2
<
—
>
Pz
9
nﬁ
0
th
[
M H
m Im
A=
3

ot PEI access LE= Q& LIS

(default VLAN)2| access ZE 2 S &&=l

0
7]
Hl
Im
o

Z il

= My O
[w

OlE 9, <O 4-1>°2| E7500 series Ol A 1/7, 1/8 LE= VLAN A 2| access L EO0| 1D 2/1, 2/2,
2/7,218 ZE = VLAN B 2| access ZEZ &&= el 1/5, 1/6, 1/9, 1/10, 2/5, 2/6, 2/9, 2/10 &
E = VLAN C 2| access ZEE Z & 2|&t(C}.

Ce== VIANGC =u.__
12 12
H B B B H B H B B [ | H B
H B B B H B H B B [ | H B
1 1
VLAN A VLAN B VLAN B

& 4-1. E 7500 Series A/ X2 ILE J|EF VLAN 224 0l

MZ CHE VLAN 2l R E RS0l Sdlot)] RIshM =, HIE 50| SclB22 22 1/0 B2 2R 20|
Hetes Zdg2 AAX0 2ol ctRE E{0F 8l 0lX 2 2212 VLAN Ol RS IP FAE JHd

ctPH AIEHOIAZ EFE00F &= 2|0[&HCh.

E J|BHVLAN 22 AX| K|

alo

o

o
%
)
ro
O

EZE JIBHVLAN S Z & ARIXIE F2E, U
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| XI 0l A VLAN Ol CHEt access LEE & & &HCY.
| Xl 0l A VLAN Off &&=l access L E
2

7)) 2 A
g 2

ES 5
Ct. 0421 JHSl VLAN S HZ5tA S, 21212 VLAN Ot 0122

-10

‘(0

<J8 2>= A2 CHE 2912 E7500 SERIES € otLtS VLAN 2 Z F= 28 E 2E0E0 S A9
X124 ZE=VLANAZ ZSEEE 2 JCH £ ARAX 224D E
access ZEZ ZHE N ULE F AR/AXN = <O 2>% &£0] &5 HZG6H0 6L+
els gdetlt.

SWITCH 1
] 2

SWITCH 2 VLANA

8 4-2. F AAX0 Z2HA €3& @ ZE g VLAN

SFOHe A/AXN 2N &85 = G2 LE I8t VLAN 2 MA St ™, 2022 VLAN Off CHal A A
AX 12 LEQ AR 22 LED} BIEAl AHOIE2 HATOOF &L 2l 28 A/AXNA HH =
otLISl IE &= 2 VLAN 2| access ZEZ 2T 0 U OF &L

<% 4-3>2 & {2 E7500 SERIES Ol ZH AN €& &= S IS VLANS 20 =CH AKX 1 0IA

TE 1/1,1/2,1/3, 1/4 ZTE = VLAN A 2| access L E 0|10 2/1, 2/2, 2/3, 2/14 N X2l ZE= VLAN B &
access TEZ ST QULCH.
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SWITCH 1

VLAN A

SWITCH 2

O 4-3. F AAX0M 2HMAM £3E F IS ZE J|8H VLAN

VLANA= AKX 12 ZE 131 AKX 22 ZE 12 HAS Soll &
VLANB= AKX 12 ZE 2010 ARX 22 LE 11 AFOIE HZAH ARAX 10 ALK

=
[

ol A9IXIZ HI0IX X Ol(daisy-chain)2 2 91 25l= [} VLAN

Olgd 48 eteHsS AI=Z0tH, el D
= MAHS £ QUCH 2 AR X = 222 VLAN S HZ 2 /8t 82 access ZEE JHAIH, 8 & access
TE= S AKX A VLAN 2 access EE 2 H&A =L},

4.2.2. EH1 VLAN(Tagged VLANS)

Eil 2 (tagging)= Ethernet Z 2l 20l Ef J(tag)ct= H Xl(marker)S & &6t= A2 O0ICH EH0E M2
Ol VLAN 2 Alg51D| 9 8F VLANId JF Z &=},

b Notice 802.1Q Bl Z Y= AtEcHH IEEE 802.3/Ethernet =il & 2| X|
JIQl 1,518 HIOIESECH 242t 2 ZHPS LHAIZ = UL
802.1Q € XI&GHA 2= CE ZHIQ Zd g old 260 &
& USM, E£& 2240 802.1Q E XIAGHA %= EclXlet 2t*H
EMEUY UERI HE 2HE O = UL

Wy o
Somo W

EH 1 VLAN 2] At&(Uses of Tagged VLANS)

= e ARXIE F= VLAN S dd0ot)| ol Ity L2 AIEE = YEOICHL BHOE ME
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i

otH, 01cd JHSl VLAN O otLt Ol &2 EE I E AISot Zelgls S48 = UL

<08 4-3>00A S 20HE TE J|¥ VLANOIAIS 2 VLAN 22 5tLiol ZES
SIXIS 1L EH0F BHCH SIAIDH BTl VLAN S ALR3H 5ILIo| EZA0S ARSI £ ASIXIS |=

dd JH2l VLAN = & & == QUL

Ef1 VLAN 2| &£ OHE EE8=2
2 MHXE O==2 VLAN 0l &

VLAN Ef 19| &< (Assigning a VLAN Tag)
2 VLAN 2 M &g [l VLANId E &2 &=0 ZEJFEI O VLAN S EEd ZE=Z €95 ArEE
M, ZE= 802.1Q VLAN Ei1J} 22 == AtE8etCt. 0] 22 B VLAN 2 VLANid Jt Zdf| & 2

B2 AtS =l

VLAN S| 2 ZEW BEAl B = H2 OtLICH ZEZ 3E T 0| ARX AR2 MY
(forward)& M, 29I Xl= T LA CHst 2 SHA ZEIJEHDI 22 ZH U2 AZED=X E2 H
OOt EX 22 T YS MEB0I=XIE 26 A/Xl= VLAN G Uis ZE 30 Ok ZH S0l
EH1E Z=Itot HLE AHHISHCE.
b Notice VLANO| &XGX $2 LE2 JVLANS B T 0l A H, I
dlede HIIECH oIS =0 VLANiId JF 10, 20 2] & QI ;L EZ VLANId
Jb300 ZHY0l =MEtH ARX=E 1 2 YdsS Hellt

J8 4-4>= B0t 22 Sl B0 2X @22 Zdlg S AtEdcts UER IS Sl He 24

4-4>
2 B &0

N
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SWITCH 1
12

HE E E E E E R EE B B B

IEEE 802.1Q

Tagged Server . [ | [ | [ | [ | . [ | [ | [ | [ | [ |
1

. Trunk port VLAN A VLAN B
SWITCH 2 .
E E/H B B Bj/m BN B B Hm
[ | HE B B B B B B B B B
1

A8 44 Bl =S T2 B0 EX 22 Yo 228 Ol

<8 4-5>= S2LE UERIS =clHe ol 18 S 2WHE0h

VLAN A VLAN B

System

Port 1/1,
1/2 1/41

System

1/2, Port 2/1,

Port 2/1, 2/2,
2/3, 2/4

System
Port 1/1, 1/2,

1/3, 1/4

J84-5. 8000t 22 T2 EfO0F 2X G2 Tdl2e =elA Colo O

<2 4-459 <& 4-5500 Al

2t AQIXIC] E¥ 3 X E(Tagged ports)= VLANA 2t VLANB 2| EciE 2 M&6H
2 AAXNC EHI ZE= I 22 T Y= MSSEHTH
AMAE 19 HE 172 HZE A= 802.1Q EH1E XIddt= UWESRD CIHHIOIA HEE
=G0 U200 VLANA 2F VLAN B 2 20| Ct.
B EHIS2 IO 2N E2 Zd S S48
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D0l ARIKIE AL I, ARXE SHX ZE ol A0 22 THUS AHSE X B
2% %S DY YS ABEXE ZHHL MHRRE 24T 2 THYD EYT FEZ s4
MlEls Talols B0 2EC0H BXIR YER TS 2 X2 S4415E T0ls 110t 2
X o=t

4.2.3. EE J|EHVLAN It E{1 VLAN 2| &8 (Hybrid)

Hybrid 7 & 2] VLAN 2 ZE J|Btel VLAN 1t Ei 1 VLAN & D=2 =¢gst & EHOICh Hybrid VLAN 2
EE DB VLAN It 20| olEd ZEZ SH2= T2 VLAN id E Z&ot] i1 VLAN 1t &0
Ch.

BHOE 20 A SASIHU NS 201X &1 84l 5t XS Z2H3 & = U

AN

w

4.3. VLAN 74

4.3.1. VLANID

| 18t VLAN id 2| gt2 2 12H 4,094 AL0I2] =XtE AMEE == ULCH AR =
=ZHOZ oS VLAN O] MAE N U200 (default VLAN), 0l VLAN Ol VLAN id
Z5tCH Metd M2 2HS 0 Xl= VLAN & VLANid 2] 2t 2 1 = AtEE == QUL

VLAN S 4
tER=S

o g2 1= At

VLAN id = B VLAN o] BHQl ZEDJ EET 2EUAM s&E [ ZdlZ 0 £0l= BHOAZ ALEE
Ct. VLAN id € 2% 283 = 220 oAl & e

A UESA 282 & DHGHH VLAN id £ Z2 Z ol OF SHCH.

n

4.3.2. Default VLAN
AQIXI0E (S 22 S48 JHX & default VLAN O] £ F &0} QUCH.
®m  Default VLAN 2 VLANId gt

B AKX =D AEHOA 2

4.3.3. Native VLAN

2t 2cl¥ ZE= PVID(Port VLAN ID)E JtX 1D QUCH 2= 802.1Q EZE 0= A&l 2l native VLAN ID
= o

JEPVID & gte =z gEEth B0t Xl @2 2= ZdlZ 2 PVID &0l LHEHWE VLAN 22 sS4l
Ch. XEZ B0t 22 TS =4S BR0eE TS IS S ALE 8L o X8 Ef 1
JbEX @2 2ol A0, 20 2 PVID 2tS Ef 2 2t=8tCt.

<dZ 6>X3Z I X H2 ZdlSW PVID I 22 2 S0l B&Eote 20l 6IEEH22, VLAN
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solution

//—"_/

= A& 0otz E2lXILt end station 2t VLAN = K| & 0tX|l =6t= EcElXILt end station S0| HOIE2
oz 4 ALK
VLAN A VLAN A
PVID=A VLAN-aware VLAN-aware PVID=A
Bridge Bridge
Access |—_I _IJ Access
ports PYID=C | PVID=C ports
PVID=B PG ‘ PVID=B
VLAN B Trunk VLAN B
link !,4'
% VLAN C
VLAN-unaware
VLAMN-unaware 3
End station hg’l' End station
VLAN C %‘;v
PVID=C "
VLAN-unaware ~' —% VLAN B
End station E}s.\l Fig
%l VLAN-aware
End station
& 4-6. Native VLAN
OlE S0 <18 6>2 ot FEHAMXHE & endstation 0] SA2 EHF A0 HZE MNEHE M2
HE X =2 VLAN 2 Q1A GHAl 2=6HXAI8H VLAN 2 1A= B2/ X2 PVID Jt VLAN C 2 S ot
HStE=Z VLAN C 0ff L& & 210|Ct VLAN 2 2 AIGHAl R6l= end station 2 Ef ]It X 22 Zd
QIO SAIGIES 2, VLAN S QlAIGH= Bl Xl ZH|JF 01218 B0 X 22 Ty s fASs B,
0|2 VLAN C & S AISHLE.
4.4. VLAN&3H
= 0 Me= E7500 SERIES 0l VLAN 2 230 AIECH= H¥=2 &YSHCH VLAN 832 OUs9
SHZ XNHEC,
1) MAE VLAN I 2t&E g2 &4 3 st
2) EZEJEYE VLANS SR0 et ZEQ REE H &St
3) VLANOI StLt Ol&tel ZEE SSEHCH VLAN Ol ZEE FOHE ([, 802.1Q EH 12 AIE R E
ZFBL,
441. VLANEHE HH
<H 4-1>2 VLAN €830l MEZ= =2 dFseth
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H41.VLANEE HEN
o124 P e 2t
vlan database ® VLAN database 2E2 &2, config
vlan vlanid = Vianid 0l sH&ol= vilan S & d vlan
" 12 default VLAN 2| (22 AIS database
® vianid : 2 £ E 4094 ALO|2| BtE AL=Z ST
vlan vlanid name WORD m Vlanid 0l 8HE5l= vian S M A vlan
(state ® woRD Ol SHESt= vian ascii g4 S & X database
(enableldisable) ) = vian 2| AEHZ enable disable & 2= Q/C}.
vlan vlanid bridge B Vianid 0fl & dt=vian= M4
<1-256> name WORD ®m worRD Ofl BHESHE vian ascii S &3
(state " MA5HS vian 2 bridge Ol 2ECH,
(enableldisable) D) ® vlan 2| & EHE enable disable & == UL},
switchport B LEO type S L2 2 HASBIC]. Interface
m |2 ZEZ HHLH default 2 access =0
VLAN 1 o #H{Dt EICh.
switchport mode m IIEO| VLAN Et2 S 8FSHC} Interface
{access|hybrid|trunk}  w sccess— ZEZ access 2E(ZE Il VLAN)R
AN A¥E ZEE O EX €2 T Y
S &44lotsE S22 VLAN O QIEHHIOIA 2 S& St
Ct.
® Hybrid — £ E E hybrid £ & & &tC.
B trunk-2ZEESE EHJ(EH VLAN)Z & HSHCH.
S¥E ZE= B 22 T Y2 S48
OOt EX 22 T2 E = native VLAN id 2
OIAISHCY.
switchport access B IIEE VLAN 2| access TEZ &S} Interface
vlan vlanid " 2SJbaccess E &FEH, &S TEE= VLAN
o HH ZEZ SEEHC
= vianid : 2 £H 4094 At0| 2] gtS AtSSHCH
Switchport hybrid m HAAE ZTE=VLIANS B ZEZ S&EHL Interface
vlan vlanid AT E T2 20| untagged 2 &2 vian id 0fl i
Sole TH AR QAlGIE S &M St
® vianid : 2 £ E 4094 AFO| 2 gt2 AtEstCt.
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=10 849 2E
switchport trunk m ZTEEVIANS EEdd ZLEZ & FSHT. Interface
allowed vlan " SHVLANS EY3 ZE2 855l add, £ 5
tadd|all|except) SIVLAN S 25 &% 5120 all, = vian 2 X

vianid ol 5121 except IHE A EICH

B vianid : 2 £ & 4094 ALO| 2l gt2 ALSSHCH
switchport trunk m ZEJIGN2.1Q EFI 2L, S B VLANS EE  Interface
native vlanid QAZEY M, B0 2X &0 S48 Eaf

2 98t native VLAN 2 & & &tC}.
® pative VLAN S E & G6IX| £ S H default

VLAN(VLANId = 1)0| native VLAN 22 & &

= vlanid : 2 2 E 4094 ALO|2| 8t AFESSHCE.
switchport trunk m IES HAISHVLAN 2 HHUHIA H2IAIZICH Interface
(remove|none) vlanid — m ylanid: 2 £Ef 4094 AHOIS| 22 AHEEICH
® none: 2E VLAN 2 2H HHHHAM A2
S & Ol Al

45. VLAN &3 0lk

Ct22 W MOl M= VLANId JF 1000 2 M &G, VLAN Ol IP =4 132.15.121.1 2 &Yolld, & L E
£ VLAN 0ff &< 8tCt.

shu#

shuf#fconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

shu (config) #vlan database

shu (config-vlan) #vlan 1000

shu (config-vlan) fexit

shu (config) #interface Vlan 1000

shu (config-if-v1anl000) #ip address 132.15.121.1/24

shu (config-if-v1anl000) #interface GigabitEthernet 6/1/2

shu (config-if-Giga6/1/2) #switchport

shu (config-if-Giga6/1/2) #switchport mode access

shu (config-if-Giga6/1/2) #switchport access vlan 1000

shu (config-if-Giga6/1/2) #interface GigabitEthernet 6/1/3

shu (config-if-Giga6/1/3) #switchport

shu (config-if-Giga6/1/3) #switchport mode access

shu (config-if-Giga6/1/3) #switchport access wvlan 1000

shu (config-if-Giga6/1/3) #fend

shu#show vlan

VLAN Name Status Ports

1 default active Gie/1/1

83
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2 VLANOOO2 active
3 VLANOOO3 active
4 VLANOOO4 active
5 VLANOOOS5 active
6 VLANOOOG active
7 VLANOOOQO7 active
8 VLANOOOS active
9 VLANOO0O9 active
10 VLANOO10 active
11 VLANOO11 active
12 VLANOO12 active
100 VLANO100 active
1000 VLAN1000 active Gi6/1/2 Gi6/1/3

shu#

CtS2 MMO0AE EFZD D18 Vianid 2 2000 = &E0otl), & ZES EH ZEZ VLAN 0 =0t8t
Ct.

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

shu (config) #vlan database

shu (config-vlan) #vlan 2000

shu (config-vlan) fexit

shu (config) #interface GigabitEthernet 6/1/4
shu (config-if-Giga6/1/4) #switchport
config-if-Giga6/1/4) #switchport mode trunk

shu (config-if-Giga6/1/4) #switchport trunk allowed vlan add 2000

shu(config-if-Giga6/1/4) #interface GigabitEthernet 6/1/5

#switchport

(
(
(
(
shu (
(
(
(
shu (config-if-Giga6/1/5) #switchport mode trunk
(

shu (config-if-Giga6/1/5) #switchport trunk allowed vlan add 2000

)
)
)
shu (config-if-Giga6/1/5)
)
)
)

shu (config-if-Giga6/1/5) #end
shu#show vlan all

Bridge VLAN ID Name State Member ports
(u) -Untagged, (t)-Tagged
0 1 default ACTIVE Gi6/1/1 (u) Gié/1/4 (u)
Gi6/1/5 (u)
0 2 VLAN00O02 ACTIVE
0 3 VLANO0O0O3 ACTIVE
0 4 VLANO00O4 ACTIVE
0 5 VLANOOOS ACTIVE
0 6 VLAN0OOG6 ACTIVE
0 7 VLANOOO7 ACTIVE
0 8 VLAN0OOO8 ACTIVE
0 9 VLANOOO9 ACTIVE
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0 10 VLANOO10 ACTIVE

0 11 VLANOO11 ACTIVE

0 12 VLANOO12 ACTIVE

0 100 VLANO100 ACTIVE

0 1000 VLAN1000 ACTIVE Gi6/1/2 (u) Gi6/1/3 (u)
0 2000 VLAN2000 ACTIVE Gi6/1/4 (t) Gié/1/5 (t)
shu#
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Ct=2l G0 A= Vianid 2 3000, 4000 = &&otll, & ZEE hybrid ZEZ 3000 0 =Jtotd
4000 Off EH A E 2 FOFeFLY.

shu#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
shu (config) #vlan database
shu (config-vlan) #vlan 3000
shu (config-vlan) #vlan 4000
shu (config-vlan) #exit
shu (config) #interface GigabitEthernet 6/1/6
shu (config-if-Giga6/1/6) #switchport
shu (config-if-Giga6/1/6) #switchport mode hybrid
shu (config-if-Giga6/1/6) #switchport hybrid vlan 3000
shu (config-if-Giga6/1/6) #switchport hybrid allowed vlan add 4000 egress-tagged
enable
shu (config-if-Giga6/1/6) #interface GigabitEthernet 6/1/7
shu (config-if-Giga6/1/7) #switchport
shu (config-if-Giga6/1/7) #switchport mode hybrid
shu (config-if-Giga6/1/7) #switchport hybrid wvlan 3000
shu (config-if-Giga6/1/7) #switchport hybrid allowed vlan add 4000 egress-tagged
enable
shu (config-if-Giga6/1/7) #end
shu#show vlan all
Bridge VLAN ID Name State Member ports
(u) -Untagged, (t)-Tagged

0 1 default ACTIVE Gi6/1/1 (u) Gi6/1/4 (u)
Gi6/1/5 (u)

0 2 VLANO0O2 ACTIVE

0 3 VLANOOO3 ACTIVE

0 6 VLANO0O6 ACTIVE

0 7 VLANOOOQ7 ACTIVE

0 8 VLANOOOS8 ACTIVE

0 9 VLANOOO9 ACTIVE

0 10 VLAN0O010 ACTIVE

0 11 VLANOO11 ACTIVE

0 12 VLAN0O012 ACTIVE

0 100 VLANO100 ACTIVE

0 1000 VLAN1000 ACTIVE Gi6/1/2 (u) Gi6/1/3 (u)
0 2000 VLAN2000 ACTIVE Gi6/1/4 (t) Gi6/1/5 (t)
0 3000 VLAN3000 ACTIVE Gi6/1/6 (u) Gi6/1/7 (u)
0 4000 VLAN4000 ACTIVE Gi6/1/6 (t) Gi6/1/7 (t)
shu#

CtE Wl Ml= VLANid Jt 120 Q! sales et VLAN S M & StHCH VLAN 2 B0 22
EHOOF X X2 EE(access LE)E 2F LS ZE 10t X =
[m:

HEE40il= B0t EX Rl BAE22 286K =08 &2

86 E7500 Series User Guide




____S_witch

solution
VLAN sales
(VLANid = 120) VLAN sales
gi6/1/1
gi6/1/ 3_i - Tagged packet
oi6/1/4 gi6/1/2 (VLANid = 120)

Tagged packet _i VLAN sales

(VLANid = 120)

% 4-7. VLAN €3 Ol Hl - Tagged and Untagged VLAN

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu (config) #vlan database

shu (config-vlan) #vlan 120

shu (config-vlan) #exit

shu (config) #interface GigabitEthernet 6/1/1

shu (config-if-Giga6/1/1) #switchport

shu (config-if-Giga6/1/1) #switchport mode trunk

shu (config-if-Giga6/1/1) #switchport trunk allowed vlan add 120
shu (config-if-Giga6/1/1) #interface GigabitEthernet 6/1/2

shu (config-if-Giga6/1/2) #switchport

(
(
(
(
( )
( )
( )
( )
shu (config-1if-Giga6/1/2) #switchport mode trunk
shu (config-if-Giga6/1/2) #switchport trunk allowed vlan add 120
shu (config-if-Giga6/1/2) #interface GigabitEthernet 6/1/3

shu (config-if-Giga6/1/3) #switchport

shu (config-if-Giga6/1/3) #switchport access vlan 120

shu (config-if-Giga6/1/3) #interface GigabitEthernet 6/1/4

shu (config-if-Giga6/1/4) #switchport

shu (config-if-Giga6/1/4) #switchport access vlan 120

shu (config-if-Giga6/1/4) #end

shu#show vlan all

Bridge VLAN ID Name State Member ports

(u) -Untagged, (t)-Tagged

0 1 default ACTIVE Gi6/1/1 (u) Gi6/1/2 (u)
Gi6/1/5 (u)
0 120 VLANO0120 ACTIVE Gi6/1/1 (t) Gi6/1/2 (t)
Gi6/1/3 (u) Gi6/1/4 (u)
shu#
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82 A®IXIC ZE 12 XL E Dl VLAN Marketing 3t Ef 21 VLAN Engineering 2| 2t & & &dl=
0l X1 Ol Ct. VLAN Marketing 2 VLANid = 200 0|4, VLAN Engineering 2 VLANid = 400 O|Ct.

shuf#fconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu (config) #vlan database

shu (config-vlan) #vlan 200

shu (config-vlan) #vlan 400

shu (config-vlan) #exit

config) #interface GigabitEthernet 6/1/1
config-if-Giga6/1/1) #switchport mode trunk

shu
shu
shu (config-if-Giga6/1/1) #switchport trunk allowed vlan add 200
shu (config-if-Giga6/1/1) #switchport trunk native vlan 200
shu (config-if-Giga6/1/1) #switchport trunk allowed vlan add 400
shu (config-if-Giga6/1/1) #end
shu#show vlan all
Bridge VLAN ID Name State Member ports
(u) -Untagged, (t)-Tagged

(
(
(
(
(
(
(
(

0 1 default ACTIVE Gi6/1/1 (t)

0 100 VLANO100 ACTIVE

0 120 VLANO0120 ACTIVE Gi6/1/1 (t)

0 200 VLAN0200 ACTIVE Gi6/1/1 (u)

0 400 VLAN0400 ACTIVE Gi6/1/1 (t)

shu#

ZE gi6//12=2 B0t X %22 Z Y0l =458 ARXI= VLAN marketing 2| 2 ZEZ I
a2 ISttt

g3 &9 e
show vlans B VLAN Ot 28 E OS2 Y 32 E =6 Exec
¢ VLANId

o HH EE
* VLAN O| =8t bridge
* Spanning-tree 2%

show vlan all m VAN 2 2&E 032 % dEE &6ttt Exec
¢ VLANId
e HHIEE
* tag, untag
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show ® VLAN 2t 2t&AE (432 4 B2 E 460 Exec
interface « TIE
trunk (module e Vlan 2
<t-6>D) * Native vlan, trunk vlan
show ® VLAN 2t 2t&AE (4352 4 B2 E 460 Exec
interface e Vianid
summary vlan
shu#show vlan all
Bridge VLAN ID Name State Member ports
(u) -Untagged, (t)-Tagged
0 1 default ACTIVE Gie6/1/1 (t) Gie/1/2 (u)
Gi6/1/5 (u)
0 2 VLANOOO2 ACTIVE
0 10 VLANOO10 ACTIVE
0 11 VLANOO11 ACTIVE
0 12 VLANOO12 ACTIVE
0 100 VLANO10O0 ACTIVE
0 120 VLANQ0120 ACTIVE Gi6/1/1 (t) Gi6/1/2 (t)
Gi6/1/3 (u) Gie/1/4 (u)
0 200 VLAN0200 ACTIVE Gi6/1/1 (u)
0 400 VLANO0400 ACTIVE Gi6/1/1 (t)
0 1000 VLAN1000 ACTIVE
0 2000 VLAN2000 ACTIVE Gi6/1/5 (t)
0 3000 VLAN3000 ACTIVE Gi6/1/6 (u) Gie6/1/7 (u)
0 4000 VLAN4000 ACTIVE Gi6/1/6 (t) Gie/1/7 (t)
shu#
shuf#show vlan
VLAN Name Status Ports
1 default active Gi6/1/1 Gie/1/2 Gi6e/1/5
120 VLAN0120 active Gi6/1/1 Gie/1/2 Gie/1/3
Gie/1/4
200 VLANO0200 active Gie/1/1
400 VLAN0400 active Gie/1/1
1000 VLAN100O active
2000 VLAN2000 active Gi6/1/5
3000 VLAN3000 active Gie/l/6 Gie/1/7
4000 VLAN4000 active Gie/1/6 Gie/1/7
VLAN MTU BridgeNo Stp Enabled BrdgMode
1 1500 0 Yes rstp-vlan-bridge
120 1500 0 Yes rstp-vlan-bridge
200 1500 0 Yes rstp-vlan-bridge
400 1500 0 Yes rstp-vlan-bridge
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1000 1500 0 Yes rstp-vlan-bridge
2000 1500 0 Yes rstp-vlan-bridge
3000 1500 0 Yes rstp-vlan-bridge
4000 1500 0 Yes rstp-vlan-bridge
shu#
90
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= O

2 ZBllMd=IP=AE S8ct= S-S 8YHEHTL
IPE £&0l)| o R7FAZ= JIE HE2IP A28 UERKZD CIHHOIAN &€Yol= HO0ICH IP =
AE EYEOZ M 2IHHIOI A= layer 3 interface & 2 & 3HE Ct.
E7500 Series A9 Xl= OS2 AIHHIOIAM IPE €Y E = ULH

®  VLAN interface

® | oopback interface

B Management interface

o F = =1
5.2. UIER3I AHHIOIAN IP =4 &F
IPFAsE =4AE IPOOIEHIOZOI ELHE XNES ASEL HE IPFASE S8 852 ML
UH SAE ABY HERD FAZ MEE = ULHL<E 5-1>2 IPFA2 HRAE SHOIA D, HHE
FAS0| HLEAUH HH =ASE MEE = A=A EW =L
H51 MEISSHIPFA
Class =4 g9 & EH
A 0.0.0.0 Ol <
1.0.0.0 ~126.0.0.0 ANEIS
91
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127.0.0.0 Ol &F
B 128.0.0.0 ~ 191.254.0.0 AMNEJls
191.255.0.0 Oil 2F
c 192.0.0.0 Ol &F
192.0.1.0 ~ 223.255.255.254 AME Jts
224.255.255.0 Oil 2F
224.0.0.0 ~ 239.255.255.255 HEPDHAE &8 =4
E 240.0.0.0 ~ 255.255.255.254 Ol &F
255.255.255.255 EZ2EHAE

b Notice IP =200 CHst 24
ots =

X0l Jl= AMSI2 RFC1166, Internet Number & &

b Notice HER/KZD BsE Y 2oddH, FA0H MHIASE HSotl Us
ISP(Internet Service Provider)0ll Hl 22| &tet.

E7500 Series A9 Xl= oFLIS| QIEHI Ol AN 242

Series A9 Xl= CIHHOIA & =ICH 10 42

FaIJt =E0H AISELL OS2 0tE 2t

P
=

x T
N
[

PEAS
(0]

=
ol SEO0ICH

B SEZ UHESI MOHEES /st E26 SAE A0 0D AKX LLCH WIE S0, 300 H
O SAE FAE EQRZ ot= otk Sl AES 20, =clHQ MESDICH 254 JH 2
SAE GIECEE MEYU S 48D JHEGHAL. et ELE access MHOUIA =SI12] IP =
A2 AMSEUE ofLte 228 MBS JHXLL FIHe =282 HEY S 8 E == ULH

e E
HE2 S=Ch Qe 22X A
CHe AFEIS &0l QAR & U

0

O| ofLt Ol&e 243

i
ro
o
E

UIEAZ AEHHIOIAN IP =4S S EoldH,

A
NEHUS 2Ol Ml et:H

A s
HEN =8t U42H= O MIOYMEN XE ABU0l EM et

HOIA, ® UERAD= HEHAHLL F B UERAIS 420 /XISt AEUZ2 2t2H
Ol A0 SAIO LEEHE == BLLH.

CIHHOIA 28 2E0AM ChS2l BE S AtEstL.
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nx

380

g
o

CIEHIOIAO A= E IP =48 & FEHTH

ip address ipaddress/prefixlen ]

b Notice Prefixlen 2 ip address & U E2 2 7 =235t= bitlength & 2 &tCH.

5.3. ARP(Address Resolution Protocol)

ARP HIOIE2| M2 E &015t24H, privilege 2= 0IA CHS < E 5-3>2] HE W E AF2EHCE
E7500 Series 0l Al = Static ARP & & 2 Proxy ARPE &8 & &= U1
H 5-3.ARP &3 &3S |8 &0
=0 49 2=
Show arp " ARP HIO|E9 HECIE £6HCL Privileged
clear arp-cache m ARP HIOIE2 HEZ|E AHISHCE Privileged
Clear arp-cache m ol S interface 2 ARP AIEZ2|E AHHISHCY Privileged
interface IFNAME
arp ip-address MAC w ARP HIO|20 static ARP HEZIE &F config
® |p-address: ARP HE2|Q IP F=AE LIEFHTE;
= MAC: ARP %I E2| 2| 48bit Ethernet =24 = LIEHHCY.
® alias
no arp ip-address ® S ip address 2] ARP HE2|E AMHIEHCE. config
arp-ageing-timeout  m Gig interface 2| ARP entry O] A& Al2tS A& &t interface
<1-3000>
no arp-ageing- ® 5iY interface 2l ARP entry &2 ZB Al2t2 default 2t 22  interface
timeout X EHC} (default : 7200 sec)

ol

CtS & static ARP S & &0t ARP timeout = £&6t= GIOICH ARP 28 2 ?loiAd= £F6t= ip
o

address £ JHAl D U= interface JF H X =THoHOF SHCH

r

shu#

shu#configure termina

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#arp 192.168.1.3 0111.1111.1213

% Interface does not exist

shu(config)#int GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#ip address 192.168.1.3/24
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shu(config-if-Giga6/1/1)#exit
shu(config)#arp 192.168.1.3 0111.1111.1213
shu(config)#end
shu#show arp
Protocol Address

Hardware Addr Type Interface

Internet 192.168.1.3
Internet 10.1.17.104
Internet 10.1.17.254
shu#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#no arp 192.168.1.3

shu(config)#end
shu#show arp
Protocol Address

0111.1111.1213 static Giga6/1/1
0022.1926.2db3 dynamic eth0
0007.7045.a36f dynamic ethO

Hardware Addr Type Interface

Internet 10.1.17.254
shu#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#arp-ageing-timeout 2000
shu(config-if-Giga6/1/1)#

0007.7045.a36f dynamic ethO

5.4, Static Routes &3

Static route = 2! 0| AIHERH SHXNX S BAlE 22E [t 0ISotES A= XIF H 28 et
g Z20IC e ctRE Z2E=S MECH SE SHEX0 et 228 24 4= ULHE static
route = 1 S Kot MEBELH U4REE += 8l= HAS0l 2EUHE HOIEROCIE SBAlot=l =&

Gt Lt

Static route € & &35t ™ Config &2

H 5-4. Staticroute 32 &8 HEN

8480 29
ip route {destination- ®  Static route & S =g&tC}.
prefix mask | destination- B destination-prefix:SHX2 UERAD HSE

ipaddress/mask} {gateway- Al BHCH

B nmask: SHEX UERAIDS 0tADE HAISHC.

EROI EXI2AIPF=LE

ipaddress | nullO}

[distance-value]
B gateway-ipaddress : A0l

o AISHCE
® pullcnull @TEHBEHIOIA

B distance-value:1l

E JI0IEH0IZ £F&HC
B 255 A0I2] = HE AFE
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AN AEE static route IF X2 [ (global configuration 2 =0 Al IP route E&E2| no EA2 AIS)Dt
Al DA StCt. SHAIRE administrative distance af= AlSotH 2222 M =& 28 HEZ static
route & SEE 4 UL 2 S 2HRE T2 EZ2 <HE 5550 LHZ & A XM default administrative
distance gt= Jt&ICH. Static route )t =& 2tRE Z2E22 32z =& & Z AAsHCHH static route
9| administrative distance Jt =& Z2&E 29| g2 H IAH =L

T 55 S 228 T2 EZ29| default administrative distances

as J=2 &3 gt

Route Source Default Distance

Connected interface 0

Static route 1

Exterior Border Gateway Protocol(BGP) 20

OSPF 110

RIP 120

Interior BGP 200

Unknown 255

OIE{HIOI A DI CIREUS M, O CIEHHIO|AE Sol= 2= staticroute = IP 2H2E HIOIS0IA AHA
=l Ch. £ 8t static route Ol Al forwarding 2t < E1 F=AE Pl F8&t U3 2 0 0l& 2= 5= 8ls

9
([l Ol & static route = IP 2t & HIOIE WM A-H & CF.

static route & 2 E =015t H privileged 2E0A CIS2 HHE S AFE6tet.
g4 =k
show ip route static " |Proute EE2E &6t

55. IPEZE X

ol

Ol 20lME IP =2 28 WK E MSEtCh:

r

Assign IP address to network interface

Creating a Network from Separated Subnets Examples
ARP

Static Route

ChS2 Olk= AKX vians QTEHIOI A0 C 2 A IP =201 192.10.25.1 £ £ &8t

Switch (config)# interface vlanb
Switch (config-int-vlanb)# ip address 192.10.25.1/24
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CtS2 GIMOIA 131.108.0.0 HHERITS MEHWX 110t 2= B2 WIERAZN 2ok 22l CH F UESR
£ otLtel =clHe HERRIDAZ 4=

Network 192.5.10.0

Subnet 131.108.3.0
Router C

Router B E1 a
e

Subnet 131.108.2.0

% Router D

Router A

Subnet 131.108.1.0

J85-1. UER3 &3 0l - == IP address

ctEIB LA

Switch (config)# interface vlan2?
Switch(config-int-vlan2)# ip address 192.5.10.1/24
Switch(config-int-vlan2)# ip address 131.108.3.1/24

ctRECHEH

Switch (config)# interface vlan2

Switch (config-int-vlan2)# ip address 192.5.10.2/240
Switch (config-int-vlan2)# ip address 131.108.3.2/24

CtS2 OS2 ARP HIOI= 2| LHE S & Qlot= Gl MO Ct.

Switch# show arp

IP Address MAC Address IPF PORT RefCnt Flags
10.1.2.254 0007.7089.1123 wvlan2 fal/l 1 S
10.1.11.46 0006.2bfc.146e vlanll fa6/1 1 S
10.1.13.1 0001.0281.£f775 wvlanl3 fa2/1 1 R
10.1.13.190 0000.£083.f6d4 wvlanl3 fa6/2 1 K

CtS2 @& =2 ARP HIOIZ 01 static ARP 21ECIE S=8tCH.
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Switch (config)# arp 142.10.52.196 0010.073c.0514 vlanl fa2/1
Switch# show arp

IP Address MAC Address IPF PORT RefCnt Flags

142.10.52.196 0010.073¢c.0514 vlanl faz/1 1 P

LSSl EE 2 ARP HIOI=S0ll A static ARP X E2|S A HISHCE.

Switch (config)# no arp 142.10.52.196

ChS2 MMd= 20.1.1.0 HIERIDN HZ=E S AEDJH192.168.2.0 HERH IS S AEL SHE = U

=

& = static route £ & A St}

192.168.2.5

20.1.123 L [

P
192.16820
Router A 192.168.12.2 )
¥ 192.168.12.1 Router B
20.11.0 j

8 5-2. HHER 3 &3 0] - Static route

EHALEE
Switch (config)# ip route 192.168.2.0/24 192.168.12.2
Switch (config)# show ip route static
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route
S>* 192.168.2.0/24 [1/0] via 192.168.12.2 vlan2
Switch (confiqg) #

ct2EHB EHE

Switch (config)# ip route 20.1.1.0/8 192.168.12.1

Switch (config)# show ip route static

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

S 20.1.1.0/8 [1/0] via 192.168.12.1 vlan2
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Switch (confiqg) #
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DHCP

6.1. DHCPserverJls & &3

= A H & History
E7508-DHCP-2
OtX 2 =& 2 2010-02-17
M =ZIts &H|: E7508

6.1.1. DHCP server JIs R

DHCP(Dynamic Host Configuration Protocol)= IP Network 2| CtE& IP Host(DHCP client)= Ofl Al X A

2 JI=& IP Address 2F & & II2I0IHE SHECZ &Y6t=e U¥ S HN38Ch DHCP= #2201 2
Network t23 Dt 2&5 TCP/IIP AZEQIN 232 2ol EHEUJ[A2MH, 0l= IP Network 22| XHoil H|
RLAC = HAS 2tA AI2ICE Client It Server 25 E £=4lols &8 8 = JIE =28 A2 Client

O] |P Address 0| CF.
DHCP = BOOTP 2| & Z0| XI 2t DHCP 2t BOOTP AFOI0ll= CIS It 22 S JHXl 2 X0I&E 0] ULCH.
®m DHCP = Client JF 8t& & A|2F S0t0H P Address £ &% 2= 5104, 0 CHE Client Ol Al
o]

=
ZJIPAddress £ THEEGIH AIEE = U= LES
|

Flof 2Re FIotEel 1P £F WetlIHE

m DHCP = Client 2} TCP/IP Network 0l Al =26t
2 838 £+ U UYS HSSHC

E7508 server = A9 X0l €& & Address Pool 2 2 Ef Client 0l HIZ IP Address € & & ol 2t2lat
DHCP server J|sS M Z¢&tCt 8H2F DHCP server JF XA Q| GIOIEHHIOIAGIA DHCP R E ¢t

EAZ = SIOHH, 22| X0 2o @& otLt OlA2] EX DHCP server HHHIZ 272 MEE =&

QUCH.
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12

DHCP server 2] Address &% &t

DHCP server Jt Client Ol Hl IP Address € &Y ol= 22 ChS1 &0

m IS g Y(automatic allocation) — DHCP Jt Client Ol Hl S 2 & Q1 IP Address € & S &tL}.
B =5 g% (manual allocation) — 22| X0l 250 Client Ol Hl IP Address Jt &2 &/0{, DHCP =

Client Ol Al IP Address & & LI 2L,
® =& g (dynamic allocation) — DHCP Jt MIgt&E J|2F =02t Client Ol Hl IP Address € &
StCh.

AEOtset €38 I2t0IEIS2 RFC 2132 0l ZHE O JALH, =2 Wetile= TS0t ZC0

Subnet mask

Router

Domain

Domain Name Server(DNS)

E7508 £ DHCP server & Al

<& 6-1>= DHCP client Jt DHCP server(E7508)0l Hl IP Address € 3= M2l J|= & Xt0IC}.

E7508
(DHCP server)

v

. ' DHCPDISCOVER(broadcast)

DHCPOFFER(unicast)

A

DHCPREQUEST (broadcast)
)

v

DHCPACK(unicast

A

12l 6-1. E7508 £ DHCP server & Al

E4%y
o

4) Client HostA = B 2 =90 A E message DHCPDISCOVER £ DHCP server & & &8HCE.

5) DHCP server = IP Address, = 02! 0|, IP Address 2] &0 JI2t S2 && Lt2t0IE E Client
Ol A S LI IHA E message DHCPOFFER £ AH&6H0] & &8HCH

b Notice DHCP client = otL+ 0] & 2] DHCP server & £ & DHCPOFFER message
ULH Client = L2 Z JHE MM =41 SFLES] message

t Xl 2+ DHCP server 2| IP Address Ml S message 2!

DHCPOFFER message £ = &I3HCt1D off A4 DHCP server Jt Address &

4> 0
0o o
gy

olI
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LICt. DHCP server = Client JF CHAl 2

Al

—/

x
=

4

(@]

=2

292 27E WAl Address AHE S 0l 2 8HCE
6) Client = M€ IP Address 0fl CHSt A& 01 @ E S DHCP server 0l Al EZ =30 A E message
DHCPREQUEST £ AtEZ0t0 &&8tCt.
7) DHCP server = Client | Hl LI IHAE message DHCPACK € M&E&22M IP Address Jt
Client Ol Hl 2 E T UASS = QISHLH.
b Notice Client 2] 24 &0l Address 2 & 2l DHCPREQUEST message = 0| & 2
DHCPDISCOVER message £ =4l 2& DHCP server il il E2 &
A E &L Ol message € 262 DHCP server = Client Ol Al & Y6t 2 Xt
0l 2F &t Address E CHE JH AHUIH 2ot == 8Lt

DHCP server 2| A

E7508 server = CIS2| 0| &2 M 38&tCH
B QIEHY H2 HIE29 2ZA - 220 23 AIOIEWA XSO IP Address £ E AMESOEZM
OIHY M2 HIZS ZAANZ 2= UCH H X |P Address = A= IP Address 2220 H 52
HE22 2 6Lt
m Client &3 &g HE9 24 -DHCP = &&561)| &) 20, X &8 2HS 2t
HES XA & 4 QUSH, X2 AIZEES0 &H £ 2= JULCt.
m =2 A=HQl 22| - DHCP server= 04 A E Network 0l CHEH & &2 22|5t8 2, &8 T}
CHOIEDI BIAEUS HAR 22 e @F oHUel =2 Server BF 814518 =}
6.1.2. DHCP server J|s &4d3}
2oz AXI2 DHCP server Jls2 HI&43H &I UL global &8 mode OlA CtS2 HHS
AE23t0d DHCP server J|sS &4 AlZ £ QLY.
HH A9
service dhcp m A2[X|° DHCP server JIsS &4 3}

m DHCPserver JIsS HIZA AlF124S, 0| HE 2 no EEHE AI=

=2 tlk=

DHCP server J1

SS 243t AlIZICH

|Router# configure

terminal
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Router (config) # service dhcp

Router# show running-config
|

service dhcp server

6.1.3. DHCP Address Pool

E7508 server = Network Pool 1 Host Pool 2| & JtXl Pool 2 Xl & &tCh
m  Network Pool — automatic &&= dynamic allocation € /8t Pool 2 ?A5IH, (4 JHS
Network Pool 2 GtLIS| group 2 & R4GHH, A2 CHE MEY 20l IP Pool 2 =5
Ch.

®  Host Pool — manual allocation 2 ¢/ &' Pool 2 A 3dt0H, otLI2| Host Pool il 2= 88 E
2= 042f JHCel Host & A& = QLY.
6.1.4. DHCP Network Pool &%
Z NS (HE =0 “ubiquoss”) £= H+(HE =0 0)2 01522 AHZESH0 DHCP Network Pool € &
M& & QUCt L& DHCP W32 3 Pool &2 IP Network Address, J| = 2tLE S92l II2I0IEHE &
e £ = DHCP W39 3 Pool £& mode 2 & &HCH DHCP U293 Pool 2 8 &6 <ol Al
=03 EUA 7= 2L =2 2= 6l 0F §HCF.

Notice 0ed el M2 CHE Network Pool S ©
otLES] VLAN Ol &£5t= 042 el MBUIZ2 BIEA| 2
04 OF StCH.

v

DHCP Network Pool OI& &3 < DHCP €3 mode &

DHCP UI2% 3 Pool 01§22 &&3dtJHLI DHCP Pool & & mode & &I 235tJ| 51 global €& mode
HA CtS S = AHEEHCH

8480 a9

ip dhcp pool name ® DHCP Network Pool £
B “config-dhcp#” EEZEZ A8 L= DHCP W39 3 Pool €&
mode & & ¢

Ct=22 0l Ml= DHCP Network Pool 0| £2 ‘network_pooll” £ & & t= 0l AMlIO0ICt. DHCP Network
Pool Name 2| %/ 2 0l= '31'A+ O Ct.

Router# configure terminal
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Router (config) # ip dhcp pool network pooll
Router (config-dhcp) # exit
Router# show running-config

ip dhcp pool network pooll
|

DHCP A B4l & Network DIA3 &

M= MAdE DHCP Address Pool 2 <8t |
DHCP Network Pool & mode 0iA CIS 2 HH

Address 2} Server Network 2| OFA
=314

3 &3

otJl <l oH

=0 49
network network-number/prefix- ® DHCP U3 3 Pool LH2] L& E AE Network H 5 2t
length A3 E &3

Ct2 Ol M= DHCP Subnet 2t Network mask £ 100.0.0.0/24 2 & &3&t= 0l MOl Ct.

Router# configure terminal

Router (config) # ip dhcp pool network pooll

Router (config-dhcp) # network 100.0.0.0/24

Router# show running-config

!

ip dhcp pool network pooll

network 100.0.0.0/24

!

Network Pool OllAl & & IP Address &< €&
DHCP Network Pool LH0ll A Client S0 Hl &2 e Address 9IS XIEEHCE GHLES WA/ o=
HIH=X0l 0] JH2l Address HIE XIEE &= UL

=EA &3

range lowest-address n AEHNA ZUHESHH 2L E Address BRI S XIE &L
highest-address = 0] & 0= DHCP Subnet 2 Network Mask £ & & &t 0|

ol & & ook 8Lt

CtS2l 0ol M= Network Pool 0l A & & & IP Address & 91 S 100.0.0.1~100 @ 2 & A 5t= 0l MOl Ch.
Router# configure terminal

Router (config) # ip dhcp pool network pooll

Router (config-dhcp) # range 100.0.0.1 100.0.0.100

Router# show running-config
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|
ip dhcp pool network pooll
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

W

Client € I8t J|12 2IH &F

r

DHCP client Ot 28 & =, Client = Xtal2 J|2 2tREZ packet 2 MESEHLE JIE2 2tREH2 IP
Address = Client 2 =28t M E Network &0l ZXHoll OF StCt. DHCP client £ {8t |2 2tREHE &
A 5tJ] floll, DHCP Network Pool & & mode Ol Al CtS2| H¥ 2 ALSSHCL

=10 &4

default-router address ® DHCPclient £ &t J|2 2t2E 2 IP Address £ H Al

Ct22| 0l Hl= DHCP server 0l Al Client £ I8t J|2 2t EH Z 100.0.0.1 2 & & StCl.

Router# configure terminal

Router (config) # ip pool network pooll

Router (config-dhcp) # default-router 100.0.0.1
Router (config-dhcp) # exit

Router# show running-config

|
ip dhcp pool network pooll
default-router 100.0.0.1
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

Client & I8 ONS IP Server &&

—_

DHCP client 7t Host 0| S 2 IP Address & B1&8t& Z It U2 B2, Client = DNS IP Server 0l Hl &
O|StC}. DHCP client JF 0|2 & &= = DNS IP Server & Z&olJ| €6l DHCP Pool £ & mode 0l A
Ct22 98 S At sl

o o=

A= &3

dns-server address ® DHCP client Jf 0| & & %= U= DNS Server 2| IP Address & &3
. HAN LS AIDICH BHZ 2 DNS Server IP JF & S

CtE22l Ol M= DHCP server 0l Al Client £ ®| 8t DNS Server 2 200.0.0.1, 200.0.0.2 2 & & StCt.
Router# configure terminal

Router (config) # ip dhcp pool network pooll
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Router (config-dhcp) # dns-server 200.0.0.1
Router (config-dhcp) # dns-server 200.0.0.2
Router (config-dhcp) # exit

Router# show running-config

|

ip dhcp pool network pooll
dns-server 200.0.0.1
dns-server 200.0.0.2
default-router 100.0.0.1
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

Client € 98t T0IQ O|E & &

DHCP client 2| =02l 0|2 Client S 2 BH& 0l Network 2l & &0l L& AIZICH Client S I8t &
Hiel 012 2XE s 8&H61D| 2ol DHCP Pool & & mode OIAl CH2 9 " S AFZEHCL

=E= 0 A9

domain-name domain B ClientS {8 THQ 0/ES YA

CtES2l Ol Mli= DHCP server Ol Al Client £ 28t =02l 0| E2 “ubiquoss.com’2@ 2 & &ct= 0l Xl 0l
CF.

Router# configure terminal

Router (config) # ip dhcp pool network pooll
Router (config-dhcp) # domain-name ubiquoss.com
Router (config-dhcp) # exit

Router# show running-config

|

ip dhcp pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubiquoss.com
default-router 100.0.0.1
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

U293 Pool & #8 18 £¥8

0ded JH2l DHCP U3 %3 Pool 2 Network & S0 ZSAIZ = A2, &2 A82ez #4E Ul
A3 Pool 2 IPPool & M2 28 & 4= QUL

380 =

02
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o
io

group group-name ==DN

(]l

b Notice StLES! interface Ol (4 JH2| IP address € & & Al, Ol= BHEAl 22 1
& 0l 2% 2t Network Pool 2 #4350 OF &tCt.

CtE2l dlHl= A& CHE Network Pool 2 “ubiquoss_pool’2 S = 0l Ml 0l Ct.

Router# configure terminal

Router (config) # ip dhcp pool network pooll

Router (config-dhcp) # group ubiquoss_pool

Router (config-dhcp) # exit

Router# show running-config

!

ip dhcp pool network pooll

dns-server 200.0.0.1 200.0.0.2

domain-name ubiquoss.com

default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss pool

!
Address 2I0H J|12t &8
Jl2X& 2= DHCP server 0fl 2o Y& 222| IP Address = &t Al2t S0t A CHE C. IP Address 2
& J12tS HHot)| ?Ioh A DHCP Address Pool mode Ol Al CHS2| @& S AtE St

gg0 &Y

lease {days [hours] B Q[ J|2t= HA|

[minutes]}  J|E2US B AACE HF

® infinite: Host | Hl S 2 & 2 2 IP Address € 2 dt= A& &
SYAOR 8
Cr22 OlMl= Address 2CH D12t 20" 225 & &ct= 0l A0l Ct.

Router (config) # ip dhcp pool network pooll
Router (config-dhcp) # lease 0 0 20

Router (config-dhcp) # exit

Router# show running-config

|

ip dhcp pool network pooll
dns-server 200.0.0.1 200.0.0.2
lease 0 0 20

domain-name ubiquoss.com
default-router 100.0.0.1
network 100.0.0.0/24
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range 100.0.0.1 100.0.0.100

group ubiquoss pool
|

6.1.5. DHCP Host Pool &3

AZ Hlolg e

OIE 2 IP Address 2t Client 2| MAC(Media Access Control) Address A0 2] OHE 0| Ct. Client
9| IP Address = Network 22| X0l 2loHM =522 & E 5 HLt DHCP server 2| Pool 22 H Xt=
2 8YE £ A20, Host Pool 2 #=& Address 3“"*% et
b

sty At HEHCl Address &S S EHOICH.
DHCP Host Pool & 2 IP, MAC S2 TII2I0IEE &3

= DHCP Host Pool & & mode & &
2 5tCt DHCP Host Pool 2 & &3H)| foide= G 20 A 278H= HH=2 == ol OF SHC.

b Notice otLIC| Host Pool 2 2S =l TI2I0IEHE M Z2561)| |5t= ClientE2 {8t
Pool 0| Ct. 3tLF2] Host Pool 0= (4 2 JH Ol HostE &&& 4 USM, &t
HO| IOl &892 oS Pool 2l 2= Host SO0l M II2IOIEHE HE

g = QUL

DHCP Host Pool 0|8 &3 X DHCP & & mode &l

DHCP Host Pool 0| &S & &3dlHL} DHCP Pool && mode £ &
CIS 82 ASstlt.

o oo=2

L.
o]

tJ1 <13l global & & mode 0l A

a0 49
ip dhecp pool name ® DHCP Host Pool 2 ®ISt 0| E2 M4
B “config-dhcp#” ZEZLEZ A% 5= DHCP Host Pool &3

mode & &l ]

OII

CtS 2l 0l Hl= DHCP Host Pool 0| & ‘host_pooll’2 &
ZI O Z0l= ‘31Kt O Ct.

Router# configure terminal

F= Ol HIO|Ct. DHCP Host Pool Name 2

Router (config) # ip dhcp pool host_pooll
Router (config-dhcp) # exit
Router# show running-config

ip dhcp pool host-pool
|
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¥ 2. Host Pool & & HAH
== A9
default-router address B DHCPclient € {8 JI2 2t 2E 2 IP Address £ H Al
dns-server addressl ® DHCPclient Jt 0|2 & % = DNS Server 2| IP Address
address? address3 = MHF

® DHCP client otLI2| IP Address 2t @ 2ot X2 & 2ol of
A
T

M ZICH 302l IP Address 2 & & & == QUL
domain-name domain m ClientE I8t T0Q 0IES HA|
host ipaddr/prefix-len ®m 5tLtC] Host Pool LHOIIA &8 == BRI IP 2] W3R A

b Notice Pool 4 = host @& 2| &

=
& network pool 2 & & & 1) 0|2 SSHQ HE2 48 YO0 S ot

S=0

DHCP == HIQIE = &t Client €3

Host Pool LHOl ==& B2l

o
=
0B
o
o
o
2
i
o
0z
0x
o
]

=10 &4

host ip-address netmask ® Client 0l Hl Y& IP Address 2 Hl=g Network OtA 3
£ d &G
®m “‘config-dhcp # ZEZEZ AHE = DHCP Host &

A mode & & ¢

H3 =S Htelg 230

8480 29
hardware-address = Client 2| =90 Address € & Al
hardware-address -

CtS92l Ol M= Mac Address JF 00:11:22:33:44:55 91 DI XF S2H0ll Al IP 110.0.0.1 S & & ol= 0l Xl
OICt. O]l H&E 0= ‘network A.B.C.D’EHZE | 0|Z0ll & A al0F &tC.

Router# configure terminal

roh

Router (config) # ip dhcp pool host_pooll

Router (config-dhcp) # host 110.0.0.1/24

Router (config-dhcp) # hardware-address 0011.2233.4455
Router (config-dhcp) # exit

Router# show running-config
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ip dhcp pool host pooll
host 110.0.0.1/24
hardware-address 0011.2233.4455

6.1.6. J|Et global 3380

H 4. global B8 0 2|AE

=20l g
ip dhcp max-lease {days m DHCP client Ol Al Lease time 0l et RAH0| U= 2L,
[hours] DHCP server = max-lease time 2t 0| &2 2 HAI2+S
[minutes][infinite} DHCP client 0l il £ &6t Xl & =Ct. Premier A9IX= 1L

Sz U2 F=0h

Ct2 2 max-lease time 2 2’2 2 A& 5t= 0 X0l Ct.
Router (config) # ip dhcp max-lease 2

Router# show running-config
|

ip dhcp max-lease 2

6.2. DHCPrelay agent J|s & &3

6.2.1. DHCP relay agent 2

B DHCP relay = A ZCHZ subnet &0 9 XIS DHCP client, DHCP server AtO|0l Al DHCP
packet £ forwarding oi === host OICt. IP 20Nl LBHA Ol packet forwarding dt= &l
relay agent = DHCP packet 2 RX ol RX 262 packet ff £ & field JF =IIE AL HAEE
packet 2 M A3t Forwarding StCt. DHCP relay agent = gateway address 0l 22 JIS
(DHCP packet 2| giaddr field)St ] relay agent information option (option82)E DHCP packet

Ol &3t0d server Ofl MEGIESE &&8E %= QUL

81 Otell 2F 201 DHCP client, DHCP server 2t DHCP packet =

OII

E7508 = DHCP relay agent £ &
forwarding tCt.
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I —
DHCP server
DHCPDISCOVER(broadcast) DHCPDISCOVER(unicast)
_ DHCPOFFER(broadcast) DHCPOFFERguniqast)
DHCPREQUEST (broadcast) DHCPREQUEST (unicast)
DHCPACK((broadcast) DHCPACK((unicast)

A

E7508
(DHCP relay agent)

& 6-2. DHCP relay agent 2 Al DHCP server 2| message & &

1) DHCPclient= IP E Q&0otJ| 2ol DHCP DISCOVER message £ broadcast & & &8t

2) DHCP relay agent = DHCP client 2| IP R& message £ ==4I5t0{ DHCP server Ol H i

=
message £ unicast 2 8 & &Lt

3) DHCP relay agent £ E message £ =4&I8t DHCP server = client 2| IP address, default
gateway 2| 2 E Jt&l DHCP OFFER message £ unicast & DHCP relay agent 0l Al unicast
Z NMESHCEH (Ol 2l destination IP 2 = giaddr field 0l 7| =& IP £ AtEStCL)

b Notice &/ 8t © Z DHCP server = DHCP DISCOVERY/REQUEST message -2/
giaddr field 7/ & & &/ 0/ 2/ L} server JF It X address pool & giaddr 2/
22 subnet 0/ = 5/= address pool 0/ 47 IP address & & &/5f04 0/
offer 6/ 7/L} & &= DHCP OFFER/ACK message = relay agent 0/ %/
& & 6f 7 giaddr 0 o 5 6= addree pool 0/ HE=EZ R SE I KA/ Ef
0/= DHCP &/ RFC (RFC 2131) 0/ A1 &Ml of= AFEHE OFLILCH

4) DHCP relay agent = ==&18t DHCPOFFER message £ client 0l il broadcast 2 & &8t

=

5) DHCP server 2t client AtO|2] DHCPREQUEST 2t DHCPACK message & S8t 1t&

DHCP relay agent 0fl 2|51 & & &I Ct.

o
ob
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6.2.2. DHCPrelay Jls 43}

MO Z AL[X|2 DHCP relay agent = Hl2t& 3t &/ 0 QUL global & & mode A CtS2 HES

=
AN&36I0 DHCP relay agent & &4 3} & 4= QUL

94 49
service dhcp relay ® Router 2] DHCPrelay Jls
m DHCPrelay JlsS U243 ol ™, 0l B2 no SEHIE AMS
Notice E7508 </ DHCP relay = .DHCP server 2/ £
0l &&F8 IR sF= ZZoIAFELL 0/

= BHH S ZR0| = UFE LA CH

g g3l

DHCP Relay agent £ Soll Al DHCP packet 2 forwarding Stcd 3 router 2| switching chip Ol packet
2 forwarding St Xl & 0 CPU Z packet 2 trap ol A relay agent It packet 2 XMcl& =+ UAESE 48
It ALt

22 Jt2 XIE Vian10 Off =8t port 0l HZ & U LD gil/1/1 S Soli DHCP server It HZ L HUS

i DHCP relay agent £ &t 4 3t5t= 0Ol MOl Ct.

Router#config terminal

Router (config) #class-map dhcp_user_class

Router (config-cmap) #match protocol udp

Router (config-cmap) #match layer4 source-port 68
Router (config-cmap) #exit

Router (config) #class-map dhcp_server_class
Router (config-cmap) #match protocol udp

Router (config-cmap) #match layer4 source-port 67
Router (config-cmap) #end

Router#show class-map

CLASS-MAP-NAME: dhcp user class (match-all)
Match Source Port: 68
Match Protocol: udp

CLASS-MAP-NAME: dhcp user class (match-all)
Match Source Port: 67
Match Protocol: udp

Router#config terminal

Router (config) #policy-map dhcp_user map
Router (config-pmap) #class dhcp_user_class
config-pmap-c) #trap-cpu
config-pmap-c) #exit

Router
Router

(
(
(
(

Router (config-pmap) #exit
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Router (config) #policy-map dhcp_server_ map
Router (config-pmap) #class dhcp_user_class
Router (config-pmap-c) #trap-cpu

Router (config-pmap-c) #exit

(

(

(

(
Router (config-pmap) #exit
Router (config) #int vlanlO
Router (config-if-vVlanlO) #service-policy input dhcp_user map
Router (config-if-vlanlO0) #int gil/1/1
Router (config-if-Gigal/1/1) service-policy input dhcp_user map
Router (config-if-Gigal/1/1)end

Router#show policy-map

POLICY-MAP-NAME: dhcp user map
State: attached

CLASS-MAP-NAME: dhcp user class (match-all)
Trap-cpu

POLICY-MAP-NAME: dhcp server map
State: attached

CLASS-MAP-NAME: dhcp server class (match-all)
Trap-cpu

Router#show service-policy
Interface Gigal/1l/1 : input dhcp server map
Interface Vl1anlO : input dhcp user map
Router# configure terminal
Router (config) # service dhcp relay
Router (config) # exit
Router# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
none

6.2.3. DHCP Relay Agent 0l Al DHCP Server & &

DHCP relay agent Jt &&3t)| fIoHA= DHCP client 2 £&& DHCP DISCOVER/REQUEST
message £ forwarding & DHCP server & & &l OF StCt. relay agent = DHCP packet 2 RX &t
interface 2 2 forwarding & server £ & & GtJHLt packet & RX &t interface 0l 25t forwarding
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gt server E 88 & = QUL

DHCP message £ RX &t interface 2@ £ DHCP server £ & &5t ™ G132l HHS AIE ST

a0 &9

ip dhcp helper-address address ® interface 0l 4 RX 8t DHCP DISCOVER/REQUEST
message £ forwarding & DHCP server 2| IP address
E&£E

® interface 0l A ==&!St DHCP packet 2t X| & & server 2
forwarding &f.

m Y= oikolA®E &2 no EEIE AIE

DHCP message £ RX &t interface 2+ 2 H 810l DHCP server £ & &835taX 22 YHE AS &L
=0 49
ip dhcp-server address ® DHCP relay agent Jt DHCP DISCOVER/REQUEST
message £ forwarding & DHCP server 2| IP address
g £33
m SZS oMot BE2 no HEHHE AIE

b Notice E7508 2| DHCP relay Agent = helper-address £ ZICH 256 JW JtXl & & Dt
SotCh.

Ct=S & DHCP relay agent 0l Al server =245 X & G6t= Ol MOl Ct.

Router#configure terminal

Router (config) #service dhcp relay

Router (config) #ip dhcp-server 192.168.0.254
Router (config) #fexit

Router#show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

Router#configure terminal
Router (config) #interface vlanl
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Router (config-if-vlanl)#ip dhcp helper-address 100.0.0.1
Router (config) #end
Router#show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254, 100.0.0.1(vlanl)

6.2.4. DHCP Relay Agent Information option(OPTION82) & &

UM O DHCP protocol il 2|8t IP address 2| &Y 2 gateway IP address (DHCP packet 2
giaddr field)LI packet 2 RX &t interface 2| IP address 0fl 2|6l 2 & & XI Gt network &0l [T+t IP &
SOILE JHYXHE network Ol S G2 = 26t FIOHEQ HEI QAT = BRI UL

E7508 DHCP relay agent = client 0l A4 RX 8 DHCP packet(DHCP DISCOVER/REQUEST
message)E DHCP server 2 forwarding & i, packet & RX &t E7508 2| port/Interface &2 &

A

= AL = relay agent J} DHCP relay agent information option S client & £ & &2 packet Ol &
S22 N ESstlt. server= 0| E2E It X2 IP €Y, It XAl CHEF access controll
O} &

M AHSH 018 = UL

-

> o

A O] =
AN

» QoS

4> 1 1o
e

02

s
)

4o 1l

= T
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e —— DHCP Server

- DR o  ssusEw

10[ci.0.1

dhcp packet

B [options?|
H]

DHCP Relay

(mac: 000770.000001)
Vian

dhcp packet

DHCP Client

_1& 6-3. DHCP Relay Option82

2 &0l A& DHCP relay agent information option 2 DHCP relay agent 2 DHCP server AtO| Ofl
MNBH AFZEICH  relay agent = client Ot M &St packet 2 server 2 forwarding & [ DHCP relay
agent information option & & & 6tMH, server Jt &8 packet = client 0l Hl forwarding & [ DHCP

relay agent information option £ Xl H &tCt.

DHCP relay agent information option 7152 43}
E7508 DHCP relay agent 0l M relay agent information option 7|52 &43tAI1317] floid= T2l
HHZS AMESHC

=0 49
ip dhcp relay agent information = DHCP relay agent information option J|s2 &4 3t
option " JIENOZ, 0| SHS HIEHS 0 UL

= router Bl M relay agent information option 2 & 215X &
2™ 01¥HE2 no @42 ALESHCH

CtS 2 DHCP relay agent 2| relay agent information option & & J|sS &4 3} Al2|= Ol A 0l Ct.

Router# configure terminal

Router (config)# ip dhcp relay agent information option
Router (config) # exit

Router#

Router# show ip dhcp relay
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DHCP relay : Enabled

DHCP Smart Relay feature : Disabled

DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Enabled

DHCP relay agent information option policy : replace
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

Relay agent information option reforwarding 2 &3

JI2& 2oz, E7508 2| relay agent information option reforwarding & 22 DHCP client($t = DHCP
relay agent) 2 26 =418t packet 0l 7| =2 relay agent information option 0] 0|0| &2 &H A=F R

router 2| relay agent information option 22 0| A SICH D2 S B1Fol)| |SHCHH, global
&8 mode OlA LSS EE = ALSEHCH

g9g0 &9
ip dhcp relay agent information m J|= gt 2 replace 0| Cl.
option policy {drop|keep|replace}  w drop : relay agent information option 0| & ¢!
packet 2 | J| &t Ct.
m keep : J| =2 relay agent information option

0

G

rr

= Xl ot

%
4, J1=2 relay agent information option 0| 812 ™

-

.
® replace : 7| &2 relay agent information option 2 router

router 2| relay agent information option 2 4 & st

9| relay agent information option 2 2 Ui Xl St Ct.
B )2 4822 S0tJte{® 0l Y382 no HEHE ALEEH

Ct.

Ct22l 0l Hl= DHCP Relay Information Option reforwarding & & 2 Drop 2= & & &Lt

Router# configure terminal

Router (config) # ip dhcp relay agent information option policy drop
Router (config) # exit
Router# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled

DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled

Verification of MAC address : Enabled

Insertion of option 82 : Enabled

DHCP relay agent information option policy : drop

DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10
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solution

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.5. DHCP Smart Relay & &

E7508 DHCP relay agent = J|2& 22 DHCP client 2 £ E{ DHCP packet 2 &2 interface 2
primary IP address & DHCP packet 2| giaddr field £ & & 5t0{ DHCP server £ packet 2 forwarding
StCF.

2 8t 01 network 24 0l M giaddr field 0l & & &l IP = server Jt client Ofl Al IP address £ & 6t=0l
AL E & address pool 2 ZAGHI|6H X5 1) server It relay agent 22 H forwarding 8 2 packet
| s SES MESE M destination IP 2 AFE &I,

smart-relay 71 =2 router Jt client 2% Ef DHCP packet 2 RX &2 interface 0l &1 Ol &2 IP O} &
AT AL relay agent It interface 0l & Z = IP address & otLIE AFE6H0] giaddr field & & & 6t

2

Nttt interface Ol &&FE C2 IP address £ giaddr field O &X3t] DHCP

DISCOVER/REQUEST message £ forwarding 5t client Jt server 2| Ct& address pool L= CHE
server S S ol IP address = Sggss UA ot= J1=S0l
CF.

DHCP Server
(Pool: 200.0.0.1~10)

1 10.0J0.1

10.0p.9 |

A

)

L

DHCP Client

& 6-4. DHCP Smart-Relay S &# X}

8) client 5 Ef DHCP DISCOVER/REQUEST message £ %418t relay agent = giaddr field 0l
DHCP packet 2 RX &t interface 2| primary IP 2! ‘100.0.0.254'E & 21604 packet 2 server Ofl Al
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A e -

forwarding StCt.(1) server 0l &&= address pool = giaddr field 2 IP 2 22 subnet &2
address pool 0| 8122 & server = relay agent It &2t message 0l S E5tAl 2 =L

9) DHCP OFFER/ACK message £ &t X| 28t client = CtAl 8t IPE RAESICE Ol message E &+
418t relay agent = 1 client 0l Al giadr field 2t 2 2 100.0.0.254 E AIESHIP LE ANEE+E DI
A Bt

10) IP & Al It 320124 F) Ol401H (2) (3)('4 B packet), relay agent = CIS2HE=
giaddr £ ‘200.0.0.254'2 HASGIH server & message £ forwarding $tCt.(4) server 0l & 8 &
address pool = 200.0.0.254 2t 2 2 network 0l =5t pool 0| UL EZ server 2R H F&HCZ

22 g=Ct(5)

Notice E7508 DHCP relay agent = smart-relay 0l AtE3tJ| ? ol interface & = H
b 500 42 client 2 IP2E A= +E KRG LIS QI database E
AtEBtCE. BHek St interface & 01I IPEYE QAL server 2 2H 8E
EHXI =8t client OF 500 O Ol &t =M EHCHH relay agent = database E 4}
HigtC

ﬂlIO

-

DHCP smart-relay £ &4 3t otJ| {0l OteHel HHS AIE ST
gu &9
|

ip dhcp smart-relay

DHCP smart-relay )| s2 & 43}

m JIE28eg, 0l Sd28l2de B0 AL
= oMot Aot = 0 BE 2 no YA = AtSet

DHCP relay agent J} giaddr field 0l & 8 &' IP address € HZ5t= client 2/ IP L& AIS& == Ot cf
oFFNZ H4EE £ UL

a0 &Y
B <1-10> giaddr field il & & & IP £ relay agent Jt H&
St=client2 IP A AIEE =
Jl2gte 30ICh.
B J|2og S0 oAM= 0l HE2 noE@AS A
F

ip dhcp smart-relay retry <1-10>

0K
roh

CtS 2 DHCP Smart-Relay 7152 & &5t= Wl AIOICH

Router# configure terminal

Router (config)# ip dhcp smart-relay

Router (config) # ip dhcp smart-relay retry 5
Router (config) # exit

Router# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Enabled

DHCP Smart Relay retry count : 5

DHCP server-id based relay : Disabled

Verification of MAC address : Enabled
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Insertion of option 82 : Enabled

DHCP relay agent information option policy : drop
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.6. DHCP Relay Agent Verify MAC-Address &3

o
>

DHCP relay agent = IP L& 2 Al &St DHCP client £ 21 AI5HD| ¢
= U3 NI E ALEStCY.

1) source MAC address

2) client hardware address(chaddr field)

3) client identifier option (option61)

© 2 DHCP packet 2| field

mh

E7508 DHCP relay agent & 2 2|HQ! client 2FH2| IP 22 A=S %J|<fIoi DHCP DISCOVER
message 2| 2| Al field & 2 AIGHH Al field It S otXl &= Z2< DHCP DISCOVER message £
c

server £ forwarding ot X| &

client hardware address &£ = cli
Jl ?lol Chs Y8 E ArE STt

gu &9
ip dhcp relay verify mac-address ® DHCP DHCP DISCOVER message 2| client hardware
address &£ = client Identifier option 0] B1 =& &2, 0]

message £ server £ forwarding StX|l & =Ct.
D22, 0l E42 845 T0 UL

m HIZH3 A2 /KA E 0l BE 02 noEAS ME
=l

CtS & DHCP relay agent verify MAC-address J|ls & & 2 ol Mlot= 0l MOl CF.

Router# configure terminal

Router (config) # no ip dhcp relay verify mac-address
Router (config) # exit
Router# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Enabled

DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Disabled
Insertion of option 82 : Enabled

DHCP relay agent information option policy : drop
DHCP Option82 Management-IP : 0.0.0.0
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DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.7. DHCP Class J|¥ DHCP packet forwarding

E7508 DHCP relay agent = client 2% & RX & DHCP DISCOVER/REQUEST message 0fl options
60, 77, 124 £ = 125 Jt &Y EACHH (packet Ol ==41E Network/DHCP option/option gt) 3t DHCP
message £ RX & interface It =&t subnet 0l [t2k DHCP message £ forwarding & server & & &
ot JIsg JHAl LD QUL 0] D=2 ip dhep-server, ip dhep helper-address & & 0 2 2001 client £ £

—

Ef RX &t DHCP message £ O @ DHCP server Z forwarding & X| & &i6l= J|1s0IC.

Jt relay agent 0ff &&E DHCP class & 6lLZ2 2% %0 message
forwarding & DHCP server £ 2 T® 2 server 28 message
forwarding ot ip dhcp-server, ipdhcp helper-address E &0l 2o X & =

b Notice E7508 DHCP relay agent = RX & DHCP DISCOVER/REQUEST message

server 2= message E forwarding ot X| &=L},
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DHCP Server 1

DHCP Server 2

DHCP Relay

HCP Client 2

DHCP Client 1

& 6-5. DHCP Class 7| 8t DHCP packet Relay

DHCP Class & &

E7508 DHCP relay agent il A DHCP class £ & &3t)| fIoil 22 S8 HE ALEetL.
gg0 &Y
ip dhcp class class-name ® DHCP Class Name k| &

option <1-255> {asciilhex} WORD

“(dhcp-class)#” 2 Al E &= DHCP class £ & mode 2

Xlol

class € At MGt oA = Ol A E
client 2t 24 DHCP message Jt Ol class £ & &l J| <!
ol DXl 1) A0 OFE! option-option value € & & &L},
<1-255>: DHCP option H &
{ascii|hex}: DHCP option gt & 4!
hexadecimal)

WORD: option gt

HAl2

o =2

29| no

(ascii 2 A+

Notice m & AIQ| hexadecimal & &<
BtE Al =01 9| digit E AtE
oll OF StCt.

EX) ip dhcp option 60 hex 1 -

> &30k

ip dnhcp option 60 hex 01 -> & &

==
=]
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Ct=2 DHCP Class “test” & & &06t= 0l AHIOICt. client 2 28 RX & DHCP DISCOVER/REQUEST
message = option 77 2 JtXI 1 1 gt0| ascii @ Xt E 77 2! message = Ol class & & F &= Ch.

Router (config) # configure terminal

Router (config) # ip dhcp class test

Router (dhcp-class) # option 77 ascii ubiquoss

DHCP Relay-Pool & &

E7508 DHCP relay agent 2| DHCP relay-pool & DHCP client 2 £E RX & DHCP DHCP
DISCOVER/REQUEST message It 2R & class, message £ RX st interface Jt &8t subnet 2

1) message £ forwarding & DHCP server & &E&8ol=0 AFIEE L. Otdlel HHHE Soll DHCP
relay-pool = & & = QUL

=10 SH9

ip dhcp relay-pool WORD ® DHCP relay-pool £ M &
= DHCP relay-pool &2
= WORD: relay-pool 2| 0|5
® relay-pool & A HMIStHA S 0 2HE 2| no E@AIS ALEEHLE
relay source A.B.C.D/M ® relay-pool | subnetwork £ & &
® DHCP DISCOVER/REQUEST message € RX &t
interface Jt ({JI A Al & & subnetwork 0l =6t
message I} O{ © DHCP class & 28 & =Xl &=Ch
B O] HHO no HAS AIEGIH EE S GHAME = UL
class class-name = 0| relay-pool 0l €& & server 2 message Jt
forwarding &l 4 & client 2t £ DHCP
DISCOVER/REQUEST message Jt O @ DHCP class

£ 2FT0O0Fot=X &&&tL.
B StLIOI&FS| class E KB E &= U2 ol MotedA O &
&ol no EAS AFZEHLH
relay target A.B.C.D/M ® DHCP DISCOVER/REQUEST message £ forwarding

&t server & & & &t

B 0l BHnoEAS ALEGHH £FS ol ME &= UL

O™ GIMIOILLE “test” DHCP class € & &¢st= CtE Ol MO0l A Lt 2= DHCP relay-pool “test-pool’S
& H 3t™H DHCP relay agent = subnetwork “100.0.0.0/24’ 0fl =8t IP address £ It &l interface Jt RX
&t DHCP DISCOVER/REQUEST message = DHCP Option 77 = JtXl 1) Z] option g8t 2 2 ascii & At
& “ubiquoss’E X & &t message E DHCP server 200.0.0.254 2 forwarding St Ct.
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Router (config) # ip dhcp relay-pool test

Router (config-dhcp) # relay source 100.0.0.0/24
Router (config-dhcp) # exit

Router (config-dhcp) # class test

Router (config-class)# relay target 200.0.0.254
Router (config-class)# exit

(

Router (config) # service dhcp relay

6.3. DHCP Snooping 715

6.3.1. DHCP Snooping s MK

DHCP snooping 71 2 DHCP client 2t DHCP server 2t0ll 1 8t%= DHCP message == £
DHCP server i M M4 Tl =201 A8t addreess binding table 2 £ 4 tCt. Ol binding table 2 DAI
A olMol AIZXIE XIEtot)| foll database 2 AFEEICH L6t snoop 2 EF0 Wet client-
server 2t =12 = message E S ME =+ ULt snoop 2 DHCP relay agent 2t 20| 43t & =
A DHCP server 2t= 20| AF2E % gL

6.3.1.1. Trust and Untrust Source

DHCP Snooping 2 traffic sources J} trusted 9! X| untrusted 9! X| ?*&8tC}. untrusted sources =
traffic 3 = U2 AUHQ dES2 &KX 20 dHs 332 2D </dl, DHCP Snooping

untrusted source £ £ & message € ZHE & = UL

6.3.1.2. DHCP Snooping Binding Database

DHCP Snooping2 DHCP MessageE Jiz Z HE E AIE36I0 databaseE SHCZ Q=1 KA
StCt. Database= DHCP Snooping0| 43t &I A= VlanQl untrusted host0fl 28t entryE
StC}. Database Entry= DHCP server, Client2 2 &2 2 E DHCP messageE Validation check
& D6k, Validation check 2t2 state &0 J|S8tC. =8 =2 & DHCP client2 28 Al&&

2 HAO| A DHCP message = & Z 22 message 148t Database Entrydl 2| S EICt. IP
Address lease timeOl Z & HLF host2 £ E DHCPRELEASE messageE 2= [l = state &=

Ol time expired, released= JIE &0, Databasel| EntryJt ZUgE G2 Ue IHE 22

Invalid EntryJt ARSI D, M2 EntryJt Z=JH=!IC}

DHCP Snooping binding database= host2l MAC Address, Client Hardware Address, Client

Identifier, leased IP address, lease time, received time, State, Vlan ID, hostJt HZ & interface
port &2 E LS

o L=

6.3.1.3. Packet Validation

Xl= DHCP Snooping0l &4 3= VLANZ2| untrusted interface2 £ & = &lst DHCP packet2|
S4H2 FASHL. A”IXl= U3 ’a% | ZA3IH, DHCP Snooping binding Table2| state &=
Ol 2t LHES HEAISHC.
® A2X|Jl untrusted interface2 £ E source MAC address® DHCP client Identifier £&
DOHCP client Hardware AddressJt & XIotAl 2= DHCPDISCOVER packet= &=L},
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6.3.1.4. Packet Rate-limit

o

=4

DHCP Snooping 2 =& 8t DHCP client 2 & 2= DHCP Packet 0l (13t Rate-limit 2 =3 5tC}.
DHCP Snooping 2 J|2& 22 S5t DHCP client 2R H 2= s2 &t Et2 2l DHCP Packet 2
2 W LK & &t

6.3.2. DHCP Snooping JIs2 43}

Jlgdog A2X 2l DHCP Snooping 2 Jls& HIZ24d3s T UCH global €& mode WA CIS2
HHHE ArE 50! DHCP Snooping Vs 43 A2 &= UCH
Notice DHCP Snooping £ 243 & [l = relay agent )| s 1t Ot&JHXI 2 class-
map 1t policy-map & & 2 &S DHCP packet O] CPU £ trap & &= o OF
SHCH 88 YtE 2 6.22 22 &X6tH &L
g4 49
ip dhcp snooping = A2X|2 DHCP Snooping Jls2 43}
® DHCP Snooping JI1s2 U243 ot ™, 0l B2l no HEHE A
=

Ct&2l 0l Hl= DHCP Snooping 7ls2 &4 3 6t= Ol X Ol Ch.

Router# configure terminal

Router (config) # ip dhcp snooping

Router (config) # exit

Router# show ip dhcp snooping

Router DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANS:

none

6.3.3. DHCP Snooping Vlan & &

0
o

DHCP packet 2 Snooping & Vian & & Ct. &3 Vlan 02|12 Vlan € S1t5ti= DHCP packet
2 Snoopmg S X &=L
a0 &£9
® DHCP packet 2 Snooping & Vlan & &
® DHCP Snooping Vlan &M= 0l @ &2 no SEHE AIE

ip dhcp snooping vlan vlan_ID
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b Notice DHCP Snooping € DHCP Relay 2 &l AtEE &<, DHCP Relay Jt
packet 2 forwarding dt Al & Ct.

b Notice DHCP Snooping 2 DHCP Relay 2 &1 Al & &<, DHCP server 2t &
Z & vlan, DHCP client 2t HZ & vlan & & 25 Snooping vlan 22 X &
off OF 8tCt.

CtS 2l ol Hl= ‘vlan1'0l DHCP Snooping 7ls2 &4 st o= 0l M0l Ch.
Router# configure terminal
Router (config) # ip dhcp snooping vlan 1

Router (config) # exit

Router# show ip dhcp snooping

Router DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANs:

vlanl

6.3.4. DHCP Snooping information option(OPTION82) & &

DHCP Snooping 2 DHCP client 2 2 E{ 2| DHCP request & Snooping & [, DHCP client 7} A& &l
Interface & B0 Cist BEE Z&E &= UE= DHCP Snooping information option J| S 2 M 3gt
Ch.

DHCP Snooping information option 7| s2| &4 3}
E7508 Snooping 0il Al information option J|s2 €4

HEHO 89
ip dhcp snooping information ® DHCP Snooping information(option-82 field) )| s &
option M3l

m JI=HeR, 0l Sd2 dlgdsE T AL

CtS2l ol Hl= DHCP Snooping Information Option 7| s &4 3t Al21C}.

Router# configure terminal
Router (config) # ip dhcp snooping information option

Router (config) # exit
Router# show ip dhcp snooping
Router DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

E7500 Series User Guide 125




solution

____S_witch

vlanl

DHCP Packet rate-limit per client:
Verification of hwaddr field is enabled
Insertion of option 82 is enabled
DHCP snooping is configured on following VLANs:

[drop]

2 pps

DHCP Snooping information option reforwarding 8 & &
X

Ly

X
(=]

J2&8 2z, E7T508 A2 X2 DHCP Snooping information & 282 DHCP client 2 2 & =48t packet
LH 0l information Option & £Jt A 2™ packet 2 Drop AIZICt. E7508 A X2l J|& HME HZF 5]

2 etCHH, global £ & mode Ol A CHE 2l

[mZ]

o

d= ALSEHC

o =2

840

ip dhcp snooping information
policy {drop|keep|replace}

M
=
u

g
J|& gt& drop O|Ct.
drop : DHCP Snooping information 0] &I T/ 0f U
packet 2 H|J| &t L}.
keep : 7| Z=2| DHCP Snooping information = = K| &tCt.

rr

replace : J| & 2] DHCP Snooping information S Premier
router 2| DHCP Snooping information 2 & CH &l &t Ct.

CS 2l Ol Hl= DHCP Snooping Information Option reforwarding & 24 S Keep 2 2 & & &L},

Router# configure terminal

Router (config)# ip dhcp snooping information policy keep

Router (config) # exit
Router#

Router# show ip dhcp snooping
Router DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client:

2 pps

Verification of hwaddr field is enabled

Insertion of option 82 is enabled

[keep]

DHCP snooping is configured on following VLANs:

vlanl
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6.3.5. DHCP Snooping Trust Port &3
HESIT BRIROt A28 & = ZE (ex DHCP server & &t
Trust Port & & A SHCH Trust Port & & &6lM Host 22 E 2 R

forwarding = Ct.

20
= —

ZE)e= t HEUHE ME 6P04
Request packet O| Trust Port 2 €l

a0 &9
ip dhcp snooping trust m X HE ZLEE Trust Port 2 & & StCH. Trust Port Ol Al ==
418 DHCP packet 2 Validation check &t Xl & =Ct.

—

forwarding = Ct.
8oz, 2

1l =
o =

Host 2 = & 2| Request packet O Trust Port 2 2t

—

[—

untrust I E 0| C}.

=20 171
[ oy w——

ot= Gl Kl Of Ct.

Ct E ‘gil/1/1’S Trust Port & 8 &0

Router (config) # interface gil/1/1

Router (config-if-Gigal/1/1)# ip dhcp snooping trust
Router (config-if-Gigal/1/1)# end

Router# show ip dhcp snooping interface

Interface Trust State Max Entry

Gigal/1l/1 Trusted

6.3.6. DHCP Snooping max-entry & &

11 =
=

& 2 DHCP Snooping max-entry JH

HHSH| ?loh s

2 ZdS AL=2 8L

A=
—=
&9

80

1L
o=

&, Max entry Il %=
JNE

[N
=SS| OE

— —

ip dhcp snooping max-entry <10- n

10000>

OF;
(= rw—

Ct.

I =
=

E Y Z DHCP Snooping max-entry i ==
& Z5tN binding entry ot
entry = valid(& X IP £ At

= Z=0|

S SO

& Max-entry Ji === 2000 J{ Ol Ct.

CtE& ‘gil/1/1’2| DHCP Snooping Max-Entry £ ‘100’ 2

S PSiel

t= O AOICH

Router# configure terminal
Router (config)# interface gil/1/1

Router (config-if-Gigal/1/1)# end

Router# show ip dhcp snooping interface

Interface Trust State Max Entry

Gigal/1l/1 Trusted

Router (config-if-Gigal/1/1)# ip dhcp snooping max-entry 100
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ip dhcp snooping entry-time <5- " |nvalid(IP £ &M AtE3t1] UKl 4 =)8 DHCP
65535> Snooping Binding Entry £ M &5t10 = AlI2tS £ & &

Ch S+9= 200
" J|EXO2 14400 2(10 )02 MFECL,

CtE2l 0l Hl= DHCP Snooping 2| Entry Time 2 ‘10 2’2 £ & & 5t= 0l MOl Ct.

Router# configure terminal

Router (config) # ip dhcp snooping entry-time 10
Router (config) # exit

Router# show ip dhcp snooping

Router DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:
vlanl

6.3.8. DHCP Snooping Rate-Limit &&

S 25t DHCP client 2 2 & &&= DHCP Packet 2| Rate-limit £ &&3t)| ol CtS2 YEUHE
At S BtCE
=0 49
ip dhcp snooping rate-limit 0} 1x2Y S2US DHCP client 2 £ E Packet type 0] &
2 DHCP Packet & 51 & W= & & stC}.
m J|I2NOo2 xY 212 packet 2 6l & &Lt

CtS Ol Hl= DHCP Snooping Rate-Limit £ ‘10002 & & & &t= 0l M 0| CF.

Router# configure terminal

Router (config) # ip dhcp snooping rate-limit 100
Router (config) # end

Routert#

Router# show ip dhcp snooping

Router DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:
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6.3.9. DHCP Snooping Verify MAC-Address &8

DHCP client Identifier == Client HW Address Jt B & Z <, 0| packet = Drop AlZ1J| ?laf TS
HHANHE AL L

a0 &9
ip dhcp snooping verify mac- ®  DHCP client Identifier &£ = Client HW Address Jt H X &
address &2, 0| packet £ Drop Al2!LCt.

m 2N, 0l Sd2 243 H0f UL

o= = o

CtE&2l 0l Hl= DHCP Snooping Verify Mac-Address J1s & & & ol M 8tCt.

Router# configure terminal

Router (config) # no ip dhcp snooping verify mac-address
Router (config) # exit

Router# show ip dhcp snooping

Router DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is disabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl

6.3.10. DHCP Snooping Manual Binding & &

DHCP Snooping Binding Entry € =522 &&5l)| /o TS 22 BEUHE ALE 8L
=0 49
ip dhcp snooping binding HH.H = MAC-Address Jt H.H.H ©! DHCP client £ X| & &
vlan <1-4094> A.B.C.D interface Interface Ol Al IP A.B.C.D E AL235tH, lease time 2
IFNAME Infinite O Ct.

Ct22 MAC 0] 1111.2222.333 ©! Jt& AkDH, Vian 1 2] gil/1/1 ZE0 AZ &[0 IP 100.0.0.10 S A=
ot= Ol MOl Ct.

Router# configure terminal
Router (config)# ip dhcp snooping binding 1111.2222.3333 vlan 1 100.0.0.10
interface gil/1/1

Router (config) # exit
Routert#
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Router#
Router# show ip dhcp snooping binding
State Codes: (C) - Invalid Client Identifier, (E)

(H) - Invalid Client HW Address, (R)

(M) - Mac Validation Check Dropped
Mac Address IP Address State
1111.2222.3333 100.0.0.10 Manual

total 4 bindings found

- Lease Time Expired
- Rate Limit Dropped

Lease (sec) interface

Infinite Gigal/1l/1

6.4. DHCPserver 2LIHE & 2

DHCP server Pool 8 X3

DHCP server 0ff 244 = DHCP Address Pool 82 E X 3|0l ™,

HHS ALSEHC

cl

privileged EXEC mode 0l Al CtS 2l

gg EI—I

show ip dhcp pool

® DHCP server 2| DHCP Address Pool & &

—
E &=

show ip dhcp pool pool
[name]

m DHCP server 2| Network Pool LS| H & &

DHCP server HIQIE HE X3

DHCP server 0l A Client Ol Hl Al =8t Address 2| HioIY HEE
OlA Ct22l 82 AtEetL.

£ 3|3tHA ™, privileged EXEC mode

84

12

| | Jl.u

show ip dhcp binding DHCP server 0fl 244 &

show ip dhcp binding detail

2= Helg
DHCP server 0fl MA&&E 2 E Hiold

e

DHCP server SH &8 X3

=k SH

show ip dhcp server statistics ® Server 2| SH 2t &4t message o 2l JII2H 2 E
=g
="
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DHCP server S 82 X3

EY

a4 =5
show ip dhcp conflict m DHCPserver 0l 2lol JISE 2= Address S &4

{pooiname} S Pool Ol Al M5t S HE 22

DHCP server = XD|3 &

== A9
clear ip dhep binding ® DHCP IOIEHIO|AZ £ E A= Address HIQIE S At
{address| *} Al
®m gddress £ Z AlotH HAIE IP Address 2| AtsS HIQIE
=, ““E M26IH 2= XIS HIeIE =S AHA
clear ip dhcp server m DHCPserver 2l 2= S II2HE =3t
statistics
DHCP server CIHO 23O
g30 A9
debug ip dhcp server on ® DHCPserver 2 [ JISsS 43t

6.5. DHCPrelay 2LIHE & &2l

H 5. DHCPrelay PLIHY & 22 2™

3 0f sy

show ip dhcp helper-address m DHCPserver2 225 =&

show ip dhcp relay agent ® DHCP relay agent information option 2| & &3t &
information option reforwarding 32 S £

show ip dhcp relay B relay o] SH A S48 message o 2HE II2H &
statistics g2 =

debug ip dhcp relay B DHCPrelay 2 CIHA JIsS €43
{events|packets}

6.6. DHCP Snooping 2LIE & & 2t

DHCP Snooping 2LIEE & 22| 98

%2 0f sy
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show ip dhcp snooping ® global DHCP Snooping Configuration 2 & &

show ip dhcp snooping binding m DHCP Snooping Binding Entry & & &
{IFNAME |valid|invalid|manual}

show ip dhcp snooping ® |nterface Ol £ & & DHCP Snooping Configuration 2
interface =

show ip dhcp snooping ® DHCP Snooping SH E2E &

statistics

show debugging ip dhcp ® DHCP Snooping debugging & & AEHIE &%
snooping

debug ip dhcp snooping ® DHCP Snooping CIH & JIsS 43t

6.7. DHCP &Z N A

Ol 2llME T3S €8 0lE M3E&tCt.

DHCP Network Pool & & 0l X

DHCP Host Pool & & 0fl Al

DHCP server 2LIEHZ & 22| O Al
DHCP relay agent & & 0| Al

DHCP relay agent 2LIE & & 22| Ol Al

6.7.1. DHCP Network Pool && 0l Ml

C
c

S OlXl= 192.168.1.0/24 CIE{ H 0| A 0fl CHSH DHCP Network Pool 2 244 1t & 0ICl. Client 2| J|&
PHE 192.168.1.1 2 &350, =02 01522 ubiquoss.com 2 A& 8tCE. Client 2| IP Address

ot2 S0t A= C &g Address He= 192.168.1.10~192.168.1.100 i
192.168.1.150~192.168.1.230 O| C}.

t
t

rr

Router (config) # configure terminal
Router (config) # ip dhcp pool marketing
Router (config-dhcp) # domain-name ubiquoss.com

# network 192.168.1.0/24

Router (config-dhcp) # default-router 192.168.1.1

Router (config-dhcp) # range 192.168.1.10 192.168.1.100
Router (config-dhcp) # range 192.168.1.150 192.168.1.230

Router

(
(
(
Router (config-dhcp) # lease 1
(config-dhcp
(
(
(

)
)
)
)
)
)

Ol dl= &tLFCl vlian O] 192.168.2.0/24 2 192.168.3.0/24 € 2t= I HIO| AN CHEF Network
8 && WAO0|ICH 192.168.2.0/24 Network 2| default-router = 192.168.2.1 0|4, &%
HPZ 192.168.2.10~192.168.240 2 A&, 192.168.3.0/24 Network 2| default-router =

=]
Pool &
Address
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Router (config-dhcp

group vlanlO
exit

solution .
. B —
192.168.3.1 0|, &Y Address H?l = 192.168.3.10~192.168.3.50 1} 192.168.3.100~192.168.3.230
2 ArE8ICH 1211, DNS Server= 25 1.2.3.4 2 1.2.3.5 & At&ESIC}. 2+ Client = IP Address 2|
UHE 12 AIZtIEA 2 & 2H=CF.
Router (config) # configure terminal
Router (config) # ip dhcp pool salesl
Router (config-dhcp) # dns-server 1.2.3.4 1.2.3.5
Router (config-dhcp) # lease 0 12
Router (config-dhcp) # network 192.168.2.0/24
Router (config-dhcp) # default-router 192.168.2.1
Router (config-dhcp) # range 192.168.2.10 192.168.2.240
Router (config-dhcp) # group vlanlO
Router (config-dhcp) # exit
Router (config) # ip dhcp pool sales2
Router (config-dhcp) # dns-server 1.2.3.4
Router (config-dhcp) # dns-server 1.2.3.5
Router (config-dhcp) # lease 0 12
Router (config-dhcp) # network 192.168.3.0/24
Router (config-dhcp) # default-router 192.168.3.1
Router (config-dhcp) # range 192.168.3.10 192.168.3.50
Router (config-dhcp) # range 192.168.3.100 192.168.3.230
( ) #
( ) #

Router (config-dhcp

6.7.2.

ts ole

—

[—

server 2 AIZ0}
00:01:02:94:77:d7 ¢!

gEelth =3 8Ied 22 & IPAddress =

192.168.4.0/24 Network 0
192.168.4.1 AtESHH, ubiquoss.com =

Client
Client il Al 192.168.4.114 2| IP Address 2t 255.255.255.0 2| Network Ot 3 It

DHCP Host Pool & & 0l Al

Ne o
o= -1

£=3%l= Host Pool 2 Z=C}. default-router 2
= domain name 2 &, 192.168.4.10 1} 192.168.4.11 2 dns-
OICt. 12l1, Client 21 MAC Address Jt

==
== T

28t Host Pool

YRANOZ AIZE L.

Router (config) # ip dhcp pool mars

Router (config-dhcp
Router (config-dhcp
Router (config-dhcp
Router (config-dhcp
Router (config-dhcp

(
(
(
(
(
(
Router (config-dhcp

(

) #

) #
) #
) #
) #
) #
) #

Router (config-dhcp

default-router 192.168.4.1
192.168.4.10
192.168.4.11
domain-name ubigquoss.com
host 192.168.4.114/13
hardware-address 00:01:02:94:

dns-server
dns-server

77:d7

exit

Notice

is

ASE

o

Ct.

=
S

o2 AXNE SHAN &

oo O

Ol

stClg|
—

gt =l Client | Hl= 25t |P Address JF & & &l
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6.7.3. DHCPserver 2LIHE & 22| oAl

/,——‘_/

CtS = DHCP server 0l 4 = DHCP Address Pool & 2& =2 6t= 0l XMl Ol Ll.

Pool network :

no dns-servers

Pool host:
host 3.1.1.1/24

no dns-servers

shu#

no default-routers

no default-routers

shu# show ip dhcp pool

network: 44.1.1.0/24
address range(s):
add: 44.1.1.1 to 44.1.1.200
lease <days:hours:minutes> <0:0:1>
no domain is defined

hardware Ethernet 11:11:11:11:11:11
no domain is defined

b Notice show running-config @82 AISoIH 2% HAHG RE HE2E
= == UL

CtS& DHCP server Jt Client Ol Al £ &8 IP Address £ 20 == 0l MOl Ct.

Router# show ip dhcp binding

IP address Hardware address Lease expiration Type

192.168.4.114 00:01:02:94:77:47 Infinite Maunal

192.168.3.10 02:¢c7:£8:00:04:22 Wed Mar 12 06:27:39 2003 Automatic

CtS 2 DHCP server JI Client Gl Hl & & &t IP Address € AtAIGI 20 == 0l HIOICh.

Router (Config) #

show ip dhcp binding detail

TYPE

IP addr
HW addr
Client ID
Host Name

Lease

: Manual
: 192.168.4.114
: 00:01:02:94:77:4d7

: Infinite
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TYPE Manual
IP addr 192.168.4.115
HW addr 00:01:02:94:77:d8
Client ID -
Host Name -
Lease Infinite
TYPE Manual
IP addr 192.168.4.116
HW addr 00:01:02:94:77:d9
Client ID -
Host Name -
Lease Infinite
total 3 bindings found

Ct&2 Client Gl Hl 010 BtoIE &l IP Address & DHCP server )t AF2E == JEF(CHZ Client 2| IP
Address & AIE6tE=S Al&), DHCP server 2| HtolE 8B E AXIGH= Ol MIOICE..
Router (Config)# clear ip dhcp binding 192.168.3.10
Router (Config) # show ip dhcp binding
IP address Hardware address Lease expiration Type
192.168.4.114 00:01:02:94:77:d7 Infinit Maunal
Ct=2 DHCP server 2| SHANZE 20 == 0| HIOICH.
Router# show ip dhcp server statistics
Message Received
Malformed messages 0
BOOTREQUEST 0
DHCPDISCOVER 200
DHCPREQUEST 178
DHCPDECLINE 0
DHCPRELEASE 0
DHCPINFORM 0
ICMPECHO
Message Sent
BOOTREPLY 0
DHCPOFFER 190
DHCPACK 172
DHCPNAK 6
6.7.4. DHCP relay agent &3

Ct22 W= A9 X2 DHCP relay agent Jt Client 2l @7 E

OICH. ClientS 37 E BtEAID|=

=
DHCP Address Pool 0] 8l d<0 A

M &S DHCP server £ & &6H= Ol Al
AXE=E U2 ABE

Network
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0l {1 Xl & DHCP server Z Client 2 R E MY St}
DHCP Client

192.168.0.10

182.168.0.20

Premier 7000 Switch
(DHCP Server)

& 3. 0l Kl Network — DHCP Relay agent &3 & H

DHCP Client

’20.1.1.1

DHCP Relay

Router (config) # configure terminal
Router (config) # ip dhcp-server 10.1.1.2
Router (config) # service dhcp relay
Router (config)#end

Router# show ip dhcp helper-address
Server’s IP address 10.1.1.2
Router #

Router # show ip dhcp relay statistics

Destination(Server) Value
Client-packets relayed 8

Client-packets errored 0
Destination(Client) value
Server-packets relayed 6
Server-packets errored 0
Giaddr errored 0
Corrupt agent options 0
Missing agent options 0
Bad circuit id 0
Missing circuit id 0

b Notice Ct2 ME Network 0fl 2/ XIS DHCP server 2 DHCP message & & £6ldd
™, ol & Network 0fl CH 8t 2t ;

g 32 2 EEEHN A0

-

StCt.

Client-packets relayed DHCP client Jt TX &t packet &

DHCP server Z forwarding ot=0l 4

d

Client-packets errored DHCP client Jt TX &t packet &

DHCP server Z forwarding ot =0l &

0| ot

\’:I
=

Server-packets relayed

DHCP server Jt TX &t packet 2 DHCP client £ forwarding ot=

0|I

g

Server-packets errored

DHCP server Jt TX St packet 2 DHCP client £ forwarding =l
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Giaddr errored DHCP server 2 2E RX &t DHCP Packet 0l giaddr 7t {2
Corrupt agent options DHCP relay agent® = snoop2| DHCP information option & & J| S0l

enable &/ 0 A2 [f, DHCP serverZ £E{ RX &t DHCP packet2| Option82
H2 0 2FIt AS(DHCP Option822| Length fieldgt 1t & Xl DHCP
Option82 Length Jt A2 C+E)

Missing agent options DHCP relay agent &£ = snoop2 DHCP information option & 2! J| S0l
enable &/ 0 A2 [f, DHCP serverZ2 £ E{ RX &t DHCP packet0i Option82

2D el8

Bad circuit id DHCP relay agent &£ = snoop2 DHCP information option & 2! J| S0l
enable &/ 0 S [, DHCP server& £ E{ RX & DHCP packet Option82 &
2 & circuitid(9t 2 Xt Interface & 2)0l L& It A S (DHCP packetdil A=
option82 2| circuit idE Soff ZHI0I Al circuitid0ll o & 6t= portE 2=+ &
=P

Missing circuit id DHCP relay agent & = snoop2 DHCP information option &2 J| S0l
enable &0 A2 [, DHCP relay(snoop)2 0l & 0l DHCP Request packet2
gkt 2 I RXSt portOfl ol & ot = circuit idE bufferingdt=0l 0l buffer0il 8l=
circuit idES & 5t DHCP packet2 DHCP server2 £ £ 2F QUL
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6.7.5. DHCP Snooping &3 0l Al

CtZ Ol dl= DHCP Server 2t DHCP Client AFO| 0l 2| XI &t E7508 £ DHCP Snoop 2 2 AtZ &t 0l Kl Ol
Ct. Premier 8700 DHCP Snoop € Switch & &5t= DHCP I{3! 2 Snooping 5t0d DHCP Snooping
Binding Entry £ M4 §tCt. Ol Ml 32 gil/1/1 port 0l 22! DHCP Client(0000.864a.c185) 2t DHCP
Server 100.0.0.254 2 DHCP Request Ii2!= 2L IP 100.0.0.100 £ &2 2 =Lt

'j = T _:_—i DHCP Server

_____ viani0o0..... i ..wvan200....
DHCP Relay #
Snooping
DHCP Client
Router# configure terminal
Router (config)# ip dhcp snooping vlan 100
Router (config)# ip dhcp snooping vlan 200
Router (config) # ip dhcp snooping
Router (config) # ip dhcp-server 100.0.0.254
Router (config) # service dhcp relay
Router# show ip dhcp snooping binding
State Codes: (C) - Invalid Client Identifier, (E) - Lease Time Expired
(H) - Invalid Client HW Address, (D) - Rate Limit Dropped
MacAddress IpAddress State Lease (sec) VlanId Port
0000.864a.cl185 100.0.0.100 Ack 87 100 Gigal/1l/1
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RIP

(Routing Information Protocol)

rr
HO
&
i
0z

0l &0l = RIP (Routing Information Protocol)E & & dt= 210 CHoH & Y StCH RIP
HOIKIC MG #2220 &2 UWESRI2l IGP (Interior Gateway Protocol)& At& &I Ct.

7.1. Information about RIP

RIP= QHEAXN S HMS| H2 UWESRDMNAM AFZEl = interior gateway protocol OICt. RIP = 0™

X0l distance-vector 24! 9| et L& T2 EZ0|C}.

RIP = ct2 &8 HEE 1W&6tJ| 26t0f User Datagram Protocol (UDP) TIOIH TH2!IS EZEIMWAE
ot= &AlS AMESHLE JI2X2e 2 2teE 2= 30 =0tCh advertisement S Ct. 2t A2[X|JF 180
T E2 00 AUSHUE ARAXZRH HUHOIEE b0t ARE 22,0l 228= 22X
HAM MSE CHRE 3E22t0 HAE HEC0 82 240 = O|ENA (M3 LHOIED el B2 A<
X= 0l 2RE HERIE 2F HMAHSH

RIP OlAl AF23dt= metric 2 hop count OICt. Hop count = 2tRENX XLt= 2t<SE2l ==0|Ch
Connected HHIER 3= 02 metric2t2 A LD &Y 2058 2R E 2| metric 2 16 gf= JHEAICH 0]
E|

XME &2 metric BRAE AMESH| HE0N 2 UIERIDE ?I8 ctRE Z2ES2 = FHEGHC

AX= G2 HBIZ2E 2l update E E6t0 default HIERITE =418 =% U1 default HE
MHE 5 UCH 0lHE B0, default HHIERKI2= RIP 2t Ct& RIP neighbor € S350

advertisement = C},

1>

7.2. How to Configure RIP

RIPE £F610| olAE 1S BN 2250 s X

njo

A
e

02
Ol
o
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Enabling RIP

Allowing Unicast Updates for RIP
Passive interface

Applying Offsets to Routing Metrics
Adjusting Timers

Specifying a RIP version

Applying Distnace

Enabling Split Horizon

7.2.1. Enabling RIP

RIPE SHADIHYE US &£0] £&otH =

Command or Action

Purpose

Configure terminal

Step 1 Global configuration 2= 2 & | 5tCH
Cil Al
Switch# configure terminal
Step 2 router rip RIPCISE 4F RLE=Z X stt
CilAI:
Switch(config)# router rip
Step 3 network ip-address/prefix-len RIP & S5t Ct2 228 0H Z216td =
HERIAE NFET
Cil Al
Switch(config-router)# network 33.1.1.0/24
Step 4 end privileged EXEC 2E & SO0t2tCt
Cil Al
Switch(config-router)# end
7.2.2. Allowing Unicast updates for RIP

2UHIM O Z RIP = broadcast T2 E£20(|J| 20,

H update £ oted™, TS

RIP 2} & S nonbroadcast HIER32AZ =6t

9| H& 2 router configuration mode Ofl A &! &1 5l OF StHCF.

Command or Action Purpose
neighbor ip-address ct*8 FEE WetE Neighboring 2 ¥2 ARXE 9
StCt.

Cll Al
Switch(config-router)# neighbor 3.3.3.2
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7.2.3. Passive interface
Update 2t E H2E Wetcts EE AHMHOIAS update 2t E HE22 8ES disable & == UL
passive-interface & & 2 router configuriation 2 S 0l Al AtZ StCL

Command or Action Purpose

passive-interface IFNAME 83

Passive interface S & & &tC}.
Gil Al -

Switch(config-router)# passive-interface gi2/1/1

7.2.4. Applying Offsets to Routing metrics

Offset list= RIP £ Soll 22 2tRE0 U8t incoming 2t outgoing metric 2 SIJHAI1D] {18 HIAH LI
S 0|Ch. Access list Dt offset list 2 =& & £ QUCH 2t & metric 2| gt2 SIHAI21D] ?1 ol M= router
configuration 2E0 M CIS2l S8 2 AlZdtel.

Command or Action Purpose

offset-list  access-list-name {injout} metric | 2} R &l metric 0l offset & = & &t(}.

IFNAME

Ol Rl

Switch (router-config)# offset-list aa in 5 gi2/1/1

7.2.5. Adjusting Timers
URE ZZ2ES2 HHIHKI2 EIOIHE AFEECH U ER R &2elXi= 2elot= WERKAIN HEot:
SEUREH IZES +HsH=S HAC= BIOIH 2 =3 = JULL USA BOIH =F= & = U
Ct.
- Routing table update timer (default 30 =)
- Routing information timeout timer (180 =)
- Garbage collection timer (120 =)
Timer gt2 =& 561J| il A= router configuration 2= 0l A CIS2l HE S AIE56tet.
Command or Action Purpose
timer basic update invalid holddown ctRE ZTZE2 EIO|H S =& &t
Gil Al
Switch(config-router)# timer basic 30 120 120
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7.2.6. Specifying a RIP Version

21

o

H&E2

HU
=

nio
OF

=4l 3t 5 4 F35H)| 9101 M= router configuration 2= 0 M CtE2l 2

IUIO

A _l_
SHOFOFOY StCE.
Command or Action Purpose
version {1 | 2} RIPS HE S HAGHH & &t
il Al
Switch(config-router)# version 2

E3 CIEHHOIANA 8&c6t= RIP HES &0t ?lol M= 2 EHI0IA2| configuration &2 = 01l A
Cts2l BE S ALE 8L
Command or Action Purpose
ip rip send version VERSION QIHHOIA= QA RIPOHYE HE IH3I B 8&ETHES
S S
Oll &l -
Switch(config-if-Giga2/1/1)# ip rip send version 1 Note version1 22 X 2 AL version12 2
Switch(config-if-Giga2/1/1)# ip rip send version 2 = XA}
Switch(config-if-Giga2/1/1)# ip rip send version 1 2

CIHHIOIAZ 4IE THAS HAE S MOGH| fIiM=, G382l ZE S 2IEHI0lA configuration 2
Ol A & S SHCH.

Command or Action Purpose

ip rip receive version VERSION QIEHHOIA= @& RIPOHE HAE IH2ICH =41 GIES
ZF et

Gl Al -

Switch(config-if-Giga2/1/1)# ip rip receive version 1 | Note version 1 I} 22 &X S 2L, version 1 2 2

Switch(config-if-Giga2/1/1)# ip rip receive version 2 1=

Switch(config-if-Giga2/1/1)# ip rip receive version 1

2

7.2.7. Applying Distance

Administrative distance = routing information source 0l Cist A28 EEE LIEFUHCH 2t oz 2
20l &2 M E 20| 8Lt RIP 2 Administrative distance J| 2 gt

ro
H
N
o
2
o

Administrative distance gt2 A~ &3dtJ| /il M= router configuration 2E0lA CtS2l HH S AMESH
ct.
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Command or Action Purpose

distance VALUE A.B.C.D/M Administrative distance at2 214 &tCh.
Gll Al

Switch(config-router)# distance 90 10.1.1.1/24

10.1.1. Enabling Split Horizon

Distance-vector ¢t E 2 2t 8 loop 2 Jts&= =0/J] 25t split horizon HIZHLISS &H ALE
StLt. Split horizon = enable otA & LIS 22 & & = interface configuration 2 E 0l A =& 8HCL
Command or Action Purpose

ip rip split-horizon [poisoned] Split horizon poisened £ enable &Ct.

CllAl:

Switch(config-if-Giga2/1/1)}# ip rip split-horizon

poisonded
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7.3. Configuration Examples for RIP

7.3.1. RIP 714

Jd8 122 UERD FdEE SOl RIPEZEZS 714 0IE 24H =01

vlani0:
192.168.1.1/24

Switch A
vlan40:
| 192.168.4.1/24
vlan30: .
10.1.30.1/24 Switch B

vlan30:
10.1.30.2/24

vlan20:
192.168.2.1/24

vlan50:
192.168.5.1/24

D 7-1RPE SFE HEAI HH &3 L 24E

Switch A

Switch B

vlan10 192.168.1.1/24
vlan20 192.168.2.1/24
vlan30 10.1.30.1/24

vlan30 10.1.30.2/24
vlan40 192.168.4.1/24
vlan50 192.168.5.1/24
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SFE 2 AHHIOIAN RIPZZEZSS 43 AD|J] ?loll CHS2 EE

Mo
=)
i
o
[l

Switch A &3

Switch A(config)# router rip

Switch A (config-router)# network 192.168.1.1/24
Switch A (config-router)# network 192.168.2.1/24
Switch A(config-router)# network 10.1.30.1/24

Switch A(config-router)# end
Switch A# show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
> - selected route, * - FIB route, p - stale info

C>* 10.1.30.0/24 is directly connected, vlan30

C>* 192.168.1.0/24 is directly connected, vlanlO

C>* 192.168.2.0/24 is directly connected, vlan20

R> 192.168.4.0/24 [120/1] via 10.1.30.2, vlan30, 00:01:42
R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:01:42

Switch A#

Switch B &3

Switch B(config)# router rip

Switch B(config-router)# network 192.168.4.1/24
Switch B(config-router)# network 192.168.5.1/24
Switch B(config-router)# network 10.1.30.2/24

Switch B(config-router)# end
Switch B# show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

> - selected route, * - FIB route, p - stale info

C>* 10.1.30.0/24 is directly connected, vlan30

R>* 192.168.1.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40

C>* 192.168.5

Switch B#

.0/24 is directly connected, vlan50
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7.3.2. Offset-list &%

Ol Xl offset-list £ 0| &6t0] AKX AZ EHL= 2E incoming RIP RE 2| metric 2t2 2 It Al A
2 Xt

Switch A(config)# router rip

Switch A(config-router)# offset-list 4 in 2
Switch A (config-router)# exit

Switch A(config)# access-list 4 permit any

Switch A (config)# end
Switch A# show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-ISs, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
> - selected route, * - FIB route, p - stale info

C>* 10.1.30.0/24 is directly connected, vlan30

C>* 192.168.1.0/24 is directly connected, valnlO

C>* 192.168.2.0/24 is directly connected, vlan20

R> 192.168.4.0/24 [120/3] wvia 10.1.30.2, vlan30, 00:06:26

R>* 192.168.5.0/24 [120/3] wvia 10.1.30.2, vlan30, 00:29:04
Switch A#

F0A 20| 192.168.4.0 Ut 192.168.5.0 2| metric g8{0] 3 22 ZII HUSS & = ULt EE
distribute-list 2t 2 0l outgoing &= & & 0| Jt=6tLt.

7.3.3. Passive-interface & &

Ol HH= ALK S& AEHHOIAN HEAIIH WY LEHHOIA = outgoing Tl 225 216t
X =L [H UERIANMN A21X A2l vian30 0fl passive-interface £ & & otH AL X

=2
i
c N
2
52

A 2= 3Z2E 2R AR B= AKX AJtvlan30 A EUllF== 2= & 2 E update 2 X| &t

Switch A(config)# router rip
Switch A(config-router)# passive-interface v1an30
Switch A(config-router)# end
Switch A# show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
> - selected route, * - FIB route, p - stale info
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C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.1.0/24 is directly connected, vlanlO
C>* 192.168.2.0/24 is directly connected, vlan20
R> 192.168.4.0/24 [130/1] via 10.1.30.2, wvlan30,
R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30,
Switch A#

Switch B# show ip route database

O - OSPF, IA - OSPF inter area

C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5.0/24 is directly connected, vlan50
Switch B#

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

> - selected route, * - FIB route, p - stale info

00:14:28
00:37:06
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OSPF

= E7500 Series A2 X0 A AtE &= OSPF ctRE ZZ2E S0 CHol A JI=8Ct OSPF
ctRE ZZ2EZSE2 RFC 2328 0l M=50 UL

8.1. OSPFI&

OSPF = otLE2l IP =0l @1 (Autonomous System, AS)0ll &ot= StRE S 20 2tRE H2E 2ot
= link-state ctRE IZZE2°| LZEO|ICh Link-state 2tRE Z=&EZ0Me 2 2HEHIt
autonomous system 2| EZ= X0l CHSt CIOIEHHIOIAE S XISICH 2IgtH 2 2tRBHeE 25 S
StOIOIEAHIOIA S JFXIA =L,

Link-state DB (LSDB)Z £ H 2 ctRH= M2 R EZ ole 2 29 EClE MHSHH &Lt 0]
Z 22 Ecl= ASU 2 SAEX0 (st B2 E MSeHCh otbtel SE X0l (ot HI 801 S8t

el 22 AT, EciE2 0| BZ2SE 2 &0 222 HIE2 ot Sl metric Ol 2o £ & =L
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8.1.1. Link-state Database

ZII3H Al 2 2tRB = Xrdlel 2IEHIOIA 220l THEF link state advertisement (LSA)E & &S SHCE.
LSA = 2 ctRH QoA =& 0 2 2tR2E2 LSDB 0l S IHH =Lt OSPF = 2t E2H0l LSA
£ =2tiot)| folA flooding L N2ISS AESHLE 2IRE HE9 Higle UERIAS 2E 2IRHE

Ol && =0, otLtel area L2l 2= 2tRES2 &ol €&t LSDB € JHAIL LS <H 8-1>=

LSA type number £ LIEHHCY,

|_

Ir

H 8-1. LSA Type number

Type Number Description
Router link
Network link
Summary link

AS summary link
AS external link
NSSA external link

~N oA~ W N R

8.1.2. Areas

o

OSPF A= WIERAS 2 RF2S0| otLtS area =2 S HE == UL
autonomous system L2 LIH Xl area @ 22l 20 &L 0] &
St 242 JisolH 6t0d, &6t LSDB & | XI6H)| 2ol 228 H At

RE2 Jarea 2l ESZ X0l 2oi M 2 E &L

T o

=
ol
A

AFCH

u

i
0

Ct.

o

OSPFOIA= TSt 22 MIHK S72 et<2H °l

v Internal Router (IR)
ctRHS 2= QIHHOIAD S8 area U Z& &= 2R H.

[w—

v Area Border Router (ABR)
0f2f area Ol CIEHHIOIAZE JIXID Y= 2hRE. T2 ABR &1 summary advertisement S
wWetote A s g9 st

v' Autonomous System Border Router (ASBR)

OSPF & CtE2 ctR8 ZTZEZ2, = U2 Autonomous System 2+2| H 0| ES012]

HEH=2
==

ggol= ctRH.

AREA O
StLt Ol &S] area & E &35t A= OSPF U ER I = ¥ E(backbone)Ol2t =2l= area 0 2 23 &
area E BFE Al JbXI 12 /U0 OF StCH Autonomous system 2| 2 area =2 BtEA| 20 HZ0] &

1
=
=2

HE 0, area0 2 Al RGO T2 area S &2 AlF{ LIJLOF 8HCY

=

nx

Ol0F &t HIERZA
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BHE2 ABR £ A0l 0l summary information O] W& & 4 U&= 80 2= ABRE2 UHE 2= ABR
= A
T ﬁ

Z2H2 summary E2E =0 ABR 2 =& & advertisement £ & IHZ 0tM X+H&I0| =6t area 2
2o 2= UWERANMKX 2 distance 2l D8 S P*40tH 2122 advertising 2t2EH S0l 242 distance
E dsttt

Stub areas

OSPF M= S& area Jt stub area 2| EEHE 2 o UL, stub area = & StLIC| CHE area 0l ¢ &
QL 22 2IRE M2 &= stub area 2= =i
A S

EICh. Stub area E HZot= areas W2 areaZd &
HAS £01D] 96HH StCF.

Sl Xl % =Ct. Stub area = OSPF 2t EHS| HIZ22| 2t

0|I

Virtual links

e XN GHS JIND UK L= area 2 FII6H0F ot A0 A S virtual link JF AFE ST
Virtual link = 8210 ¢ 2 Sl grea 9F BH2DF A 20| © K| L= area AH0|2] =2| &0l H22 H 26T}
Virtual link = ZE°| area 2 JIX= S ABR AOI0l €& S 010F 6104, OIS 6lLIS) ABR2 BH=1F o
2¢/0f A0{0F BHCE

8.1.3. Route Redistribution

RIP 2t OSPF = AN SAIO AFRE £ QUCH 2IRE MU= S 2128 IZE2 AOIMA A

| X|
= ctRE FEE Wgtot=s A0l

b Notice HI= RIP 2t OSPF T2 &£ 20| SAI0 ARAXIOA SEHE = ULt ot et
&, GHLS VLAN Ol & Z2EZ2 S SAI0 B E6tHAl =L
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8.2. OSPF&3&H

OSPF 428 ZZEZ2= AIE0old ™, OSPF £ 243t AIA =0{0F &0t 11 EXt= st €0

iy

(1) Config 2E0 A ospf 2E2 &2 HCE
| router ospf [process-id] ‘

(2) OSPF ZZEES &43st A2 UERAS 01240 & areaE A E &L
‘ network (ip-address/M | ip-address wildcard-mask) area (area-id | area-address) ‘

o

OI& il 6t OSPF E Ol=Z20ol0 28X 7t Ee
A

ol AN Z2E2SS

gdal A2 20l GOS0l 28 5H=s 382
o

= (-
tEE == UL

8.2.1. OSPF interface parameters

Z R0t OSPF QIEHHIOIAS S22 HEE £ UKL BE SHS HEE = A= A2 OtLICH
™ OSPF oIXtE2 LIEHIAN U= 2= Holo

ospf hello-interval, ip ospf dead-interval, ip ospf authentication-key @20 &Z & & & £ UCH M
ctA Ol&d OSPF QIXt=2 BAE Mol LER AN U= 2 242RHZ =

Z ol OF &L,

ol

]
10
@
=2
x
O

o

y
[0
HU
i

>
%

=2

OIEHIOIA OIRICl 2t 2 HASHH, CHES Y3 O E interface configuration mode Ol A & 26 OF S+Ct.

H 8-2. OSPF interface parameter CLI

80 &9

Router (config-if) # ip ospf cost cost OSPF interface Ol A & &15t= packet 2| cost & & & &tC.

Router (config-if) # ip ospf retransmit-interval

OSPF interface 2| LSATH& & Al2t2 A& &
seconds

[

Router (config-if) # ip ospf transmit-delay seconds OSPF interface Ol Al & & Al 228 0l &F Al2tS 8- &t

A
AN &= priority £ &

=

OSPF designated router & &= & (I

Router (config-if) # ip ospf priority number-value X0}

OSPF interface Ol A & &16t= hello packet 2| FJ|E 8 & &t
Ct.

OSPF hello packet 2 EtX| 25t OSPF router £ down Al3|
Router (config-if) # ip ospf dead-interval seconds =0, 0l I OSPF router £ down Al21D| & J|Cted OF St= Al

2t EF &t

Router (config-if) # ip ospf hello-interval seconds

o o OSPF simple password authentication £ At&dt= network Al
Router (config-if) # ip ospf authentication-key key _ _
JHENAM AFHESH= password S & & &t

Router (config-if) # ip ospf message-digest-key key-id | OSPF MD5 authentication S AFZE [ key-id 2t key gt= &
md5 key & &t
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Router (config-if) # ip ospf authentication {message-

. Authentication type 2 & & &tC}.
digest | null} ype }

8.2.2. Different Physical Networks

OSPF (42 JtXl OHAIOl (h& Al It Kl default network type O = XH StCF.
(3) Broadcast networks (Ethernet, Token Ring, FDDI)
(4) Nonbroadcast multi-access(NBMA) networks (Switched Multimegabit Data Service(SMDS),
Frame Relay, X.25)
(5) Point-to-Point networks (High-Level Data Link Control(HDLC), PPP)

OSPF Network type
Default media type 1t 2t H 810l OSPF U E®I 3 E broadcast Lt NBMA Z & & & £ QUL MHE S

broadcast HERIE NBMA W ER Q! A& A& Gt HLE, NBMA UIE S 2 E broadcast HHER A
£ 843 g & UCH

OSPF point-to-multipoint @IE{H 0| A= &t Ji 0l & 2| neighbor £ 2f= numbered point-to-point 2! E
HOolAZ A2l & Ch OSPF point-to-multipoint Ul E % 3= NBMA/point-to-point JlER AL Ct Tt
Dl-g O| I—IQ Dl-i[:l.

(6) Point-to-multipoint = neighbor & & 0| 2 1), DR & &S ¢tald| 20 230l & Ch.

(7) Full meshed topology Jt 22 17| 20l HIE0l &L

(8) VC(virtual circuit) failure O|HEN T HAZ 2 H = SXIGH| HEU O reliable StCt

A

P

Ol
2
[l
[

OSPF network type & & &0otHA ™ [+8 ¥ & HE interface configuration mode 0l A4 & &

H 8-3. OSPF network type CLI

=0 49

Router (config-if) # ip ospf network {broadcast | non-

bradcast | {point-to-multipoint [non-broadcast] | OSPF interface 2| OSPF network type & & & &Lt
point-to-point}}

Point-to-Multipoint, Broadcast Networks

Point-to-multipoint broadcast Ul E < 30l M= neighbor & & 0] 2 2 SICt. &t X2+, Y neighbor £ 2
costE H1&ot] 2™ neighbor ZHE AIE6tH €& & = RUCH OSPF Hello, LS Update, LS
acknowledgment 0l Al Xl = multicast 2 & & E Ch. Cost = ip ospf cost BE 2= &FGHAI L, AN=Z
neighbor 0tCt CHE Z 0| CHE Z < neighbor 2E = ME0IH MZ CtE cost E 28 & == ULH

OSPF 21 HI Ol AZ point-to-multipoint broadcast HIER A2 & & 6t1) 221 2| neighbor cost £ & &
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ol
2
mn
[w

ot2d ™ interface configuration mode Ol A CHS 0t 20| &/ &

I 8-4. P-to-Multipoint Network, Broadcast Network & &

HaEo &9

Step 1 Router (config-if) # ip ospf network point-to- | Interface £ Point-to-multipoint broadcast network type © 2
multipoint AR BHC}.

Step 2 Router (config-if) # exit Global configuration mode & H & &tCt

Step 3 Router (config) # router ospf process-id Router configuration mode 2 & &tCt

Step 4 Router (config-router) # neighbor ip-address | £& neighbor 2| cost & & & &tC}.
cost number

Nonbroadcast Networks
OSPF U ESR 0= X2 tRHS0l &M & = AJ| [ 20/l DR(designated router) & = 0| Z L 6tCt.
9o broadcast capability )t @8 & UK L2CHDR HEES FSt SEE& A 80| 2 235HCH

=
O o

=
=
wx my

DN}
0l

A A Z DR/BDR(backup DR)O| &l J| & &8t 2t H (nonzero priority £ = ¢t H)

L0tCh.

02 o
ol

1]

Nonbroadcast HIE® 32| ctRE A& Z Stel ™ router configuration mode KA T2 HE S AIEEH
Ch.

H 8-5. Non broadcast network CLI

80 &9

Router (config-router) # neighbor ip-address [priority
number] [poll-interval seconds]

Nonbroadcast network 2| router & ™ Z StCt.

Point-to-multipoint nonbroadcast U E <230 M neighbors & 4AlZa6lJ| 26l router configuration
mode 0l Al neighbor H& S AE&HCY.

Broadcast £ X &dtXl 2= OHAMOIA CIE{H Ol A E point-to-multipoint £ & &5teA™, IS0 &2 =
NZ BEUHE LSS0
I 8-6. Non broadcast network & &
EE a9
Step 1 Router (config-if) # ip ospf network point-to- | Interface £ Point-to-multipoint nonbroadcast network type 2
multipoint non-boradcast 2 HH &}
Step 2 Router (config-if) # exit Global configuration mode & & &Lt
Step 3 Router (config) # router ospf process-id Router configuration mode 2 & tC}t.
Step 4 Router (config-router) # neighbor ip-address | Neighbor 2t neighbor 2| cost £ & & 5tC}.
[cost number]
153
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8.2.3. OSPF Area parameters

OSPF Olli= €& Jt=¢8t area QI AHS01 =EMEHLE Ol2 2 & area 2 XH0l= stubarea 88, 215 &8
default summary route 0ff TSt cost &8 SO| JULH IS B2 UYL HSE HAHGI0] US| &
StRECl area 22 X & = QUL Stub area 88 2 area 22| 22 2HREQ RS Y2
CHA&I0ll area 2 ABR 2H2E{JF M4 &t default external route & & & 8HCH no-summary keyword £ At

aZ RAUL=E AREY H+EH =L = UL

oTh
0
-

o
206t summary route £ XtHGHY ar

@D

OSPF area 21 Xt E & &6t H router configuration mode Bl M CHS2| HEHE AEotH L.
I 8-7. OSPF area parameter CLI

=L &9

Router (config-router) # area area-id authentication OSPF area 0fl authentication & & & &tCt.

Router (config-router) # area area-id authentication

. OSPF area 0il MD5 authentication & & & StCt.
message-digest

Router (config-router) # area area-id stub Stub area £ & & &tCh.

Router (config-router) # area area-id default-cost cost | Stub area £ <I8t default summary route 2| cost £ & & &Lt

8.2.4. OSPF NSSA
OSPF not-so-stubby area(NSSA) = RFC 3101 0l &% & ULt

NSSA 0| & 0l = corporate site border router 2t remote router AFO|2] A2 2 OSPF stub area &8 2
g == QIRALCtL. remote route site 0l CHSt route E stub area 2 M= HHOL A& X 2 UI|I MH2O0ICH.
NSSA = corporate router 2 remote router AtO| £ stub area & £ &5t OSPF J|s2 & & Al2ICH

OSPF stub area 2t Ot&JIAIZ NSSAarea & Type 5 LSAs 2| R 2 51EE 4= Lt NSSAarea £
O tRE THEtH= SEE& SR LSAs(Type 7 LSAs)2t | 2 EICh. Type 7 LSAs = NSSA area 0fl A
Ot =THoH OF 8tCh. NSSA autonomous system boundary router(ASBR)2 2t E THEHIE 2ol type 7
LSAs £ Mol NSSA area border router(ABR)2 type 7 LSAs £ type 5 LSAs 2 HEGIH 2=
OSPF ct2g T 02l 2 2 flooding & Ct.

-

Otel D= 0l X OSPF Area 1 0| stub area 2 & T QUCH Stub area A= CtRLE MEHHDF ol
CIXl &I 20 ISIS 2tSEE= OSPF 2tRE Tz MY & 4= QL) olXICH OSPF Area 1 S
NSSA 2 8 &0t NSSAASBR 2 Type 7 LSAs E MHGH( ISIS 2t EE OSPF NSSA 2 flooding

= UL

ot
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& 8-1. OSPF Network

NSSA = stub area 2| & &0|J| (120 RIP Z22H MHEHE 24SLE= OSPFAreal 2 92 T XA &
=Ch Type 5LSAs E R USHAl 2= Stubarea 2| &2 &3] KAl dt= A0ICH
OSPF NSSA £ & & 6t 24 ™ router configuration mode 0l A TS Y& S ALEEHCH
I 8-8. OSPF NSSA CLI
9380 &9
Rogter‘(cor‘lfig-router) # grea areg—id nssa. [no- NSSA 2 & X &0}
redistribution] [default-information-originate]
8.2.5. OSPF Area Route summarization
2R E =2 (route summarization)2 advertise & 2tREE S& ot= JIs0ICH 0] JIsE2 &&5tH
ABR cIRE &= CI2 area & otLI2 S2E 2R EOLL advertise 8tCt. OSPF 0lAl ABR 2tREl= &
area il U= UIERIE UHE area 2 ML otz S St Bt area Ol &= 2 UWESR AL Eat
M ABR 2IR2EHUA 2 2HSEE ZEole SU cCIRE(Z IS HRA2 2tRE)E advertise 3t 5 &
HolH KD EUREQ HEE EL 4 UL
Summary address range & & & 6t 24 ™ router configuration mode Ml M CtS2 B HE ArESHCH.
I 8-9. OSPF area route summarization CLI
g3 &3
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r&"
=]

Router (config-router) # area area-id range ip-address =
) . Summary route advertise & address range £ & &
mask [advertise | not-advertise] [cost cost]

8.2.6. Redistributed Routes 2 Route Summarization

CGECRE ZZIEZSZRH AREI MEUHE WM, 222 2tRE= Type 5 AS-External LSA 2 = i
= Ct otXI 2 summary-address 382 2 T = 2= 2HREE LE0t= oLl 2REZ 5
& 2 Ul
2E M2 = 2UHREE oL 2tREZ F26t2 H router configuration mode Bl A CIS2l HH
HE AtEstt
H 8-10. External Route summarization CLI
gu &9
Router (config-router) # summary-address {ip- StIHe HREZ MEE MEU U4RES E&0t= address E &
address/prefix} [not-advertise] [tag tag] Stk

8.2.7. Virtual Links

rea 22 HZ0| ZHXH
UdREHUM 25 28 &N
04, stub area 0l Al = virtual link £

OSPF M=
virtual link £
OF StCt. st

—£
MNX & A
=2 =2 T BA

E area= HE area Ol HZZ 0 U OF SHCH B
S| Ct.

40 e
o

Virtual link 2| & S 2 AB

R
ctREH= BF 22 area(transit area)ll A 0F &

& on “ﬁ o

Virtual link £ & & 6t24 ™ router configuration mode 0l Al CtS 2l HE HE AFESHCE.

i 8-11. OSPF virtual link CLI

80 &9

Router (config-router) # area area-id virtual-link router-id
[authentication [message-digest | null]] [hello-interval
seconds] [retransmit-interval seconds] [transmit-delay
seconds] [dead-interval seconds] [[authentication-key key]
| [message-digest-key key-id md5 key]]

Virtual link 2 & & &tC}.

8.2.8. Generating a Default Route

=
=

ASBR ct2EJI OSPF ct <8 O Z LIZE UREE
3= Sl ctPEHE ASBR ctREI HES & 5+ UKL D

o
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ASBRO| CIZE AR EE MAGHH otel ™ router configuration mode HIA IS B HE AME

H 8-12. OSPF default route CLI

S0 £3
Router (config-router) # default-information originate

[always] [metric metric-value] [metric-type type-value] | ASBR 0l OSPF routing domain 0il default route & -4 ot H StCh.
[route-map map-name]

8.2.9. Router ID Choice with a Loopback Interface

OSPF = QIEHHIOIAN EFE IP =4 S0HAM Y 2 2= ct*H ID 2 AFE8HCH. BH2F loopback ©!
ETHIOIAN IP =20t &8 T/ J2H, GHE CIHHIOIAN JHE 2 UE X IPFA0HEE DA U
H% loopback CIEHHIOIA = JtE 2 g2 IP F=AE 2tRH ID 2 AtEsHT

Loopback CIE{HIO| A0l IP address € S YotHH OIS 22 =AZ BB HE LSS

I 8-13. Loopback interface & &

HEN 49

Step 1 Router (config-if) # interface Loopback 0 Loopback interface £ 44 & Lt
Step 2 Router (config-if) # ip address ip-address/prefix Interface Ofl IP address € &Y &tC}.

8.2.10. Default metric
OSPF = QIHHIOIA L CHE =0l et OSPF metric 2 CHE2 A Al ASHCH OSPF 0l A OSPF metric 2
reference-bandwidth £ QIEHHI0IASl HEECZ L= gtS AIESCH 2HHIOIAS HEE2
interface configuration mode Ol A bandwidth @& HZ HZA & == QUL
reference-bandwidth £ & 6t ™ router configuration mode Ul Al CtS B S HE ArSStCE.
H 8-14. Reference bandwidth CLI

g0 =k

Router (config-router) # auto-cost reference- I =

bandwidth ref-bw reference-bandwidth £ 21 & StCI.
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8.2.11. OSPF administrative Distance

Administrative Distance = routing information source 2| & 2= LIELHD, 0~255 & HA|EIC}. 28t
Moz Z U0l ¥2 AMZEE 20| &Lt 255 2 administrative distance @t routing information
source £ &2 E 4= QL= 2010112 oY route = S Al =l L.

OSPF = intra-area, inter-area, external Ol 2 | Al JtXI 2| administrative distance £ AtE6t1] 2+ 2
default gt= 110 O| Ct.

r&"

OSPF distance £ & 6t ™ router configuration mode 0l A CtS Y8 E ALEEHCEH

H 8-15. OSPF distance CLI

22 0f T
Router (config-router) # distance ospf {[intea-area
distl] [inter-area dist2] [external dist3]}

OSPF distance £ & &tC}.

8.2.12. Passive interface

passive-interface Z2E 2 S8 A EHHOIAZ 2| Hello HIAIX &2 MoKt =482 JIsoltESE &

ZetCh.

o 88k OIHHIO| A E A& St ™ router configuration mode Ol A CHS YE O E ALE S

H 8-16. OSPF passive interface CLI

gg0 49

Router (config-router) # passive-interface interface- Interface £ S5 £ 415 hello packets S H&+3tC}.
name
8.2.13. Route Calculation Timers

OSPF = UIERID &4 H3 I LM & [ 0tCH SPF(shortest path first) Hl &tS §tCH Bl & SPF A&t
A

t =
= YXot)| Ploll &t Halor L st AlZH 0 SPF A& AL R A2 AROIS] XIS AIFE 23S &= UL

t24 ™ router configuration mode Ml M Ct2 - E AHESHCH.

OII

SPF XIS AlIZtE & F
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H 8-17. OSPF SPF timer CLI

380 &9

Router (config-router) # timers throttle spf spf-start

spf-hold spf-max-wait SPF It Alers BT EITE

8.2.14. Logging Neighbors Going Up/Down

OSPF = neighbor Up/Down Ol BIE0fl CHoll Al A8 BIIAIXIE 2 M Al 21 Ct. Neighbor 2| AHEH 213H0H CH
O REAMISH AIAES ALK M E 2ASH0HH, detail IR EE AFESHL.

neighbor UP/Down OB E 0| CHSt AIAE BIAIXl 2 S XISt 3t H, router configuration mode 0ff Al
no IIAE2 &M CE BSE U E ALE St

H 8-18. OSPF adjacency LOG CLI

248 0f =k
Router (config-router) # log-adjacency-changes
[detail]

OSPF neighbor UP/Down Off CH&F Al AES Bl Al XIS Z A EHCE

8.2.15. Blocking LSA Flooding

OSPF= MZ2 LSAE #=4IotH =4l 128 PIEHIOIAZ LSA E flooding 8L,
OHAICH Olg! S&2 = &It CPU HFotE ZMAIZ =5 UL database-filter 2 HE AtE
S o

otH E& O H Ol AZ 2] LSAflooding 2 Mt & %= QL.

Broadcast, non-broadcast, point-to-point Ul E® 3 0l Al OSPF LSA flooding 2 Xl &t 5t ™, interface
configuration mode Ol M CtS 2| HE O E AIESHCH

i 8-19. Block LSA CLI

80 &9

Router (config-router) # ip ospf database-filter all out | Interface 2| LSA flooding 2 Xl

o
|'0M

8.2.16. Ignoring MOSPF LSA Packets

E7500 Series A 2| Xl = LSA Type 6 Multicast OSPF (MOSPF)E X &otXl &I MHE&0, 0l LSAE
AGHH AAE HIAIXIS LA AIZICH C4=2] MOSPF LSA E =410t T AIAE! I AIXIDF A4
SHH Sl =0, AIAE HIAIXIZE 2MAIDIX Z22H 0] JIsS AIESHLL

A
-
Al
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LSAType 6 3= =4S I AIAE BIAIXIE 2 oHXI &
M LE2 BEHE ALSSHL

# 8-20. Ignore MOSPF LSA CLI

Al 3t24 ™ router configuration mode 0f

380 &9

) ) MOSPF LSA packet S =4I S [ AIAE HIAIXIS LAGHA 2

Router (config-router) # ignore Isa mospf 0

8.2.17. Monitoring and Maintaining OSPF
OSPF ct*E HIOIZ, OIOIEHHIOIA, T2l Ol 28 ctSEH2 HA AEo st 32E X3 & = U
Ct. Olefst 2= WERKIS 2HE oHZotoU A/IXIe A& 220 CHet &0 e 88 & +
UCE.

Ct2St OSPF B2 E L 3loted® EXEC mode A CHE2l HE U E AISEHLY
H 8-21. Monitoring OSPF CLI

gdg0 &9

Router # show ip ospf [process-id] OSPF routing process & 2 & £ 3|&tC}.

=

Router # show ip ospf border-routers ABR/ASBR 0f CHEt 2 &

routing table 2 =3l

Router # show ip ospf [process-id] database OSPF database £ £ 3| &L},
Router # show ip ospf [process-id] database

[database-summary]

Router # show ip ospf [process-id] database [router]
[self-originate]

Router # show ip ospf [process-id] database [router]
[adv-router [ip-address]]

Router # show ip ospf [process-id] database [router]
[link-state-id]

Router # show ip ospf [process-id] database
[network] [link-state-id]

Router # show ip ospf [process-id] database
[summary] [link-state-id]

Router # show ip ospf [process-id] database [asbr-
summary] [link-state-id]

Router # show ip ospf [process-id] database
[external] [link-state-id]
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Router # show ip ospf [process-id] database [nssa-
external] [link-state-id]

Router # show ip ospf [process-id] database
[opaque-link] [link-state-id]

Router # show ip ospf [process-id] database
[opaque-area] [link-state-id]

Router # show ip ospf [process-id] database
[opaque-as] [link-state-id]

Router # show ip ospf flood-list [interface-name] Flooding € 2 & LSAs £ X3|&HCt
Router # show ip ospf interface [interface-name] OSPF interface & £ & =3/ &tCt
Router # show ip ospf neighbor [neighbor-id] [detail] | OSPF neighbor & 2 £ Z& 3| 8tCt

. . Redistribution & 2 0fl 28t 2 & summary address &2 E £ 3| &t
Router # show ip ospf [process-id] summary-address 0
show ip ospf [process-id] traffic OSPF traffic S H 8 25 £ 3|8t}
show ip ospf [process-id] virtual-links OSPF virtual link &2 £ £ 3| 6tC}.
OSPF ZZ JIAE CHAl AlZ 5ted 3 EXEC mode HIAl CHE2l HEHE AIESHTH
H 8-22. Maintaining OSPF CLI
gdg0 &9
Router # clear i f -id _
Olf er. ¢ gar Ip ospf [process .I I {process OSPF process/counters/redistribution/traffic & X Al & StCt.
redistribution | counters | traffic}
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BGP

ol

HIP RLIHAE 2tRE

[El

= Z0lAM= E7500 series AIXI0A ALE Jts SEZS S0A BGP Ol

CHoH A D= 8FCH.

.

9.1. BGP IR

BGP = A2 CIE& &2| =02l (Autonomous System : AS) 2H0f| 2t RE BEE 1 282 &= ULTF of
= Z2EZ22 M RIP 2t OSPF ot= el & SOlQl LHUIAM S et<E 0l Otk S el 2tel etRE S
CIC]

= g etlt. E7500 SERIES A?I X0l A= BGP-4 £ X & ot UL

9.2. BGP&ZH

BGP 2 242 AN JI2+H(basic configuration)lt 1)=& (advanced configuration)2 & Lt+ 0

= = AUALLBGP EZ2E == MEot)| ?lolMe 4 UsSl &2 #dE JI2H2Z ot 0F et

v BGPIZ=ZEZ9 43}
v' BGP neighbor 2t 2E &3

9.1.1. BGPIZZEZQO 43l

o
T

oAM= RIP 2t OSPFOIAXE BGP 2 & =2 43t CHH I A& &
C

BGP =2 E == AtE5H|
Ol 0F &tCH 1 Sl St

my

R

1) BGP2ISE &4F 2529 &g
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router bgp <1-4294967295>

29 =Xt= AS EH E Jte2l2ICH AS S &= Autonomous System HHS Z BGP WIERITE 2
Stol fIoh AHEEI0, & 2F X0l 2ol 2 & L

k]

2) BGPUIE®IAE XIEotl BGP ct*E HIOISWH SZ&tC

| network A.B.C.D/M

BGP £ Soll 2 = UERIAE XI&E &t
9.1.2. Neighbor &%
BGP EP$%‘ ZEE WEot)| ?loil TCP &S 8&& & el 2B = peer i% nelghbor(OIo ul

I:H(iBGP Peer)2t CtE AS Off &8t HIOItH(eBGP PeenZ R E2ECH S AS fl 6t 1|OI|:H':8 ESES|

HE 0 AS 2= 8] HWR 98 Z2EZ(IGP, 2 RIP 22 OSPF )2 22 &0 &
ASH =0 Jell OHE AS Ol =8 UiolBiete SelH22 HE0l €8 T S28 M2 £l
A0{0F BT

Olci et bgp neighbor £ £ & 6| RloiA= US2 8= AHESHCH

neighbor ip-address remote-as number

Ol bgp € &3t AIJI1 Jl2Hel BGP 22 & 20| s&otH &L
M0l & 2= S0l €8ots &SSS 8oz d8e = UL

1) EHEY Jls

2) BGP Attribute & &
3) Routing policy #H&
4) J|Et JIs

0Ir

9.1.3. BGPEHE JI

BGP update £ S=41 ot= A2 0] H2 ZHE LA 2o 2B = JCH Olfs 2HE g4
0l = route filtering, path filtering, community filtering 0| QUCt. 0] 2 E Y2 S2s swE =0
Ciot SEstHERD L0 Tet HEs Yy S de46tH &0,

163
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solution
e —
Route Filtering
dREII SSotALL &M&ot= et RE HE2E Mg dl

21 ?loh, SEE UIOIHZ DAL 2= et:E &
OIE0l JIBtot0d BGP £ 2HIE & = ULL 01 ?IoH. Access-list It 20 S& UIOIHZ 2 &

= 5 £
S YOOIEN HEECH OIS <loi CtS2 BE = AFEEHC.

neighbor {ip-address|peer-group-name} distribute-list access-list-number {in|out}

150.10.0.0 160 10.0.0

}_%2.2.2.2 - 3 5

AS200
AS100

D]

i=§E§§g=i1&3.3.l

I

170.10.0.0
AS300

1. 8

¢ D8 0lAH RTB= UWIE® 3 160.10.0.0 S ¥&8ot I RTCZ 1 EE2E BHLL UL RTCIH Ol BE
S AS1002=2 &0t R#JIZ ot= &2, 00 22 HHOIEE EHE

g ?/ ol access-list & &
ol RTAZ2 HZW 0|XNS ESEHLE 0]202 RHAS AHEH L

/*== RTC --*/

!

router bgp 300

network 170.10.0.0

neighbor 3.3.3.3 remote-as 200

neighbor 2.2.2.2 remote-as 100

neighbor 2.2.2.2 distribute-list 1 out

!

access-1list 1 deny 160.10.0.0 0.0.255.255
access-list 1 permit 0.0.0.0 255.255.255.255

I-- filter out all routing updates about 160.10.x.x
|
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solution

Path Filtering

()
>

8tAl O =, BGP AS path information 0ff J|2t3H0] &
COs O82 HERA FEZ0AM, AS 200 0lA A=

kR
JU
[
18] A

HZ D=0 access-list
HOIEJIAS 10022
H, RTC 0l access-list& H2/&tS =2 M, 160.10.0.0 6l LS BEJF AS100 2= J}

OIS <Ioll CtS2 &= ALSEHC

o I
[l

=
o
_'_OE

ol
o 4 1

J
[o]]]

o M o
v
o +Ho

mo »¥ ox
o Mo n

rr
m |
+
30
F1

ip as—path access-list access—/ist—-number {permitldeny} as—regular—expression
neighbor {/jp—address| peer-group—name} filter-list access—flist—number {in|out}

AS400
150.10.0.0
160.10.0.0
AS100
AS200
2.2.2.1 3.3.3.1
170.10.0.0
AS300
Ct2e 742 9 1828 RTC It RTA 2 160.10.0.0 2/ SHI0IEE dt= R 2 path filtering 2 AL S
ot =8ote #4842 EW =LY,

/*=— RTC —--*/

!

router bgp 300

neighbor 3.3.3.3 remote-as 200
neighbor 2.2.2.2 remote-as 100
neighbor 2.2.2.2 filter-list 1 out
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!-- the 1 is the access list number below
!
ip as-path access-list 1 deny 7200$
ip as-path access-list 1 permit .*
|

Community Filtering

Community = ({4 2| destination= €& 182 community 2 St04, Ol community 0l routing

decision 2 & Z5}J| ol At & CH

150.10.0.0 160.10.0.0

}_%2.2.2.2

AS100

AS200

2-2-2-1% 3.3.3.1

I

170.10.0.0
AS300

ot =2

2l D80, RTC Ot Xt&l2] eBGP peer 2 RTB It El= etRESE UI0IE ot &&=, RTB Ol
community attribute £ & & ot= 00t CHS0ll Lt et JUCH 0IE <IoH ‘no-export’ community attribute Jt

At & L.

/*=—= RTB --%*/
router bgp 200

network 160.10.0.0

neighbor 3.3.3.1 remote-as 300

neighbor 3.3.3.1 send-community

neighbor 3.3.3.1 route-map setcommunity out

route-map setcommunity

166 E7500 Series User Guide




Swﬁclpm R

match ip address 1
set community no-export
access-list 1 permit 0.0.0.0 255.255.255.255

AT 2REQ HLRE 0128t attribute & RTC 2 2 LHI| ol neighbor send-community 2& S
Z0H0F StLt, E7500 series 0l A= 0l E &0l default enable &0 JUCH M 12 2E0M &
2 &= ‘neighbor 3.3.3.1 send-community @& = A K &< & Ct CrBE 0123 S disable Al21J] 2 oH
= ‘no neighbor 3.3.3.1 send-community’S & Al 3l OF StCF.

rr

0l

04

Ol Al 6t0 RTC Jt no-export attribute £ Jt&l update £ 2= &<, RTC
HIOIH Q! RTA 2 Yol Xl =L

CtE2l Wt A=, RTB 2t community attribute il 100, 200 2 F=JI5t=
200 2 RTC 2 2LHXID| &0l & =06t= community value 0l X =20 & =
e 2= IJI=2 community value £ 100 200 £ O Xl ot Al = C.

0=
—=

o

AH&rel el

A

d<E 20 =0 0l 8t 100,
0

|Ct. B+ additive & O Dt

/*-—= RTB --*/
!

router bgp 200

network 160.10.0.0

neighbor 3.3.3.1 remote-as 300

neighbor 3.3.3.1 route-map setcommunity out
!
route-map setcommunity

match ip address 2

set community 100 200 additive
|

access-list 2 permit 0.0.0.0 255.255.255.255

community list =, M2 CtE& community number 2| 2| AE S0 J|Bt5H0 attribute 2 M8 SHLE 2
B2 otE = GtJ| 2ol route map 2| match 20l ALESHAH &= 22| community £2| 152 X & &
Ct.

ip community-list community-list-number {permit|deny} community-number

Ol 2 Ct22l route-map 2 &2 & £ ULH.

!
route-map match-on-community

match community 10

!-- 10 is the community-1ist number
set weight 20

ip community-list 10 permit 200 300
I-- 200 300 is the community number

E7500 Series User Guide 167




Swﬂclpm P,

Ol route-map 2 A E3HH community value 0ff J18t3t04 metric 840l
Lt weight Ot 22 S3& IHHES Z2H8Y oML HEE == JCH &2 HolAM, RTB= RTCZ
community 100, 200 £ Jt& HOIOIESE B A /Y=, Bt RTC It 01 L0l JIEHSHA weight &)
9}\

£ NMEstLXt ot B st 22 P8 2 =

[ I V|
o
Q
o°
o
=1
D
8%
4
9
[m
=
2
9

/*== RTC —--*/
!
router bgp 300
neighbor 3.3.3.3 remote-as 200
neighbor 3.3.3.3 route-map check-community in
!
route-map check-community permit 10
match community 1
set weight 20
!
route-map check-community permit 20
match community 2 exact
set weight 10
!
route-map check-community permit 30
match community 3
!
ip community-list 1 permit 100
ip community-list 2 permit 200

ip community-list 3 permit internet
!

0l 4 0lA, community attribute £ 100 2 Jt&l StRE= 2|AE 10l DI X2 20|12 set & &0l
O ol Al weight 2t01 20 22 MIE = Ct. Community 8t 2 2 200 2tS Jt&X StREE= SIAE 20l OHXI &
O weight 8t 10 2 2 EICh 319 E exact = community 7t 200 2t2 JHXI 2 /O 0F E 2 20| 8tHCH.
OFXI2 community list = 11 212 YHI0IEJ drop & Xl == otJ| fol A2 S L HLESHH, OFXIJF

t
SN %= AS2 UZEEZ dop &I HEO0ICH IIKE internet 2 2= 2tREE0! internet
community 2| BIHSO01J| 20 2= ctRESS 2 0I8tC.

9.1.4. BGP Attribute &3
BGP 0l A&l = attribute S0ll= CtS8Y 22 XS0 UL

As-path attribute

Origin attribute

Nexthop attribute

Local Preference attribute
Metric attribute
Community attribute
Weight attribute

AV N N N
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As_path Attribute

AS100 AS200

170.10.0.0 }‘%

190.10.0.0

AS300 %

180.10.10.10

StLES| IR EDf ofLtel AS & XILHZ M, 0l AS o 50t olle 2HRESl SUI0IEN F=IHEICh.
AS_path attribute J = | ®IoH AILI2 AS HSE2| 2IAEE Dt
2|2ICh AS-SET 2 olLte 2tREJI AL 2 ASE2| d&S Jiel2ICh 2 J8E A WERA
190.10.0.0 2 AS200 0l /= RTB Ol 2Jolf & SEJFAS 300 2 XL [ RTC = AtalS
AS HS 3002 0| 2t EZQ| as-path 0ff I =2QICH 1M 190.10.0.0 2tREJI RTAN SZ Al RTA=
40 FOtE 2002 AS HS01 2000 3002 24 & 240ICH e RTA O LA 190.10.0.0 Of
T Y50 918 22 = (300, 200)0] ! Ch.

170.10.0.0 1t 180.10.0.0 0ff CHoH M & OF&HIHX] B RIF 8 & stlh. RTB = 170.10.0.0 0l &S €3dtJ| <

oi AS300 1t AS100 = XILtJHOF &L RTC = 190.10.0.0 0l =&6tJ] fIoi AS 200 & XILIOF 612,
170.10.0.0 0l &=&5tD| ?IoHAl= AS 100 = XILEOF &HCH

rr
2 o
=
10
o
10
m
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Origin Attribute

Old2 A EE2 I3 S &2 ot attribute OICH 01220l = 3 JHAI g8L0I RUCH.

v"IGP: NLRI(Network Layer Reachability Information)Jt &4 ASS| L0 ULt O|H2
S bgp network S S AE0HLE IGP 20t BGPZ redistribute 2 0l oH& ol 2, O i
A BB origin2 IGPIt & 10, BGP HIOIS 0l “i” & LIEFCH.

v EGP:NLRI= BGPE Sall S5E Lt 01242 BGP HIOIS 0 “e”2 EAIECH

v INCOMPLETE: NLRI J} unknownO|HLI DJIEtS] g o2 HSECH 2&E static routeE
BGP 2 redistribute & [ OICt. 0124 & BGP HIOIS 0| “?”2 ZE A= LY.

AS100

150.10.30.1 150.10.30.3

150.10.0.0 }_@ %_{ 190.10.50.1
170.10.201  1BGP

170.10.20.2
AS300
170.10.0.0

/*=— RTA —--*/

!
router bgp 100

network 150.10.0.0

redistribute static

neighbor 150.10.30.3 remote-as 100

neighbor 170.10.20.2 remote-as 300

!

ip route 190.10.0.0/24 null

!

/*-— RTB --*/

!

router bgp 100

network 190.10.50.0

neighbor 150.10.30.1 remote-as 100

|
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/*== RTE --%*/

!

router bgp 300

network 170.10.0.0

neighbor 170.10.20.1 remote-as 100

? o 2HMA,
e RTA= 170.10.0.001 300i € Sl =& =Lt
(01202 C+22| AS THA I} 300012 0 2t E 2 origin0l IGP S 2/ 0] 8+C})
e RTA= 190.10.50.001l i € Soll &=L
(OIH2 OS2 AS IHA D 10001 22 0] 2R EQ originOl IGPY £ 20| 8tCt.)
e RTE= 150.10.0.001 100i E Sdll ===},
(01212 C+=22 AS T§ A} 10001 2 0l 22 E 2] origin0l IGPL S 2| 0I8HCE)
e RTE= 190.10.0.001 100? E Soll ===/ Lt.
(0132 CH322 AS THA D1 10001 22 Ol 2t E2] origin0Ol incomplete = 2| 0| &tCt.)
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BGP Nexthop Attribute

nexthop attribute 2 SE& =& X0l =&0ot)| ?Iol AF=EE nexthop IP address £ Jtcl2!Ct. EBGP 2
22, 0| nexthop =2 AXML UOIH HEHA XIES HOIBS IP =A0ICH G2 8 WH A, RTC=
RTA £ 170.10.0.02 8822 MYA YAE S22 170.10.20.22 212, RTA= RTC & 150.10.0.0
= dGA YAE 52 170.10.20.1 2 2L} IBGP &%, EBGP Jt 8Edl= WA E E2 IBGP 0l A
= U2 MED0oF U Z2820 #EEAH UCH O #E2 22 216tKHW, RTA = 170.10.0.0 2
AH&el IBGP peer ol RTB & MEAl YAE E2 170.10.20.2 & 2HCt et RTB 2 &2,

170.10.0.0 0l =E&5tJ| ?Igt A E &2 150.10.30.1 0] Okl 170.10.20.2 Ol Ct.

flo rio

Ol= ?lolf RTB= IGP € Sali 170.10.20.2 0l =& & == JU=S £XIJt Fol MOF ettt JE X W
RTB = 170.10.0.0 22 &ol= W2 == HelH =

AS100
150.10.30.1 150.10.30.3
150.10.0.0 190.10.50.1
IBGP
170.10.20.1
170.10.20.2
AS300
170.10.0.0

,’—/

/*-— RTA --*/

!

router bgp 100

network 150.10.0.0

neighbor 170.10.20.2 remote-as 300

neighbor 150.10.30.3 remote-as 100
|

/*-— RTB --*/
!
router bgp 100

neighbor 150.10.30.1 remote-as 100
|
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/*== RTC --%/

!

router bgp 300
network 170.10.0.0

neighbor 170.10.20.1 remote-as 100
!

® RTC= RTAZ 170.10.0.02 M EAl YIAE 0] 170.10.20.20t = L}
® RTAJIRTBZ 170.10.0.02 8 g Al YA E E0| 170.10.20.20t & Ct.

LEIMAA WERAT NBMA UM E SE8 =2

It 2FE=d TS0l 8 H St

BGP Nexthop (Multiple access networks)

AS100

150.10.30.1 150.10.30.3
150.10.0.0
170.10.20.1

170.10.20.2 170.10.20.3

AS300

180.20.0.0

RTC = RTA % EBGP
Ct. RTC Jt 180.20.0.0
@l 170.10.20.2 Jt Ot
170.10.20.3 S AtE8LE. O0l= RTA, RTC, RTD DP_J 200 & EI A A 20l RTA Jt 180.20.0.0 0l &=

otJ| ?Iol RTCE AXl= HE S HXIJ| 20 RTD E HIZ YWAE S22 AIE6t= X0l O gel
j—“.OIDI (= Ol Ct.

so O
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2t RTA, RTC, RTD 0l ZS 21 DICIOOF Z2EIHM AT OfLI2t. NBMA QI B2 = U= S&et &40
R,

BGP Nexthop (NBMA)

AS100

150.10.30.1 150.10.30.3 }r‘{‘ )
150.10.0.0 :
170.10.20.1

Frame Relay Network

170.10.20
AS400

170.10.20.2 180.20.0.0

&

AS300

A UM ES0l 2= DICIHIE Frame Relay 22 NBMA E’:OIEPE‘ Aol HR 22 #H=S of
H =0 & RTC = RTAZ 180.20.0.0 2 B E &Y A YAE S22 170.10.20.3 2 AIS&HC.
SHeE RTAJIRTD 2 ZEEOI PYC E 2D UK LOLA, HAE S0l £ 4 s HAR0IC}.
0l 32 282 &alIiatA SCH 0] A==2 <ol next—hop—self HHO| DOF ZACH

Next-hop-self

next-hop-self & S22 XNE
ECZ AEE == AN HELH. 0l ggq?_g Ct=ut 2C

gol et a2 39, U3 2822 2ME HZE &= UL

/*-- RTC --%/
!

router bgp 300
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neighbor 170.10.20.1 remote-as 100

neighbor 170.10.20.1 next-hop-self
|

RTC = 180.20.0.0 £ nextHop =170.10.20.2 £ & &&tLY.

Local Preference Attribute

Local preference = S8 U ER 0 SEot)| 2ol oL ASE WHHAHLIDI=0 0™ INASE 85 X
E ASHH 2HAECH O =2 8t2 XY local preference € Jt&l IHADF &S EICH CIZ2E 32
100 OIC}. 22 2IRH Y 25 = weight attribute 2t &2, local preference = S AS LW A=

St REE 2tHl w&tE = attribute O CF
local preference = bgp default local-preference <value> Z&0|LI 2tRE W2 Soll ME & =0, Ct
S0 2 ME 2EHEL0.

bgp default local-preference @& 2 S AS Wel U0 2IRHZ LJl= YHO0IE AlQ local
Ct. OtcH Ol DU M, AS256 2 MZ CHE 2J12 AS 22 H 170.10.0.0

_,_

preference gt= 25 Ht&

Ol CHe YHOIEE 2=Lt. local preference = 2 WER AW S E6t)| o AS256 = tHh A Lot
E g2 ZHoled =32 =0 J20lA RTD I 855 & &3 & (exit point) Ol2t] JIEE M,

ChS2e A2 AS3000M 2= LOIOIE0 U local preference gt= 200 2 2 A& 6t AS100 0l
M 2= U0lIE= 150 22 M & &t

170.10.0.0
AS100 AS300
1.1.1.1
local pref 150 local pref 200

%128.213.11.1 128.213.11.2%
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/*-— RTC --%/

!

router bgp 256

bgp default local-preference 150
neighbor 1.1.1.1 remote-as 100

neighbor 128.213.11.2 remote-as 256
!

/*== RTD --*/

!

router bgp 256

bgp default local-preference 200
neighbor 3.3.3.4 remote-as 300

neighbor 128.213.11.1 remote-as 256
|

2 FHUM RTC=E 2 HUO0IEQ local preference € 150 22 MIE oI, RTD = 2 HUI0IE
9| local preference € 200 2 &2 A€ &tCt. local preference = AS256 LHOIA wWatED| =2

¢t RTD = UIE®3 170.10.0.0 E£Jt AS100 ZCt= AS300 Ol A = 820t =2 local
preference & 2=CH10 QIAIGHA EICH J2HA 170.10.0.0 22 XI&EE AS256 LHSl 2E Ecim2
RTD £ 2 LH&IC,

Olet= Eel 2HRE WE MESIH H RS2 854S M3 == ULH 2 6o, RTD ot =415t= 2
£ Y O0IE & local preference 200 22 MEEICH 01242 BIEAGHA 22 & UL O A 0IAM
20Ale A S HUO0IE= S3 local preference  ME & 2RI AS [ 2HRE HS AIS
StCt.

/*== RTD —--*/

!
router bgp 256

neighbor 3.3.3.4 remote-as 300
neighbor 3.3.3.4 route-map setlocalin in
neighbor 128.213.11.1 remote-as 256
!

ip as-path access-list 7 permit ~300$
!

route-map setlocalin permit 10

match as-path 7

set local-preference 200

!

route-map setlocalin permit 20

set local-preference 150
|

0l 242 Sall, AS300 Al 2= S U0l E= local preference 200 22 N8 &1, AS34 22H 2=
CtE B HIO0IE=2 local preference 150 2 2 NI & &l C.
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Metric Attribute

metric attribute = Multi_exit_discriminator(MED)Z &= 22 XI=0l, & AS 2 &ol= A0 Ois &
SHEEE 22 UOIH M3&HCH S8 ASZ2| MAAO| Ct== EMAI, D AS U2 etRE=Z &Yt
Jl 2ol 0™ XIS AeHg X0l CHoll Et AS Ol S &2 = == U= ST H-HOICH O K2 s X

d20t 8=

Ol HE=H st

JFAS Ol =0 2= U
t SZ &

ro

otLtel AS 2 ML T XIBH 11
, 1 HESH gt2 1 AS
2 Al, Ol HIE= gt2 0
42, < AS &0 A= ulol

UIOIHEZRH 2 HE

local preference 2t £ 2l, metric 2 AS = 2t0l W &tE
ASE UKz 2=t ST HE gt Y &

LHOIA S B2 SAE0 AAEECH s
CZ MEZINH dEEC OSE gt
HEZRH & 20 CHoHACH HIES gt2 HIWSCH A&
22 dHluotI| foH A= “bgp always-compare-med” ct= S

MED y
AS100 %
<
MED 50

2.2.2.2
MED 200
MED 120
2.2.2.1 .
% 1111 1.1.1.2
AS300
180.10.0.0

S 0lA, AS100 2 3012l M2 CIE 2t H RTC, RTD, RTB € Soi A 180.10.0.0 2 HERZA &
230 ACH RTC 2 RTD = AS300 0l 1), RTB = AS400 Oll Lt

RTCZ2RH 2= HES 32 12022 N80t RTD 22H 2= HE g2 200 22 RTB 22 H
Q= HEY 425022 A8 &0 A= 222 )HEGHAL LZ2EZ, etRE= 52 AS 0l = U0l
HEZ2FH 2= HESBHES Hlwetlt M RTA= RTC 2 RTD 28H 2= HES S HIWE

_|

mks

e}
=
=
Q=]
-

= AUHAM RTCE HIAE WAE S22 HEAECE QLIGHEH 120 01 200 ECH &I I 20ICH RTA It
RTBZFEH HE= 50 = Ilt HFEE 4 AL RTAE 01242 120 2t HIWE == SICH ALISHH RTC
2% RTB= M2 CHE AS Ol AJ| M EO0ICHRTA = CHE attribute S0l J18t5H0 B & A EH S StCL).

RTADI Ol HIEE S Ul W& £ UAD| M= RTA O bgp always-compare-med H&ES FI}&tC}

OtehOil O &0l LH2ULCH
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solution

) N —

/*—— RTA --%*/

!

router bgp 100

neighbor 2.2.2.1 remote-as 300
neighbor 3.3.3.
neighbor 4.4.4.3 remote-as 400
!

/*== RTB --%/
!

remote-as 300

w

router bgp 400

neighbor 4.4.4.4 remote-as 100

neighbor 4.4.4.4 route-map setmetricout out
!

route-map setmetricout permit 10

set metric 50
i

/*== RTC —--*/

!

router bgp 300

neighbor 2.2.2.2 remote-as 100

neighbor 2.2.2.2 route-map setmetricout out
neighbor 1.1.1.2 remote-as 300

!

route-map setmetricout permit 10

set metric 120
|

/*== RTD —--*/

!

router bgp 300

neighbor 3.3.3.2 remote-as 100

neighbor 3.3.3.2 route-map setmetricout out
neighbor 1.1.1.1 remote-as 300

!

route-map setmetricout permit 10

set metric 200
|

? FH0lM, RTAE RTCE YAE S22 AEEHL (OHE 2= attribute S01 S 6HCHD JHEAL.

RTB Ot HIEE Hlwol 2D ?lofd= RTASE St 20| +48HCH

/*== RTA --%*/

!

router bgp 100

bgp always-compare-med
neighbor 2.2.21 remote-as 300
neighbor 3.3.3.3 remote-as 300
neighbor 4.4.4.3 remote-as 400
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0] 29 RTA = 180.10.0.0 0l =&otJ| /st =& YWAE SO2Z RTB E & EHSHLY.
default-metric number 2 £ AI23l0 BGP 2 2t EE redistribute otH A HIE giS NEE &
T UCH & WU A RTB It AEHE! A Y E redistribute 8tCH D JIEE 29 A2 CtS 1 2L

/*-— RTB —--*/
!
router bgp 400
redistribute static
default-metric 50
!
ip route 180.10.0.0 255.255.0.0 null O
|

!I-- Causes RTB to send out 180.10.0.0 with a metric of 50

Community Attribute

community attribute = 0 Ol M 4,294,967,200 Nt X2 g2 2= optional, transitive attribute Ol Ct.
community attribute = ({24 Ji2l SEXEZ2 S& community 2 1 S3ot= 2 old, Ol#H & &t
2 HFLEIO 228 2 H(accept, prefer, redistribute )2 & & JtsotAH L.
community attribute £ HI8GtJ| 2ol 2tRE WS AISE = ULt 2HRE T ME S

=2 *=0h

ro

Ct

00

9l

set community community-number [additive]

Z OHel Olel HolE & L& HKRLIEIZS(community-number)Z = CtS0[| QUL

e no-export (Do not advertise to EBGP peers)
e no-advertise (Do not advertise this route to any peer)
e internet (Advertise this route to the internet community, any router belongs to it)

HRUEIJINEE = ctRE B M2 C301 AL

route-map communitymap
match ip address 1

set community no-advertise

cc

4

rr

route-map setcommunity
match as-path 1

set community 200 additive

Bt additive IR EJH ME EHX @2 B, 200 01 JI&0H E&Mot= ARLIEI &= ASHC
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Additive I|RIEE AIEdl= &<, 2000] JI1& HR
attribute MIOGPE, 0] attribute = Cl

EolloF 80l =Lt

LIEIOI =Jt= T

=
ZEZ U0z &L AlAZR S

Al community
FR= Use EES M

neighbor {ip-address|peer-group-name} send-community

/*== RTA --*/

!

router bgp 100

neighbor 3.3.3.3 remote-as 300
neighbor 3.3.3.3 send-community

neighbor 3.3.3.3 route-map setcommunity out
!

AN HdHE2IHE neighbor send-community It CIZEZ &4
community 2d 2 2R Xl &Lt

Weight Attribute

g ctegoe A £33

ctE O 2

43t &0 A ‘neighbor 3.3.3.3 send-

ML 5, Ot o0l A= gt011] TUHE ctPHZ X &
=Ch 0l 8t2 00l Al 65535 Bl gt= JHAIM, AHAl0l H-e 220 oAM= CIZEZ 32768 = &
gttt e 322 08ts Z =0

s X2 U2 etRE

175.10.0.0

AS100 —T1

170.10.0.0 }—% @
AS400

Weight 200

? D0 AM, RTA= WEH 3 175.10.0.0 0ff CHEH
Ct.RTB £&t UIE® 2 175.10.0.0 0l CHet B2 E

Ui
(7]
S
2
x

It EMA O =& weight 2t = A 2R ED
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=

RTC = WIER 3 175.10.0.0 0l £Eot= 2 JtA 228 21 e B2 JHoFrg NIE A E4a0F &
Ch. Bt RTCOIA, RTAZRH 2= Z20 RTBUHA 2= E2 2L U =2 weight &t =%, RTC
= UES 3R 175.10.0.0 0l £E5tD| et HHAE EC2 RTAE MESIESE & == ULH 0122 A
X LHE Ol EB6tH =& = AL

Using the neighbor command: neighbor {ip-address|peer-group} weight weight.

Using AS path access-lists: ip as-path access-list access-list-number {permit|deny} as-

regular-expression neighbor ip-address filter-list access-list-number weight weight.

e Using route-maps.

S SHXNZC L B2 EMAlL, H =2 weight 2t 2 I8l 2201 S ECH 22 MMM RTA
EUAE E2Z WEIGH)| RIEt RS 3IHA LHE 0|0t 2ASHT

neighbor weight @& 0 AIE

/*== RTC --%*/
!

router bgp 300

neighbor 1.1.1.1
neighbor 1.1.1.1

neighbor 2.2.2.2
neighbor 2.2.2.2

I'-- route to 175.

!I-- route to 175.

remote-as 100

weight 200

10.0.0 from RTA has 200 weight
remote-as 200

weight 100

10.0.0 from RTB will have 100 weight

IP as-path 2} filter-list AFE

/*== RTC --%*/
!

router bgp 300

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 filter-list 5 weight 200
neighbor 2.2.2.2 remote-as 200

neighbor 2.2.2.2 filter-list 6 weight 100
!

ip as-path access-list 5 permit ~100$

!'-- this only permits path 100

ip as-path access-list 6 permit ~200$

TE Y A
/*-= RTC --%*/
!

router bgp 300
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neighbor 1.1.1.1 remote-as 100
neighbor 1.1.1.1 route-map setweightin in
neighbor 2.2.2.2 remote-as 200
neighbor 2.2.2.2 route-map setweightin in

|
ip as-path access-list 5 permit ~100$
!
route-map setweightin permit 10

match as-path 5

set weight 200

!'-- anything that applies to access-list 5,
weight 200

!
route-map setweightin permit 20

set weight 100

!-- anything else would have weight 100
|

such as packets from AS100, have

B

— o

9.1.5. Routing Policy

rr o

0 E1 St routing policy ot ¢
S6tH M2 0l *=

2 =M
BGP 2t E It MES &2 policy Off 2= HES
Mze 220 =
25t ol 2+ e

o]

2 ME2 2

E‘iE_l_

outbound reset

HBE 80t=
Xl &0l /I X & BGP 2t E 2F WIoIH
2™ inbound reset € 0|25l 2tRE BB E
&0l UL,

ettt M22 Z20 =01 M2

ctRH 2
24 Al St

oted™, inbound reset 2 E &t =F=
2 HEEH

[

~
(==

< Jt route refresh capability Jls2 X &
%= QUL 0] Ol=¢&t 2tHE M

(=] = =1
=R=N=

v oo2elXe FIHEE sA0 2 Ut
v cotRE ZE BHZN HE FIO1Y tl2el AHE0] 8Lt
Ul Ol 2t E Dt route refresh capability J| |ASt=Al &0l 3tHH Ch32 Y S ArEEHCH
neighbor capability route-refresh
0l &2 MESHH, UI0IH 2t E 0l route refresh capability JlsS 22i=10 UIOIH 2tLEZ 0] |
s2 KN&ddte 22, “ Received route refresh capability from peer” Ol Al XIJt & & C}.
0t @ = BGP 2t E{ I} route refresh capability J|s2 XI&stCHH, AFE X = soft reset 2 0l &0t
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=
[ i W—
g 3E2E AN ESg U= 0 ERUS2 E

22| XD HAE eRE HHS x| AElE 27 A0l = route refresh capability )| s2 AFZ StCt. 0|
JISS A8 2240 HAE =S oLt AHISHA Z0tE S0,

nio
>
FY
ol
>
b
rr
0z
as

route refresh capability 71 s [ 2] & 20l = neighbor soft-reconfiguration 2 & £
MESIH JIE0 =10 ¢H 2tRE HEE AHooF StCH J2iLE 01212 WIEK AN 2HIDF &g

= A= &K AL Z Jts8t AFE6HA @= 2401 EC

BGP 2 E TAEGIA 210 ME2 dEE MY0tHH 2RE FEE dEFOZ XeloHAl &£
BGP LIERIDAZ S0H2= 2= E2E MEoHO0F &Lt 0 &2 NEZ2l FotE 0 AlI21J1 IHE 0
Jtsst ArEotAl &= 20l ECH DLt HEE F2E H3otse XS HIRelE RASHA E=Ch
BGP 2IRHI MZ22 HEE HE2E MYoIH HMAECZ U0 etRES0I HEE FEE 20l
Ol Al & Ct.
& & = routing policy £ 0| 25104 BGP & & 2 Hi32J| <l &t te CHS ot 20

1) BGPCIRHE MAEH &t &, UHIOIH 2RHI BU2 2E 28 MEGIES &FSHCH 0] Al

HA2H BGP 2URHUH SHL= LE FE= MNEET

| neighbor ip-address soft-reconfiguration inbound ‘

2) ME=E 22 0180t MEH B8 22 HIOIS0 S=etlh

‘ clear ip bgp [* | AS | address] soft in ‘

u

Ol21 bgp UIOIH ctSHE Soll 2t*E ZEJt MU HE HAJA=X &5t H s <

|
t&SHCt.

F

4

(=}

0

o 4o
no om

&
A

o

i

‘ show ip bgp neighbors ip-address [advertised-routes|received-routes|routes]

9.1.6. BGP Peer Groups

S et HUIOIE policy )t HE&H = BGP UIOIH =2 115= 2l0I8tC SU0IE 2Z2lAMle =2
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S E Y, distribute-list, filter-list Ol 2/oif HE & Ch 2t2f2l 2= UIOIHO S8t SclAIE 2ot U
A10ll, Peer group name S E2I6t04 1 II101 S0l Olist SclAISS HE 8T

I 282 MHES 1 Ul &2 configuration option L5 E HSSEHCH BHE2 L8 &3 &
diolE ols

ol get= OIXIX e sE012E ME22 SESS 826t
AL
e

= QO U inbound £ 08 S8 ES 220l &

ot

oo 82 H2E <ol T30l AFS = L.

neighbor peer-group-name peer-group

BGP backdoor

\

150.10.0.0 AS100

1GP 160.10.0.0
2.2.2.2

2.2.2.1

3.8.3.1

170.10.0.0 AS300

e O UHA RTAQ RTC=EBGP 2 HZE N /LD, RTB 2 RTC 2tH & EBGP HZ0| & O JULH.
RTA 2t RTB = IGP Z2 £E2(0SPF, RIP )2 =2l ULt EBGP &40l E= IGP distance gt £ Ct
&2 20 9| distance gt2 Z=Ch 12 RIP 2= L2 E distance gt0] 120 0| 12, OSPF = 110 2

gt = =0

]
rr

A

RTA= & 2 tRE Z2ES

S =0l 160.10.0.0 0l CHet HOIOIE HEBE £=4ISHLE 0] & 6L
distance gt 20 2 2= EBGP, Ct £ &tLt= distance g{0| 20 2Ct 2 g2 %

|
GP E 20|t

rr o

CIZEZ,BGP = U432 distance gt= = XI2t THS 2| distance command 0ff 2/off 3 E &= UL

distance bgp external-distance internal-distance local-distance
external-distance:20
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internal-distance:200
local-distance:200

RTA= O 22 distance &S X! RTC € Solf &2 EBGP &UI0IE E2E AEEL Y RTA It
160.10.0.0 0l CHet EE2E RTB E Sali(F, IGP £ Saolf) 2J|1E J&tUH, F A eSS FHE = U

Ct.

v EBGPZ| external distance 8t 0lLI IGP2| external distance gt Ht2CH(HIE X GHA #£2)
v' BGP backdoor At&

OIX & BGP backdoor = IGP 2t EE &3 ctREZ =0 =Ch 0|2 ?loll G52 SE= AEst
Ct.

network address backdoor

NEEEsE =4 22 IGP E Solf =4lot Xkt ot UWERZAD =400 BGP 2l B2, 0l UERdE
(]

BGP SUIOIENA HEEX =l S HotH 222 & UERIANME FsE 0

/*== RTA —--*/

!

router ospf

!

router bgp 100

neighbor 2.2.2.1 remote-as 300
network 160.10.0.0 backdoor

HE®3160.10.00 2 2Z HELZZ FHISIXLH BES2 HERID ANELIHE MLEX = L=CH
RTA = distance gt 110 2 Jt&l OSPF € S0of RTB 2% & 160.10.0.0 0l EHQ 2 E FHSsth. 2l
1) SAl0 distance &t 20 = Xl EBGP € Soll RTC 2R HE FSEL. ES2 EBGP D
8t backdoor H& [H=0ll OSPF E =20t A&

9.1.7. BGP Multipath

BGP Multipath = S8t SX X0l oA 0l BGP B2 E 2t= 242 dstl). 0| ZE2=2 Load
Sharing & /ol Al best path 2t & ¢t & HIOIS 0l £ 8 = Lt. BGP Multipath = best path £ & & ol
=0 g2 =X 2L=C0h 0E SUHA, 2t = Multi-Path S0l A StLEE best path 2 M X & &HCF.
Jel1 7 best path £ neighbors 0l Hl advertise 8t Ct.

4

L]

Multipathel 20t &|J| fIoHA, S et SH X
S ol OF &Lk

Weight

Local preference

AS-PATH length

2= pathE 2 best path®t CHS 2 =24 =0
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Origin
MED

One of these:
Neighboring AS or sub—AS (before the addition of the eiBGP Multipath feature)
AS-PATH (after the addition of the eiBGP Multipath feature)

2 2 BGP Multipath S& &2 multipath E 20l FIt& Q1 @ AAEH0| QUL
Ct=2 & eBGP multipath0fl CHer F=I+E 1 @ 1 AFEHOI LY.

v 71 &8 2 = external or confederation-external neighborZ £ £ tH I Of &tC}.
4 BGP nexthopOil CH 8t IGP metric2 best pathll IGP metriclt = & oHf OF StL}.
CtE 2 iBGP multipathOfl CHst F=IJt& el @ T2 AHE 0| Ct.
4 -1 3 Z = internal neighbor£ 2 & 8 OF StCt.
v BGP nexthop0il CH St IGP metric2 best path2| IGP metrict = & 6l OF StCt.
A\
\

AS200

&

100.10.0.0/24

22 O A RTA= UIESR 3 100.1.1.0/24 E RTB, RTC, RTD 2 2H & & Ct 2tRBH=C
2 multipath 71 0| disable & 0 QI Ct. (h2tA multipath 7SS AIE5HD| |IoHA G282 HEHE At
2 5tCt.

maximum-path [ibgp] number

Multipath 7| s & AMEZ01J| ®Iol RTAWM Ct21 20| 882 sttt
/*—— RTA --*/
!
router bgp 100
maximum-paths ibgp 3
neighbor 10.1.1.1 remote-as 200 /* RTB */
neighbor 20.1.1.1 remote-as 200 /* RTC */
neighbor 30.1.1.1 remote-as 200 /* RTD */
|
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9.1.8. BGP graceful-restart

S, 0™ 2tE2 BGP I} restart $2 [, 21 BGP 2t A& & 2= BGP Peer 2 session 0| down

LCHIE CHAl up &l = 242 2 XIStCE. 01248t “down/up” “routing flap”S =2l ot 12, BGP route 2| TH

&2 OFDIAIZICH E & “routing flaps™2 2 A& 2 2 forwarding black hole 1t forwarding loop 2 &
2

MAIZ = QACEH Ol S22 2ok, Xl HERZL &0l SERQ &S NIXIA &L
BGP graceful restart = BGP restart 0ff 21 M O |&le S X JSE#ES 2L AMI= N ANE =S
= HIAHLIZO0IC Ol HiHLIZE BGP Jt restart 6t = =02+, BGP speaker Jt forwarding state £ £&

NI == &Lt

Restart
RTA RTB

¢ 182 RTB JI BGP restart £ o112 RTA Jt BGP graceful-restart € X2lot&=S StCt. BGP

graceful-restart = default 2 disable &I 1 QUCt. [HetM 0l JISS AE6HI| Rl TO32 EEUHE
& Joli0F etCt. stalepath-time = Local BGP J} restarting Peer 0fl CHi o, stale-path € hole 6t U=
Z O AI2OICt. stalepath-time Ol Z A= Al2H S ¢t restarting Peer Jt route € update GHXl 22 ™
stale path = X< & L.
| bgp graceful-restart [stalepath-time seconds]
BGP graceful-restart )| s2 AtE5t)] ®IoH RTAUWA CtS 10 20| &8 2 Sttt
/*-— RTA --%/
!
router bgp 100
bgp graceful-restart stalepath-time 200
neighbor 10.1.1.1 remote-as 200 /* RTB */
!
187
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9.1.9. BGP default-metric

default metric2 incompatible metrict & MEH &= tRES2 SHE & ot |l ME&T
0l gt2 MED(Multi Exit Discriminator) 2 £ M best path selection 2 A &tot=0 S &2 =Ch MED=
Local ASOll A 8t X 2| &l = non-transitive gt O|C}. (2t A External ASOll= 0| g0 M X & =CF.
G220 JIs0l &8 DA LU= M, JI2H 2l metric &&= LIEHHLCY.

e THEHHE IGP 2t E 2| metric 2 interior BGP metric 2 S 2otH & & =IC}.

e  J=HH= connected 2} static 2t RES| metric2 022 A H =},

e 2l 0l JIs0l EHTAS [ MEUHE connected 2tRLEL2 metric2 022 A A& L.

ISPS
=o

0l JIsE AtEot)| flol A LhE2l EE0i

i

HOF

]

Ct.

At
ol

| default-metric number

9.1.10. BGP redistribute-internal

0

OSPF, RIP2H 22 IGPOI A redistribute bgp It &8 U= R IBGPZ ?:*8 oute J} £ 2 IGP2!
OSPFLt RIPO|l redistribute O &/ 01 loop O] 2 & 4= JUH EIC. 0|4 &t 2 XIGHD] <ol default
2 redistribute bgp Jt &8 & AN & iBGP route2 redistributeS StHAl & Ct.

2 & S Z iBGP routel} redistribute &/ J|E Kot AL 0l HE O E At

2

2 0
H ol
0z

)
=
= 5t
=

Ct.

.

00
o

A

bgp redistribute-internal

9.1.11. BGP Password encryption

neighbor0fl passwordE Xl &Gt, TCP H& 0l (Het oIS JISE AHSE == UL
PasswordJ} & X 5HH, neighbor AFOI 0l TCP session0| HZ Tl 10 HIAIXl S&I2 ot H = L.

neighbor ip-address password KEY
neighbor ip-address password 0 KEY
neighbor ip-address password 7 KEY

neighbor2| password= encryption)tsotH, S st M0l & & & password? level2 00|11, &5 &
ol 72 H& €L

Ch AFEXDF 2S5 M0l passwordE level 72 8 & & &&= i
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9.1.12. BGP disable-adj-out

E7500 SERIESEZ JI2& 22 o
Ol 918t HMOIC 2Het 0] JIS

OF 8tCt.

ound tablesS S AIoHAl Z=LCF 0|22 HE22l2 overheadE 0
Ooled
= M

out b |
£ ME0lAl 27| 26l A= Config ModeOll A THS 2l HHUWE ol

no bgp disable-adj-out

Notice Out bound table 2 R XIGHAl 22 [, “show ip bgp neighbors ip-address
}, 3

advertised-routes” 2 He= AFEE &= SICH

9.1.13. Use of set as-path prepend Command

H© & =0l A= BGP decision processE L &GH)| o A2 E2E ZHoHOFS It UCH 012
o

)
Flofl cHSE B SH AEHE HE2 S 20

‘ set as-path prepend <As-path#><As-path#>

9.3. Route Flap Dampening

route dampening 2 ct2LE EHZ N HIER A A9 QAIY0I&EN 2ol OIEeE 28 S E 245
St At ob= BIALISOICH Ol E <o SREGH S&6t= etSESS E2ot= |20 D 2
e ot 2HRE= 2 SY0ICH IHEEl H(CIEE 1000)2 L =Lt Ol H =S WEEl gtol 0lel
H 2| & “suppress-limit” gt 2™, 0| 2R ES ME2 SXICH 0l HEEl g2 0121 2 E “half-
time”0ll SEotH A 24 =0, 5 =0ICH Zera 24 EC0 248 IHEEl g0l 0lel e

ol , 5 &
“reuse-limit” gt 0|50l & &£5tH, 0| ARE= ChAl 8E &L

IBGP € Edll 55 28 AUSREZS2 dampening &I Xl S22 S2loll0F &Ct. 12l dampening &
2= IHEEl 80l “reuse-limit” gt gt 0I5tJt = MM KI= HZoH A 2t<SEO SXIOHEC

= J|0ll route dampening 2 CIZ2EZ @ AEHO0ICH Ch2 2l B A S0l route dampening 2 L& o=

AEECE,

e bgp dampening (will turn on dampening)
no bgp dampening (will turn off dampening)
bgp dampening <half-life-time> (will change the half-life-time)

SA0 2= WH0IEHE S Bt = &2,

e bgp dampening <half-life-time> <reuse> <suppress> <maximum-suppress-time>
e <half-life-time> (range is 1-45 min, current default is 15 min)
e <reuse-value> (range is 1-20000, default is 750)
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<suppress-value> (range is 1-20000, default is 2000)
]
is 4 times half-life-time)

<max-suppress-time> (maximum duration a route can be suppressed, range is 1-255, default

CHS 2 route dampening Ol A5 = 02 &H2I6HRA L.
H 9-1. route dampening Hl AISE= 20
s LHE
, ol & route 0l CHS! best path & 2t 10 U KX= LKA HES| WY 2t
History state _ -
E Q0 CHE 2= &M ot= ALEH
Damp state IHZEl 20l SHAHIXIE =1 &t &EilZ UIOIHMH B2 HL0| etEICh.
ctRE EHT0| &AM Al OICH O] 2IREN 2UtE = B2 CIEE 30
Penalty 1000 OICt. O === SH &), SHHXI(suppress limit) b = 0t & AFEH
It ‘history’ Ol Al ‘damp’ &tEi 2 H &HCH
Suppress limit route Ol 2t&l= IHEEl gtel stAHIXIZ ClZE 2000 O Ct
o route Ol £ E T ZEl 2 half-life-time 0l &8 & AIZ2HCIZE 15 2)
Half-life-time
Ol XILtH Bto2 Z==0, 01248t 24 = 5 =0iCH ol &I Ct.
EcHE0 P HEEl 80l 20 SUHA Ol g2 2LEH D H RE3
o 2 A2 = =FE0 Y HREJ TAI BGP HIOIEW =S50 &Y
Reuse-limit _
SHACLCEE 27500112, 822 253 diMdt= EXte= 10 =
OtCh =S &I Ch
_ . | AREJ RESE = U= 2 AIZH0I 1, J12 gt2 half-lif-time 2| 4
Maximum suppress limit HIOI CH

190
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10

IGMP Snooping

= &0l A= IGMP Snooping & & 0fl CHoll & & StCt.

10.1. IGMP Snooping I

HI A © 2 Multicast Traffic 2 Unknown MAC address LI Broadcast Frame @ & X 2l & 0 VLAN
interface 0fl =8t 2= Member interface 2 flooding & Ct.

IGMP Snooping € VLAN interface L§ 2| 2 & Member interface & Multicast Traffic £ Forwarding Gt
Xl 811, Multicast Traffic 2 Forwarding & Member interface =2 dynamic 5t H FEIHAHESCZMN
Network 2| Bandwidth & SE&H 22 AIEE = A5 i &Lt IGMP Snooping & & Z06tH IGMP
Host 2t Multicast Router 2t2| IGMP 0l Al X

= 2 snooping 3t 1, Multicast Group 3t VLAN interface 2|
% Member interface I X|0fl TSt 32 E 2O

Ct.

E

IGMP Snooping 2| Z X0l CHol A 2tskol & Hot™ L3Ot 20 £ & Multicast Group 0l CHeF IGMP
Join IAIKIE 22 ™, 6 E IGMP Host 7t S Z &l VLAN interface 2| member interface £ Multicast
Forwarding Table Entry 0ff =Jt8tCt 1) IGMP Host 22 £ IGMP Leave HIAIXIE &2 ™ BHIHZ 1
IGMP Host 2t &1 Z & VLAN interface 2| member interface £ Multicast Forwarding Table Entry 0l A
M H &tCh. 8, Multicast Router 2 2 B ==& &l = IGMP Query Ul Al XI £ VALN interface Li 2| 2=
member interface £ Forwarding & =, IGMP Join HIAIXI € 2 X| 20 M Update & X| &= Multicast
Forwarding Table 2| member &2 A M= Ct.
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10.2. IGMP Snooping & &

IGMP Snooping 2 2|2 & 2 2 multicast-routing 0| Global 5t enable & O A0 0F S =St

10.2.1. Enable IGMP Snooping on a VLAN

IGMP Snooping 2 VLAN 22 d& & == Q2 N, U352 HE = interface configuration mode 0l A At
Z5tCt

a0 &9

ip igmp snooping ol Y VLAN 0fl IGMP Snooping 2 enable StCt.

no ip igmp snooping ol & VLAN 0l IGMP Snooping = disable &L},

Router# configure terminal
Router (config) # interface wvlan22
Router (config-if-Vlan22)# ip igmp snooping
Router (config-if-Vlan22)# end
Router# show ip igmp interface
Interface V1an22 (Index 2022)
IGMP Enabled, Active, Non-Querier, Version 2 (default)
Internet address is 220.1.1.222
IGMP interface has 10 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP querying router is 0.0.0.0
IGMP query interval is 125 seconds
IGMP querier timeout is 262 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Snooping is enabled on this interface
IGMP Snooping fast-leave is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is enabled

Router#
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10.2.2. Configure IGMP Snooping Functionality

Ct2tet IGMP Snooping JIsE= €&6t)| ?loil A, TS0l Li2*E S

nio

02
o
[w

A
e

10.2.2.1. IGMP Report-Suppression

o)
Enable = &EHOIH, IGMP Membership Ot tLESl IGMP Report 2t Multicast Router £ Forwarding
=l Ct. IGMP Report-suppression = Disable 6t 2, =4I6l= 2 = IGMP Report == Multicast Router
2 Forwarding &tCt.

£ & VLAN Interface 0l IGMP Snooping 2 & &0t ™, IGMP Report-suppression 2 JI 2822
Cto

0l Jls& IGMPv1 & IGMPVv2 Bl AI X1 Ol StSH M B Z &0, OteH 2l B & S interface configuration
mode Ofl A & & SHCY.

EE] 49
ip igmp snooping report-suppression VLAN interface 0l IGMP report-suppression 2 & &
StCY.

no ip igmp snooping report-suppression VLAN interface 0l & & & IGMP report-suppression
£ OHXISHCY.

Router# configure terminal
Router (config) # interface vlan22
Router (config-if-Vlan22)# no ip igmp snooping report-suppression
Router (config-if-vVlan22)# end
Router# show ip igmp interface
Interface Vlan22 (Index 2022)
IGMP Enabled, Active, Non-Querier, Version 2 (default)
Internet address is 220.1.1.222
IGMP interface has 10 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP querying router is 0.0.0.0
IGMP query interval is 125 seconds
IGMP querier timeout is 262 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Snooping is enabled on this interface
IGMP Snooping fast-leave 1is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is disabled
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Router#

10.2.2.2. IGMP Fast-Leave

IGMP Fast-Leave J| S 2 enable 3t SAEZ 2 IGMPv2 Leave HIAIXIE 2AS M HE VLAN
©| Membership interface £ Multicast forwarding table 0l 4 = Al X241 8tCt.

IGMP Fast-Leave J| 2 VLAN interface 2| 2t LE W S AED} otLI2I BAL202F AL=SH0{ OF SHCH.
rel TEN 02 SAEJN Sl U= ZR0 01 JISS AFESHH. IGMPV2 Leave HIAIXIE 2Ll 2
S SAEST AFAIZ S0 Leave Ot & BEINAE OIS0 Uist EcHE S & X 26t Zl= It
MG EICH £ 0l JIs2 RE SAEES0! Leave HIAIXIJF X2 &= IGMPV2 E AIE6t= 82
0l oF 2 S GtCh.

EE] 49

ip igmp snooping fast-leave SH Y VLAN 0fl fast-leave Dl s2 & & 8tCt.

no ip igmp snooping fast-leave oY VLAN Ol & & &l fast-leave £ ol MIStC.

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# interface vlan22
Router (config-if-Vlan22)# ip igmp snooping fast—leave
Router (config-if-Vlian22)# end
Router# show ip igmp interface
Interface Vlan22 (Index 2022)
IGMP Enabled, Active, Non—-Querier, Version 2 (default)
Internet address is 220.1.1.222
IGMP interface has 10 group-record states
IGMP activity: O joins, O leaves
IGMP querying router is 0.0.0.0
IGMP query interval is 125 seconds
IGMP querier timeout is 262 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Snooping is enabled on this interface

IGMP Snooping fast—leave is enabled
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IGMP Snooping querier is not enabled
|GMP Snooping report suppression is enabled

Router#

10.2.2.3. IGMP Mrouter-Port

VLAN interface LH 2| Mrouter Port £ Al 2|8 2 & Member port 2 2 E =41 & = Multicast Traffic = 1
IGMP Ol Al XI &2 Multicast Router & & & & (O 8tCt. [+ 2t A, Multicast Router 2 &2 Z & VLAN
Interface 2| Mrouter Port = 2 = Multicast Forwarding Table Entry 2| Traffic forwarding port £ = Jt
= C.

JI2& 22 IGMP Snooping 2 IGMP 0l Al XI £ Snooping 6t Multicast Router 2t & Z & Mrouter
Port £ 2 KI&tLY.

M & & Multicast Forwarding Table Entry Jt 244 & ([ Ot Ct Mrouter port = &4t traffic forwarding port
2 SE5& M, Multicast Traffic &2 OtLI2t IGMP Host 0l M & &6t= IGMP Ol Al Xl & Forwarding ! Ct.

Multicast Router Port £ Static ot Hl & & dlJ| floi M= T2 2l ¥ & & interface configuration mode Ol

A ==& Bt

8480 &9

o

ip igmp snooping mrouter interface ol & VLAN 0ll mrouter port £ =22 & & &t
IFNAME IFNAME 2 0/0| VLAN Ui 2] Member-Port 0{ OF &tC}.

no ip igmp snooping mrouter oY VLAN Ol € & & mrouter port £ o Ml StCt.
interface IFNAME

Router# configure terminal

Router(config)# interface vlan22

Router(config-if-Vlan22)# ip igmp snooping mrouter interface gi2/2/5
Router(config-if-Vlan22)# end

Router# show ip igmp snooping mrouter vlan22

VLAN Interface

22  Giga2/2/5

Router#
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10.2.2.4. IGMP Access-Group

nio

M

oy
o

» ULk

IGMP Snooping & S& QIEHHIOIANHA =4lZ= IGMP Host E2 & &

ol

IGMP Host 2| ZHEIDHAE S M
A A SHCY.

FotD| fIol M= OFef 2l ¥ & 2 interface configuration mode Ofl

r

g3 49

ip igmp snooping access-group <access-list> oflE LEN $AT= SAESO HEHAE O
S0l tHet S == M &tsttt

no ip igmp snooping access-group <access- SHE LEN £=AIT=E MetE SAESO HE|MN

list> AEJEN e SSS HMSCH

Router# configure terminal

Router (config)# access—list 10 permit 225.1.1.1

Router (config)# access—list 10 deny any

Router (config)# interface gi3/1/2

Router (config-if-Giga3/1/2)# ip igmp snooping access—group 10
Router (config-if-Giga3/1/2)# end

Router#

HE CIEHOIADE 0424 VLAN interface 2 member 2! 22, £& VLAN interface 0l A 8t IGMP Host
ZEIHAE 1SS MEHE &= A2 0reH el Y 2 interface configuration mode 0l Al & 34 5HCE

EO|
= —

= R0 &9

ip igmp snooping access-group <access-list> x| & & VLAN Interface 2| member interface £

vlan <vlan-id> +41E/E IGMP Host S2| ZEINAE QS0 T
gt S= 2 Mistetlt.

no ip igmp snooping access-group <access- Xl A& VLAN Interface 2| member interface 2

list>vlan <vlan-id> +41E/E= IGMP Host S2 HIgHEl HEIHAE O
E0l Cist S == off MIstCt.

Router# configure terminal

Router (config)# access—list 10 permit 225.1.1.1

Router (config)# access—list 10 deny any

Router (config)# interface gi3/1/2

Router (config-if-Giga3/1/2)# ip igmp snooping access—group 10 vlan 22
(

Router (config-if-Giga3/1/2)# end
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Router#

10.2.2.5. IGMP Group-Limit

IGMP Snooping 2 2f2t2| interface &

2 Multicast Group 2| Ji=E HNIEte = UL

Multicast Group 2| H=E HMI&ot)| ol M= ChS2l HH S interface configuration mode 0l Al <=4

StCh.

g3 49

ip igmp snooping limit <count> oY ZE0 ==4l% = Multicast Group 2| =S
X8t StCt.

ip igmp snooping limit <count> except Y ZE =4l %= Multicast Group 2| =2

<access-list> HIBHEHCH MIBHGHKl 22 Group 2 access-list 2
Or= 0 XIESHCH

no ip igmp snooping limit <count> MY ZE0 £ & & Multicast Group 2| JH== |
St= o MISHCH.

Router# configure terminal
Router (config)# interface gi3/1/2

Router (config-if-Giga3/1/2)# end
Router#

Router (config-if-Giga3/1/2)# ip igmp snooping limit 10

NS QIEHOIAIL 042
Group 2 =€ A

roh

LAN interface 2| member 2!

\Y
Fet 2= U2 0] Otell 2l ¥ & 2 interface configuration mode Ofl Al & 84 5tC}.

HOo EXN
oOT, o

VLAN interface 0l Al & Multicast

8480

x

ip igmp snooping limit <count> vlan <vlan-id>

a| 02

e ZEMA Y VLAN 22 =4lEl =
Multicast Group 2| Jf£=E X st&t

ip igmp snooping limit <count> vlan <vlan-id>
except <access-list>

MY ZENM Y VLAN 2 =45 =

Multicast Group 2| JHi == &t

% 2 Group 2 access-list & S0 X & StL}.
cC

no ip igmp snooping limit <count> vlan <vlan-
id>

WY ZEWAM HY VLAN 22 41 =
Multicast Group 2| i == XISt=2 ol M StCt.

Router# configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# interface gi3/1/2

Router (config-if-Giga3/1/2)# ip igmp snooping limit 10 vlian 22
Router (config-if-Giga3/1/2)# end

Router#

10.3. Display System and Network Statistics

H 10-1. IGMP Snooping 2t&d 2LIHZE 48N

EEN &4
show ip igmp snooping mrouter <IFNAME> S VLAN Ofl CH & mrouter port & 2 =Lk,
show ip igmp snooping statistics IGMP snooping & S Hl 828 B0H&EL
198
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P ZHEDHAE ctRE

2 HUM= IPZENAE tREQ 2HQA IPHEINAE 428 SF 0 (ol £ FSHCt

11.1. IP EEPHAE 228 R

IPYHEIFNAE2OLUL IPSAEINH IPSAESZ PFHE SIUS Oz M3l 8858 = U
H ot= JIsOICH Ol SAEESS N2 2Z UE=N A= EHIS, AHE 2 Y U= HHIE, £ =
ZZ UES 22 HH|l=2 Z8e £ ULt EfE S Mol S AENAN= EclE 2 &0 X6t=
SAESO o 222 22 dEok= 0] otLl et atLEel THAIBHE 1 Q22 M &dlk= 21 0(C0.
=J%
(4 ‘ ‘
Internet
L L/
—r o
J811-1. 062 SAXNN EdEis d<ote Y S N3ot= HEIGHAE
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O] HEIPHAE CIREY IZESS2S HEIAE 52 26D 2 S0l Uist 32 E M40t
LIo0 AFEE L 0l E &, Protocol-Independent Multicast (PIM), Distance-Vector Multicast Routing
Protocol(DVMRP), Multicast Open Shortest Path First (MOSPF)2t 22 XA =0| /UL O3 <ZE-1>2
A EZZ2EZSO FLIHAEN et 27 AFEHD flooding 2 0elE&S 28t A 0ICH.

H11-1. YEPDHAE B2 EE

IZES SFLIMNAE ZZES flooding £ 02|&

PIM-dense mode Any Reverse path flooding (RPF)
PIM-sparse mode Any RPF

DVMRP Internal RPF

MOSPF OSPF Shortest-path first

11.2. IGMP IR

| Fﬂ

JHIP 2EIPHAE 118 BHE S chRHU S=otJ| ?lol AAEE = Z2&EZ0I0H

=IPSA £5
ctPHE SSe 182 Btd EE dAloh| ?IotH =I1H22 B g 22 E &t IPSAEDL
LCctH=2

IP HEHAEWA MEE= ZEMHAE 18 A2 class D IP =40 MEEH IGMPV2 =
RFC1112 Ol B2/ /01 UL

11.3. PIM-SM Il &

M-SM 2 C+2=2| HEIHAE HIOIEH AEZ0 CHoHAM HIRE M2 49 LANSES HAGH |2l =
MolEl HEIIHAE 2tRE T2 EZ20|CH PIM-SM 2 Rendezvous Point 2 & 2l6t=0l 01242 L EIM
A

E W3l ctRE S HelotH ot fIst SEEH2 2 ArEE L

SEH YEIMNAE MBIOF QIEEH BEIHAE 2UHREZ BEIHAE 2S MS6HH, QIESH BEIDHA
E 2IRHE= 0l EINAE 2! 2 rendezvous point 2 BUCH LEIMAE W3S 460K 6t
HEIHAE ctH = rendezvous point 22 H ol S HEIHAE THA S +=4I0tH S AEZ MEGHA

= Ch.

Hl
0

PIM-SM v2 = PIM-SM v1 0il CHoll St &2 HEE 0l | AUCH.

v" bootstrap router (BSR)2 fault-tolerant 5t, A} & & 21 RP discovery 2t distribution HiZHLIS 2
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MZstCh B2, ctREHS2 859 430| 2l0lE SE 22 group-to-RP IHE S & Dt
UL
v" PIM Join/Prune Bl Al XI 0l 04 & address family 0l CH&H = A St 21 2 E 0| IS SHCE.
v PIMIH2'E Ol & IGMP TH2! Ol & & K| &=L
PIM-SM 2 PIM-SM 0212 2L E UREHSO0 Het 2 O prefix 0l (HSF RP-set @2 E 2245t 0|
E Z158t)| #1580 BSR £ AIE&HLY.
“Single point of failure”& 2t AlotJ| ?1ot, PIM-SM ':DH&' L0l 0421 candidate BSR & & & & £
Ct. BSR 2 candidate BSR = S A XISH 22 & &SI bootstrap HIAIXIE 0160 IS R&=
0t =2 BSR E ZO0IHCHLBSRZ HMEE 2tRH= PIM WO LISl 2 2HEH SO H KHAI0]
BSR 2= 2ellt
Candidate RP & & & & ctREHE2 XHAI0| 22 group 2| HE BSRUH SLIHAEZ el
BSR 2 bootstrap BIAIXI0ll O] 22E ZatAI|0 =0 LHel 2= PIM &t EHES0 Ol HIAIKIE &
SSICH Ol 32 E HIECZ R E 2URH= S HEIHAE 80U S RP E 20t &= UA =L
2t E Jt bootstrap HIAIXIE 2= &t 2tREE T2 RP map 2 XA &= 2 0IC
(]
11.4. IPEEIHAE StRE &5
11.4.1. Enable IP ZEIFHAE 2IRE
J2Ho2 HEINAE A2 ZRLEH)| M= IP ZEIHAE 2tRE0l &F & 0F 8Lt CHS
9| ¥ = global configuration mode Ol A At& StCE.
HAO 49
ip multicast-routing Multicast Routing 2 €| &t IGMP, IGMP Snooping, PIM-SM 2
enable Al2!Ct.
no ip multicast-routing Multicast Routing 2 < & IGMP, IGMP Snooping, PIM-SM 2
disable Al2!Ct.
Router# configure terminal
Router (config) # ip multicast-routing
Router (config) #
201
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11.4.2. Enable IGMP and PIM on an interface

S& AEHHOIANA IGMP 2t PIM-SM 2] A3 2 o M= BHE Al oY CIE{H 0l A 0l PIM Sparse-
Mode £ enable oii OF StCH. S & CTEHI Ol AU A IGMP 2 PIM Sparse-Mode £ enable &tJ| I M=

CtE2l & ¥ 2 interface configuration mode Ol Al & 34 HCE.

a0 23
ip pim sparse-mode oH S QB HI 0l A 2| PIM Sparse-Mode £ enable StCt.
no ip pim sparse-mode ol & IE{ H 0l A 2| PIM Sparse-Mode £ Disable &tC}.

Router# configure terminal

Router (config) # interface GigabitEthernet 2/1/1
Router (config-if-Giga2/1/1)4# ip pim sparse-mode
Router (config-if-Giga2/1/1)4# end

Router# show ip pim sparse-mode interface

Address Interface VIFindex Ver/ Nbr Query DR DR
Mode Count 1Intvl Prior

2.1.1.1 Giga2/1/1 O v2/S 0 30 1 2.1.1.1

Router#

Router# show ip igmp interface
Interface Giga2/1/1 (Index 1211)
IGMP Active, Querier, Version 2 (default)
Internet address is 2.1.1.1
IGMP interface has 0 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP query interval is 125 seconds
IGMP querier timeout is 262 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Snooping is not enabled on this interface
IGMP Snooping fast-leave is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is enabled
Router#
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11.4.3. Configure Multicast Functionality

nio

02
o
Q

A
e

Multicast 2| Ct2fet EE S0l ol £&ot)| fIhAeE TSH UHe AE =S

11.4.3.1. Router-Guard IP Multicast

Router-Guard IP Multicast = Jt2 At Network 22 X & & CIE H
Packet & S0l M Multicast Router Ol Al ZME = U= packet ==

Router-Guard IP Multicast = Ot el @t & 2 multicast control packet == Xt&HstCt.
® |GMP Query Message
® PIM Message
® DVMRP Message

Router-Guard IP Multicast 1SS & &6tJ| fIo M= Ot 2l H & = interface configuration mode Ofl
N A S

=10 &4
ct

router-guard ip multicast o

router-guard ip multicast vlan <1-4093>  VLAN 2| £& Member ! & H 0| A 8t Router-Guard
IP Multicast 7| s=S & & stC}.

no router-guard ip multicast A FE OE H 0l A2 Router-Guard IP Multicast |
S= ol MIStCtH

no router-guard ip multicast vlian <1- S & & VLAN & E& Member I H 0| A2

4093> Router-Guard IP Multicast 7| S & & & 8t}

Router# configure terminal

Router (config) # interface GigabitEthernet 3/1/3

Router (config-if-Giga3/1/3)# router-guard ip multicast

Router (config-if-Giga3/1/3) # interface GigabitEthernet 2/1/2
Router (config-if-Giga2/1/2)# router-guard ip multicast vlan 22
Router (config-if-Giga2/1/2)# end

Router# show router-guard ip multicast

Globally enabled on interface gi3.1.3
Drop statistics
IGMP Queries
PIM Messages
DVMRP Messages
Invalid Messages

o O O O

Enabled on interface gi2.1.2, vlan22
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Drop statistics
IGMP Queries
PIM Messages
DVMRP Messages
Invalid Messages
Router#

o O O O

11.4.3.2. Multicast Traffic Forwarding-TTL-Limit

Multicast Router 0l Al 22| &l = Multicast Traffic Forwarding 2 RPF interface 2 2 & =4l & multicast
traffic 2 downstream interface & MZoIHM TTL2 12 ZAGHH, 24 TTLO|I 02! 2 drop 8t

Ct.

Multicast Router 0l Al forwarding & = multicast traffic 2] TTL 0l CHol XM S& TTL g8t2 XI&ot0f 1 gt
ote| TTL 2 JI&! multicast traffic Ol RPF interface 2 £ incoming & 1 2 [l forwarding 6t Xl &&=

Ol
S &23g = UL

A
ma"

Multicast Traffic 0l CHoH Al forwarding 2 SHAl 25tE== dtJ| /I A= TTL 2 RPF Interface 0l & &
off OF 8tCt.

Multicast Traffic Forwarding 0l CH&F TTL 2 £ &5tJ| fIoHA = T2 2 8 2 interface configuration
mode Ol A & & LY.

=0 49
ip multicast ttl-threshold <1-255>  Multicast Traffic 0l CHoll A TTL HistS & EstCh.
no ip multicast ttl-threshold X & & Multicast Traffic 0l CHSH TTL XISt ol Ml 8tHCk

Router# configure terminal

Router (config)# interface GigabitEthernet 3/1/3

Router (config-if-Giga3/1/3)# ip multicast ttl-threshold 10
Router (config-if-Giga3/1/3)# end

11.4.3.3. Static Multicast Route Path

ol BHel 2S00 M

PIM 2 Unicast Routing Table £ J|8t2 =& S &L oF Xl 2F Network 2| & 0[L} 2t
20 24 6t= Multicast

ctA S8 8 RP & = Source 0l CH 8 Route Path £ Unicast Routing Table
Route Path £ Static ot Hl & & =~ QUL

& Z & Multicast Route Path = PIM 0l A Bt 2 S8t Z 20|04, Unicast Routing Path £ Ct & & L &5t
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Static Multicast Route Path £ & & 6lJ| /ol A= 0teH 2l H & 2 global configuration mode Ol Al &/ &
StCh.
a0 g3

ip mroute A.B.C.D/M [A.B.C.D | bgp | isis | ospf | rip  Static Multicast Route Path £ X| & &tLC}.

| static] A.B.C.D

no ip mroute A.B.C.D [bgp | isis | ospf | rip | static] ~ XI & & Static Multicast Route Path S il Xl &
Ct.

Router# configure terminal

Router (config) # ip mroute 100.1.1.1/32 static 20.1.1.2
Router (config) # exit

Router#

11.4.3.4. Global Multicast Group-Limit

S8 group =0l CHol A SIE X Mete Xl Z2&E & = U= global multicast group range € 8 &8 & =
ULt & H & global multicast group range = 2t E 2 IGMP, PIM & 2 £ multicast protocol 0fl S Al

ol §E =0

global multicast group range £ & &3lJ| /i A= 0tei2 ¥ &2 global configuration mode 0l A &
SHSHCE

a0 &9

ip multicast group-range access-list Multicast group range £ & & 5tCt.

no ip multicast group-range & & & multicast group range ol Ml 8tCt.

Router# configure terminal

Router (config) # access-list 20 permit 224.1.1.0 0.0.0.255
Router (config) # access-list 20 deny any

ip multicast group-range 20

)
Router (config) #
) # exit

Router (config
Router#
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11.4.3.5. Multicast Load-Split

PIM Router = SPT il CHoll Al Metric Ol S 2 8t RPF interface Jt StLIOI & &M E &= ULCH 012+ 20l
£3& Source 0l (18t RPF Interface 7t 0421 IOt EMdt= & 2, PIM 2 (S, G) entry 2| Hash function
OIS M Z2E & Hash 2L0ll (et M Upstream Interface £ & €18t 1) Multicast Traffic 2| =412 ZALAIZ!
== ULt 0218t load-split 7|1 =2 load-balance 2t= CHE JH S 0| Xl 2F L6t &2 ==2| multicast
entry E M2l &0 J_HAM (S, G) entry E Z [+ E RPF interface € It Xl= A& =& Interface oFLI2H
= AME0dtz= 24 20 RPF Interface 0l 7= &= Network Bandwidth 2| S £ =2 = QUL
Multicast Load-Split J|s2 & &otJ| 2ol A= Olellel ¥ 2 global configuration mode Ofl A 4! 84 &t
Ch.

930 49
ip multicast multipath Multicast load-split 7| s 2 & & &tC}.
no ip multicast multipath & & =l Multicast load-split 7| == ol Ml StCt.

Router# configure terminal
Router (config) # ip multicast multipath
Router (config) # exit

Router#

11.4.3.6. Multicast Route-Limit

Multicast Router = Al AEI0 A AFSE %= = Multicast Routing Entry 2 =0 =5 X8t & %= QUL
A

Multicast Routing Entry 2| ==2| X &t6tJ| fIoi M= Ot 2l H & = global configuration mode Ol A &

EEN ZE

ip multicast route-limit <1-2147483647>  Multicast routing entry 2| = Xl 8t &tCt.
[<1-2147483647>] (Defualt : 1000 JH)

no ip multicast route-limit Ml &tEl Multicast routing entry 2| =~Z ol M 8tCt.

Router# configure terminal

Router (config)# ip multicast route-limit 10000 9000
Router (config) # exit

Router# show ip mroute sparse count

IP Multicast Statistics
Total 0 routes using 0 bytes memory
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Route limit/Route threshold: 10000/9000

Total NOCACHE/WRONGVIF/WHOLEPKT recv from fwd: 0/0/0
Total NOCACHE/WRONGVIF/WHOLEPKT sent to clients: 0/0/0
Immediate/Timed stat updates sent to clients: 0/0

Reg ACK recv/Reg NACK recv/Reg pkt sent: 0/0/0

Next stats poll: 00:00:19

Forwarding Counts: Pkt count/Byte count, Other Counts: Wrong If pkts
Fwd msg counts: WRONGVIF/WHOLEPKT recv

Client msg counts: WRONGVIF/WHOLEPKT/Imm Stat/Timed Stat sent

Reg pkt counts: Reg ACK recv/Reg NACK recv/Reg pkt sent

Router#

11.4.4. Configure IGMP Functionality

A
e

0
o
Q

ujo

IGMP 2] [+t S S0l CHoll £FGH)| RIoidE TS0l Li2E HES

11.4.4.1. IGMP Version

Network & 2 £=81 | = IGMP Querier 2| IGMP Version 2 Default IGMPv2 £ S& &, IGMP
s

Version ZotJ| |l M= otel el Y& S interface configuration mode Ol A & 84 5HC}.

8480

nx

3
C|

-

ip igmp version <1-3>

OIE{HI Ol A 2] IGMP Version 2 & & &L}, (Default:2)
= =

o
& oY CIHHOI A2 IGMP Version £ J|2gt22 & &6t

Nx| &

no ip igmp version

o

Router# configure terminal
Router (config) # interface GigabitEthernet 2/1/1
Router (config-if-Giga2/1/1)# ip igmp version 3
Router (config-if-Giga2/1/1)# end
Router# show ip igmp interface
IGMP Enabled, Active, Querier, Configured for version 3
Internet address is 2.1.1.1
IGMP interface has 0 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP query interval is 125 seconds
IGMP querier timeout is 262 seconds

IGMP max query response time is 25 seconds
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Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Snooping is not enabled on this interface
IGMP Snooping fast-leave 1is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is enabled
Router#

11.4.4.2. IGMP Access-Group

ZEIHAE 228 = Network Host S0| Jtel st BEIDHAE 1SS S 2O0tUII 2o IGMP Query Ol
ANXE FINH2Z &S00, Network Host S2 ZEIHAE BHZ tLEH U SSED| ?AoHA IGMP
Report HIAIXIS ZEIHAE HREZ MSEH0H ENAE B = ABHHIOIANAM =& &EHE
Network Host £2| S8 1182 SS= Aol ZEIHAE HHIAE Metg == QUCH

roll

EZ QEOHAE O H2= M

configuration mode 0fl M & 8 &tCH.

ron

oDl I = CIEHIOI AWM OFeHel EHE 2 interface

=) &3

ip igmp access-group WY CIEHHIOIANM =AlEle SAESS HEIHNAE D&

access-list st S=2 mststc

no ip igmp access-group HE QIEIHIOIAOA £AIS = HStE SAESO HEIHAE
S0l CHEt S=2 GHMBHCH

Router# configure terminal

Router (config) # access-list 1 deny 225.1.1.0 0.0.0.255
Router (config)# interface GigabitEthernet 2/1/1

Router (config-if-Giga2/1/1)# ip igmp access-group 1
Router (config-if-Giga2/1/1)# end

11.4.4.3. IGMP Query-Interval

HEIHAE 2t H = Multicast Membership 22| £ I A =I1E 22 IGMP Query HIAIXIE M &6t
CF.

HEHAE ctREHE2 & & 21212| Network 0l Al IGMP Query HIAIXIE & &6t 218 IGMP
FA0 g0 JHE &2 2tRH It A E =L 8= & IGMP Querier = Network

Querier € 8 &0, |
MO BDESAEE

X T

| IGMP Query BIAIXI E IR 2 &S 20| UCH
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CIZEZ IGMP Querier = S AE2 UIE=2 IGMP 2Bl =2 £ H | XI6H)| 2100 IGMP Query
Ol AIXIE 125 =0tCH 2HCE Of BIAIXI Sl && 2tA S HEGH Y, 82 B E =S interface
A

configuration mode 0fl M & & &tCF.

30 ZE

ip igmp query-interval <1-18000>  IGMP Querier Jt =J| & 22 IGMP Query HAIXIE &S
= 2tHE &3 (Default : 125 X)

}

Oll

o

no ip igmp query-interval &&= IGMP Query Interval 2 J| 2822 & &6},

Router# configure terminal
Router (config) # interface GigabitEthernet 2/1/1
Router (config-if-Giga2/1/1)4# ip igmp query-interval 60
Router (config-if-Giga2/1/1)+# end
Router# show ip igmp interface
Interface Giga2/1/1 (Index 1211)
IGMP Enabled, Active, Querier, Version 2 (default)
Internet address is 2.1.1.1
IGMP interface has 0 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP query interval is 60 seconds
IGMP querier timeout is 262 seconds
IGMP max gquery response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Snooping is not enabled on this interface
IGMP Snooping fast-leave is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is enabled
Router#

11.4.4.4. IGMP Last-Member-Query-Count

IGMP Querier = Host 2 28 £ & Multicast Group 0l CHdll & &l 3t= IGMP Leave BIAIXIE =416t
B, 2 & E J0t= Host It L& & Network 0l =2 Multicast Group 2| Jt2) Host I L= Xl 221Gt
J|l 25 A IGMP Group-Specific Query & & A &Lt

IGMP Querier = Group-Specific Query 0l CHol A Ot & SE0I 8l=
Group 2| Jt2 Host Jt S1CH1D EHEHSED Multicast Membership 2 AHA|

2, O 0Olat ol & Multicast
C]

o oy

A

IGMP Last-member-query-count = IGMP Querier Jt € & 8t Multicast Group 2| £CHE Host £ |
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ol A & 235H= IGMP Group-Specific Query 2 &M 212 X| & &HCH
IGMP Last-member-query-count 2| & & £ 2|6l Al = interface configuration mode 0l A CtS2 HE S
AU BHCY.
=Y £9
ip igmp last-member-query-count <2-7>  |GMP Group-Specific Query &2 &2 X| & tC}.
(Default : 2 3)
no ip igmp last-member-query-count Xl & & IGMP Group-Specific Query &4 &4 Z |
2gtog &6,

Router# configure terminal
Router (config) # interface GigabitEthernet 2/1/1
Router (config-if-Giga2/1/1)# ip igmp last-member-query-count 3

IGMP Querier = IGMP
t= CtZ Host

Router (config-if-Giga2/1/1)# end
LN PSR

A5t

ol HoO
N STy,
ol

H = O
S| A
Sl

ElEl =2 2
EEE

IGMP Last-Member-Query-Interval
2l 5= Host JF

222 =2 Multicast Group Membership 2| Jt

11.4.4.5.
& Multicast Group Membership 0l A
gk AH
& =Ct. IGMP Group-Specific Query = Xl & & IGMP Last-member-query-count 2
£ ?loil A= interface

=
=

=
Group-Specific Query & & A
IGMP Last-member-query-interval 2| =J| 2 2 & C},
@2 ms &Rz HESIH, 84&8S
& Bt

&9
IGMP Last-member-query-interval 2 X

IGMP Last-member-query-interval 2|
configuration mode I M CtS2l E &

(Default : 1000ms)
& & & IGMP Last-member-query-interval 2 J| gk

o2 dFeEt.

gd80
ip igmp last-member-query-interval

<1000-25500>
no ip igmp last-member-query-interval

Router# configure terminal

Router (config) # interface GigabitEthernet 2/1/1
(default)

Router (config-if-Giga2/1/1)+# ip igmp last-member-query-interval 2000
Version 2

Router (config-if-Giga2/1/1)# end
Querier,

Router# show ip igmp interface
(Index 1211)

Interface Giga2/1/1
IGMP Enabled, Active,
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Internet address is 2.1.1.1

Router#

IGMP interface has 0 group-record states

IGMP activity: 0 joins, 0 leaves

IGMP query interval is 125 seconds

IGMP querier timeout is 262 seconds

IGMP max gquery response time is 25 seconds

Last member query response interval is 2000 milliseconds
Group Membership interval is 275 seconds

IGMP Snooping is not enabled on this interface

IGMP Snooping fast-leave 1s not enabled

IGMP Snooping querier is not enabled

IGMP Snooping report suppression is enabled

11.4.4.6. IGMP Immediate-Leave

IGMP Querier & IGMP Immediate-leave Jt & &= o1& H 0l A0l M Multicast Membership & &€ &
ot= IGMP Leave BIAI XIS #=415tH &2 Multicast Membership 0fl Jt2 £ & 6t= CHE Host 2 S

£ ZAotAl @210 S Al A HISHCEH

IGMP Immediate-leave £ & & 3tJ| <6 M= interface configuration mode Bl Al Ct22 HES A H
StCh.
gg0 &Y
ip igmp immediate-leave group-list ol & interface 0l IGMP immediate-leave € & & StLt.
access-list

no ip igmp immediate-leave

o & interface 0l & & =l IGMP immediate-leave £ ol
XIStCt.

Router# configure terminal

Router (config-if-Giga2/1/1)# end

Router (config) # access-list 2 permit 225.1.1.0 0.0.0.255

Router (config) # interface GigabitEthernet 2/1/1

Router (config-if-Giga2/1/1)# ip igmp immediate-leave group-list 2
(
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11.4.4.7. IGMP Group Limit

IGMP Querier = Multicast Membership 0l Jt 2 &l = Host = 2| Multicast Group =5 2IHHI 0| AE
2 Hete &= UL

IGMP Group Limit 2 & &3tJ| 3l M= interface configuration mode Ol A CtS2| HE S A SHCEH

=N 49

ip igmp limit <1-2097152> ol & interface Ol IGMP Group Limit & & & &tC}.
(Default : 2 X&)

no ip igmp limit ol & interface 0l & & & IGMP Group Limit £ dli Xl &t
Ck.

Router# configure terminal

Router (config) # interface GigabitEthernet 2/1/1
Router (config-if-Giga2/1/1)# ip igmp limit 100
Router (config-if-Giga2/1/1)+# end

11.4.4.8. IGMP Global Limit
IGMP Querier = Multicast Membership Group 0l Jt2 &l = Host 22| 22| E ¢! EﬂHIOI g2 228t
Ct. Multicast Router = IGMP Querier 7t Z2|ot= &l 2 E H Ol A0 M It &l Multicast Membership
Group 2| S +E Mg = UL
IGMP Global Group Limit 2 & & 32| I3 M= global configuration mode Ol Al CtS2 FE S A6t
Ct.
a0 &9
ip igmp limit <1-2097152> Global 2 IGMP Group Limit £ & & &tC}.
(Default : 2 X&)
no ip igmp limit Global 2 & & & IGMP Group Limit £ o Ml §+Ct.
Router# configure terminal
Router (config) # ip igmp limit 100
Router (config) # end
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11.4.4.9. IGMP Minimum-Version

IGMP Querier I} 241 = IGMP HIAl XI 2| Version & XISt &= JUCH IGMP Minimum-Version S 2
E HBHEH AL, =485 = IGMPvL Al Xl= MEtE H IGMPV2, IGMPv3 HIAl Xl = &l 2 L. IGMPV3

L]

HAIXIS 20l 8- OB H 0l A2 IGMP Version 0fl 2|3 A X2l 20 2 & =,
IGMP Minimum-Version 2 & &dtJ| 26l M = interface configuration mode Ol Al CtS2 HE S & H
StCF.

a0 &9

ip igmp minimum-version <2|3> Sl & interface Ol IGMP minimum-version £ & & &tC}.

no ip igmp minimum-version ofl & interface 0l € &= IGMP minimum-version = ol Al

StCF.

Router# configure terminal

Router (config) # interface GigabitEthernet 2/1/1

Router (config-if-Giga2/1/1)# ip igmp minimum-version 2
Router (config-if-Giga2/1/1)# end

11.4.4.10. IGMP Querier-Timeout

M BYlel Multicast Membership 22l € XIEEHCZ RXISH)| /oA S MESIH o2 il
Multicast Router £ Ul XI & &= UL} StLI2I A EUIE GHLESI IGMP Querier 02 8 E06tH, =&
IGMP Querier = F=J| & 22 IGMP Query Ul Al XIS & Al 2ICH.

IGMP Non-Querier 2! Multicast Router = X| & = Querier Timeout = 2t IGMP Querier 22 & IGMP
Query HIAIXI & £=4I6HX]I 2012, Multicast Membership 22l £ <ol M IGMP Querier 2| &S 484
EX S

St €ICH 0l § IGMPv2 2! Z 2012t 5l = Ch.
IGMP Querier-Timeout £ & & GtJ| <I6ll A= interface configuration mode Ol A CtS 2l ZH S Al SH
StCH.

g3 &9

ip igmp querier-timeout <60-300> IGMP Querier timeout 2 Xl & &tC}.

(Default ;: 262 =)
no ip igmp querier-timeout & H & IGMP Querier timeout £ J| 2222 & FSHLT.
213
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Router# configure terminal
Router (config) # interface GigabitEthernet 2/1/1
Router (config-if-Giga2/1/1)# ip igmp querier-timeout 300
Router (config-if-Giga2/1/1)+# end
Router# show ip igmp interface
Interface Giga2/1/1 (Index 1211)
IGMP Enabled, Active, Querier, Version 2 (default)
Internet address is 2.1.1.1
IGMP interface has 0 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP query interval is 125 seconds
IGMP querier timeout is 300 seconds
IGMP max gquery response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Snooping is not enabled on this interface
IGMP Snooping fast-leave 1is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is enabled
Router#

11.4.4.11. IGMP Query-Max-Response-Time

IGMP Querier 2! Multicast Router = FJ| & 2 2 2 M5t= IGMP Query 0l Al X1 2] Max Response
Time 2 T &5t0 Host S0l M &£ 4 %= IGMP Report B Al XIS 2 Xl & & Max Response Time Al 2t
LHOI 2 &FAI~ZY 2= UL

IGMP Query Max-Response-Time 2 & &olJ| Rl A= LIS 2 @& S interface configuration mode
Ol A &l 84 SHCH.

80 &3

ip igmp query-max-response-time <1-240>  max-response-time = X| & &tC}. (Default : 25 =)

no ip igmp query-max-response-time & X = max-response-time € J|=2gt22 & F &t
Ct.

Router# configure terminal

Router (config) # interface GigabitEthernet 2/1/1

Router (config-if-Giga2/1/1)# ip igmp query-max-response-time 10
Router (config-if-Giga2/1/1)# end

Router# show ip igmp interface
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Interface Giga2/1/1 (Index 1211)
IGMP Enabled, Active, Querier, Version 2 (default)
Internet address is 2.1.1.1
IGMP interface has 0 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP query interval is 125 seconds
IGMP querier timeout is 262 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Snooping is not enabled on this interface
IGMP Snooping fast-leave 1is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is enabled
Router#

11.4.4.12. IGMP Rate

et & UL £FE

ol

Multicast Router = CPU Z incoming &l = IGMP Packet 0l CHoll Al PPS 2 Xl
IGMP Rate £ % 1t6t= IGMP Packet 2 CPU 0l Al Drop X 2| &I Ct.

r

IGMP Packet 2 PPS £ HMIgtot)| fIoi M= TS 2l ¥ d = interface configuration mode 0 A 4! 2 st
Ch.

250l =4
ip igmp rate <500-6000> IGMP Rate € pps &%l 2 & & 6tCt.
no ip igmp query-max-response-time & & &= IGMP Rate £ G XMl StCt.

Router# configure terminal

Router (config)# interface GigabitEthernet 2/1/1
Router (config-if-Giga2/1/1)# ip igmp rate 100
Router (config-if-Giga2/1/1)# end

Router# show ip igmp rate-limit statistics

IGMP Message Ratelimit (pps) for IP Multicast

Ifname Incoming rate Rate-limit Permit Drop Rx-Total
———————————— T et e e
gi2.1.1 0 100 0 0

0

Router#
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11.4.4.13. IGMP Robustness-Variable

IGMP Robustness-Variable 2 IGMP Subnet il 4 2 & == = IGMP packet 2] =4 = U &GIH X
&8t IGMP Membership 2 Expire Timeout 2t 2 Tuning & = U= & & 0|Ct. (t2tA, IGMP Subnet Of
R EX &£ &HOl H2, IGMP packet 2 £=410] 0l & <ID| 120 Robustness Variable 2| gt2 3

H 23350 IGMP Membership 2| Xl € Tuning & %= QU C}.

IGMP Robustness-Variable & £ &0lJ| flol A= LIS 2 ¥ & = interface configuration mode 0l A

&l S5
EE <9
ip igmp robustness-variable <2-7> IGMP Robustness Variable = & & &L},
(Default: 2)
no ip igmp query-max-response-time &&= IGMP Robustness Variable € J|2gt2 2
& & st

Router# configure terminal
Router (config) # interface GigabitEthernet 2/1/1
Router (config-if-Giga2/1/1)# ip igmp robustness-variable 5
Router (config-if-Giga2/1/1)# end
Router# show ip igmp interface
Interface Giga2/1/1 (Index 1211)
IGMP Enabled, Active, Querier, Version 2 (default)
Internet address is 2.1.1.1
IGMP interface has 0 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP query interval is 125 seconds
IGMP querier timeout is 637 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 650 seconds
IGMP Snooping is not enabled on this interface
IGMP Snooping fast-leave is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is enabled
Router#

11.4.4.14. IGMP Static-Group

IGMP Static-Group 2 =& IGMP Subnet 8l M IGMP Group Membership 0fl Static 3t Al Expire &l X|
%2 Host It Join &l O AUCHD & ot= A 0ICt TetA, IGMP Querier = IGMP Static-Group 0| & &
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=l Y Interface E IGMP Leave HIAIXIE 22t E HIZ=BHK Join & EHE = X StL.

IGMP Static-Group 2 Ct2otHl & &olJ| 26l Al IGMP Class-Map 2 0| £ &tCt.
IGMP Class-Map 2 M &ot)| ol A= CHE2l B & = global configuration mode Ofl A & & 5tCY.

=Y 49
class-map type multicast-flows name IGMP Class-Map = 44 & 5tCt.
no class-map type multicast-flows M E IGMP Class-Map 2 A NI SHCE.

M A= IGMP Class-Map 0l A= Oteiel &= class-map mode Ol & & & == QULCH

gdg0 49

group A.B.C.D otLESl IGMPV2 Group (*, G)S Xl & &t

group A.B.C.D source A.B.C.D StLt2l IGMPV3 Group 1t Source (S, G)E X & &t
Ct.

group A.B.C.Dto A.B.C.D 0421 JH2 IGMPv2 Group (*, Gn)2 Xl & &tCt.

group A.B.C.D to A.B.C.D source A.B.C.D 04 JHCl IGMPV3 Group 1t 6tLES| Source(S,
Gn)E A& &Lt

no group A.B.C.D X & & IGMPV2 Group (*, G)= ol Xl &tCt.
no group A.B.C.D source A.B.C.D KXl & E IGMPv3 Group 1t Source (S, G)= off I &
Ch.
no group A.B.C.Dto A.B.C.D X&E 0421 JHel IGMPv2 Group (*, Gn)= ol Xl &t
C
no group A.B.C.D to A.B.C.D source KEE 6ed M2 IGMPv3 Group 1t ot LES]
A.B.C.D Source(S, Gn)Z off Ml &tCt
IGMP Class-Map 0l Al XIZE 4= Q= source 2 & &2 IGMPv3 21 A 202t R &6lCH

Router# configure terminal

Router (config)# class-map type multicast-flows igmp_static
Router (config-mcast-flows-cmap) # group 225.1.1.1 to 225.1.1.10
Router (config-mcast-flows-cmap) # group 225.1.2.1

Router (config-mcast-flows-cmap) # end

Router# show ip igmp static-group class-map

Class-map igmp static
description : -
Group address range 225.1.1.1 to 225.1.1.10
Group address 225.1.2.1

Router#
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IGMP Static-Group = & &otJ| floil M= L= 2 & = interface configuration mode Ol Al & & &L},

80

&g

ip igmp static-group A.B.C.D

IGMP Class-Map 2 AME3tAl %10 IGMPV2 Static-
Group & & & &tL}.

ip igmp static-group A.B.C.D interface
IFNAME

o
EES

IGMP Snooping 0| & & &l VLAN interface
IGMPV2 Static-Group 2| & & Al VLAN interface 2
member port £ Xl & &tCt.

ip igmp static-group A.B.C.D source
A.B.C.D

IGMP Class-Map 2 AME3tAl %10 IGMPv3 Static-

£ &£d st

Group

ip igmp static-group A.B.C.D source
A.B.C.D interface IFNAME

IGMP Snooping 0l & & & VLAN interface 2! &<,
IGMPv3 Static-Group 2| & & Al VLAN interface 2
member port & Xl & &L},

ip igmp static-group class-map name

IGMP Class-Map 2 AIE5+0 IGMP Class-Map 0l M
K& Group @E2E AFE5H0d Static-Group S & & &t
Ct.

no ip igmp static-group A.B.C.D

P

O

IGMPv2 Static-Group = off M StCt.

no ip igmp static-group A.B.C.D
interface IFNAME

IGMP Snooping 0| & & & VLAN interface 0ff & & &
IGMPv2 Static-Group = of Ml 8tCt.

no ip igmp static-group A.B.C.D source
A.B.C.D

& & & IGMPv3 static-group 2 ol Ml &t Ct.

no ip igmp static-group A.B.C.D source
A.B.C.D interface IFNAME

IGMP Snooping 0| & & & VLAN interface 0l & & &
IGMPv3 Static-Group = olf Ml 8tCt.

no ip igmp static-group class-map
name

A A= IGMP Class-Map 2| Static-Group 2 off Ml StCl.

O

Router# configure terminal

Router (config-if-Giga2/1/1)# end
Router# show ip igmp group
IGMP Connected Group Membership

Router (config) # interface GigabitEthernet 2/1/1
Router (config-if-Giga2/1/1)4# ip igmp static-group igmp_static

Group Address Interface Uptime Expires Last Reporter
225.1.1.1 Giga2/1/1 00:01:42 static 0.0.0.0
225.1.1.2 Giga2/1/1 00:01:42 static 0.0.0.0
225.1.1.3 Giga2/1/1 00:01:42 static 0.0.0.0
225.1.1.4 Giga2/1/1 00:01:42 static 0.0.0.0
225.1.1.5 Giga2/1/1 00:01:42 static 0.0.0.0
225.1.1.6 Giga2/1/1 00:01:42 static 0.0.0.0
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225.1.1.7 Giga2/1/1 00:01:42 static 0.0.0.0
225.1.1.8 Giga2/1/1 00:01:42 static 0.0.0.0
225.1.1.9 Giga2/1/1 00:01:42 static 0.0.0.0
225.1.1.10 Giga2/1/1 00:01:42 static 0.0.0.0
225.1.2.1 Giga2/1/1 00:01:42 static 0.0.0.0

Router# show ip igmp static-group class-map interface gi2/1/1

Giga2/1/1

Class-map attached : igmp static
Group address range 225.1.1.1 to 225.1.1.10
Group address 225.1.2.1

Router#

11.4.4.15. IGMP SSM-MAP

IGMPv2 = & Group 22 IGMP Join 0] 0|20 & 2 2 PIM Router = PIM domain | Al SR & RP
°| RPF Tree € Soll Al dlY Group & Traffic 2 =&I8 &= QU Lt SHXICH Y Group 2 Multicast
Traffic & & &0k= Source £ PIM Router Jt 210 AT, PIM domain 0l Al =38 RP 2| RPF Tree
£ ArEGHAl & 12 Multicast Traffic £ & &0t= Source 2| Short-Path-Tree £ 2 & PIMJoin= & =+
QICF.

IGMPv3 2| & 0= IGMP Join Al XI 0l £& Group 2| Multicast Traffic 2 2 45t= Source € X &
& £ AJ| 20l PIM 2 Source-Specific-Multicast (SSM)2| J|s2 AIEE == QUL

IGMPv2 2| 220U = IGMP join HIAIXI 0l £& Group Bt2 X235t LH=Z M IGMP SSM-MAP J| s

S0t PIM SSM JI 5= AtE0ali OF &tCt.

PIM SSM J| s 2 Default £ Enable & f R 201 PIM SSM J| =2 Disable otJ| <ol M= global
configuration mode Ol A CHS 2l S S A& ST,

gg0 49
no ip igmp ssm-map enable SSM-MAP J| = £ Disable &fLCt.
ip igmp ssm-map enable SSM-MAP J| S 2 Enable 8tCt.

Router# configure terminal

Router (config) # no ip igmp ssm-map enable
Router (config) # exit

Router# show ip igmp ssm-map

SSM Mapping : Disabled

Database : None configured

Router#

Router# configure terminal

Router (config) # ip igmp ssm-map enable
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Router (config) # exit
Router# show ip igmp ssm-map
SSM Mapping : Enabled

Database : None configured

IGMPVv2 2 Join &l = Group 2 IGMP SSM-MAP 2| Database 0l Al X| & &t Group 2 mapping St Xl
& &l source € SSM 2 2 I 2l &tCt.
IGMP SSM-MAP 2| Database £ 44 5}J| <l M= global configuration mode Ol Al CtS2 H&E 2

&l B

=0 49

ip igmp ssm-map static access-list Access-list £ At& 3t ssm-map database £ F=Jt8tC.
A.B.C.D

no ip igmp ssm-map static access-list Access-list & AI25I0! =I}& ssm-map database E 4}
A.B.CD MISHC},

Router# configure terminal

Router (config) # access-1list 20 permit 224.1.1.0 0.0.0.255
Router (config) # access-1list 21 permit 224.1.3.0 0.0.0.255
Router (config)# ip igmp ssm-map static 20 179.1.1.200
Router (config)# ip igmp ssm-map static 21 179.1.1.201
Router (config) # exit

Router# show ip igmp ssm-map

SSM Mapping : Enabled

Database : Static mappings configured

Router#

Router# show ip igmp ssm-map 224.1.1.1

Group address: 224.1.1.1

Database : Static
Source list : 179.1.1.200
Router#

Router# show ip igmp ssm-map 224.1.2.1
Can't resolve 224.1.2.1 to source-mapping
Router#

Router# show ip igmp ssm-map 224.1.3.1
Group address: 224.1.3.1

Database : Static

Source list : 179.1.1.201

Router#
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11.4.5. Configure PIM-SM Functionality

ol

Protocol Independent Multicast (PIM)2] L2t EL S0 CHol €& o)l flolMd= O30l L= &Y

S $EIC

r

11.4.5.1. PIM Hello-Interval

PIM 2
=EE

FIIEH 2 Z Hello HAIXIE &&0l0, PIM Hello HIAIXISl =D& & &olI| 2oiA e TS
interface configuration mode 0| A &! &4 StCt

SE0 £

ip pim hello-interval < 1-65535> Hello Al X2l 8 &2t2H S &
(Default : 30s)
no ip pim hello-interval SHE Hello HAIXIS M&E2HRE I 232 &

0
o
[w]

0
o
0

Router# configure terminal

Router (config) # interface GigabitEthernet 3/1/3
Router (config-if-Giga3/1/3)# ip pim hello-interval 60
Router (config-if-Giga3/1/3)# end

Router# show ip pim sparse-mode interface

Address Interface VIFindex Ver/  Nbr Query DR DR
Mode Count Intvl Prior
3.1.3.222 Giga3/1/3 0 v2/S 0 60 1 3.1.3.222
Router#
11.4.5.2. PIM Hello-Holdtime

PIM 2 FJ|& 2= Hello HIAIXIE 8&3H0H, PIM Hello Hl Al XI £ £=416t= Neighbor = PIM Hello G
AN XA XA & Holdtime Al2t2+Z PIM Hello Bl Al XIE & & &t Neighbor £ = XI Gl OF StCE.

PIM Hello-Holdtime 2| gt #135t0| ?lol A= Ct=22 ¥ & S interface configuration mode Ol A & &
stCh

SE0 24

ip pim hello-holdtime < 1-65535>  Hello Ol Al XI 2| holdtime & & & &tC}.
(Default : 105s)
no ip pim hello-interval & X E Hello HIAIXI 2l holdtime £ JI23t22

[
0
ro
Q
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Router# configure terminal

Router (config) # interface GigabitEthernet 3/1/3

Router (config-if-Giga3/1/3)4# ip pim hello-holdtime 120
Router (config-if-Giga3/1/3)# end

11.4.5.3. PIM DR-Priority

PIM 2 =J|& 2 Z Hello HIAIXIE &&6t 1 PIM Hello Bl AIXI £ ==413t= Neighbor = PIM Hello Ol
A XU Al X & st DR-Priority 0l 2|all Al o & 21E{HI Ol A 2] DR £ Selection &tCF.

DRES MEiS [, Otefiet 22 XHS0| HEE .
® OIFHHOIAN £ &E DR Priority 2t Neighbor 2| DR Priority £ H| 12 6t 0 Highest DR Priority
22 It Xl ™ DR Router Jt &I L.
e OQIHHOIAN 25 =26t DR Priority £ JtAl= & 20l = Highest IP address Jt DR Router
Jt €L
® DR Priority atS EZ&GtAl 22 PIM Hello HIAIXIE ==4l8t &2, Highest priority € Jt& 2
Oz 2t+3t1) DR 2 Y Neighbor Ot & EHEICH,

® DR Priority 2t 2 Z &3tAl 2 Neighbor Jt L2021 Z<20ll= 21 Neighbor £ = 0ll M Highest
IP address Jt DR Router £ & &1 &I L},

PIM Hello 2| DR Priority 2t= B1&0lJ| fIci A= Tt 2 E & = interface configuration mode 0l A &
S SHCH
=10 &3

ip pim dr-priority <0-4294967294 > Hello Ol Al XI 2] DR Priority & & & StCt.

(Default : 1)
no ip pim hello-interval S X & Hello HIAIXIS holdtime S 12322 & &HC}.
Router# configure terminal
Router (config) # interface GigabitEthernet 3/1/3
Router (config-if-Giga3/1/3)# ip pim dr-priority 10
Router (config-if-Giga3/1/3)# end
Router# show ip pim sparse-mode interface
Address Interface VIFindex Ver/  Nbr Query DR DR
Mode Count Intvl Prior
3.1.3.222 Giga3/1/3 0 v2/S 0 60 10 3.1.3.222
Router#
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11.4.5.4. PIM Propagation-Delay

Multi-Access Network 2| 218 0l Al 3tLE2] £ & PIM Neighbor Jt 4 0 & Multicast Traffic £ & Gt Xl
%= 42 PIM Prune € Upstream Router 2 & & 35H0H, Upstream Router = ol & Multi-Access
Network Ol Al &= CHE PIM Router Jt S 2 8t Multicast Traffic 2 A= 2I1E & £ UAJ| W20
Prune M2l & XI&EE Al2+2EE X ASHCE Prune X 2l Ot XI A Sl Multicast Traffic 2 Hl =% =

ot= PIM Router I L CHH Upstream Router 7t Multicast Traffic 2 Ml =5 Forwarding & =+
Prune X 2|2t XIH & Al2t Ol LHOI Upstream Router £ PIM Join 2 & &0l OF StCY.

0l 248t Multi-Access Network 2| Multicast Traffic Forwarding 0l Al PIM Prune X2l X122 {15 A PIM
I8t M&EHCE PIM Hello Bl AL XI 2

Router = PIM Hello 0l Al XI 0fl propagation delay £
propagation delay £ H&0olJ| fIHAl= TS 2 HE = interface configuration mode 0l Al & 8 &Lt

g0 29

ip pim propagation-delay <1000-5000> PIM Hello 0| Al X| 2| propagation delay £ & & &tC}.
(Default: 1000ms)

no ip pim propagation-delay & X = PIM Hello 0l Al Xl 2| propagation delay £ & Xl &
Ch.

Router# configure terminal
Router (config) # interface GigabitEthernet 3/1/3
Router (config-if-Giga3/1/3)# ip pim propagation-delay 5000
Router (config-if-Giga3/1/3)# end
Router# show ip pim sparse-mode interface detail
Giga3/1/3 (vif 0):
Address 3.1.3.222, DR 3.1.3.222
Hello period 30 seconds, Next Hello in 23 seconds
Triggered Hello period 5 seconds
Propagation delay is 1000 milli-seconds
Configured Propagation-delay 5000 milli-seconds
Generation ID : 795759275

Neighbors:
Router#
11.4.5.5. PIM Exclude-Genid
PIM 2 =J| &2 2 Hello HlAIXIE &&0t0, PIM Hello Bl Al Xl = Generation ID € E &g == QUCH.
PIM Router = £ & Network 2| S 2 & Neighbor 2 28 CI2 Generation ID £ JtXl= PIM Hello 0 Al
X JF 2= 4815H Y Neighbor Jt Start &l A O1Lt Restart &S XISt RPAE £ = PIMRPF S
2 4 415t= PIM Neighbor Discovery £ £=81 &tCF.
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PIM Hello HIAIXIE M & & [Mf, Generation ID & Z&0HA &5 HFot)| foide G832 d¥2
interface configuration mode 0| A 4! &4 StHC}
=10 &9
ip pim exclude-genid PIM hello I Al XI0fl Generation ID & Z&otAl &1 MEdES
I=RSEl WS
no ip pim exclude-genid exclude-genid & & S oli MI&HCt.

Router# configure terminal

Router (config) # interface GigabitEthernet 3/1/3
Router (config-if-Giga3/1/3)+# ip pim exclude-genid
Router (config-if-Giga3/1/3)# end

Router#

11.4.5.6. PIM Neighbor-Filter

PIM2 FJ| & 22 Hello HIAIXIE 8&06t0, PIM Hello Bl Al XI £ £=416t= Neighbor = PIM Hello Gl
ANXIE S5t0 il Y Network 2] DR 2 & E{SHCH
2Rt

£ & PIM Neighbor £ HMIgtoliOF 2 E Rt (= B2 22 HE = interface configuration mode 0l A
Al ST

YO &9

ip pim neighbor-filter access-list PIM neighbor Xt&tS & & &t

no ip pim neighbor-filter access- & & & PIM neighbor Xt &t off Ml 8tCt.
list

Router# configure terminal

Router (config) # access-list 3 permit 3.1.3.1

Router (config)# interface GigabitEthernet 3/1/3
Router (config-if-Giga3/1/3)# ip pim neighbor-filter 3
Router (config-if-Giga3/1/3)# end

11.4.5.7. PIM BSR-Border

Bootstrap Router (BSR)= 37| &0l 22 0tCH Network 0fl Bi X = RP 2| 82 E 22 Bootstrap Ol
AMXIE S EF ‘&'EﬂHIOIﬁOﬂH BSR Border £ & & 6™ Bootstrap Ul Al X2 &==410| HStE
©Z MZ U2 PIM Domain & 24 & &= QUL
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BSR Border £ & &35t)| floiA= Ch22 B & 2 interface configuration mode 0l Al &1 88 SFCH

HHE &Y
ip pim bsr-border ol & 2IHHIOIAZ 2] BSR HIAIKAl &&= XHEHSHCEH
no ip pim bsr-border SFE OIHH 0l A2 BSR AKX &S24 XFEHS o MISHC.

Router# configure terminal

Router (config) # interface GigabitEthernet 3/1/3
Router (config-if-Giga3/1/3)# ip pim bsr-border
Router (config-if-Giga3/1/3)# end

11.4.5.8. PIM JP-Timer

Multicast Router = Multicast Traffic Forwarding 2 = XIotJ| fo1 A PIM JoinPrune HIAIXIE &I &
© 2 SPT &£ = RPT 2] Routing Path 0l = Upstream Multicast Router 2 & & 6tCt.

PIM JoinPrune BIAI XISl M & FD]2| J|23t2 60 =0/, PIM JoinPrune HIAI XIS & =I|E HE
otJ| fIci M= CrE2l Y& 2 global configuration mode 0l A 4! 84 5tCt

FAHE =he:
ip pim jp-timer <1-65535> PIM JoinPrune BIIAIXI2] M& D€ A& EHCY.
(Default : 60 =)
no ip pim jp-timer HF & PIM JoinPrune MIAIXIl M&FI1E JI23te2 SF &
Ct.
Router# configure terminal
Router (config)# ip pim jp-timer 120
Router (config) # exit
11.4.5.9. PIM Access-Group
Multicast Router = & J|& 2! PIM Join Bl Al XI € 2= 413t Multicast Traffic Forwarding 2 S XI8tCt.

MBIAZE 23HAl &2 Multicast Group 2 = PIM Join 0] =41&E ZA220= 0|2 HMSte &= UL
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£ & &t Multicast Group 2 2 2| PIM Join & MI&tot DAL & MH0ll= 32 ¥ &= interface

configuration mode Ol M &2 StCt

==k a9

ip multicast boundary access- Access-List 0l A XIZ & Group 2= 2| PIM Join 2 HI&H&tCt.
list

no ip multicast boundary MIStE PIM Join 2 o I &HCF.

access-list

Router# configure terminal

Router (config) # access-1list 3 deny 224.1.1.0 0.0.0.255
Router (config) # interface GigabitEthernet 3/1/3

Router (config-if-Giga3/1/3)# ip multicast boundary 3
Router (config-if-Giga3/1/3)# end

11.4.5.10. PIM Accept-Reqgister

RP 2 2& %9l Multicast Router = PIM Domain 0l =38t 1%-Hop Multicast Router 2 £ £ PIM
Register 0l Al XIE = 413104 Multicast Source Entry £ 2t 2| 8tCt.
Multicast Router = ==& &= £ & Source 2| PIM Register 0l Al XI E Al

£ global configuration mode 0l M ==845tCt.

ol

totJ| fIolM= THE2 EE

r

=10 &9

ip pim accept-register list access-list =4l %] = PIM Register il Al XI 2| source € HI&t&tLH.

no ip pim register-filter-group =41 &l = PIM Register Ol Al K12 HI&tE source £ Gl Al
StCh.

Router# configure terminal
Router (config) # access-list 30 permit 100.1.1.0 0.0.0.255
Router (config) # access-list 30 deny any

( )
Router (config) # ip pim accept-register list 30
Router (config) # exit

11.4.5.11. PIM SPT-Threshold

Multicast Router J} IGMP Host 0l Ol 8 IGMP Membership 2 & XI6t= &2, 0| Multicast Router S
Last-Hop Router 2t 1) StCt. Last-Hop Router = RP Tree £ 2 H == &1 &l = Multicast Traffic 0fl CHoH A
ol & Traffic 2| Source 2 &ot= JtE HitE & 22! Shortest-Path-Tree 2 Traffic 2 22 = UE=
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PIM SPT-Threshold £ & & GtJ| ol M= CtE22l E Y = global configuration mode Ofl A <=2t &t Ct.

S0 £9

ip pim spt-threshold [group-list PIM SPT Threshold £ & & &tC}.
access-list]

no ip pim spt-threshold [group-list & F = PIM SPT Threshold £ &l Xl &tC.
access-list]

Router# configure terminal
Router (config) # ip pim spt-threshold

Router (config) # exit

11.4.5.12. PIM Cisco-Register-Checksum

L EIIM A E Originator 22 H &&= Multicast Packet 2 =418t First-Hop 0l ¥ X1 & 2IRE= RP 2
ol & Packet 2 PIM Register HI Al Xl LHOI Z&SHA unicast routing 2 S0t & & &tCt. O PIM
Register HIAIXIE #4158 RP = HIAIXI LHOI & & Multicast Packet 2 Multicast Routing Entry &
forwarding &tCt.

RFC E &0 2/5tH, PIM-SM Register 0l Al XI 2] Checksum & Header & 2+ H &HE| X 2, CISCO 2t
S HSl 8% Register HIAIXI &I Ot Hl&HEICEH
(t2t A CISCO 2t E @ £8510| 2ol A= BH= Al Checksum 2| H &2 BIAI X & HIDF = O OF

rol
[wl

W
02

Cisco Register-Checksum 2 & &olJ| floi M= Ct22l & & = global configuration mode 0fl A
StCt

EEN ZE
o=
o w—

o
[

ip pim cisco-register-checksum Group Ol CHoll Al Cisco 2t E St SEGIESE 43

ip pim cisco-register-checksum Access-list 0l M XI & & Group Ol CH3H Al Cisco 2tEH2 &

group-list access-list S5l = AR BHCY.

no ip pim cisco-register- 2 Group 0l HoH M & H = register-checksum 2 3 K| &
checksum C}.

no ip pim cisco-register- Access-list 0l A XI & & Group Ol CHoll A & & = register-
checksum group-list access-list checksum £ &l MI3Ct.
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Router# configure terminal
Router (config) # ip pim cisco-register-checksum
Router (config) # exit

Router# configure terminal

Router (config) # access-1list 11 permit 224.1.1.0 0.0.0.255
Router (config)# ip pim cisco-register-checksum group-list 11
Router (config) # exit

11.4.5.13. PIM BSR-Candidate

/o A= PIM Domain Ofl & &0 U0 OF &

Multicast Router J} BSR Candidate 2 S & 6t0 CH.
| ol A = global configuration mode 0l Al CtS2|

Multicast Router £ BSR Candidate & & & 6}0

d= &S

a0 &9
ip pim bsr-candidate ifname Multicast Router J} BSR candidate £ S&ot =5 & & &tC}.
[hash-mask-length] [priority]
no ip pim bsr-candidate [ifname] & X =l BSR candidate £ off M| 8tCt.
Router# configure terminal
Router (config) # ip pim bsr-candidate 1lo0
Router (config) # exit
Router# show ip pim sparse-mode bsr-router
PIMv2 Bootstrap information
This system is the Bootstrap Router (BSR)
BSR address: 172.16.1.222
Uptime: 00:02:32, BSR Priority: 64, Hash mask length: 10
Next bootstrap message in 00:00:24
Role: Candidate BSR
State: Elected BSR
Router#
Router# configure terminal
Router (config) # ip pim bsr-candidate 1lo0 24 128
Router (config) # exit
Router# show ip pim sparse-mode bsr-router
PIMv2 Bootstrap information
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This system is the Bootstrap Router (BSR)
BSR address: 172.16.1.222
Uptime: 00:05:01, BSR Priority: 128, Hash mask length: 24
Next bootstrap message in 00:00:59
Role: Candidate BSR
State: Elected BSR
Router#

11.4.5.14. PIM RP-Candidate

Multicast Router J} RP Candidate £ S &5tJ| ol A= PIM Domain 0l Z£& &0 /U OF 8tCH. RP
Candidate = &Ml IP HEIMAE F=A 22t = L2220 UM AMBIAE & 4= QUL Candidate
RP = +J| & 22 Candidate RP Advertisement 0il Al X| £ Bootstrap Router (BSR)0ll Al & & &tCY.

Multicast Router & RP Candidate 2 & & 5}J| 2loll Al = global configuration mode Ol Al CIS2 &2 &
2 MBS

gdg0 &9
ip pim rp-candidate ifname Default value 2 Candidate RP Jt S&3I&E5 &
& BHCH.

ip pim rp-candidate ifname priority <0-255> N & & priority £ Jt Xl = Candidate RP Jt &2

ot== £detlh.

ip pim rp-candidate ifname priority <0-255> K& & priority € JHXI 2 XI&E R

interval <1-16383> Advertisement HIAIXIE F=I| X2
Candidate RP J} S&ot=5 & & &tCt.

G

ip pim rp-candidate ifname priority <0-255> X &= priority £ JtXI D X & = Group Ol CH3H
interval <1-16383> group-list access-list MOt X| &S RP Advertisement DIl A K & =J| =
O 2 M&0t= Candidate RP I S&OHE S 4
& 5Lt
no ip pim rp-candidate [ifname] & X & Candidate RP S S ol MISHCt
Router# configure terminal
Router (config) # ip pim bsr-candidate 100
Router (config)# ip pim rp-candidate 1lo0
Router (config) # exit
Router# show ip pim sparse-mode bsr-router
This system is the Bootstrap Router (BSR)
BSR address: 172.16.1.222
Uptime: 00:03:56, BSR Priority: 64, Hash mask length: 10
Next bootstrap message in 00:00:07
229
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Role: Candidate BSR
State: Elected BSR

Candidate RP: 172.16.1.222 (Loopback0)
Advertisement interval 60 seconds
Next C-RP advertisement in 00:00:36
Router#
Router# show ip pim sparse-mode rp mapping
PIM Group-to-RP Mappings
This system is the Bootstrap Router (v2)
Group(s): 224.0.0.0/4
RP: 172.16.1.222
Info source: 172.16.1.222, via bootstrap, priority 192
Uptime: 00:00:08, expires: 00:02:24
Router#

11.4.5.15. PIM RP-Address

RP Candidate 2t BSR Candidate £ 2&& == = Network 2| 30N S8 HEINAE 2UHRHE
RP Z Static ot Hl XI &St QA & I &FE = QUL

& H & Static RP 2| & 2 = Bootstrap 0l Al Xl 0l 2131 M Dynamic &t Al Learning &l = RP Candidate £
Ct &2 Y 2M, Learning € RP Candidate 2CF =2 £ = 621 M RP-Address Override

£ J & oll0F 8HCH.

Multicast Router 0ff Static RP 2| 8 2E & & 5tJ| <ol M= global configuration mode Ol Al Ct22| &H

EEN €9
ip pim rp-address A.B.C.D [access-list] [override] Multicast Router 0i| Static RP £ & & &tC}.
no ip pim rp-address A.B.C.D [access-list] & 8 =l Static RP & 2 E ol Ml StCh.

Router# configure terminal
Router (config) # ip pim rp-address 172.16.0.1
Router (config) # exit
Router# show ip pim sparse-mode rp mapping
PIM Group-to-RP Mappings
Group(s): 224.0.0.0/4, Static
RP: 172.16.0.1
Uptime: 00:00:37
Router#
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11.4.5.16. PIM Register-Source

1%-Hop Router 0il Al RP 2 PIM Register £ & £ & [, PIM Register Packet 2| IP Source £ Static 5t
H X860 HE& == QUL PIM Register-Source £ & &6t0| A= TS

£ 4380 o HH Z global
configuration mode 0fl M & & &tCF.

=1y
ip pim register-source [ ifname | A.B.C.D]
no ip pim rp-address A.B.C.D [access-list]

&9

PIM Register-Source £ X| & &tC}.

Xl & & PIM Register-Source E G M

@

CtH.

Router# configure terminal

Router (config)# ip pim register-source 1lo0
Router (config) # exit
Router#

11.4.5.17. PIM SSM

PIM SSM 2 & &3dl™H A& = SSM 2| Group range 0l L& &

& &l = Group 0l (ol M= RPT JIs01 Mist
TIM, SPT Vst M3 L.

[y

SSM 2| Group Range £

=2 o &

S X5t /oM e CtE2l 9 2 global configuration mode 0l M &1 8 5HCH,

gg0 &9
ip pim ssm default

PIM SSM Ofl CiHlf Al Default Group range(232/8)E & & &tCt.

ip pim ssm range access-list PIM SSM Ofl CHoH Al Access-List 0l M XI & &t Group Range 2

I—IE@-EL
no ip pim ssm

M2 & PIM SSM Group range £ ol Xl 8t LCF.

Router# configure terminal
Router (config) # ip pim ssm default

Router (config) # access-list 10 permit 224.1.1.0 0.0.0.255

ip pim ssm range 10

)
Router (config) #
) # exit

Router (config
Router#
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11.4.6. Display System and Network Statistics

H11-2IPHENAE 2tRE && ZBLIHE EE A

a0 &9

show ip igmp groups SAESQ| JIs HEHAE OEES BN
=L

show ip igmp interface QI HIOIASS HENAES 2HE FES
2 20&E0

show ip igmp rate-limit statistics

show ip igmp ssm-map
show ip igmp static-group class-map

show ip mcache

show ip mroute

show ip mvif

show ip pim sparse-mode anycast-rp
show ip pim bsr-router

show ip pim sparse-mode interface

show ip pim sparse-mode local-members
show ip pim sparse-mode mroute

show ip pim neighbor
show ip pim rp

show ip pim rp-hash
show ip rpf

show ip rpf event

HEPDHAE etRE A4l HEE EWHEL
YUEINAE CIRE HIOIES LHIEE BEWH=C
HEIHAE CIHHIOIAL B2 E B0 ELH
PIM anycast RP 0ll CH &t E2 & 2 &L
BSR ctSEOUl CHE BEE BEWELL

PIMO| & & CIEHHIOIAN TSt BEE 20

=L,
PIM local membership & 2E 2 &Lt
PIM Ol Al 22|3t= ZEIHAE 2

UHES 2HEL

PIM neighbor 2 2 0 &Ct.
RP Ol CHE B2 E B0 ELH.
RP-HASH Ol Ciet 2 E 2 &EL

RPF Ol CHet @22 20 =L
E %

+={IBHRPFOIBIE U8t B2 E 20HEMH
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= &2 8l 28 502! E7500 Series AR X2 A|AE 2 SH 2LIHE JIs0ll CHoll &Y StCt.
B AAE MEH 2LEHY
m OIHMHOIA SH
m  |ogging &F
B RMON (Remote Monitoring)
m QX &F

E7500 Series A?|XIJt Bt SH 2= AAE 2 XIS UWERIDS 8 SEHE SAl It
g = JAESE el FINH2Z SH UOIEE 22lotd g% S5 =otl, SNt 2| &
ol 0lel 2XIE #eg = UL

SEf 22l Jls2 AKX e E2E MS8HC E7500 Series A9 XI= show B2 AE HHES
Sot0 et &) Z2E 2SN otHE Sot0 MB&tth
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H12-1. &Ef 2LIHYE HHA
a0 23 2=
show logging AAE0] ST 2215t Y= 2OE 204 =Ch Privileged
show memory usage S AIABS HZ2 As AEE 20 E=C. Privileged
show cpu usage M CPUERE=S B¢ =Lt Privileged
show environment ANAEIC TIHR, FAN, 2= 0 Uigt &8H 825 £  Privileged
[cooling|temperature|status] 21 5t(}
® cooling: FAN & 2
® temperature: 25 &
® status: IF9, FAN, 252 A 32 =5
show environment alarm AAE St 20 (st & 022 &6t Privileged
[status] m status: 22 0|2 =
show version ANAEIIHE HEEE 20 =0 Privileged
&l ol T X
122, ANAE AKX &H
E7500 Series AR Xl= AMAE 25 25, CPU £ M2 AHEE S0l Tioll 2 H XI(threshold)E & &
g o QUCH LAHX= Ast AL otst dHXZ &3S = ULH, 436t HIAE HHU= 222
syslog & SNMP EgiS ZMAIZ = ULt
12.21. =2 &3
AMAEIS 2 20 CHoll 2<2 & L otet AHXE 48 == ULH AKX HRAE Ho{Ll= B2
US0| LG sl 20l CHEr 0182 2elE & 5= UL
H122. 25 43 #&H 8O
=EL 249 ==
facility-alarm temperature S= 20 ol 2% L AH Xl (major/ Config
major value minor value minor)E & & &},
facility-alarm temperature 2t PFE, SFE 2 &0 2% 2 H Xl (major/  Config
{pfe-module|sfe-module <1-6>} mmor)% SRS}
major value minor value
no facility-alarm temperature && ANXE J|=2gC2 HF st} Config
[pfe-module|sfe-module <1-6>]
show environment alarm I, FAN, 2&°| e dAX HEE &  Privileged
thresholds 2150}
clear facility-alarm e 0182 AMISHCH Privileged
[major|minor]
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Oteh GlIHl= SFP module 1 0l CHAHl major & minor 2% A X L.

Switch# configure terminal

i

Switch (config)# facility-alarm temperature sfe-module 1 major 65 minor
45

Switch (config)# exit

Switch# show environment alarm thresholds

- M -

SFE module 1 temperature 42.5'C
threshold #1 for SFE module 1 temperature:
(sensor value >= 65'C) 1is system major alarm
threshold #2 for SFE module 1 temperature:
(sensor value >= 45'C) 1is system minor alarm
SFE module 2 temperature 35.5'C
threshold #1 for SFE module 2 temperature:
(sensor value >= 70'C) 1is system major alarm
threshold #2 for SFE module 2 temperature:
(sensor value >= 60'C) 1is system minor alarm
PFE module 1 temperature 47.0'C
threshold #1 for PFE module 1 temperature:
(sensor value >= 65'C) 1is system major alarm
threshold #2 for PFE module 1 temperature:

(sensor value >= 50'C) 1is system minor alarm

12.2.2. Cpu usage &3
ZHI0I CPU ALR S0l CHEH 2HXIE SF5tD, YHX Z DAl syslog 9 SNMP EBO=2 0|2 LRICH

H 12-3. CPU usage threshold 2& 2 &0

S0 49 2c
cpu usage threshold low <30- CPUusage 2| 2HXE £&5t= EA0{0l Config
100> high <40-100> CH CPU AL S0l 2H Xl 2L+ &= 0FXIH L

(high) CHAl % OFXI & (low) syslog £ &A1 &t

Ct.
cpu usage time-period CPU AIEE (average) )| =0| &= Al2Zt2 Config
(<300>[<5>]<60>) A XS}
snmp-server enable traps CPU AFZE0| &I XIZCH =0FXI 21 Li(high) Config
resource cpu-load-monitor CHAl < OFXI & (low) snmp trap S 2 A4 SHCH
show cpu usage 82l CPU usage & x| &tCH. Privileged
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12.2.3. Memory Usage & &

210l memory Ol CHEt HXIE &S], AHE JtS8 memory 2] AHE Jtsgh 20| A AHIXI 20 £
OFXI'™ syslog 2t SNMP Eg 22 0|2 &&lC}.
H 12-4. Memory usage & 4380
=N &9 e
memory free low-watermark AME IS8 memory 22| AHXIE EHoH Config
<10-70> = HANOICH AFR JHs 8 memory JF 2 |
X 20 ZOLXIAHLE CHAl =0FXI S syslog &
2 A SHCEH
snmp-server enable traps AMNE Jt=8t memory JOF 2 AHIX ECH £0Xl  Config
resource memory-free-monitor MUt CHAl =0HX|®d SNMP E&4S 2 5t
Ct.
show memory usage & XH 2 memory usage S X 3| &tC}. Privileged
12.2.4. Application memory AIE display
2+ application S0| At&36t= memory 281 322 B0 30| floll St 22 Y2 MESHC
H 12-5. Memory display 2& 280
N 49 gc
show memory 2} application 2] memory AF2X 2 Privileged
(bfd|bgp|imi |mstp|nsm|ospf|pimd|rip) = X 3|5},
12.3. ZE SH|
E7500 Series AR Xl= 2 LEO| SH HEE HIetlh. ZE SHE 2J| Flold= U352 Hd=
INE=2=40 S
show interface [ifname]
E7500 Series A®Xl= 22 X0 A Oteliet 22 ZE SH 2 E HSStlh.

m  Received Packet Count (Rx Pkt Count) — The total number of good packets that have been
received by the port.
®  Received Byte Count (Rx Byte Count) — The total number of bytes that were received by
the port, including bad or lost frames. This number includes bytes contained in the Frame
Check Sequence (FCS), but excludes bytes in the preamble.
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E7500 Series User Guide

ﬂ



____S_wit

(IS show interface ¥ Z S UIOIEHE ZL&st LE

/——"/

- e —

B Transmit Packet Count (Tx Pkt Count) — The number of packets that have been
successfully transmitted by the port.

B Transmit Byte Count (Tx Byte Count) — The total number of data bytes successfully
transmitted by the port.

B Received Broadcast (Rx Bcast) — The total number of frames received by the port that are
addressed to a broadcast address.

B Received Multicast (Rx Mcast) — The total number of frames received by the port that are
addressed to a multicast address.

B Transmit Collisions (Tx Coll) — The total number of collisions seen by the port, regardless of
whether a device connected to the port participated in any of the collisions.

m  Received Bad CRC Frames (RX CRC) — The total number of frames received by the port
that were of the correct length, but contained a bad FCS value.

B Receive Oversize Frames (RX Oversize) — The total number of good frames received by
the ports that were of greater than the supported maximum length of 1,522 bytes.

®  Receive Dropped Frames (Rx Drop) — The total number of dropped frames due to lack of
system resources.

02

=1
==

Switch# show interface GigabitEthernet 2/1/11

Giga2/1/11 is up, line protocol is up (connected)

Hardware is Ethernet, address is 0007.709e.2914 (bia 0007.709e.2914)
index 1111 metric 1 mtu 1500 arp ageing timeout 7200
Full-duplex, A-1000Mb/s, media type is 1000BaseLX
<UP, BROADCAST, RUNNING, MULTICAST>
VRF Binding: Not bound
Bandwidth 1g
inet 3.44.1.230/24 broadcast 3.44.1.255
VRRP Master of : VRRP is not configured on this interface.
Last clearing of "show interface" counters never
60 seconds input rate 88 bits/sec, 0 packets/sec
60 seconds output rate 72 bits/sec, 0 packets/sec
L2/L3 in Switched: ucast 30 pkt - mcast 20,532 pkt
L2/L3 out Switched: ucast 36 pkt - mcast 20,871 pkt
20,565 packets input, 1,782,898 bytes
Received 3 broadcast pkt (20,532 multicast pkt)
0 CRC, 0 oversized, 0 dropped
20,918 packets output, 1,790,946 bytes
0 collisions
0 late collisions, 0 deferred

E7500 Series User Guide 237




S Witcsbution ,_,_——/

02
o
=)
SN
2 0R
H
In

oo

=0l Cio 2= CHBIOIAL =& SH HEE
Ct.
show port counter [detail] m |-Kbps/ O-Kbps Privileged
®  |nOctets/ OutOctets
®  |nPkts/ OutPkts
Ot =0l CHoll A EHHIOIAL X SH BEEE
show port statistics 5x/1Z/5 =2 A2 S
{all | IFNAME} ® TX: bits/s, pkts/s
. RX: bits/s, pkts/s
Eciy Bt JIete =0 ol CIEHHOIAL HAF S
show port statistics avg type H HEES5XE/1E/E HAZ SHEHC
[IFNAME] = TX: Unicast/Multicast/Broadcast s
®  RX: Unicast/Multicast/Broadcast
OtcH =0l CHet AIHHIOIAL SH EEE &6t
InOctets/ OutOctets
InUcastPkts/ OutUcastPkts
InMcastPkts/ OutMcastPkts Privileged
InBcastPkts/ OutBcastPkts
IfinDiscards
IfinErrors
HE QIEHHIOIAS ST SHS =8 SH E2E &Al .
show port-mib IFNAME L Privileged
ES 5L,
=0 CHoll CIEHHIOIAL =X SH H3E2E &4
.module &2 HE B&5 E2E £ 6t
InOctets/ OutOctets
InUcastPkts/ OutUcastPkts
InMcastPkts/ OutMcastPkts
InBcastPkts/ OutBcastPkts
show interface counters OIEHIOIANAN M =& ] SH dE2E &8t

errors [module <1-6>] Ctmodule S8 2 HE 2= S8 E &4 8HL}.

M
Jy
o

Privileged

Privileged

-

show port statistics interface
[IFNAME]

ol

=2

[o]]]

o
- =
(m]
==

o
[w]

show interface counters

Privileged
[module <1-6>]

Privileged

Ct=22 show interface counter 382 0| &0t &M ZE2| =& SH 32 E £ LHEO0ICY.

Switch# show interface counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Tel/1l/1 0 0 0 0
Tel/l/2 0 0 0 0
Tel/2/1 0 0 0 0
Tel/2/2 0 0 0 0
Gi2/1/1 0 0 0 0
Gi2/1/2 0 0 0 0
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Gi2/1/3 0 0 0 0
Giz/1/4 0 0 0 0
Gi2/1/5 0 0 0 0
Gi2/1/6 0 0 0 0
Gi2/1/7 0 0 0 0
Gi2/1/8 0 0 0 0
Gi2/1/9 0 0 0 0
Gi2/1/10 0 0 0 0
Giz2/1/11 1,873,636 30 21,577 3
Giz2/1/12 0 0 0 0
Giz/2/1 32,567,322 437,460 22,565 4
Giz/2/2 13,388,018 29 21,094 180,777
Giz2/2/3 0 0 0 0
Gi2/2/4 0 0 0 0
Gi2/2/5 14,986,518 37 21,454 205,155
Gi2/2/6 14,985,892 582 20,922 205,139
Gi2/2/7 1,857,912 578 20,932 8
Gi2/2/8 13,638,481 164,376 20,932 3
Gi2/2/9 0 0 0 0
Gi2/2/10 0 0 0 0
Giz2/2/11 1,976,170 50 22,893 7
Giz2/2/12 0 0 0 0
Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
Tel/1l/1 0 0 0 0
Tel/1l/2 0 0 0 0
Tel/2/1 0 0 0 0
Tel/2/2 0 0 0 0
Giz/1/1 0 0 0 0
Giz/1/2 0 0 0 0
Gi2/1/3 0 0 0 0
Giz2/1/4 0 0 0 0
Gi2/1/5 0 0 0 0
Gi2/1/6 0 0 0 0
Gi2/1/7 0 0 0 0
Gi2/1/8 0 0 0 0
Gi2/1/9 0 0 0 0
Gi2/1/10 0 0 0 0
Giz2/1/11 1,880,754 36 21,917 11
Giz2/1/12 0 0 0 0
Giz/2/1 33,315,630 447,667 22,561 23
Giz/2/2 1,871,404 114 21,409 6
Gi2/2/3 0 0 0 0
Gi2/2/4 0 0 0 0
Gi2/2/5 6,656,196 68,438 21,465 76
Gi2/2/6 1,868,632 450 21,082 53
Gi2/2/17 3,665,906 455 21,089 28,122
Gi2/2/8 17,120,726 216,612 21,086 36
Gi2/2/9 0 0 0 0
Gi2/2/10 0 0 0 0
Giz2/2/11 2,014,134 59 22,900 12
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Gi2/2/12 0 0 0
CtE& show port statistics HH = 0/8otH EE ZEQ5X/12/52 SH HEE &8 H=0I
Ct.
Switch# show port statisties gi2/1/11
Last clearing of counters 55:03:45
Port TX | RX
bits/s pkts/s| bits/s pkts/s
Gi2/1/ 1] —mm oo
5 sec. 264 0 296 0
1 min. 88 0 96 0
5 min. 72 72
QIHHOIAL SH 2= &M gtS LIEtW= B et &8 et 22 SHEIC Otcl 8= A=E6t
o QIEHHOIAS B SH B2 dAlot= Al2t 432 BERALE Y CIEHIOI A0 CHoll 2 & D12t
= CF High/Low threshold gt = & &6t 2LIHYE & =+ QUL
T127.ZESH LY HH
24240f £ ==
QIEHHOIAL B SH EE2E HAlot= Al2ts 4
load-interval interval _ interface
HetCt.
QIHHOIAS H SH HE2E dilot= Al2t= DI
no load-interval _ interface
2 ez HFSH.
oS QIEHIOIAN CHol &8t A2t =2t low %
input-load-monitor interval . _ _ i} ,
P . high &3 2t2 d&Fol =4 E2NZO| oY A 2t | interface
low-threshold high-threshold ~
S 90lU= Z2RE SUHE & = ULt
no input-load-monitor olE I HOIAN CHet 2LIHYE &&= ol MIStHLY. interface
show port input-load-monitor OIEHIOI A0 CHet RUIEHYE &S S S interface
OS2 ggs ZE SHO ol =& gt=2 =JI3tAI2l= BE K 0ICY.
H12-8. ZE 8} =013 H¥
EELY &89 2c
clear counters DE UHBIOIAL EH =& a2 =JI=tetlt. privileged
clear counters IFNAME EZ AHHOIAS SH =& S =380 privileged
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clear counter

Y2 ISt &

=Lt

E7500 Series A</ X Jt MlE5ot=
3t WESZ3S =2
b NI &Ast=

c=2 =l

[e)
295 cE =¢

12.4.1. RMON IR

RMON(Remote Monitoring) 71 52

A
e

FEGH0, AlA

Q
=

ULH C+S Z0A= RMON HE

RMON J| S0l CHotO! XtAllGI & & StLt.

RMON 2 IETF(Internet Engineering Task Force)2| RFC 1271 2t RFC 1757 0ff /& A= 2/ E
F AECZ AAY 2 UERKIE AC2 22|ote JIs2 MBSHLH L o2 RMON 2
G222 S IOtAl 28 A E Jt&ICH
®  RMON probe
B AACZ MOUHEHEAMN XNESH2Z LAN MIOME £=VLIAN 2 SH 228 =&8dl= Xs
o OE0lA E= 2ZEY A HOIXE
B SESHFEE 2R P US WM E= 0lcl st 220 TetAd &t 2 2el s
AEQNAH MS
® RMON Manager
B RMON probe 2t SAlotHA SH 82E =&
B S Al RMON probe o s WERIN U2 2€2= A 20H, RMON probe £ in-band
£ = out-of-band A& =2 Sot0 X O

RMON-compliant
Console Manager

N

RMON-Probe

RMON-Probe

18 12-1. RMON Manager 2t RMON Probe

JIZE2] SNMP MIBs Ol SNMP agent Jt &M= &8l AHME 2tel 4
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RMON Agent= & S GIOIE, OI= OIOIE, SAE 2&
H=E & HAHAE fIchd S H2lS 2HEol= JIst &
o

P
2MIIsS 2706t A OF L.

22iF

rr

E7500 Series 29I XA = <

= SH, 018, ¢&, 0lHE O5etS X2 & RM

# 12-9. RMON &5

d2J|ls & At

N
(m] :'Lu
p
Pal
10
M
uio
i
1
g0
oy
c
o
.
V
=
>
0x
o
ror
pu)
z
o)
Z
lo
[{e]
o
U
o

@)
Z
o
[
U
Im
HU
0
rn
x
0
o
=3
wn

Q

o
9}
o
o
o

= 49
=l B SEAOHENM LS THS/BI0IE &=, EZ2CENAEILDEIHNAE =,
S= = 2 {2 2018 &= 12ld A& 2F(fragment, CRC Alignment,
20l 01, 20l =0t S) 0l tist SHE M3
o= m 22| X BFEE AIZE 22 LHO et 23 EcilE 2 F 0l U &
SE M3
B J|2XHoz EI/EIIRCZ 2tAS A48 IS5t 1-3600 £ E 2tA 2
= HIst
B Ol S E S AIZHE OI2 &g L OUE MIOHES HIW Its
a8 B FIHOZ EXE S MAoH =X ol 22 X0l 2000
CHelQlol Rralel DIZE8 BR
B )|EXE Blia Y AUz 38 = JqD HSH L HMs o))
LISHA &/5IeHXIE B3N ELEE 202 3EJF 2
SAE B JOHEQN HAFE 2 U LMAIZ EE, 28 ~E SAEHZ &
2l
A?Iniiel SAE m 2 SAEHOISH LHAE SAE SUHA LA SIS L2 E
L2 dMAIZI SAE 2 M
m 22| ft= JAoteE SR NS A2 22 L 25t SAEQ &8 &
Hold E2E =8
EcdiZ HEEHA B HOIEH B2 HE, EMACHEUHAE IIELSZE F SAEZ LAst
Ecim ¥ QIR0 st BEE =&
m 0| EEE0I20HAH SE SAEN JIE F20IRIt =FAXNNE HE
BoEs O ItsE
B CENMIOYMEN A= SAEIIE Z0l 01U 01X E =2 2t
HE SUSLEM AN 0IEEX=E & == 8l
ZH m 2D EHE WAL SSS ZAloI] KA 012
a2l =& B NOHEN LM IH2IS =EoHA 22l 24
At2A m SIS A0l ZMGH O IS 2230 2 XA 212 HAIXKESE
242

E7500 Series User Guide

ﬂ



Swﬁclpm P,

) e —

Sy

PS|

(i

o
o
o
I
i
!
o
P
z
X
0

12.4.2. RMON 9| Alarm 1} Event 28 & 4.
AF2 XS CLI = SNMP 22l KHofl 231 Al RMON 2 A& 8 2 QUCH

¥ 12-10. RMON Alarm and Event &8 ®&

o121 0f ELE ==
rmon alarm index variable interval RMON alarm & =Jtg8tCt. Config
seconds B |ndex: Alarm QIEf A

{absolute |delta} ® Variable: Alarm 244 (422 SNMP mib ©!

rising-threshold value event num
falling-threshold value event num
[owner string]

AEAS II

2
®m Absolute: 8Z2! TJ= alarm value 0l CHol
gt

atdt 0
®  Rising-threshold, falling-threshold value:
alarm £ ZMAIZ & gt

®m event: Delta LI absolute 2 ME& &=

o gto X0l E HEGtE=E €8

alarm value Jt rising-threshold & = falling -
threshold gt0il SE3S [ 22 ol & Event
Ot HMGIESE 43

® owner:; Alarm 2| owner 2 S2

rmon event index RMON event £ F I8t} Config
[log] ® |ndex: Event QI Gt A
[trap community] m log: Event Ot 2 Ai8t 22 log 2 MAGHE =

[description string]
[owner string]

=
® trap: Event O} 25 A
et & trap 2 MEGHE
® owner: Event 2| owner £ S
®  description: Event 0l CHst &

no rmon alarm alarm-index A A3 RMON alarm & 8 2 AHMI &L Config
no rmon event event-index A A3 RMON event &8 2 AHHIEHTH Config
show rmon alarms RMON alarm &£ && stLt. Privileged
show rmon events RMON event & 2 & stLl. Privileged

OreH Ol Kl = GigabitEthernet 2/2/8 Ol CHGH rmon alarm & & & oIALt. GigabitEthernet 2/2/8 2|
inOctets gt 2 30 = 0tCt &= 25t rising-threshold & falling-threshold £ 2 LIH 28 & & & event
E YMAIIIESE S0t Rmonalarm 2 8™ & [Mf Ofei 2t 20| event ¥ stats 2 H X & & &l OF SHCH.
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Switch# configure terminal

Switch (config)# rmon event 1 log trap rmon_test description RisingAlarm
Switch(config)# rmon event 2 log trap rmon_test description
FallingAlarm

Switch (config) # interface GigabitEthernet 2/2/8

Switch (config-if-Giga2/2/8)# rmon collection stats 1

Switch (config)# rmon alarm 1 etherStatsEntry.4.1158 interval 30
absolute rising-threshold 2000000 event 1 falling-threshold 1000000
event 2

Switch (config)# exit

Switch# show rmon alarm
Alarm 1 is active, owned by RMON SNMP

Monitors etherStatsOctets.1158 every 30 second(s)

Taking Absolute samples, last value was 00

Rising threshold is 2000000, assigned to event 1

Falling threshold is 1000000, assigned to event 2

On startup enable rising or falling alarm alarmRisingThreshold : 15
alarmFallingThreshold : 0O

alarmRisingEventIndex : 1

alarmFallingEventIndex : 1

alarmOwner : hong

Switch# show rmon event
event Index = 1
Description RisingAlarm
Event type Log & Trap
Event community name rmon_test
Last Time Sent = 5774:38:20
Owner RMON_ SNMP

event Index = 2
Description FallingAlarm
Event type Log & Trap
Event community name rmon_test
Last Time Sent = 00:00:00
Owner RMON_ SNMP
Switch# show rmon statistics
Collection 1 on Giga2/2/8 is active, and owned by RMON_ SNMP,
Monitors ifEntry.1.1158 which has
Received 014354459 octets, 0195285 packets,
03 broadcast and 021164 multicast packets,
00 undersized and 00 oversized packets,
00 fragments and 00 jabbers,
00 CRC alignment errors and 00 collisions.
# of dropped packet events (due to lack of resources): 00
# of packets received of length (in octets):
64: 01585, 65-127: 0440336, 128-255: 0308
256-511: 04, 512-1023: 00, 1024-1518: 00
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H 12-11. RMON History & & % statistics €&

_;d._—————-—"-'-------.-.--..

o124 )= 2c
rmon collection stats index SclE IHH Ol A S EH 2ts =& stLl. Interface
[owner string] ® |ndex: etherStats QI A,

rmon collection history index [buckets 22X QIEH 0| A0 CHSHH O
number] [interval seconds] C}.
[owner string]

As &S Interface

B |ndex: History 21 &1 A
® puckets: =& & 0]
® |nterval: 0|5 =& 2t (R X)

® owner: History 2| owner & S2.

no rmon collection stats Scld CIHHoIAL SH gt2 =&GHAl &  Interface

index T = HdHstH

no rmon collection history index Scl& IHHIoIAL 0l =&dtA &< Interface
£ J4ZEHL

show rmon history RMON history 8 2 & £&stCl. Privileged

show rmon statistics RMON statistics 8 2 E £& st(}. Privileged

rmon clear counters ol g OIE{HI 0l A2 statistics gt= =J13t8t  Interface
Ch.

o

el Ol Ml= GigabitEthernet 2/2/8 Off CHoll 10 = OtC =ICH 30 JH 2l bucket 2 0|23 RMON 0|& 2

=Zot== £&d&H.

Switch# configure terminal
Switch (config) # interface GigabitEthernet 2/2/8
Switch (config-if-Giga2/2/8)# rmon collection stats 1
Switch (config-if-Giga2/2/8)# rmon collection history 1 buckets 30
interval 10
Switch (config-if-Giga2/2/8)# exit
Switch (config) #fexit
Switch# show rmon history
Entry 1 is active, and owned by RMON SNMP
Monitors ifIndex 1158 every 10 second(s)
Requested # of time intervals, ie buckets, is 30,
Sample # 1 began measuring Received 14953616 octets, 203700
packets,
3 broadcast and 21362 multicast packets,
0 undersized and 0 oversized packets,
0 fragments and 0 jabbers,
0 CRC alignment errors and 0 collisions.
# of dropped packet events is 0
Sample # 2 began measuring Received 14956451 octets, 203740
packets,
3 broadcast and 21363 multicast packets,
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0 undersized and 0 oversized packets,
0 fragments and 0 jabbers,
0 CRC alignment errors and 0 collisions.

#

Sample # 3 began measuring

of dropped packet events is O

packets,
3 broadcast and 21364 multicast packets,

0 undersized and 0 oversized packets,

0 fragments and 0 jabbers,

0 CRC alignment errors and 0 collisions.

# of dropped packet events is O

Received 14959509 octets,

203783

12.5. Logging

E7500 Series AKX 2= 2= 8H A48 A2 AL 2M MBS 20 =0 AAE HAIX 22
ATZEANE AT HI22l0 22 HAIXS MAEGHH, T2 CIHI0IAZ HIAIXIS 2 2= AL
A AKX 22 Jlse Uss A& EHLL
B AMELNH =S 22 EIY S A8 = JAE = St
B AIEXNAH =Es 22U 2 2L CIHI0IA S HEE = JAEF St
E7500 Series A2 Xl= JI28CZ U2 HIHA AIAE 2S00 CIHD g 218 HEGHtD 2UH
Ch. M Xt= CLI E ME6HH 22 &= AIAE BHAIXNIE HMHE 4= JACH =0 2F 1000 12 21 I]1|/\I
XNE AAE HIHAH HESCH AIAE 29 X= AIAE HIAIXIE Telnet OlLE 2&2 SollAM, L=
syslog server 2] 2115 SC=2M AZ22 2LIH & =+ UL
E7500 Series A 2| Xl = 0-7 Dt X 2| Severity |82 = JtXl 1] QUL
H 12-12. E7500 Series AAXIS 21 &
Severity &l & &9
Emergencies (0) A AE AlZ 20}
Alerts (1) Z2H Ol IX|JF 28t AE)
Critical (2) Critical & EH.
Errors (3) Oll 4 Ol ALKI.
Warnings (4) 210 OIAIX.
Notifications (5) SHAMOl AEIXICH SR FE.
Informational (6) AMEXNA MBcts 2 HAIKX.
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Debugging (7)

Cleid BIAIK.

125.1. AAE 2 HAIXNILHE

E7500 Series 22| X2 AIAE 2 HAIK= GOS0 22 WS

B Timestamp

B Timestamp = 0| &
HH:MM: SS 2 2t0[ J|

B Severity level

B <X 12>00 A H2lst E7500 Series 2| 2 HIAI X2 2l

B 0-7 XS =Xt
B |Log description

m 2SHOIHIEN CHE &FAl

i

6|~7é_tlf_

[y

uw
1
o
Qi
rr
2

Chs2 AAE 29 Al2l 27 BIAIXI OIC.

|>
Im

MO

g

= Month Day

6 11:53:48
6 11:54:01 |5
702:10:24 |5

[5]
[5]
[5]
7 02:10:40 [5]
[5]
[5]
(5]

May
May
May
May
7 02:10:48 [5
7 05:17:56 [5

7 05:23:10 [5

May
May
May

%REMOTE-CONNECT: login from console as Ins
IFM-NOTICE: Rate limit ra creation
%REMOTE-CONNECT: login from console as Ins
IFM-NOTICE: Flow xx classified

IFM-NOTICE: Flow xx match rate 10
%REMOTE-CONNECT: login from console as Ins
IFM-NOTICE: Service pa add interface faft

12.5.2. CIZE Logging &3 gt.

H12-13. AIAR 20 0|2 €3 gt

&Z mtetolE 2 &3 gt
ZE2o =2 =4 disable

Telnet A S22 22 & disable.

22 HHH A0l X 1MB
Time-Stamp & enabled

Logging Server disabled

Syslog server IP address None configured
Server facility LOCAL7

Server severity

Warnings(4)

Z 2| Severity

Debuggings(7)

Telnet 2| Severity

info (6)
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H 12-14. AAR HAIX 22 &3 43 293

=Y &9

logging console {<0-7> Do 22U S R 8478 L
|alerts|criticall|debugging|emergencies|errors| 2 AH,
informations|notifications|warnings}

logging facility syslog HIAIKIE 2 Facility
{auth|cron|daemon| kernel|local0]| parameter £ A A,
localll|local?local3|locald|locals|

local6|local7|lpr|mail |news|syslog]|

user |uucp}

logging A.B.C.D syslog BIAIXI € 2/ 2 syslog A H

ol 24X &3

logging monitor S NEceze 2d 28 e 4
|alerts|criticall|debugging|emergencies|errors| A,
informations|notifications|warnings}

logging source-ip A.B.C.D syslog packet 2| sourceip & & &
logging trap syslog server 2| logging level & &
|alerts|criticall|debugging|emergencies|errors|
informations|notifications|warnings}

show logging 2UHH 22 L 22 45 =0l
12.5.3. Logging €& 0.
Console 2 =8t &2 Log level notice(5) 015+2] log message 2t= console £ & ot DA & [ Ct

==ecd =2

e ot
=10 20| #&stlt. console £ log message 22 SHot 1A & ZS “no logging console”
At

SetLt.

command £

Switch# configure terminal

Switch (config)# logging console notifications
Switch (config) # end

Switch#

Switch# configure terminal

Switch (config)# no logging console

Switch (config) #

Telnet 2 & =8 A2 Log level warn(4) 01362 log message Bt te
M CtS0t 201 & StCh Telnet session 22 log message 82 ol DA+ &
session disable” command £ AtEZ &L},

Switch#
Switch# configure terminal

Inet session Hl &= 5t QA &
=]
O

Switch (config)# logging monitor warnings
Switch (config) # end

Switch#

Switch# configure terminal
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Switch (config)# no logging session
Switch (config) #

Log server 100.10.1.1 0fl O switch 0l Xl & 5t= log & Log level err(5) 0I6t2] log message £ £ U

DX & FR O3S 201 &3St log server 2 log message 2= 212 SN & H2 “no

logging A.B.C.D” command £ AtE &L},

Switch# configure terminal
Switch(config)# logging 100.10.1.1
Switch(config)# logging trap errors
Switch (config) # end

Switch#

Switch# configure terminal

Switch (config)# no logging 100.10.1.1
Switch (config) #
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13

STP(Spanning Tree Protocol)

0l &0l ME Spanning Tree Protocol(STP)1t Rapid Spanning Tree Protocol(RSTP), Multiple
Spanning Tree(MSTP), Rapid Per Vlan Spanning Tree Plus (RPVST+)S & &ol= 88 1l Bridge
M =y M50 CHoll & HStCt.

b Note O UM MEEHs FEo 2dg &4 & AME-E=2 command

reference € & 11atet.

o &z tse 22 #d=h

Understanding Spanning—Tree Features
Understanding RSTP

Understanding MSTP

Understanding RPVST+

Configuring Spanning—Tree Features
Displaying the Spanning—Tree Status
Configuring Bridge Mac Forwarding

13.1. Understanding Spanning-Tree Features

0l 2UiM= Ch32l STP JI=s0il CHoll & X St

STP Overview

Supported Spanning-Tree Instances

Bridge Protocol Data Units

Election of the Root Switch

Bridge ID, Switch Priority, and Extended System ID
Spanning-Tree Timers

Creating the Spanning—Tree Topology
Spanning—Tree Interface State
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13.1.1. STP Overview

STP= UERKIZANAN RTEZE &Xot] BZ9 0|53 E MSdt= Layer 2 23 22| Z2ES0IC
Layer 2 OIC4Y!(Ethernet) HIERKI At F& RO Z SAoteH, 2o & ¢ AH0Ill= 2 &tHLES
24 ZA=Z0F EMaHOF 8Lt Spanning-tree 2] S&& &t &2 (end station) S0l CHoll £ HotJ| T
20, Y HUS2 &Y LAN O HEEAJA=A e e =22 = A E switched LAN 0ff & &

10

DEN ADNE HERZD a2 PH6IHH, WERIAS LE EEZ MOIMs BBEIt
Spanning-tree 2 112| & switched Layer 2 HIERIAE
ARX= FIIE2Z bridge protocol data unit(BPDU) 2+ panning—tree =g

=S
Ct. A®IX= 0l ZHY=S2 forward otAl 10, BEI Sl B2E MHSHI| ol A

£Q
=
=
o
O

[P
ro
]

J
10
0
0o
Mo M

0 =

I
B
ro

W
o
(W

S SE 2 AOI0 O JHe EdsteE 22 EMotH UWERAIDN S LAHSCH UWER O
SOLItEMeUE St HE2 SSE Zdgs =g A0ICH AAXNME & S S22 MAC
FaJb A OHSl Layer 2 QIEHIOIAN SSECH Ole! 422 UERKIAE = HF oA BHELH

Spanning tree = Layer 2 WERAI0A root AIXI2 root ARXNZRH 2E ALKAXINK BEIt
gle B2 8 Jt&l tree 8 H2SHCE. Spanning tree = &5 & HIO0IEH B2 standby(blocked) 4fEH
£ Pt=lh =& EZ2JF EMote UWERKZN &0l ZHolH, spanning-tree Z2ElES2
spanning-tree &2 MZ H &S standby 22 E & 3HAIZICH

ALXQ & CIHHIOIAIN 22Xl ALEtH, spanning-tree port priority 2t path cost && 0| 2IH
HIOlA Q| forwarding AEH 2t blocking &EHE Z & StCt. port priority a2 WER WA AEHHOIA
O YXI2t EcHEZ <ol L0t & fAXISHD A=ItE LIEHHCE path cost at2 IS SEE Lt
EHHCE

13.1.2. Bridge Protocol Data Units

G2 A0 2dl spanning-tree 2 otA &l active A0 2 & =

o 2 VLAND 2=l 225 BridgelD(A X priority 2t MAC F=4)
® root A2 XIZ 2| spanning-tree path cost
® 2 lLayer2 QI HIOIAN EYE ZE METHEE priority2t LE B135)

X0 M2A0] SUHB2S M, AKX = root 2/AXNHE S&EHLH 2 ARXe= A RE ZEZ
configuration BPDU & & &&HLH ARIXIS2 BPDU 2 MZ W&ol BPDU 2 spanning-tree
HAS HASHCEH 2 configuration BPOU = CIS2 882 E E& &L
root A9 X2l BridgelD
root Mt X2l spanning-tree path cost
BPDUE & &dt= A X2l BridgelD
Message age
BPODUE & &6t ARXICQ CIEHOIA AE X}

/—/
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® hello, forward—delay, max—-age T2 &2 EIOIHS gt

AR SN EES HFEEN 258 §EE Zgst

= B8
A2 XD} designated LAN C22H LS8 HAIKE £=AMOH

BPDU £ LAN @2 M&BICH 018 $AIOR HSs H2E HekD 228 I UWEAI
®IHEC
CHS2 BPDU m& 22 lst Z 10l

()

o UERIY & AQXIIroot ARAXZ HMEHEIL},

° Root AXE MU 28 AAXUHAM root ZEIJ SEECH 0] ZE= AAXIDb root

AXNZ A2 MSE M 2 ZF2(OIE E2 HIE)E M3t

o 2 A—OrIII_ path costE JIEt2 2 root A/ XIDAIL =G HElE H LSt
2t2t°] LANZS <8t designated A?XIJF Z28E L designated A®IXl= AN01I/\-| root
AXZE IS MLEE M JtE 22 path costE HS&CEH LANDE HZE designated
AL XQl ZEE designated ZEc2t FECL.

® Spanning-tree 0l &&= AHHIOIASO0l Z2HECLCE root ZEQ designated ZE=
forwarding & Ef 0l =©2IC}.

® Spanning-treelll Z& X 2= 2 2IEHHOIAS2 blocked & L.

==

13.1.3. Election of Root Switch

of 2tet F2E 220 old st HAIXISl e

] 3—.* spanmng tree instance0l &t S LS root AKX A=

o = switched LAN Z=2t=S /&t designated ZE 2 &

° "EEI gz HAAE Layer 2 QB HOIALl XFEO 2|8t switched WIESR A2 KA
28 VLAN OlAl DS =2 AKX priority(B2 =X 2t2 JHRNDE D& ALAXIJF root A/IXIZE 2
S RE ARAXIIE default priority(32768)2 A HEAUCHH, VLAN Ol JHE ¥ 2 MAC FAE Jf
& AR Db root AKXIDF SCH AKX priority = BridgelD 2 =& HIEO Z&E L.
AXIC AR priority 2 2t HASOCZMN O A/AXIIL root AQXIIE JisHdES HAE 4= QU
Ct. AKXl priority & 2 222 &M Jis40| 0K 1, &2 oz 8FHoIH Jis4H0| =0t
&ICH

Root A Xl= switched WIER A0 A spanning—tree &4t2] =2|& 2l ZA&!0|Ct. Switched UIE
AWM root ARIXZE E2 2RIt 8l= EEZ=2 spanning-tree blocking & EH It = C.

BPDU = BPD

UE d&dt= ARIXL ZE, A2IX2] MAC =4, 22Xl priority, port priority, path
cost 2 HE

=
=
£ X&' Spanning tree = 0| 882 AIE0tH root A®IXI2 root L E,
=2
=

designated L&
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13.1.4.

|IEEE 802.1D

XHBridgelD)E JH&ICH

2 /\‘li CtE

—

Premier 8700 Series A ?|/Xl= 802.1T spanning-tree extensions £ Xl
priority 2 AIE & H 2

PIXl priority 2 AFS

Bridge ID, Switch Priority, and Extended System ID

HE0 G2 KSENSED| 2ol M
g =8Nz 2
8 HIOIE 2| BridgelD € 2

X2l MAC =2-0ILCt.

BridgelD € D

= C
I

—_

xS

.2 20l ARAX

HOIEJt 4 HIE priority gt 1t VLAN ID o S28H1 E extended system ID

o MegE DAL

Switch Priority Value Extended System ID(Set Equal to the VLAN ID)
Bit16 | Bit15 | Bit14 | Bit13 | Bit12 | Bit11 | Bit10 | Bit9 | Bit8 | Bit7 | Bit6 | Bit5 | Bit | Bit3 | Bit2 | Bit1
4
32768 | 16384 | 8192 | 4096 | 2048 | 1024 | 512 | 256 | 128 | 64 32 16 8 4 2 1
T 13-1 Switch Priority Value and Extended System ID
Spanning tree = extended system |ID 2t A< Xl priority, J2l1] MAC =42 BridgelD € GtECH.
13.1.5. Spanning-Tree Timers
H= spanning-tree 2| 850l &= 0IXl= EIOIHS S LIEHHT
Variable Description
Hello timer ARXOF CHE ARIXIZ LOtLE Xt hello HIAIKIE M&E A0IDHE 2 &St
Forward—delay timer | @& HOIAJt forwarding &EHDF &IJ1 &0l listening 1t learning AFEHOIAM 2824
A0tLE H=2 HCIDIE ZF St
Maximum-age timer | QIHHIOIAZ 418t T2ES B2 A0t SO JAES AQIIIE B XSG
H 13-2 Spanning-Tree Timers
13.1.6. Creating the Spanning-Tree Topology
JEHM 2 ARKIXIS2 AKX priority It default(32768)01 ) AIX| AJt )HE 2 MAC =4S
FECHD JHESHH ALK ADLroot 221 XIDF & C SHXI 2, forwarding 21 E{HI Ol A 2] D= &2 link-
type lIE0 AKX Aes Ol&=Ql root A9 XDt OtLICH Root AR X & == ARIXIC priority S
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>.

NAZBEM(EE At 8t2 AFE), spanning-tree 2| E &2 THHI &SN Of

[

'.

1A
e
>
10
>

| £ root 2

0

«—> A DP
DPI I
RP

RP = Root Port
DP = Designated Port

g
1T

DP

18 13-1 Spanning-Tree Topology

default 2IXHE JIEt2Z spanning-tree &S A&, AIE SHE ) SHX| &2 A0S 2=
Ol&HOIXl CH GIZ, root ZEEL =2 ZE HSE JHAl QIHHIOIAN HAZE 1£9 3=
APIXC root ZE HAES 0FJIE == AU SHE=E JHE WHE 235 root ZEZ == AHO0ICH

s &0 AKXl B2 & ZEDI JJIHIE olHY &30|10, A9
S root ZE2tD JIHGHAL WERZA EciZ0| JIJHHIE oldy!
SAEOICH JIJHHIE Ol YS! 2IE HIOl A 2| port priority £ root ZEYECH

2H)E INEE HEEOZM, JIJHHIE OICHY! CIEHHOIASE ME2 root ZEZ OHE £ ULH,

==}

!
@
Lo
0

ol
=}

13.1.7. Spanning-Tree Interface States

ZZ2EZ 2Dt switched LAN S Sofl MEE [ MIXAAHO0| LMSICH O 20 OE A2, TGE E
20lA switched LAN & & &tH 3D EMEHCEH Spanning—tree Ol
AJF BHZ forwarding &FEHOF S CHH LAIE QI HIOIEH SZ0F &M
dl =S forwarding otJ1 &0l switched LAN 2 Soff &It&l= M2

Spanning tree )t 4 3tE AIXI2 2 Layer 2 QIEHHIOI A= LS AEH & SHLOICH:

® Blocking - 2IEHHOIA= Z &S forwardingdt Xl &=L

® Listening — 2IEHHIOIAJL Z Y Z forwardingdoliOF &Ct) Z2EEAZ M, blocking state
CtS2l &O| AHEH.

® Llearning - 2EHHIOIAIN ZHUS forwardingot?| <®loi =8I&tC
==L,

® Forwarding - SIEHHIOIA D Z &&= forward StCF.

A

. MAC learning0l|

® Disabled - ZEDJ} shutdown &AEHOIHU ZEW A QUHLE, ZEEN AsH=Ol
spanning-tree instancelt 17| HE0W 2 E H Ol A= spanning tree0fl 20 SHAl 2 =Ct.

SIHHOIAS2 a2 AEiZ 0ls8tl:
® =J|AMEHOIAM blocking &tEl 2
® Dblocking &EH0I A listening 2 disabled &El &2
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® |istening & EHUIAl learning &2 disabled &EHZ
® |earning & EHUI Al forwarding &2 disabled AEH 2
® forwarding & EHO0I A disabled AEi 2

Chs2 J82 IHHIOIAL HEHE0IE EH S

Power-on
initialization

4
Blocking
state —

1
:
1
) 4 A4
Listening Disabled
state state

Y

Learning
state

Y

Forwarding
state

18 13-2 Spanning-Tree Interface States

STP Ot &

FASE CUAS M, ARIXIS 25 2IHHIOIA = blocking AEIDF &l 1 listening 2t learning
AIHOL A

9] EX KYCH ot&EFH= spanning tree OIA 28 QIEHHIOIA = forwarding E2
blocking &= & & = C}.

Spanning—tree € 12I&0| Layer 2 2B HOIAE forwarding &EHZ BtEJ|I2 2HIMUCHE OS2
WO LS

0_>|L ﬂJ|ﬂJ

I
i
4
pa
_O'j
|'Cl
ro
m
=
=
|>
rir

1. QIEHOIAD forwarding &EIDJF ZI00F &0 Z2E2 AE
listening &HEH Dt &I CF.

2. forward-delay EtOIHIt StEEAZS WM, spanning tree= CIEHIOIAE learning AEH=Z
Ot= 1 forward—delay EtOIHE XH“’S@EF.

3. learning AMHWHAM, CIHHOI A= SEH L2l MAC learning2 =oIHAN = Lol
forwarding Xt=H&HCH.

4. forward—delay EHOILHD} CtE= ™, sparming tree= CIEHIOIAE forwarding AMEIZ
Ot= 1, learning 1t =&Y 2l forwarding0l 25 JtsGtL.

Blocking State

Blocking state 2 Layer 2 PIHHIOlA= ZY A Z forwarding oPII =0
ARX= =18 20 AKX 2 QIHHIOIAZ BPOU & MESHL ARIX=
CtE ALK 2 BPOU & W &E WKl XHAIO| root ARIX] O 248 S&SHC.
Oledgt BPDU 2 a2 UWERKIS s AAXE root ARAXZ ZEEHCH
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Listening State

Learning State

Forwarding State

Disable State

HEKAZ0 2
OFC)D:i,

s —

w2 LG
EIHOIAE listening AHEH O
S0l &4 blocking &Elz &3 & Ct

ofLtel AIXIBH JLHH ALK
forward—delay EIOIH= 0l

sCQICH QI HOoIAE ARIX =018

CIEIHIOl A= blocking & EHOIIA CHS 2 &0 S & et
o LEZ HNE I PSS HIJISHC

® forwardingE2 <o CIE CHHOIAZRH AREE

H O stCh
® =AE |learning otXl &=Lk

® BPDUE =4lstlt

listening state = blocking AEH
forwarding oilOf StCt ) 28 & ™A

o

Ct=2 &0l AEHOICH CIHHIOIAI Y Y2
, QT HIOl A = listening A EHDF = CH.
Ol HI O] A ALEHOIA CHS I 20
e LEZ fAME ZSS HOISCH
® forwarding2

= listening S &

O T e

| of

2 Q9 HHOAZEH A/ARE ZYydss
H DI stCh
® =AE |earning otAl &=Lk
® BPDUE $=Alsttt
learning AEH2l Layer 2 9HBHOI A= = forwarding 2 EHIStCh
O HI Ol A= listening A EHUIA learning & EHE = 2tCH.
OIE{ HI Ol A= learning A EHUHIA CIS 1t 201 S &6t
o IEZ A& IYAUS HIISHTH
® forwarding=2 <o CtE QIHHIOIAZRH ASEE IZHUSS
H DI 8tCH
® =AE learning StCt
® BPDUE £=AIGH
forwarding & EH2| Layer 2 QIEHIOlA = Z Y S forward SHCH QIEHIOIA =
learning &EN Ol A forwarding A ElE =0 2tCF.
OIH MOl A= forwarding AEHOIA CHE 1 2601 S & &L
e ILIEZ £AFE T AS2 forward &HCH
o [IE 2HHOIAZREH ARZAE ZTY =2 forward &HCH
® A5 |learning StCH
® BPDUE £=AlIGHCE

disabled &EHSl Layer 2 QIEHHOIA=E =g
tree Ol & 04 GHAI

forwarding OlLF spanning
ot="}.

=

disable &

SIHHOlAE CtS 20| s& st
o ILIE=Z HAME ZS2 HOISC
® forwarding2 <o CIE QIHHIOIAZRH AREE IZHUS2S
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H DI 8tCt
® =/AE |learning otAl &=Lk
® BPDUE ==&I3HAl =L

13.2. Understanding RSTP

RSTP= point—-to—point A2 0l CHoll spanning treel HIE =31E MZ2ots &S JHELCHL
Spanning treel MTAEE 1x(802.1D spanning treell default @& 0IA = 501 A& = A
= HEEOZ) OILHO 2SS EICH 01202 SHE AN 22 XAy 228t EclEs d&dk= Ul
E A0 R Z3ICH.
0] 2 RSTPII HEH S&o6te NIE 8HSHC:

® RSTP Overview

® Port Roles and the Active Topology

® Rapid Convergence

® Bridge Protocol Data Unit Format and Processing
13.1.8. RSTP Overview
RSTP = ARX, AKX ZLE &2 LANOf| OO LMIHS 2L, M2 HZ2 232(2F 1 = O|LH)
E NZ28HCH MZ22 root ZEZ MEIE IE= HI2 forwarding AEHE HOIE 4= U0, AL/AX At
012 HAIAEQI acknowledgement & Sl designated ZE & forwarding &EiZ HIZ &HOIE %= U
Ct.
13.1.9. Port Roles and the Active Topology

0

RSTP = active &&= Z2&3H)| 4 =i
StCH RSTP = STP M E JI& &2 ALK priority(OHE %2 priority 2H) 5

|8t port role & E &892 M spanning tree 9| e =€ M
e Jb& £
X2 MEHSHCH el RSTP = 222 LE(| TS 22 port role S & &HCE:

I XIE root &

40

—

® Root port — ALAXIIt root A/AXZ IHZ! S forward & [ £ EQ| H2(JIE Y2 cost)S
KIS StLt.

® [Designated port — designated A2 X2t HZ &K, LANUHA root A<9IXIZ IH2! = forward
g M I E2 HlE&2 HSeth LAND HZEH 0 U= designated ARIXIL ZEE
designated portet £ ECt.

® Alternate port — & root ZEJt ME0t= root AR/IXIZS X 22 HSEHC.

® Backup port — spanning treel FHBO=Z &5t designated ZEN 2ol H&E2E= B2
backupl & &5}, Backup EZE= F ZEDJ} point-to—point @32 loopback2Z ™
Z2EANALE AKX 57 LAN Z2H0| UIoH £ 01A2 HZ0| AS 2018 =W &t

ro
Sk
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® Disabled port — spanning treel S& 0 A 02 H& =

=
=

oot EL2
st
E 9=

HERZ JXot &

EJ} Bt 2 forwarding & Ei 2 & 0| ot

designated ZE & s JI&
Il LE = active €

Fﬂ

I EE= active EAHN X

&0l A, RSTP

- o=

= 2 root L E 2t designated
I]. Bt D E alternate I E 2t backup ZE= &4

JHXNX &=L

stE L. alternate =2 backup &

discarding &/ E{(802.1D & bIocking 3 =8 EH)Ol =QICH. E£E2| &Ef= forwarding 1t learning
HEol s&E= MOstCt. G222 2= 802.1D 2t RSTP 2| L E MEHE HlwstCh.

Operational Status STP Port State RSTP Port State Is Pot Included in the

Active Topology?

Enabled Blocking Discarding No

Enabled Listening Discarding No

Enabled Learning Learning Yes

Enabled Forwarding Forwarding Yes

Disabled Disabled Discarding No

T 13-3 Port State Comparison

STP R e &A= 2o, 0l 2AMUHAN=E ZE
Designated port = listening & EHO0II A Al 2 &HCE.

&ENOA discarding THA blocking 2 Ar&8HCE.

13.1.10. Rapid Convergence

lo
I
1
i
=
0K
rol
]
D
Q.
Q
D
H

RSTP= LSt &2 ARIXl, ZE =2 LAN 2 ZO0H0il CHol tHE &
E2t MZ2 root 2E&, 112l point-to-point @32 HA= ZEN Holl #E =S+E MSStCh:

® FEdge ports — RSTP AR XIUHM ZEE edge ZEZ HFHSIH, edge EE = forwarding
Ei2 Ht= &O0|&tCt. edge EE = STPUH A PortFastot &8 & LEQ =0+, oLt
o chart A& ZEN I X80k St

® Root ports = RSTPII MZ2 root ZEE AEGIH, 0/&™ 2 root ZE = block AEHJF &1
MZ& root ZE= HIZ forwarding & eIt &I C.

® Point-to—point links — ZEE & EE 2 point-to-point @3& HZSLIH, 2&
= designated Z£EJt &1 FTEZE HMAHGH| <ol CHE EE 2 proposal-agreement

2 S¢&E ®0IE AEHL

OB 0

El H
e m

Hl

ChS J80HM, 29X A= A2IX B 2 point-to—point @38 A2 U
blocking & EHOICH. ASIXI A 2 priority It 22Xl B 2| priority 2Lt &2 =
0 JtEoHA. AfIXl A = proposal BIAIXl(proposal flag 7t &&= BPDU)E
H&E6HD KIS designated A2IXI2 HMIQHSHCY.

kJ
& H

10
mo rin
|

= m
afrr

>
i

=
@
Hu

A2IXl B = proposal HIAIXKIE =&Ist =0, proposal HIAIXKIE 4lSt ZEE NMEZ2
root LEZ MEHGIY, 2= non—edge L E E blocking &EHE2 E A6t agreement HIAl
KXl (agreement flag & & & & BPDU)E MZ22 root ZEE Soll 8=8tL.
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ARIX B 2 agreement HIAIXIE =4It =0, &
forwarding &EHZ &OISCH AKX B It AHal2l &
AX A% ARIX B AtOl= point-to—point &3 &2
tH-AH |.I| Ol—‘—EI,

X A = X2l designated ZEE
£ non-edge port € block AlZ|1, A&
HAHZZAD| HEW WEKRAIIN F=It

ARAX CIOF 22X B2 AZE M, FAet @& HAIXIOF W=l AKX Ce A9 B

ot AZE ZEES root ZEZ HEGHD, & AKX & ELE= forwarding &EHZ &O0|&

Ct. & HEOUA oLt Olatel ARIXID active &0l E0&HCH UWERAZ 2 S20lA Ol
| &

& proposal-agreement & &2 spanning tree 2l root HIA & &&o 2 XS ECH.

fX= EEQ duplex 2= = link-type 2 & & 8tCt: full-duplex X E &= point-to—point

Z22 15 1; half-duplex ZE= &2 2
ple

spanning—tree link-type @& 22 du
QL.

$’r HAAB=Z DS interface configuration & &
ex &2

S0l 2ol 2= default 282 B3 =

Switch A Proposal Switch B

el

Designated
Root Agreement switch

Designated
switch Proposal Switch C

ﬁf—@%—a

Designated

switch Agreement

DP = Designated Port
RP = Root Port
F = Forwarding

& 13-3 Proposal and Agreement Handshaking for Rapid Convergence

13.1.11. Bridge Protocol Data Unit Format and Processing

0] 22 8% = A2 H2stD RSTP BPDU 2 EAI2 |EEE 802.1D
BPOU €A 2CH MZ2 1 HIOIE version 1 Length 2E= 022 8A&LCE 0l= version 1 2
SEES MEE ZE6HA =0 20/0ICH 382 = RSTP flag 228 20 =L

gU

protocol version 2&=2
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Bit Function
0 Topology change (TC)
1 Proposal
2-3: Port role:

00 Unknown

01 Alternate port

10 Root port

11 Designated port
4 Learning
5 Forwarding
6 Agreement
7 Topology change acknowledgement (TCA)

XIS LAN 29| designated ARIXIZ HMetotdd= AR XI= RSTP BPDU 2 proposal flag & & & ol
N 8 &E8HCEH proposal HIAIXIQl port role 2 &4 designated ZEZ & &S C}.
CIE AAXI0l 28 Hor2 20I=0l= A®IXI= RSTP BPDU 2| agreement flag & A&8olA &S
StCt. agreement BIAIXI 2l port role 2 &4t root port & & & &L},
RSTP = S& &0l topology change notification (TCN) BPDU £ AIE26HA %=L}, topology
change & &2lJ| {6l RSTP BPDU flag 2 topology change (TC) flag & AtZ8HCt. oF Xl Bt
802.1D0 AKX 22 HS2 2ol TCN BPDU E MM Xel&tHCl.
H&EcHE ZES| AE{ 0l M et learning 1+ forwarding flag It & & & Ct.
13.3. Understanding MSTP
MSTP (Multiple Spanning Tree Protocol)2 IEEE 802.1s 0ff 82l& Z=&£20|0H, S+IH2 VLAN 2
otLtel OE2z2 S Al EcIE S&A2ICH MSTP A= QIAE ACED 6= VLAN &Y of
LIS AIY EC|Jl S&6IE2 2 £9] AIHY EClE HAE 2RI S0 AR/AXIL 262 &I
OlE =04, 2000 2] VLAN 2 AMES3t= UERAUWM PYST E ArE38HH A2 XI=0] 2000 JH 2| A IH
< E2IE HAGHOF SHCH 2L MSTP S AFS3H0 2000 12l VLAN 2 202l &2 & UHElH A
Y Ecl= 208 AFE6HAH SICH 22081 0FLI 2 MSTP JF =&t BPDU M2 T E)|H0Z &0
=C Ol 8 MSTP E AMEGIH ATHY ECIQ E =2 &= U= A2 UREZ2 AKX UWEK A
AN 2o OEWM UEILHE 2& Yetd A2 = A= d2 U39 Al E2I2 E2R235H)] HE0]
Ct.
260
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VLAN 1000-19992 RE ARIX VLAN 2000-29992 RE ARIX]

=

& -

VLAN 1000-1999 VLAN 2000-2999

=

S3

8 13-4 VLAN 0l Ci 8t load balance

=, AKX S3 A AF2SE VLAN 0| 1000-2999 JJHAl 2000 JHet st ATHE Ee2(JF 2 Jjet
SXGIH S1, S22 25 A A2 2= QUCH

13.1.12. MST &

S2SHMST £33t 2 A AAXIS HES SHLE2l MST 9 < (region)Ol 2t 12 SHCH MST & & 3t S0l
M MST name, MST revision & instance 2| VLAN list 20| 2 X|ol= AKX ES SLE MST 0l
AUCHD SHCH

13.1.13. IST, CST & CIST

MSTP OiM= 2 Al 3F2 AWE Ec|Jt AFEE L LS MST SS9 UM = IST (Internal
Spanning Tree)Jt &% &tCt. &2 MST 2S00 M 25 6312 ATHY EClE S&EAIZ = ULCH 242
Of ANY Ecl AAEHAN OUA 63N HSE MEE &= JA2H, OISUHAM AAEHA O0ZIST 2t
1) SHCH MST Ol = IST 2 BPDU € &4l SHCE et CHE AAE AL ATHY E| HBI 2%
IST 2| BPDU Ol £ & &0 Q20, A2IXIJF MelolOF 6= BPDU 2| =Jt IS EHECLCH MST 242
EES M AKX UEKFAINM S22 CIST (common and Internal Spanning Tree)Jt & & 8tCt.
CIST = IST 2t CST 2| & & 0ICt. IEEE 802.1Q HiM= =012 VLANO| EMdE A2THY E2l= ot
LIot S&56HH, 0l AIE E2I2 CST (common Spanning Tree)2t 11 §tCh. IST, CST & CIST 2 2t
£ 8o UEUWH CrS ot 20
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MST &< 1 MST &< 2

S4

CST 2E

& 13-5CST, IST, CIST

MST 0| T2 ISTE N2 EHE SHEHL A2 CHE MST S AFOI0l= IST Jt Ot CST Jt
SAeLh M2t OZ0AM AKX ST, S22 MST S0l ARl S3, S42 ME LE2EZ 28219
MST S0 AM S&Gt= IST= BMHE SAGIH, & 9SS E’éﬁié AP S2 2F S3 ALOI0ll= CST
Jb S &L 2 MST S U0IA CST £ E ARAXINKIS B2, 2EelXl ID, ZE ID g0l Jt& &2

|

Xt s2 2t S3 0] 222l MST
o S0l ACHH, IST DtAB =

Ol MST EH2=2 A E 2 —?—Oﬂ

un

IST master 2t1) StCH 212 D&M S5 CST RE A9
IST master A X2 SZ&HCHCST 2E AQXIJFMST Y
2 MST 2 ZAHAM AN =ICH 2HF A2(X| WERIZDE oLt

nroz o |>

o J2 H

“aex
x

A

Ssget ARXJL CST FELIST ItAEZ SHEHL CST= MZ CHE MST S92t 28t OtLi g
802.1D £ S&0t= AKXl AHOl £i&= MST 2+ 802.1D AR Xl AFOIOIA & S2EHCH CST 2f 28 0l A
otLtel MST 29 &M E otLtel ARAXIE 2H=56tC [etd 22 22 WERKIIE CSTUH A= G2
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13.4. Understanding RPVST+

VLAN trunk Off 28t EZF=0Q! |EEE 802.1Q = trunk Off 51&& 2= VLAN Ol CHoll @& 3tLtS
spanning-tree instance 2t @375t] JACH 2l I =2 PVST (Per Vlan Spanning-Tree)2 H<
2t VLAN 2 2 spanning-tree instance € M3 otXl 2t IEEE 802.1D 2= CIE frame LSS AtEot
Jl 20 ¢S Xl Z=Ch RPVST+ (Rapid Per Vlan Spanning-tree plus)= 0|28t 24X E i Z5t)I
2o Al VLAN trunk Bl Al BPDU € & & & [ 0100.0CCC.CCCD 2 Multicast MAC =AE 0| &&tCt.
VLAN ID Ot 1 0112 native ¢ 22 untagged & M&& 12 VLAN ID 2t 1 O] Otdl native 2 &<
tagged & M&EECH Ol Soll VLAN trunk & 2 vian OtCH EXHSt= spanning—tree instance Jt
IEEE 802.1Q 2t2 X &dt= AR/XE XILIE BPOU E SHtZ 8& & = UL

o]

o

RPVST+ IEEE 802.1Q RPVST+

Vlan 1 (untagged) Vlan 1 (untagged)

Vian X (tagged) Vlan X (tagged)

Vian Y (tagged) Vian Y (tagged)

- Mac: moo‘omccco- MAC: 01000000 000D -

8 13-7 PVST+ switch 2t IEEE 802.1Q €&

tunneled

13.5. Configuring Spanning-Tree Features

0l 20l M= spanning-tree & &&ot= &N OoH & YStCH. Spanning-tree 2 &% &EE
mode Off 2k XtOIJ2F UCH. RSTP 2 STP 2 B 22 Ygoz HAAL D MSTP, RPVST+el 22

CHE 288 s Z=0.
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13.1.14.

Chs2l H= STP 2| default €85 20

I 5 Default STP Configuration

HA

Default STP Configuration

Ck.

Feature

Default Setting

Enable state

2E bridge Ol Cioll HIZH TN US.
2t

enable AlZ &=

JI2H2 2 RSTP
& E0lAM disable 2 ZIHAUANA
RSTP JF Al & E

/\—17(-|C|O.| Oli

Spanning-tree mode

|EEE 802.1w RSTP.

System priority

32768.

Spanning-tree port priority (configurable

on a per-port)

128.

Spanning-tree VLAN port cost (configurable

10000 Mbps: 2.

on a per-VLAN basis) 1000 Mbps: 4.
100 Mbps: 19.
10 Mbps: 100.
Hello time 2 =.
Forward-delay time 15 =.
Maximum—aging time 20 =.

13.1.15.

E7500 Series = PVST £
of 1ol §O+ U= VLAN 2
7sg = A1 bridge =

trunk VLAN 2

S o
EER

INEERSIDN
st

256 JHIHKI *.ﬁ’é
default Bridge Ol 2t

Ho
ST

& 2 spanning-tree & RS & 4= QUL

13.1.16. Enabling STP

E7500 Series IM MS0l STP = S

| =Ch
gt DIXX #=C0h.

JtsotLt.

&l VLAN Of 1 JHQl spanning—tree Jt

STP Configuration Guidelines

el A Bridge Ol 1 JH2l spaning—tree Jt =% 1)
CH&IO bridge OtCH spanning-tree £

VLAN 2 1 JiQ Bridge 02t =& = /UL
SIHAJACE.  Trunk VLAN Ol M spanning—tree £
ST = StAHU RPVST+ 2201A 2 VLAN

=0t

L UERKIN 2220t E2MHE Jtsd 0l JATHH

STP E &43 AI9IEZ &Lt STP E %“\*?z A2 JI28 2 & RSTP It & & L.
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Caution STPIIHIZH ZIHULD &0 FZIt EMSCHA, W EciT ) 256t THA!
SEHO| LMol HIERTS 852 24 AI2ICH

STP £ & 43tAIF1e1™ privileged EXEC 2E2RH Ct22 HE 2 HEICH

Command Purpose
Stepl configure terminal Global configuration 2 =& & & &tC},
Step2 spanning-tree enable Default Bridge 0fl Ciio STP £ = &tCt
Step3 end privileged EXEC 2= 2 HZASHCI
Step4 show spanning-tree 4% WHE= =lstlt.
Step5 copy running-config startup- | (S &) £ & = configuration It 0l X & &tCt

config
STP £ HI&4 dlel ™, global configuration & 2 spanning-tree shutdown bridge-forward £ Al
Z 5t
Ct22 STP E & 4dalold HEdsot= HE 2EHE0
Switch#

Switch# configure terminal
Switch(config)# spanning—tree enable
Switch(config)#

Switch(config)# end

Switch#

Switch# show spanning—-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root

Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec

Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
Giga6/1/2  Disb BLK 4 128.610 Shared
Switch#

Switch# configure terminal
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Switch(config)# spanning-tree shutdown bridge-forward
Switch(config)# end

Switch# show spanning-tree

Spanning tree instance(s) does not exist

Switch#

13.1.17. Enable STP in not default Bridge

QUCH Bridge € MA&3dt] O4I10

=

E7500 Series Bridge &2 spanning-tree & 29&
A o Bridge 2 spanning—-tree £

=

—
spanning-tree & S& &2 JAdt= interface 8 E&
SA43 AI|IH =L

-|0|| ‘|>

b Note Bridge Ol spanning—tree & *=0otJ| flof £ & AlJ|= interface = A&
Bridge 0l €2 = 10 VLANOI €2 = 11 VLAN 2 Bridge 0l €0{0t
StCF.

Default Bridge 012/2] Bridge & STP Jls=2 &4 Al2IHAY, privileged EXEC 2EUHAEEH LS9
WES AR

Command Purpose
Step1l configure terminal Global configuration R =& & & &HC},
Step2 Bridge <1-256> protocol | Bridge & 44 St}

vlan-bridge

Step3 bridge <1-256> spanning- | Bridge 2| STP £ enable &tCt.
tree enable

Step4 Bridge-group <1-256> Vlan £ Bridge Ol & Al21C}.

Step5 copy running-config startup- | (&) & & 2 configuration T+ 0ff X & &t
config

Default Bridge0l2/ 2] Bridgel STPJIs= HIZA3H 6t ™, global configuration @& bridge
shutdown <1-256> bridge—forward &S Al256t2t. BridgeS AHAl o) 2ol A= no bridge <1-
256> HH 2 ArS &L

Switch#
Switch# show spanning-tree

Spanning tree instance(s) does not exist

Switch# configure terminal
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Switch(config) Bridge 1 protocol vlan-bridge
Switch(config) Bridge 1 spanning-tree enable
Switch(config)# interface Vlan100

Switch (config—if-Vlan100)#bridge—group 1
Switch(config)# end

Switch# show running-config

!

bridge 1 protocol vlan—bridge

bridge 1 spanning—tree enable

!

Switch#

Switch# configure terminal

Switch(config)# bridge shutdown 1 bridge-forward
Switch(config)# no bridge 1
Switch(config)# end

Switch# show running—config

[

[

Switch#

13.1.18. Configuring the Port Priority

2o LMGHH spanning tree = EEQ| priority 8 AIS56H0 forwarding &EHSl QIEHHIOIA S

ZASCH, N MdEiE AHBHIOIAMNE =2 priority 2 gHEE )2, US0H SL=HE

CIHHOIAM = Y priority 2| gH=2 )8 Y& & UL LE AHHIOIAI 22 priority 2t S

JFEICHH, spanning tree & ¥ 2 CIHHIOIA HSE Jt& 2EHHIOIAE forwarding AEiZ S0

CtE 2IEHHOIA =2 block AlZICH

QI HI Ol A2l priority E & &dted™, privileged EXEC 2= FH U32 M8 = H=ICH
Command Purpose
Step1l configure terminal Global configuration R =& & & &HC},
Stpe2 interface /interface-id d&8g 2HHOIAE FAIGHH interface configuration 2E=2
& SHCH,
256t HHOIAE 22l& AHHOIAQ} LE S0|CH
Step3 spanning-tree OIEHIOIA S| X E priority & & & SHCE
port-priority priority ® priority 2| YH®l= 0~ 240 AO12] 162] Bi#=0ICt. default=

128 OICt. 22 Il =2 priorityE 20|l S5t g2
0, 16, 32, 48, 64, 80, 96 112, 128, 144, 160, 176, 192,
208, 2242} 2400ICH. Ol 212 CIE 2tE2 HEECL

Step4 end privileged EXEC 2= 2 HZ S
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Step5 show spanning-tree A% WHE= =lstlt.
Step6 copy running-config startup- | (84&) & & = configuration I+ 0ff X & &tCt.
config

OIEHI Ol A Q| default @822 235624 H, interface configuration @ & no spanning—tree priority
£ ALE &L Default BridgeJt Ot AL 0l= spanning-tree T4l bridge <1-256> = AFS &L
shu#show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared

shu # configure terminal

shu(config)#int GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#spanning—tree port—priority 0
shu(config-if-Giga6/1/1)#end

shu # show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1 Disb BLK 4 0.611 Shared

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#no spanning—tree port—priority
shu(config-if-Giga6/1/1)#end

shu#show spanning—tree

268 E7500 Series User Guide

SRS



____S_wit

ch

solution
) —

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared
shu#
13.1.19. Configuring the Path Cost

spanning-tree 2| path cost 2| default 2t2 IHHIOIAL HE2FH ZHECH FZIF &HM5}
spanning tree = ZE2| cost & AIEGIH forwarding &EH2 CIEHHOIAE Z2&eCH HAY HEE
QIEHHOIAN=E 22 cost 32, LIS0 A& CIHHOIANE =2 cost at2 EHE
T E CIHHIOIADL 22 cost 8t2 JIEICHH, spanning tree = Y2 2HHIOIA
QI HIOIAE forwarding &Ei2 =10 OHE AEHHIO0IASE block AIZICH.

Note port group & A2 path cost 2 gS QIEHHIOIAS £E22H Z2HE £ gLk
o M2 U8 &2 Jtd %= UL [TekA port group 0O

A2tol Wy =
o

E F&
ol M= =522 path cost & & &AM AtEatet.

OlE{HI 0l A 2] path cost & & &aotA™, privileged EXEC 2ER2H S A2 HEILH:

Command Purpose

Step1l configure terminal Global configuration 2 =& &I StCt.

Stpe2 interface interface-id HFg 2AEHMHOIAE FAIGHH interface configuration 2E2
&St
&% QIHHOIA= Sel& QHHOIAL ZE OEO0IL

Step3 spanning-tree path-cost cost | cost & & & &tC}.
SO MM E M forwarding MEHC] ZEE ZHGHI| <ol
spanning tree = path cost & AZ&tCH. path cost 201 ©=
=8 159 M&0| Jts& S 20I18tC
® cost 2 H<®flE= 1~200000000 OICt default &2

QIHHIOIAL MNEEEZ2RH FHELC

Step4 end privileged EXEC 2= HAHSIC}.

Step5 show spanning-tree 4% L{E= =lstl.
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Step6 copy running-config startup- | (S&) & = configuration I} 2 0l X & &tCt.
config

OIEHI Ol AL default @S2 2326124, interface configuration @& no spanning—tree path-
cost £ AIE8HCt. Default Bridgelt Otel L 0l= spanning-tree &l bridge <1-256> 2 AIS &t
Ct.

shu#show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#spanning—tree path—cost 10
shu(config-if-Giga6/1/1)#end

shu#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 10 128.611 Shared

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#no spanning-tree path—cost
shu(config—if-Giga6/1/1)#end

shu#sh spanning—tree

270 E7500 Series User Guide

SRS



Swﬁclpm R

- e —

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared
shu#
13.1.20. Configuring the Switch Priority of a VLAN

AL2IX It root 2RAXIIL 2 JbsES =01J] fIoH AKX priority & HEE == UL

VLAN Ol CHgt A< Xl priority 8 88621, privileged EXEC 2E2H US2 ME2 HECH

Command Purpose
Step1l configure terminal Global configuration @ =2 &I 5Lt

Step2 spanning-tree priority priority | ® priority 2 2®l= 0~61440 ALOI2l 40962 bBH==O|C}.
defaulte 32768 OICt. ¥& 25 root A9/IX2 HEE
JIs4d0l =C 58 priority 2t 4096, 8192, 12288,
16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 573441 61440 OICt. CIE gEL

HEEC
Step3 end privileged EXEC 2&& HASHC.
Step4 show spanning 8% HES &lstlt.
Step5 copy running-config startup- | (&) & & £ configuration I+ 0| X & StCt.

config

AL X9 default &S =2 236tA S, global configuration @ & no spanning—tree priority 2 &=
A& 3tet. . Default Bridge It Ot &2 0l= spanning-tree CH&l bridge <1-256> 2 A& StLt.
shu#show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
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Address  00077074ff01
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared

shu#

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#spanning—tree priority 4096

shu(config)#end

shu#show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 4096
Address  00077074ff01
This bridge is the root
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 4096
Address  00077074ff01
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared

shu#conf t

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#no spanning—tree priority

shu(config)#end

shu#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 1 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared
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13.1.21. Configuring the Hello Time

hello time 2 BIHAE 22 M root ALIXIJI 8&36H= configuration BPDU 2 D18 &&& £ QUL

hello time 2 & &3t ™, privileged EXEC SE2H 22 WHE 2 HEILCH
Command Purpose
Step1l configure terminal Global configuration 2 =& & 8tC},
Step2 spanning-tree hello-time hello time 2 root AfIXIJt configuration HIAIXIE & &6t=
seconds ZJ|0ICt. Ol IAIRI= ARIXIDL &0tAUSS 2/ 0I8HCH.
» seconds 2] Bel= 1~10 OICt. default = 2 OIC}.
Step3 end privileged EXEC 2E 2 H A S},
Step4 show spanning-tree 2% LHE = =lstCh.
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0fl X & 8tCt.
config

I X2l default @82 = =356t ™, global configuration @& no spanning—tree hello—-time &
= AFE3tet. Default Bridgedt Otdl AL 0l= spanning—tree CHA! bridge <1-256> = AFE St

o >

shu#show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared

shu#

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#spanning—tree hello—time 9

shu(config)#end

shu#show spanning—tree

detail interface mst rpvst+

shu#show spanning—tree
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Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 9 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 9 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#no spanning—tree hello—time

shu(config)#end

shu#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Gigab/1/1 Disb BLK 4 128.611 Shared

shu#

13.1.22. Configuring the Forwarding-Delay Time for a VLAN

VLAN 2| forwarding—delay time & & &0otA ™, privileged EXEC 2ERH US2 HE S HALCH
Command Purpose

Step1 configure terminal Global configuration 2= 2 &I & &tC}.

Step2 spanning-tree forward-time | forward delay & XEDJ} spanning-tree 2| listening &2
seconds learning &EHOIM forwarding &tEHZ &Olot)| flol JICtel=

AlI2HOICF.
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® seconas 2| "= 4~30 0ICt. default= 15 OICt.
Step3 end privileged EXEC 2=2 B1AHSH(C}.
Step4 show spanning-tree A% WHE= =lstlt.
Step5 copy running-config startup- | (84&) & & = configuration It 0ff X & &tCt.
config

ALK 9 default #8222 E356td™, global configuration @& no spanning—tree forward-time
HHA S AtE05tet. Default Bridgedt Otel B 0= spanning—tree CH&! bridge <1-256> 2 AIE&t
Ct.

shu#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#spanning—tree forward—time 20

shu(config)#end

shu#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 20 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 20 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1 Disb BLK 4 128.611 Shared

shu#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#no spanning—tree forward—time
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shu(config)#end
shu#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Gigab/1/1 Disb BLK 4 128.611 Shared

shu#

13.1.23. Configuring the Maximum-Aging Time for a VLAN

maximum-aging time 2 & &5tHA ™, privileged EXEC SE2H C22 &2 HEICH
Command Purpose

Step1l configure terminal Global configuration £ =2 &I 5Lt

Step2 spanning-tree max-age maximum-aging time £ &&&tCt. maximum-—aging time &
seconds AR HF2ES ol &0l spanning—tree B E2E £=4I6HXl

&0 JICkel= =T AIZHOICH.
® seconds 2| Hl= 6~40 0ICt. default= 20 Ol L.

Step3 end privileged EXEC 2&& HASHC.

Step4 show spanning-tree 8% HES &lstlt.

Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt.
config

AL X9 default EH S Z E35ted{H, global configuration @& no spanning—tree max—age & &
2 At&3tet. Default BridgeJdt Ott! B 0l= spanning—tree CH&l bridge <1-256> 2 At&stL.

shu#show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
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Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#spanning—tree max—age 15

shu(config)#end

shu#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 15 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 15 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#no spanning—tree max—age

shu(config)#end

shu#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared

shu#
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13.1.24. Changing the Spanning-Tree mode for switch

E7500 Series = STP, RSTP, MSTP, RPVST+ mode & AI&3t12 mode JF Aol AIH 2 E Bridge =
Mol &l mode 2 B1&A |1 disable AlEH 2 BASHCH.
AL X2l spanning—-tree 2EE HASIAH, privileged EXEC 2E2H 32 8= HECH

/——/

Command Purpose
Stepl configure terminal Global configuration =& & & &tC},
Step2 spanning-tree mode | A2 X8| spanning—tree 25 HASHCL
{rstp|stp|mstp|rpvst+}
Step3 end privileged EXEC 2=2 B1AHSH(C}.
Step4 show running-config A% WHE= =lstll.
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0fl X & 8tCk
config
shu#show spanning-tree
Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300
Interface Role Sts Cost Prio.Nbr Type
Giga6/1/1 Disb BLK 4 128.611 Shared
shu#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#spanning—tree mode stp-vlan—bridge
shu(config)#end
shu(config)#spanning—tree enable
shu(config)#end
shu#show spanning-tree
Default Bridge up — Spanning Tree Enabled stp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
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Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb DIS 4 128.611 Shared

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#spanning—tree mode mstp
shu(config)#spanning—tree enable

shu(config)#end

shu#show spanning—tree

Default Bridge up — Spanning Tree Enabled mstp
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 20000  128.611 Shared

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#spanning—tree mode rpvst+
shu(config)#spanning—tree enable

shu(config)#end

shu#show spanning—tree

Default Bridge up — Spanning Tree Enabled rpvst+
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared

shu#
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13.1.25. Configuring the Port as Edge Port

Q AZE ZLEN UolA edge port & A HSEHCH. 2 LEE edge
= forwarding &EiE &0l|at=0l 2 x Forward Time 0l A& CF.

Note SN HAZE ZEN CHolAd= B'EAl edge port 2 &&oHOF StCt. O X
o, UESRZS STP &N H3OF HMe [f 20| HZE EZEQ STP
T gars YA E L.

L EE edge port 2 8&&3tAH, privileged EXEC 2E2H OS2 &S HEILCH:
Command Purpose
Stepl configure terminal Global configuration S =2 &I I 5Lt
Step2 Interface interface-id d&8g 2HHOIAE FAIGHAH interface configuration 2E=2
& Stk
a8 AHHOIA=E S2lA QAHHOIAS ZE OFO0|C
Step2 spanning-tree edgeport L EE edge portg A& St}
Step3 end privileged EXEC 2&& HASHC.
Step4 show running-config HZ EsS gelstch
Step5 copy running-config startup- | (S&) £ & = configuration I+ 2 0ff X & &tCt.
config

ARXIC default 282 = 23624 H, interface configuration @& no spanning—tree edgeport
HAES AlEZolet.

shu#show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#spanning—tree edgeport
shu(config-if-Giga6/1/1)#end

shu#show spanning—tree
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Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1 Disb BLK 4 128.611 Shared edge port

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#no spanning-tree edgeport
shu(config-if-Giga6/1/1)#end

shu#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared

shu#

13.1.26. Specifying the Link Type to Ensure Rapid Transitions
ZEE [UE EE2 point-to-point @32 HASHLH, 2H ZE= designated ZEJt = L.

JII2H2Z link-type 2 2EHOIAL2| duplex 2= 0 2/ dH ?E’I =ICk: full-duplex EE = point-to-
point & & 2tF& 10; half-duplex 2E= 8% &= 2tFE L S2l® 22 point-to—-point &
A ARIXC ZEQ HAZE half-duplex 3 E JHAl

1 AUCHH, link-type 2| default &&= HZE
== QUL

l

St 2 M forwarding &AEHZ22| HIE &O0IE JtsotA

It
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Note

port group 2| E 2 duplex LEZRE 32 E[E T = QUCH 229
Yl ZEJ MZ ChE duplex 252 Jt&E %= QUCH TetM port group O
HolMeE =22 80 SFE £8A AtZotct

default link—type &

Step1l
Stpe2

Stpe3

Step4
Step5
Step6

=

HAGHA M, privileged EXEC 2EMHAEH CIS2 A= HEL

Command Purpose

configure terminal Global configuration 2 =& & & &tC},

interface /interface-id SAFE AEHMHOIAE HAIGHH interface configuration 22
&Y.

spanning-tree link-type | ZE2| 23 &EXE point-to—point 2 & & &tC}.

point-to-point

end

privileged EXEC 252 HAHSHCI.

show running-config HZ EsS gelstch

copy running-config startup- | (&) & &8 2 configuration I+ 0ff X & StCt.

config

default &8 22 =76t21H, interface configuration 2 & no spanning-tree link-type 38 S AtS

Cth.

o

13.6. Configuring MSTP Features

o ZolNde

multiple spanning-tree(MSTP)ES & Xol= 2HEH0l CHol
instance €2 spanning-tree Jt & &I HEW instance E M4
A2l= £33 STP Lt RSTP 2+ 20| hello time, port priority s2 &3

o
(=3
=

13.1.27. Instance 84 2 VLAN HZ&

Instance £ M 4&ot] K4I10l VLAN 2 £J| ?IHA = privileged EXEC 2ENMEH G322 HES

HETH
Command Purpose

Step1l configure terminal Global configuration 2 =& & & &HCH,

Stpe2 Spanning-tree mst | Instance £ MAHotD vlan I AHZAIIII| FoH mst
configuration configuration 2= =2 &I &HCL.

Stpe3 instance  /nstance—id vlan | Instance id & &35t KWII0 vian-id 0l }= vian & Z & Al
vian—id 21CH

Step4 exit Global configuration R =& & & &HC},

Step5 interface /nterface-id &g QIHMHOIAE FAIGHH interface configuration 2E2
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Step6 Spanning-tree instance | Instance 0l oY LEE <
instance—id

Step7 end privileged EXEC 2=2 B1AHSH(}.

Step8 show running-config A% WHE= =lstll.

Step9 copy running-config startup- | (S4&) & & =2 configuration It
config

MAC U= instance E 2 HIE HR20= no instance /nstance—id BE = AFE36l2t.

shu#show spanning—tree mst configuration

name [Default]
Revision 0 Instances configured 0

% Instance VLAN

% 0: 2-3, 100

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#spanning—tree mst configuration
shu(config—mst)#instance 1 vlan 2
shu(config—mst)#exit

shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#spanning-tree instance 1
shu(config-if-Giga6/1/1)#end

shu#show spanning—tree mst configuration

name [Default]
Revision 0 Instances configured O

% Instance VLAN

% O 3, 100

% 1 2

shu# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#spanning—tree mst configuration
shu(config-mst)#no instance 1 vian 2
shu(config-mst)#end

shu#show spanning—tree mst configuration
name [Default]

Revision 0  Instances configured 0
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% Instance VLAN

% 0 2-3, 100

shu#

13.1.28. instance and port configuration

MSTP Ol A= 2! instance UtC} spanning-tree Jt =&6tJ| H =201l instance E £ priority & & & &t
OIIN MHEE = EE0 S22 STP, RSTP HIA AlE2%= HE W0l instance It 20 A AFZ EICH
J

Instance Ol priority & & & 5tJ| 2160 M= privileged EXEC 2EHMEH G2 A S HEICH
Command Purpose

Step1l configure terminal Global configuration S =2 &I 5tCt,

Stpe2 Spanning-tree instance | Instance 0il priority & & & &tCt
instance—id priority priority

Step3 end privileged EXEC 2&& HASHC.

Step4 show running-config A% WHES &lstlt.

Step5 copy running-config startup- | (S4) & & 2 configuration It 2 0| X & &tCt.
config

default 8t 2 =2 =0t ™ no spanning-tree instance /nstance—id priority @& = AI&&tL}.

shu#show spanning—tree mst

#### MST1  vlans mapped:2

Bridge address 0007.7074.ff01 priority 32768 (32768 sysid 0)
Root this switch for the CIST

Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost Prio.Nbr Type

Gigab/1/1 Disb BLK 20000  128.611 Shared

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#spanning-tree instance 1 priority 4096

shu(config)#end

shu#show spanning—tree mst

#### MST1  vlans mapped:2

Bridge address 0007.7074.ff01 priority 4096 (4096 sysid 0)
Root this switch for the CIST
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Regional Root this switch
Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface Role Sts Cost Prio.Nbr Type
Giga6/1/1 Disb BLK 20000 128.611 Shared
shu#

port 0 2t8t && & D& ILKI 2 instance /nstance-id Ot =Jt Sl L.

port 2| priority 2t S & &6t2{™ privileged EXEC ZENMEEH CS2 WA S HEICH

Command Purpose
Step1l configure terminal Global configuration E =2 &I 5tCt,
Stpe2 interface interface-id A& O HOIAE YAISHH interface configuration 2=2
K SHCE,
Step3 Spanning-tree instance | port 0fl priority & & & &tCt
instance—id priority priority
Step4 end privileged EXEC 2E2 HASHC}.
Step5 show running-config H4F E=S gelstth
Step6 copy running-config startup- | (&) & & 2 configuration It 2 0l X & &HCH.
config

default 2t 2 =2 =+0te!™ no spanning-tree instance /nstance—id priority @& = AI&&tL}.

shu#show spanning—tree mst

#### MST1  vlans mapped:2

Bridge address 0007.7074.ff01 priority 32768 (32768 sysid 0)
Root this switch for the CIST

Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface Role Sts Cost Prio.Nbr Type

Gigab/1/1 Disb BLK 20000  128.611 Shared

shu#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
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shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#spanning-tree instance 1 priority 0
shu(config-if-Giga6/1/1)#end

shu#show spanning—tree mst

#H##4# MST1  vlans mapped:2

Bridge address 0007.7074.ff01 priority 32768 (32768 sysid 0)
Root this switch for the CIST

Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1 Disb BLK 20000 0.611 Shared

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#no spanning—tree instance 1 priority
shu(config-if-Giga6/1/1)#end

shu#show spanning—tree mst

##4#4# MST1  vlans mapped:2

Bridge address 0007.7074.ff01 priority 32768 (32768 sysid 0)
Root this switch for the CIST

Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role  Sts Cost Prio.Nbr Type

Giga6/1/1 Disb BLK 20000 128.611 Shared

shu#

port 2| path cost gt2 & & 3tel™ privileged EXEC SEUWAMRH OS2 BtE S AHEILCH
Command Purpose
Step1l configure terminal Global configuration 2 =& & & &HCH,
Stpe2 interface /nterface-id &g QIHMHOIAE YAIGHH interface configuration 2E2
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Step3 Spanning-tree instance | port 0il path cost £ & & &tCt

instance—id path-cost path—

cost
Step4 end privileged EXEC 2=2 B1AHSHC}.
Step5 show running-config A% WHE= =lstlt.
Step6 copy running-config startup- | (S4) & & = configuration It 2 0| X & &tCt.

config

o
o

default 2t 2 & =735te1 ™ no spanning-tree instance /nstance—id path-cost 382 AME

shu#show spanning—tree mst

##4#4# MST1  vlans mapped:2

Bridge address 0007.7074.ff01 priority 32768 (32768 sysid 0)
Root this switch for the CIST

Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface Role  Sts Cost Prio.Nbr Type

Gigab/1/1 Disb BLK 20000  128.611 Shared

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#spanning-tree instance 1 path—cost 1
shu(config-if-Giga6/1/1)#end

shu#show spanning—tree mst

#H### MST1  vlians mapped:2

Bridge address 0007.7074.ff01 priority 32768 (32768 sysid 0)
Root this switch for the CIST

Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1 Disb BLK 1 128.611 Shared

shu#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
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shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#no spanning—tree instance 1 path—cost
shu(config-if-Giga6/1/1)#end

shu#show spanning—tree mst

#H##4# MST1  vlans mapped:2

Bridge address 0007.7074.ff01 priority 32768 (32768 sysid 0)
Root this switch for the CIST

Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1 Disb BLK 20000  128.611 Shared

shu#

Note MSTP OlA instance 2 port 0l &8 2 3dtJ| fIoiAl= instance &0 HXN
0l=0{ MOk StC}.

13.7. Configuring RPVST+ Features

Ol Z2UAE rapid per vian spanning-tree plus (RPVST+)E & &ot= YEIOl CHoll 8 SHCE.
RPVST+ 2EE AEGHH JIE0 UG vian O] trunk vian 22 HESECH. e M trunk VLIANE=Z
spanning-tree Jt & &lJ| MHEZ0l VLAN ot= 220 STP LI RSTP 2F 20| hello time, port
2202 L&

|'||' 0

priority 52 & &5t

13.1.29. VLAN &4 4

VLAN 2 M4 26l A= privileged EXEC 2REMNARE CS2 &2 HEC

Command Purpose

Step1 configure terminal Global configuration 2= 2 &I & &tC}.

Stpe2 Spanning-tree rpvst+ | VLAN & M A 35tD| ?I3H rpvst+ configuration 2= &2 &HCH,
configuration

Stpe3 vlan vi/an-id vlan—id Ol i &ot= vian & A AI2ITH

Step4 exit Global configuration 2 =& & & &HC},

Step5 interface /nterface-id &g QIHHOIAE FAIGHH interface configuration 2E2
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&Stk
Step6 Spanning-tree vlan v/an-id VIAN Ol ol ZEE =0
Step7 end privileged EXEC 2E2 HASBHCI.
Step8 show running-config g5 LHE= =I6t0
Step9 copy running-config startup- | (24&) £ & = configuration I+ 0| A & StCt.
config

HAEL O A= instance E AT ME ZR0= novlan vian-id BE S AtEGtet.

shu#

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#spanning—tree rpvst+ configuration
shu(config-rpvst+)#vlan 2

shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#spanning—tree vlan 2
shu(config-if-Giga6/1/1)#end

shu#show spanning—tree rpvst+

(
shu(config—rpvst+)#exit

(

(

% Default: Bridge up — Spanning Tree Enabled

% Default: Root Path Cost 0 — Root Port 0 — Bridge Priority 32768

% Default: Forward Delay 15 — Hello Time 2 — Max Age 20

% Default: CIST Root Id 800000077074ff01

% Default: CIST Bridge Id 800000077074ff01

% 0: 0 topology change(s) - last topology change Thu Jan 1 00:00:00 1970

% Default: portfast bpdu—filter disabled

% Default: portfast bpdu—guard disabled

% Default: portfast errdisable timeout disabled

% Default: portfast errdisable timeout interval 300 sec

% Instance VLAN

% 0 1,3, 100
% 1 2

shu#

13.1.30. VLAN and port configuration

RPVST+0Il A= 2f VLAN OtCt spanning-tree Jt S %6H)| [H20l VLAN & £ priority £ & & &tCH ¢
M MEBE=HENH S22 STP,RSTP UM AHESI= B0l vian 0l 20 A AFE & CH.
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vlan 0fl priority & & &3dtJ| ?I51 M= privileged EXEC 2EWARH CHE2 &S AT

Command Purpose

Stepl configure terminal Global configuration 2 =& & &HCH

Stpe2 Spanning-tree vlan Vv/an-id | VLAN Of priority & & & &HCt
priority oriority

Step3 end privileged EXEC 252 HASHC}

Step4 show running-config % H=E= &0elstC.

Step5 copy running-config startup- | (&) £ & = configuration I+ 0| A & StCt.
config

default 2t 2 2 =7 3ted ™ no spanning-tree vlan vian—id priority 3 & 2 AIESHCH.

shu#show spanning—tree rpvst+ vian 2

% vlan 2 Instance 1 configured

% 0: MSTI Root Path Cost 0 — MSTI Root Port 0 — MSTI Bridge Priority 32768
% 0: MSTI Root Id 100200077074ff01

% 0: MSTI Bridge Id 100200077074ff01

% Giga6/1/1: Port 611 — Id 8263 — Role Disabled — State Discarding
% Giga6/1/1: Designated Internal Path Cost 0 - Designated Port Id 0
% Giga6/1/1: Configured Internal Path Cost 4

% Giga6/1/1: Configured CST External Path cost 4

% Giga6/1/1: CST Priority 128 — MSTI Priority 128

% Giga6/1/1: Designated Root 000000077074ff01

% Giga6/1/1: Designated Bridge 000000077074ff01

% Giga6/1/1: Message Age 0 — Max Age 0

% Giga6/1/1: Hello Time 0 — Forward Delay 0

% Giga6/1/1: Forward Timer 0 — Msg Age Timer 0 — Hello Timer 0

%

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#spanning-tree vlan 2 priority 4096

shu(config)#end

shu#show spanning—tree rpvst+ vlan 2

% vlan 2 Instance 1 configured

% 0: MSTI Root Path Cost 0 — MSTI Root Port 0 — MSTI Bridge Priority 4096
% 0: MSTI Root Id 100200077074ff01

% 0: MSTI Bridge Id 100200077074ff01

% Giga6/1/1: Port 611 - Id 8263 - Role Disabled — State Discarding
% Giga6/1/1: Designated Internal Path Cost 0 — Designated Port Id 0
% Giga6/1/1: Configured Internal Path Cost 4
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%
%
%
%
%
%
%
%
shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Configured CST External Path cost 4
CST Priority 128 — MSTI Priority 128
Designated Root 000000077074ff01
Designated Bridge 000000077074ff01
Message Age 0 — Max Age O

Gigab/1/1:
Gigab/1/1:
Gigab/1/1:
Gigab/1/1:
Giga6/1/1:
Gigab/1/1:
Gigab/1/1:

Hello Time 0 — Forward Delay 0
Forward Timer O — Msg Age Timer 0 — Hello Timer 0

shu(config)#no spanning-tree vian 2 priority

shu(config)#end

shu#show spanning—tree rpvst+ vlan 2

% vlan 2 Instance 1 configured

% 0: MSTI Root Path Cost 0 — MSTI Root Port 0 — MSTI Bridge Priority 32768
% 0: MSTI Root Id 100200077074ff01

% 0: MSTI Bridge Id 100200077074ff01

% Giga6/1/1: Port 611 — |Id 8263 — Role Disabled — State Discarding

% Giga6/1/1: Designated Internal Path Cost 0 - Designated Port Id 0

% Giga6/1/1:
% Giga6/1/1:
% Gigab/1/1:
% Gigab/1/1:
% Giga6/1/1:
% Giga6/1/1:
% Gigab/1/1:
% Gigab/1/1:
%

shu#

Configured Internal Path Cost 4

Configured CST External Path cost 4

CST Priority 128 — MSTI Priority 128

Designated Root 000000077074ff01

Designated Bridge 000000077074ff01

Message Age 0 — Max Age 0

Hello Time O — Forward Delay 0

Forward Timer 0 — Msg Age Timer 0 — Hello Timer O

25t 8

Ot

M
=

JHXI 2 vlan vian—-id ¢ =F EICH
CHMEH COE9

port Ol
port 2| priorit

8 Di&
2= A HoedH privileged EXEC 2

Command Purpose

Step1 configure terminal Global configuration 2= 2 &I & &tC}.

Stpe2 interface /interface-id CIE{HIOIAE YAISHH interface configuration 2E=2

Step3 Spanning-tree vlan v/ian-id

priority oriority
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Step4 end privileged EXEC 2=2 B1AHSHC}.
Step5 show running-config A% WHE= =lstll.
& & configuration T+ Ofl X & &L},

x
Nl

Step6 copy running-config startup- | (84)
config

default 2t 2 2 =7 06t2d ™ no spanning-tree vlan vian—id priority 38 S A8t

shu#show spanning—tree rpvst+ vlan 2

% vlan 2 Instance 1 configured

% 0: MSTI Root Path Cost O — MSTI Root Port 0 — MSTI Bridge Priority 4096
% 0: MSTI Root Id 100200077074ff01

% 0: MSTI Bridge Id 100200077074ff01

% Gigab/1/1: Port 611 — |d 8263 — Role Disabled — State Discarding
% Giga6/1/1: Designated Internal Path Cost 0 - Designated Port Id 0
% Giga6/1/1: Configured Internal Path Cost 4

% Giga6/1/1: Configured CST External Path cost 4

% Giga6/1/1: CST Priority 128 — MSTI Priority 128

% Giga6/1/1: Designated Root 000000077074ff01

% Giga6/1/1: Designated Bridge 000000077074ff01

% Giga6/1/1: Message Age 0 — Max Age 0

% Giga6/1/1: Hello Time 0 — Forward Delay 0

% Giga6/1/1: Forward Timer 0 — Msg Age Timer 0 — Hello Timer 0

%

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#spanning-tree vlan 2 priority 0
shu(config-if-Giga6/1/1)#end

shu#show spanning-tree rpvst+ vian 2

% vlan 2 Instance 1 configured

% 0: MSTI Root Path Cost 0 = MSTI Root Port 0 — MSTI Bridge Priority 4096
% 0: MSTI Root Id 100200077074ff01

% 0: MSTI Bridge Id 100200077074ff01

% Giga6/1/1: Port 611 - Id 8263 - Role Disabled - State Discarding
% Giga6/1/1: Designated Internal Path Cost 0 - Designated Port Id 0
% Giga6/1/1: Configured Internal Path Cost 4

% Giga6/1/1: Configured CST External Path cost 4

% Giga6/1/1: CST Priority 128 — MSTI Priority 0

% Giga6/1/1: Designated Root 000000077074ff01

% Giga6/1/1: Designated Bridge 000000077074ff01

% Giga6/1/1: Message Age 0 — Max Age 0

% Giga6/1/1: Hello Time 0 — Forward Delay 0
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% Gigab/1/1: Forward Timer 0 — Msg Age Timer 0 — Hello Timer 0
%

%

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#no spanning—tree vlan 2 priority
shu(config-if-Giga6/1/1)#end

shu#show spanning—tree rpvst+ vian 2

% vlan 2 Instance 1 configured

% 0: MSTI Root Path Cost 0 — MSTI Root Port 0 — MSTI Bridge Priority 4096
% 0: MSTI Root Id 100200077074ff01

% 0: MSTI Bridge Id 100200077074ff01

% Gigab/1/1: Port 611 — |Id 8263 — Role Disabled — State Discarding
% Giga6/1/1: Designated Internal Path Cost 0 - Designated Port Id 0
% Giga6/1/1: Configured Internal Path Cost 4

% Giga6/1/1: Configured CST External Path cost 4

% Giga6/1/1: CST Priority 128 — MSTI Priority 128

% Giga6/1/1: Designated Root 00000007707 4ff01

% Giga6/1/1: Designated Bridge 000000077074ff01

% Gigab/1/1: Message Age 0 — Max Age 0

% Giga6/1/1: Hello Time 0 — Forward Delay 0

% Giga6/1/1: Forward Timer 0 — Msg Age Timer 0 — Hello Timer 0
%

shu#

port 2| path cost 2t 2 & & 5tH ™ privileged EXEC 2EWARH G322 A8 E HEILCH

Command Purpose
Step1l configure terminal Global configuration @ =2 &I 5Lt
Stpe2 interface /interface-id A E QHMHOIAE YAIGHH interface configuration 2E=2
& BT
Step3 Spanning-tree vlan Vv/an-id | port Ol path cost & & & &tCt
path-cost path—cost
Step4 end privileged EXEC 2 &2 HHSHC}.
Step5 show running-config 23 E= el
Step6 copy running-config startup- | (&) & & 2 configuration It 2 0ff X & &tCt.
config
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default 8t 2 2 =735t ™ no spanning-tree vlan vian—id priority 38 2 A&t

shu#show spanning—tree rpvst+ vlan 2

% vlan 2 Instance 1 configured

% 0: MSTI Root Path Cost 0 — MSTI Root Port 0 — MSTI Bridge Priority 4096
% 0: MSTI Root Id 100200077074ff01

% 0: MSTI Bridge Id 100200077074ff01

% Giga6/1/1: Port 611 — Id 8263 — Role Disabled — State Discarding
% Giga6/1/1: Designated Internal Path Cost 0 - Designated Port Id 0
% Giga6/1/1: Configured Internal Path Cost 4

% Giga6/1/1: Configured CST External Path cost 4

% Giga6/1/1: CST Priority 128 — MSTI Priority 128

% Giga6/1/1: Designated Root 000000077074ff01

% Giga6/1/1: Designated Bridge 000000077074ff01

% Gigab/1/1: Message Age 0 — Max Age 0

% Giga6/1/1: Hello Time 0 — Forward Delay 0

% Giga6/1/1: Forward Timer 0 — Msg Age Timer 0 — Hello Timer 0

%

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#spanning—tree vlan 2 path—cost 1
shu(config-if-Giga6/1/1)#end

shu#show spanning-tree rpvst+ vian 2

% vlan 2 Instance 1 configured

% 0: MSTI Root Path Cost 0 = MSTI Root Port 0 — MSTI Bridge Priority 4096
% 0: MSTI Root Id 100200077074ff01

% 0: MSTI Bridge Id 100200077074ff01

% Giga6/1/1: Port 611 — Id 8263 — Role Disabled — State Discarding
% Giga6/1/1: Designated Internal Path Cost 0 - Designated Port Id 0
% Giga6/1/1: Configured Internal Path Cost 1

% Giga6/1/1: Configured CST External Path cost 4

% Giga6/1/1: CST Priority 128 — MSTI Priority 0

% Giga6/1/1: Designated Root 000000077074ff01

% Giga6/1/1: Designated Bridge 000000077074ff01

% Giga6/1/1: Message Age 0 — Max Age 0

% Giga6/1/1: Hello Time 0 — Forward Delay 0

% Giga6/1/1: Forward Timer 0 — Msg Age Timer 0 — Hello Timer 0

%

%
shu#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#interface GigabitEthernet 6/1/1
shu(config-if-Giga6/1/1)#no spanning—tree vlan 2 path—cost
shu(config-if-Giga6/1/1)#end

shu#show spanning—tree rpvst+ vlan 2

% vlan 2 Instance 1 configured

% 0: MSTI Root Path Cost 0 — MSTI Root Port 0 — MSTI Bridge Priority 4096
% 0: MSTI Root Id 100200077074ff01

% 0: MSTI Bridge Id 100200077074ff01

% Giga6/1/1: Port 611 — Id 8263 — Role Disabled — State Discarding
% Giga6/1/1: Designated Internal Path Cost 0 - Designated Port Id 0
% Giga6/1/1: Configured Internal Path Cost 4

% Giga6/1/1: Configured CST External Path cost 4

% Giga6/1/1: CST Priority 128 — MSTI Priority 128

% Giga6/1/1: Designated Root 000000077074ff01

% Giga6/1/1: Designated Bridge 000000077074ff01

% Giga6/1/1: Message Age 0 — Max Age 0

% Giga6/1/1: Hello Time 0 — Forward Delay 0

% Giga6/1/1: Forward Timer 0 — Msg Age Timer 0 — Hello Timer 0

%

shu#

b Note RPVST+OIAl VLAN 2t port Ol &&E ot KA = VLAN &0l BH 012N
X OF BtCY.

13.8. Displaying the Spanning-Tree Status

spanning—tree M EIE E3loledA™H, OIS Z0 HAI= privileged EXEC B8 & 5tLIS AF=Zotah:

Command Purpose

show spanning-tree A CIEHOIA S| spanning-tree 82 E S &L
show spanning-tree interface /nterface—id | £& CIEHHI0IA 2| spanning-tree § 2 & &S &HCY.
show spanning-tree detall ZE MEHE XTHMIGHH 2 ELCE

privileged EXEC Y& show spanning-tree E&ol [CIE IIFE0 28t 2= command
referenceE & 1102k,
shu#show spanning—tree
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Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga6/1/1  Disb BLK 4 128.611 Shared

shu#show spanning—tree interface gi6/1/1

% Default: Bridge up — Spanning Tree Enabled

% Default: Root Path Cost 0 — Root Port O — Bridge Priority 32768

% Default: Forward Delay 15 — Hello Time 2 — Max Age 20

% Default: Root Id 800000077074ff01

% Default: Bridge Id 800000077074ff01

% Default: last topology change Thu Jan 1 00:00:00 1970

% 0: 0 topology change(s) - last topology change Thu Jan 1 00:00:00 1970

% Default: portfast bpdu—filter disabled

% Default: portfast bpdu—guard disabled

% Default: portfast errdisable timeout disabled

% Default: portfast errdisable timeout interval 300 sec

% Giga6/1/1: Port 611 — Id 8263 — Role Disabled — State Discarding

% Giga6/1/1: Designated Path Cost 0

% Giga6/1/1: Configured Path Cost 4 - Add type Explicit ref count 1

% Giga6/1/1: Designated Port Id 0 — Priority 128 -

% Giga6/1/1: Root 000000077074ff01

% Giga6/1/1: Designated Bridge 000000077074ff01

% Giga6/1/1: Message Age 0 — Max Age 0

% Giga6/1/1: Hello Time 0 — Forward Delay 0

% Giga6/1/1: Forward Timer 0 — Msg Age Timer 0 — Hello Timer 0 - topo change timer 0
% Giga6/1/1: forward—-transitions 0

% Giga6/1/1: Version Rapid Spanning Tree Protocol — Received None — Send STP
% Giga6/1/1: No portfast configured — Current portfast off

% Giga6/1/1: portfast bpdu—guard default — Current portfast bpdu—guard off
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% Gigab/1/1: portfast bpdu—filter default — Current portfast bpdu—filter off
% @Gigab/1/1: no root guard configured — Current root guard off
% Gigab/1/1: Configured Link Type point—to—point — Current shared

%
shu#show spanning—tree detail

Defaultis executing the rstp-vlan—-bridgecompatible Spanning Tree protocol
Bridge Identifier has priority 8000 address 00077074ff01
Configured hello time 2, max age 20, forward delay 15
We are the root of the spanning tree
Topology change flag not set, detected flagnot set
Number of topology changes 0 last change occurred Thu Jan 1 00:00:00 1970
Times: hold 6, topology change 0, notification 5
hello 2, max age 20, forward delay 15
Timers: hello 0, topology change?5, notification 0, aging 300
Port 611 (Giga6/1/1)of Default is Discarding
Port path cost 0 Port priority 128 ,128.611.
Designated root has priority 1280, address 0007.7074.ff01
Designated bridge has priority 8000, address 0007.7074.ff01
Designated port id is 0, designated path cost 4 Hello is not pending
Number of transitions to forwarding state: 0
Link type is Shared
BPDU: sent O

shu#

13.9. Configuring Bridge MAC Forwarding

Layer 2 Ol Y (Ethernet) WERIAI HAXMOZ SHGHAHE ZH AN A= MAC =AZE MAC

address table 0l Y= F=42 HIWHAM Y interface 2 ®E6H0F SHCH 12401 fIoi A= Bridge

O] MAC address table 0] &&0| ZI0{0F 6t12 0l MAC learning Ol2t 8tCF. MAC learning 2 &4
(=]

ol E0i=2 2SS SAMolA £&8ote & 2 22Xt B E gHole 8 -0l AUCH

MAC learing = olJ| ol M Config 2E0A IS E@ES £&SHT

Command Purpose

spanning—tree acquire Default Bridge 2 MAC learning 2 s& 22 ot 5 & &8 stCt.
(default 2 enable T UCH

no spanning—tree acquire Default Bridge 2 MAC learning 2 S&822 otk ZX&=E
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y) —

S HetC.

bridge <1-256> acquire Default Bridge Jt Ot:l Bridge 21 MAC learning 2

i
StC= A AECH (default 2 enable T I UCH

Om
14
10
HU

Om
1A
10
HU

no bridge <1-256> acquire Default Bridge Jt Ot:l Bridge 21 MAC learning 2

otk =5 &Fet0.

mac—address—table static MAC
(forward|discard) IFNAME

oS Bridge 0l MAC =AZ IFNAME interface & forwarding
St H Lt discard StCH

o

no mac—address—table static MAC CH

(forward |discard) IFNAME

MAC =20l oi &ot= forwarding entry £ AHA

Default Bridge Jt Otl & 2 0l= bridge <1-256> mac-address-table static MAC
(forward|discard) IFNAME @& S Al &L

CIS2 3222 MAC learing S ot= 0IAIO|C.

shu#configure terminal

shu(config)#mac—address—table static 1111.1111.1111 forward gi6/1/1
shu(config)#end

shu#show mac—address—table

vlan mac address  type  fwd
—————— e T
T 111111111111 1 Gi6/1/1
shu(config)#no mac—address—table static 1111.1111.1111 forward gi6/1/1
shu(config)#end

static

shu#show mac—-address—table
vlan mac address type  fwd

—————— -

No entries present.

shu#

E7500 series = MAC address table 0l S& Q2! entry & & entry E A Mot 882

o

= UL

Command Purpose
clear mac—address—table oiE Bridge Ol &, &, multicast MAC =24 entry €
(dynamic|multicast| static) AR EHCH.
clear mac—address—table oiE Bridge OI”Y= Vian OILt =Scl& ZEQ FHE, ZH,

(static| multicast| dynamic)
(address MACADDR | interface IFNAME |
vlan VID)

multicast MAC =2 entry & 2HHMISHCE.

Default Bridge Jt Ottt Z20l= clear mac—address—table (dynamic|multicast|static) (address
MACADDR | interface IFNAME | vlan VID) bridge <1-256> @& S Al st}
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MAC =2 entry E

A HIot= Gl AIOICE.

shu#show mac-address—table

No entries present.

shu#

vlan mac address  type  fwd ports
—————— T s e
T 111111111111 static 1 Gi6/1/1
shu#clear mac—address—table static
shu#show mac—-address—table
vlan mac address type  fwd ports
—————— T A S

MAC =2 entry E £3| otJ| ®lol TS 22 HE 2 Exec 2E0HM =3 SHCH

Command Purpose

show mac—address—table MAC address table @25 20 ECH

show mac—address—table MAC address table 882 &=, =&, multicast, vlan 0l

(static|dynamic|multicast|) vian <1-4094>

oA 20 =0

show mac—address—table count (module
<1-6> | vlan <1-4094> |)

=49 HHE

MAC address table OlA A& S& multicast

2=
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BFD

(Bidirectional Forwarding Detection)

0l &0l M= BFD(Bidirectional Forwarding Detection)E & &ot= 20l CHol €& Y StCt. BFD = £
g Z2O HOHE %ol ZXot)| /st SHC=z g ZZES0ICLH BFD = AtEote WESRIR &
S EEf el Y Z2ESO Jas YAl 20 SHESZ S&SH
ol 2 S Z2 Uusez P4ECH

® BFD 0fl CHSt OI3H (Understanding BFD)

® BFD X2 A& (Restrictions BFD Configuration)

® BFD J|& &3& (Default BFD Configuration)

® BFD & & (Configuring BFD)

® BFD &3& 0l Ml (BFD Configuration Samples)
14.1. Understanding BFD
14.1.1. BFD Operation
BFD = & ctH AIOI2 XY ZZ HOH2 QIHHIOIA, HIOIH &3 Jdeln ZRY HES HHE
k= H 2 XE = ACH E7500 Alel = ARX = § AAY0l 222 BFD 2EE HAIXIE Wetcte
BFD HISJ| 2 Z(asynchronous mode)E X2 &tCH BFD M&ES M4ot)| fIdiME & AlIAE 2%
BFD £ & & OF oFEF et E Z2E20 2ol BFD ME0| AT S 2t<EH AFOI2 & &0 2l
BFD 85 FI|01 2851, & 2t E(BFD peer)= FI|H2Z BFD 21EE HAIXIE ®&EHL.
BFD = 22| e &8, ol2=d0/&(encapsulations), HER A & 12l ctRE Z2E2
(BGP, OSPF)2| ZF 2t 26t BFD Al AE! 2to] Al==5H 20 2t XIJF JtsotCh BFD = &0 E 20Kl

Ot 28 ZE2EZ0I i1, URE Z2EZSE2 ctRE HO0I=SS HAlMS Bel 8E &=
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Jl =20 WEXZD EM2 ct2E HOIZS BE Al2t=s &

| CrEst 4 Q0L 1 12 5 Ho ARE2 2
HE s YEYAZ BHEN, 2 22 H 0= OSPF 9 BFD Jt S5t1 2LCH OSPF It neighbor
= 2SS [j(1), OSPF = BFD T2 AN BFD MAS MAGHI| Slst QES siCH2). 148
OSPF neighbor 2t 2t0] BFD Ml & & M4 EIC}.
1
. OSPF neighbors ,
OSPF ) BFD neighbors . OSPF
2 l BFD 3 BFD l 2
== -
}—%192.168.10.2 Y 192.168.10.1
192.168.0.1 192.168.20.1

&l 14-1 Establishing a BFD neighbor relationship

O AN

A0l T2 T/H(2 ) BFD= OSPF =2 Al A 01|31| FD pe
OSPF T2 MlA= OSPF neighbor 2H 2 CH(4). Bret
g goegs XH%IM SHC}H,

g 2= UER AWM 23 oo MBS e & F neighbor2 BFD Al
8P Ct1 SXISHCTH3).
CE B2t ALH URBH=E SAl 242

OSPF nAéighbors
AV4

N\ >

OSPF BFD ngighbors OSPF

3I BFD 2 BFD I 3
192.168.0.1 192.168.10.2 192.168.10.1

192.168.20.1

18 14-2 Tearing down an OSPF neighbor relationship

14.1.2. Benefits of using BFD for Failure Detection

BFD = OSPF 2t 2 & ct® SES0 Z0H 2K HHLSS MBS = 2
= 2

BFD £ AtE&ot® Tt & :
® OSPFOUIA EHOIDT AlIZtE 202 20I18 12X 0
P

FA
=
=
HU
0
=
i
y
=
U]
1
o
O
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14.1.3. BFD Session Type

BFD = WES3 40l (et BFD single hop Al & 0t BFD multihop Al &2 At&EStCT.

BFD single hop Ml& 2 2
BFD single hop Ol AIE &= 282
S 2 BFD single hop A& 0] Q

X

0
interval @822 CIEHIOI AN BFD M& I2tOIEHE B &

AE HAE = Ul AH0I2 BFD HZ 0l ArZEICH T

= S& AIHHOIE
ICt. E7500 Alelx ARIX
S OF2F BFD single hop Al & 0|

e
m
=
o
[>
i
O
%
P
=
0x

10

moar e Y

Sof

S S Mo
]

I_
X x

Ct.

0

&l 14-3 BFD single hop session

BFD multihop A& 2 S AIAE ALOIS] 12 ZZ2DF A0IXY [ AAESIC TS O M S 2|
AHOISl S41°9] 2tLEl HIOIZ0 [t ZetXICH 2122 BFD multihop MI&E2 S& CIEHIOIAN &
=& Xl &Z=Ch BFD multihop MA@ 2 QIE{HIOIA S| BFD M & Tiet0lE 80 AH2g10] M8 2 QU
Ct. BFD multinop Al 4 2| Itet0lEf = bfd multihop-peer 28 o2 A& & 4 QUL

=

18 14-4 BFD multhop session

14.1.4. BFD Version Interoperability

E7500 A2l X A9 Xl=BFD H& 1 &8t OtLIct HHM 0 = KNI &HCH 2= BFD A&
0

S XS HE 02

SS2Z ANEBE = U=

e
Ii

| JbSGHCH AIAE 2 IHS22 BFD HE S 2 Xl ol
i =2 HE 22 BFD M&E0| =& 8t

[S=T e

SEHd122 M
AN HSote EBl%t
OIS S0, 8t AIAEOIHE 0E

302
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ANESHD YD UHA AIAES2 HE 12 AIE0t] UOHH, 2E AMAES0 HE 0E AFESHH =
Ct. show bfd neighbor [details] 38 22 BFD M& 0| AtE5tD A= HE S &0l 5= UL
14.2. BFD Restrictions
E7500 Alel= ARXIS BFD= G810 &2 MIAE0] ULH
v 8 BFD RE0A= HISII 220t XJSHCH HISI 2E0HAM=E HHE BFD peer 2t
BFD M& 2 Al& & %= QUCH.
v &Il BFD = BGP 2 OSPF 12l A etLEl(static routing) S X 8tHC.
v X 128 012 BFD NM&S MAHE 4= QUCH 128 ) Ol At NMIAS MAHote] ofH ClSh &
2 MAIXI DI 2=,
%BFD-5-SESSIONLIMIT: Attempt to exceed session limit of 128 neighbors.
v 2E BFD JIs2 MO HZE(control plane)OlAl HIZSCH M2t CPU AFEE0] =0HAIH

DH3) =410 98t 0K Q1A DIsA0| =0H&ICH 03 AL0= Required minimum receive

interval 2 8 &¢&t gt ZZEol0F StHCt.

14.3. Default BFD Configuration

Ci82 Z= JIE& BFD &€& 2 20 =Lt

Feature Default Setting
BFD 2E QIEHHOIA0 CHol HIZH& &FEHOICE.
Interface passive mode 2= 2HHI0lAS2E Active mode O|Ct.
BFD Echo packet reception 24 AEfOICH
BFD Echo mode MESHX 2=Ct
Desired transmit interval 750 L2l = (Multihop Al&)
Required minimum receive interval 500 &2l = (Multihop AI&)
Multiplier 3 (Multihop Al&)
BFD Slow-timer 1000 22| =

Desired transmit interval, Required minimum receive interval _12| ) Multiplier = =SR2 &' BFD Al It
qo2

ctOIEH S0ICH BFD single hop M& & M &0otHA ™ bfd interval & Ol metdld gt &8 44
ol OF 8tCt. BFD multihop Al & 0fl CHSt bfd multihop-peer £ & 0| 12X 0l HAIE 30l AF=2EICHL
303
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14.4. Configuring BFD

Ol 2lM= G20 22 BFD & & 20l CHoll € &L

® Configuring BFD session parameters on the interface
Configuring BFD multi-hop session parameters
Configuring BFD support for BGP
Configuring BFD support for OSPF
Configuring BFD support for static routing
Configuring Passive Mode on the Interface
Configuring BFD slow timer
Configuring BFD echo mode
Monitoring and Troubleshooting BFD

14.4.1. Configuring BFD session parameters on the interface

Ct=2 &2 e HO0lA0 BFD M & Liet0IE E £ &ote Y- OICH

Command or Action Purpose

Step 1 configure terminal Global configure 2= 2

pal
°
o
o

Oll &l -
Switch# configure terminal

Step 2 interface interface-name Interface configuration 2= 2 &I & 8tC}.

Cil Al
Switch(config)# interface gi2/2/1

K]

Step 3 ip address ip-address/prefix-length OIEHIOI A0 IP A5 XSG
Gil Al

Switch(config-if-Giga2/2/1)# ip address
33.1.1.1/24

Step 4 bfd interval minlliseconds min_rx milliseconds | QIE{H 0| A0l BFD It2|0|EHE & & &tC}.
multiplier interval-multiplier

Ofl &l -
Switch(config-if-Giga2/2/1)# bfd interval 750
min_rx 500 multiplier 3

Step 5 end privileged EXEC 2 =2 =0}2tCt

Gl Al :
Switch(config-if-Giga2/21)# end
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single—hop BFD MI& 2 MAGH)| RIS = BEAl bfd interval @322 2HHAE
OIE{HIOl A0 BFD 1tet0OIEI S & Aol 0F SHCF.

14.4.2. Configuring multi-hop BFD session parameters

BFD multihop A4 2| BFD Al Tit2t0I& = BFD peer 22 & & ol OF

o ItetiIeHE £ 8ot= - 0lCt

ro

Ct. Ct&2 BFD multihop Al

Command or Action

Purpose

configure terminal

Step 1 Global configure 2=2 & &L}
Ofl &l -
Switch# configure terminal

Step 2 bfd multihop-peer A.B.C.D interval minlliseconds | Multi-hop BFD Ml& 2l BFD W2l0IEHE &3
min_rx milliseconds multiplier interval-multiplier 5t}
Oll &l -
Switch(config)# bfd multihop-peer 10.1.1.1
interval 750 min_rx 500 multiplier 3

Step 3 End privileged EXEC 2 &2 S0t2+Ct
Oll &l -
Switch(config)# end

14.4.3. Configuring BFD support for BGP

BGP Ol A BFD € & &6t

rr
0

H
=

Ct

0lo

ot 2.

flo

Command or Action

Purpose

Step 1 configure terminal

Gl &I
Switch# configure terminal

Global configure 2= 2 &2 &HCH

Step 2 router bgp as-tag

Oll K :
Switch(config)# router bgp 100

Step 3 neighbor ip-address fall-over bfd

Gl &I
Switch(config-router)# neighbor 3.3.3.2 fall-over
bfd

BGP neighbor 22

o= £ F &t

HZBAEH A0l BFD £ At
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Step4 €nd

il Xl
Switch(config-router)# end

Privileged EXEC 2=& =0}2tCH

14.4.4. Configuring BFD support for OSPF

G322 & JtXl HEH 22 OSPF 0l BFD £ AFE6tESE &8¢ == QULH
® OSPF ct28 A& 2E0lM bfd all-interface 28 2= OSPF virtual link £ HM2lst L
OSPF QI E{HI Ol A0ll CHoll BFD A& = @’é% = A
® OQIHMHOIA 2E0IA ip ospf bfd & OSPF 2| E& CIHHIOIA0 CHoll BFD M&E S

MaE 2 QUL

Configuring BFD support for OSPF for all interface

2= OSPF QI HIOIAN CHol BFD A S e =~ JES 36t US2 HYsS +=H6tH &

Ct.
Command or Action Purpose

Step 1 configure terminal Global configure 2= & &I 8HCH
Oll X -
Switch# configure terminal

Step 2 router ospf process-id OSPF 2}SE A& DER XIQIEHT}
Oil Al
Switch(config)# router ospf 10

Step 3 bfd all-interfaces 2= OSPF 2IEHOIA0 CHoll BFD Mi&ES M4

g+ JASE SFHSH

Oll X -
Switch(config-router)# bfd all-interface

Step 4 exit global configuration 2E 2 & S0t 2tCt.
Oil Al
Switch(config-router)# exit

Step 5 interface type number Interface configuration 2= 2 & & &tCt.
Oll K :
Switch(config)# interface gi2/1/1

Step 6 bfd interval milliseconds min_rx milliseconds | OSPF Q& H 0| A0 BFD M4 TIet0IH S &
multiplier interval-multiplier KB}
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il Xl
Switch(config-if-Giga2/2/1)# bfd
min_rx 500 min 3

interval 750

BFD MI&E S AI2E 2= OSPF QIE{HOl A0 CH
ol bfd interval &&=

interface type number

Step 7 (Option) Interface configuration =2
Ct.
il A
Switch(config)# interface gi2/2/1
Step 8 Ip ospf bfd [disable] (Option) =& OSPF IHHIOIAN A=
BFD MI&E0| MAHE X &= &FSHCH
Oll Al -
Switch(confg-if-Giga2/2/1)# ip ospf bfd disable Note disable keyword = bfd all-interface &
&0l =& SI0f BFD J} enable & Q21H
HIOI A0l A 2+ AFE 3l OF StCF.
Step 9 end Privileged EXEC 2= & & =0t 2t}
il Al

Switch(config-if-Giga2/2/1)# end

Configure BFD Support for OSPF for One or More Interface

CtS2 S& OSPF A EH MOl A0 CHol BFD A& 0| 8T &S £ &6t= 2 O0ICH

Command or Action

Step 1 configure terminal

Gl &I
Switch# configure terminal

Step 2 interface type number

Cil Al
Switch(config)# interface gi2/1/1

Interface configuration 2= & & & StCt,

bfd interval minlliseconds min_rx milliseconds
multiplier interval-multiplier

Step 3

Oil Al
Switch(config-if-Giga2/2/1)# bfd
min_rx 500 multiplier 3

interval 750

OIEHOIA0 BFD Ltel0IeHE & & &Lt

Step 4 P 0spf bfd [disable]

Gl &I
Switch(confg-if-Giga2/1/1)# ip ospf bfd

=)
O
(]
)
e
m
=

OIAE Sall BFD MI&0| & E
tCE.

1
30
in
o
nx

bl

q

0
o

Step5 end

Ofl Al

Privileged EXEC 2= & & =0t 2tC}.
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Switch(config-if-Giga2/1/1)# end

14.4.5. Configuring BFD support for Static routing

I-I I-I a

&l (static routing) Ol A= E & 2t

SE0lAX BFD € £&ot= 2-0ICH

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

EQ| HOIEHOIE BFD peer & & & &Lt LS

rlo
0
Ja
]

Command or Action

Purpose

configure terminal

Oll &l -
Switch# configure terminal

Global configure 2 =& & &t

interface interface-name

Cil Al
Switch(config)# interface gi2/2/1

Interface configuration 2 = 2 & 8HC},

ip address ip-address/prefix-length

Oll &l -
Switch(config-if-Giga2/2/1)# ip address 1.1.1.1/24

QIHHIOIAM IP=AE SFEH

bfd interval milliseconds min_rx milliseconds
multiplier interval-multiplier

Ofl &l -
Switch(config-if-Giga2/2/1)# bfd
min_rx 500 min 3

interval 750

QIEIHIOI A0 BFD M& WctOlE 8t &3
tC.

fon

Exit

Gl Al -
Switch(config-if-Giga2/2/1)# exit

Global configuration 2= 2 S0+2+Ct

ip route A.B.C.D/M gateway-addr

Cil Al
Switch(config)# ip route 7.0.0.0/8 1.1.1.254

g8 et

im
]
x
0
]
aQ

ip route static bfd IFNAME gateway-addr

Gl Al :
Switch(config)# ip
1.1.1.254

route static bfd gi2/2/1

X 2tEQ BFD neighbor £ X & &L &
MEtREQ HOIENOIDF AZE I H O]
2t HOIEH OIS IP F=AE HAISHCL.

> O_L

end

Gil Al
Switch(config)# end

Privileged EXEC 252 & S0t 2tC}.
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BFD == Z2E(passive mode)= C+E BFD neighbor 2% & BFD 1EZ I2!S =418 2H BFD
AEE 3 S A S6H)| AR é, G BFD ZEZS i3!S &GN =0 BFD €& =5 252
SHANIHAE US| =MUHZE CIEHHI0IAS SF6HH &Lt

HERAIS 2= ct*EHE BFD =3 252 &£&6

t3 BFD Ot S&6HA =0 B0 & GHLES AlA
8ol BFD = s& 2 S (active mode)Z2 = &6l OF StCY.

Command or Action Purpose
Step 1 configure terminal Global configure 2= 2 &I &t}
Cil Al
Switch# configure terminal
Step 2 interface interface-name Interface configuration 2= 2 &I & &L},
CilAI:
Switch(config)# interface gi2/2/1
Step 3 bfd passive OIE{HIOIAE BFD =8 252 & &Gt
Cil Al
Switch(config-if-Giga2/2/1)# bfd passive
Step 4 end privileged EXEC 2 =& S0t2tCt
Gil Al
Switch(config-if-Giga2/2/1)# end
14.4.7. Configuring BFD Echo Mode
BFD echo @ =0l Al BFD echo T2/ & 2418 A|AEE 0] TH2! 2 EEEHAIARCZ Ti=2 BUHLL
BFD Echo IH2! S A2 B2 BFDZAEE M2 & =J|0t ZH&ICH etA BFD neighbor & At
OlOIM &4lTl=BFD HEE IH3!S =5 24 AlZ == QUL BFD echo 2&E = HIEA 3 0 JALCH
Command or Action Purpose
Step 1 configure terminal Global configure 2= 2 &I &Lt
il Al
Switch# configure terminal
Step 2 bfd echo [accept | send] BFD echo 2 £ & enable &tC}.
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Oil Al
Switch(config)# bfd echo

- accept I|% == Echo packet S receive &
0 A=
- send I|®1 == Echo packet 2 send & [

ArE

Step3 end

il A
Switch(config)# end

Priviledged EXEC 2 =& & =0} 2tC}.

14.4.8. Configuring BFD slow timer

BFD neighbor Jt A2 &&= ClAlGHAl =&t é*EH (BFD & EH Dt

£ I3!S bfd interval 2 A& &t

= &0
[ BFD AEE {22 8EFDI|E £ 8ot H bf

slow-timer @& 2 Al

Up OI Ot &EH)0IlAl= BFD 21E
S 2|0IGtCH BFD Al& 2| & EHJF Up OI OtE
ot =Ch.

Command or Action

Purpose

Step 1 configure terminal

Oll Kl -
Switch# configure terminal

Global configure 2 =& &I SHCH

Step 2 bfd slow-timer milliseconds

Gl &I
Switch(config)# bfd slow-timer 2000

BFD slow timer & & & &t(}.

Step3 end

Cil Al
Switch(confg)# end

Privileged EXEC 2= & Z0t2tLCt.

14.4.9. Displaying BFD information

Command or Action Purpose
Step 1 show bfd neighbor [detail] (option) BFD adjacency database £ 20 &
Ct.
Oll Ml - detail Y= 2E BFD Z2E2 T2} 0
Step 2 debug bfd (Option) BFD 2+ 2tgd &l debugging 22 &
[echo|event|fsm|loopback|neighbor|nsm|packet] O =Ct.
Oll Al -
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Switch# debug bfd packet

14.5. BFD Configuration Samples

Ol 22 St Z2 0l =2 Z&stCt:
® Sample One: Configuring BFD in an OSPF Network

® Sample Two: Configuring BFD in an BGP Network
® Sample Three: Configuring BFD for static routing

14.5.1. Sample One: Configuring BFD in an OSPF Network

Ol GlMl= OSPF UIE 01X BFD € AtEct= 23S £&3ett Ul 22 UERD LS IHE

ot At
) OsFF o QOSPF
) BFD o BFD .
BFD BFD BFD
. QzPF QOSPE QSPF
Git/1/1 Gi2/1/1
‘ % 2001.1.0/24 % a1, 0524 %
10.1.1.0/24 40.1.1. 0424

OSPF = OSPF QIEHIOIAO CHoll BFD £ £ &l OF &tCt. OSPF QIEHHIOIA0 BFD € € &ot= ¥
g2 s 20h

v OSPF 2 2= 2IHHIOIA0 A BFD € AISot=S &3

v S& OSPF IEHHOIANAN &EEH2=Z BFD E AHE0HES &

0

1. Configuring BFD Support for OSPF for All Interfaces

o

OSPF 2| 2= CIHHIOIAN A BFD E At&0oted™ TS 201 & & &tk

Step 1 OSPF € & A BtCH,

Switch_A# configure terminal

Switch_A(config)# router ospf 100
Switch_A(config-router)# network 10.1.1.0/24 area0
Switch_A(config-router)# network 20.1.1.0/24 area0

Step 2 BFD A& Itet0IEE 43 8.
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Switch_A# configure terminal
Switch_A(config)# interface gi2/1/1
Switch_A(config—if-Giga?2/1/1)# bfd interval 300 min_rx 300 multiplier 3

Step 3 OSPF 9l 2= CIEHHIOIADI BFD & AIEot=8 &3 &t
Switch_A# configure terminal
Switch_A(config)# router ospf
Switch_A(config—router)# bfd all-interfaces
Step 4 OSPF neighbor J} HZ Xl &= QIEHOIAZE BFD M@0l MADX == SFSHCH
Switch_A# configure terminal
Switch_A(config)# interface gi1/1/1
Switch_A(config—if-Gigal1/1/1)# ip ospf bfd disable
Step 5 BFD peer & AEHE OISt
Switch_A+# show bfd neighbors
Note bfd all-interfaces Jt €& & &EHOIA OSPF 2 S& AIHHOIAMNAME BFD £
AESHX @224, interface command 2 & ip ospf bfd disable = AtZ&tCH.

A9x|O 4T

nio

X3alotH st &0,

ton
ol

!
interface Gigal/1/1

ip address 10.1.1.1/24

ip ospf bfd diable

!
interface Giga2/1/1

ip address 20.1.1.1/24

bfd interval 300 min_rx 300 multiplier 3
!
router ospf 100

network 10.1.1.0/24 area0

network 20.1.1.0/24 area0

bfd all-interfaces
!

2. Configuring BFD Support for OSPF for One or More Interfaces

EZ OSPF 2/HHIOIAGA BFD E AtEotdA™ S 201 &3

I
o

Ct.
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Step 1 OSPF & &3&HCH.

Switch_A# configure terminal

Switch_A(config)# router ospf 100
Switch_A(config—router)# network 10.1.1.0/24 area0
Switch_A(config—router)# network 20.1.1.0/24 area0

Step 2 Single hop BGP session £ enable dt11, bfd session parameter & & & tCH
Switch_A# configure terminal

Switch_A(config)# interface gi2/1/1
Switch_A(config-if-Giga?2/1/1)# bfd interval 300 min_rx 300 multiplier 3

Step 3 £3 OSPF 2IEIHIOIA N CHoll BFD E AIEot== &AL},
Switch_A# configure terminal
Switch_A(config)# interface gi2/1/1
Switch_A(config-if-Giga2/1/1)# ip ospf bfd

Step 4 BFD peer & AEHE OISt

Switch_A+# show bfd neighbors

ARIXC HEE X3I6tH Ch3 2 L.

|
interface Giga2/1/1

ip address 20.1.1.1/24

ip ospf bfd

bfd interval 300 min_rx 300 multiplier 3
!

router ospf 100

network 10.1.1.0/24 area0

network 20.1.1.0/24 area0
!

14.5.2. Sample Two: Configuring BFD in an BGP Network

Ol OlHl= BGP UIE®Z0IA BFD E AIEot= 22 dHsHCH UsSd 22 UERIAD 42 JHE
o A}:
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) BGP -

) BFD -

BFD BFD

BGF EGP

] Gi2/1/1
20.1.1.0/24
10.1.1.0/24 30.1.1.0/24

BGP = 2 BGP neighbor € 2 BFD £ AIEZ6tES & & oliOF 8 Ct. BGP neighbor 0l BGP £ & &6t
BFD Ml & parameter £ & & ot= HEHE U322 & R0 et €2t

v External BGP 0|1) Ec|& oz AF HZEE H=2
4 O
_I_

v" Multihop-External BGP ¢! 2

1. Configuring BFD Support for connected external BGP

BGP 0l A £& BGP peer 0l CHoll BFD € AtE06tad ™ Ct2 1 201 & 88t
Step 1 BGP & & & SHLI.
Switch_A# configure terminal
Switch_A(config)# router bgp 80
Switch_A(config—router)# neighbor 20.1.1.81 remote—as 81
Step 2 BGP Jt €& neighbor 2t2] HI& 0 BFD & ArE6tE=S & FSHCL.
Switch_A# configure terminal
Switch_A(config)# router bgp 80
Switch_A(config—router)# neighbor 20.1.1.81 fall-over bfd
Step 3 Single hop BGP MI& 2 enable 6t12, bfd Ml& parameter & & A &L,

Switch_A# configure terminal
Switch_A(config)# interface gi2/1/1
Switch_A(config=if-Giga2/1/1)# bfd interval 300 min_rx 300 multiplier 3

Step 4 BFD peer 2| AEHE & QISHCEH
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interface Giga2/1/1

ip address 20.1.1.1/24

bfd interval 300 min_rx 300 multiplier 3
!
router bgp 80

neighbor 20.1.1.81 remote—as 81

neighbor 20.1.1.81 fall-over bfd
!

2. Configuring BFD Support for Internal BGP

lE5teI8 ST 20| &

A
£ £3s&ith

0
o
Q

Internal BGP Ul Al BFD £
Step 1 Internal BGP

Switch_A# configure terminal
Switch_A(config)# router bgp 80
Switch_A(config—router)# neighbor 20.1.1.81 remote—as 80

Step 2 BGP It 53 neighbor 22| A& 0l BFD & ME6t=S £ F&t0

Switch_A# configure terminal
Switch_A(config)# router bgp 80
Switch_A(config—router)# neighbor 20.1.1.81 fall-over bfd

Step 3 Multihop bfd MI4& parameter & & & 8tC}.
(Option)
Switch_A# configure terminal

Switch_A(config)# bfd multihop—peer 20.1.1.81 interval 900 min_rx 500 multiplier 3

Step 4 BFD peer 2| AEHE & QISHCEH

Switch_A+# show bfd neighbors

ARXNC HEE X3I5tH ChS0 2 L.

interface Giga2/1/1
ip address 20.1.1.1/24
|

bfd multihop—peer 20.1.1.81 interval 900 min_rx 500 multiplier 3
|

router bgp 80
neighbor 20.1.1.81 remote—as 80
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neighbor 20.1.1.81 fall-over bfd
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o
L
)

ot &

14.5.3. Sample Three: Configuring BFD for static routing
NE3le SHS SHEH,

= 88 ctRE= AtSot= WER WA BFD £

ol GiMl= &8
EAD Fd S 8otk

< Static routing
BFD

Gi2/1/1

10.1.1.07°24

35.1.1.0/24
2t0IG6t)| 915t BFD £ AtE5HHA

i

SEfeIX

£ 3 static route £ 2| next-hop 0| & X2 active &t

Cts 20| & & stCt
Static route & & A 5tCH.

Step 1
Switch_B# configure terminal
Switch_B(config)# ip route 35.1.1.0/24 10.1.1.254

Step 2 Single hop BGP session £ enable dt11, bfd session parameter & & & 8tC}

Switch_B# configure terminal

Switch_B(config)# interface gi2/1/1

Switch_B(config—if-Giga2/1/1)# bfd interval 300 min_rx 300 multiplier 3
g 8F s

Static route 2| next—hop 12| failure detection £/l BFD £ AIE ol &

Step 3
Switch_B# configure terminal
Switch_B(config)# ip route static bfd gi2/1/1 10.1.1.254

Step 4 BFD peer 2| AEHE &QISHCEH

Switch_B# show bfd neighbors
E7500 Series User Guide

316
. 7\7 \




___S_witch

solution
I —
Note BFD AI&0I UP &EHDF EID| |15 M= Switch A Bl & Switch B @ AZ & QI H
Ol A0 BFD JF & & I 0{0F StCH.

Switch_ B 2| &&= X3|otH G2 ZCt.
!

interface Giga2/1/1

ip address 10.1.1.1/24

bfd interval 300 min_rx 300 multiplier 3

!

ip route 35.1.1.0/24 10.1.1.254

ip route static bfd gi2/1/1 10.1.1.254
!
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Link Aggregation Control
Protocol

OII
=
>
10
bal
==
m
m
m
©
(@]
f\')
w
QO
o
C
>
x
x>
Q
Q
D
Q
QO
sl
o
]
O
o
>
—
=
=3

0l H#WM= port-group=2 F4ot)|
Protocol(LACP)E & & ol=

_,_

b Note ol ZUHIA AI2E= 3300 st 2810 A SE-EH 28t 32=
command reference £

ol &2 0388 22 *4ELCh:
® Understanding the Link Aggregation Control Protocol
® Configuring 802.3ad Link Aggregation Control Protocol and static link aggregation
® Displaying 802.3ad Statistics and Status

15.1. Understanding Link Aggregation Control
Protocol

Link Aggregation Control Protocol (LACP) is part of an IEEE specification (802.3ad) that
allows you to bundle several physical ports together to form a single logical channel.
LACP allows a switch to negotiate an automatic bundle by sending LACP packets to the peer.
Link Aggregation Control Protocol (LACP)&= IEEE 802.3ad 0l D& T U= Z2ES2 0 N
o] 22|& interface £ otLI2l logical interface 2 SUHA AIZE 4= AN HECH MUH ZHUlet A

Z2 & interface 01|/d AZ LACP IH3! (LACPDU)E F=1 2O dllE interface It logical interface
Ol Z&85= (RS TSt

0l ZUIAE OIS 822 &

o

Ct:

318 E7500 Series User Guide

e —
/’/ ~



SW|tch

solution

. e —

® [ACP S& &l
® [ACP Modes
® | ACP Parameters

15.1.1. LACP & & ¢l

LACP = HZ & |

Link Aggregation 2 Z2 & &tC

1S ZUION AE Z2AH0I HE
A4S LACPDU &

£ Sl &= F L% interface It

o 22|

JIE &olst)
b
interface & A Z &t}

interface Ol oH

15.1.2. LACPDU 4

=]
o T
interface DP MM =ICH LACPDU € 22 interface = HZ &
/\ 0=
=
J

PF EF0| & YA A LACPDU & =11 220 interface 2 &HIE &
t. LACP J} & & &l interface = LACPDU £
b £ Link Aggregation 0| 20 ©tCt. LACP Jt &&0|
&BIJF LACP O &8 O
0 2EH LACPDU € & &stCH 12lx) LACPDU

A As d20F &€X

Sofl ol &EHE Xl

|ot= XIE &Qlotd &Xl &

o] 1)
LA &

E™ logical
Ult= A=

£ logical

LACPDU = & &56te= interface 2| 222t AHEHS E2E JH&L 0l E2== 018 M 2 interface
OlA HEE MESHD 0l 2t2 CHB0l S& 5= LACPDU 9 HIWBHCH CHE H& LACPDU 0ff Z & =
= 32 =2 LIEHLL

field description

Actor_System_Priority &8I0l €& & priority

Actor_System Zhd| oJ

MAC gt 3t priority 2 2tE ID
p

Actor_Key logical interface 2| ID
Actor_Port_Priority Port 2| priority

Actor_Port Port 2| index

Actor_State Port 2| &EfE bit 22 LIEHH gk
Partner_System_Priority ACHE ZH| 2| system priority
Partner_System ACHE ZH| 2| system ID

Partner_Key A

0

& HI 2 logical interface 2| ID

Partner_Port_Priority aHCHE Port 2| priority

Partner_Port AHCHE Port 2] index

Partner_State AOIHE Port 2| AHEY

H 15-1 LACPDU 0l 2= &8

15.1.3. LACP Modes

E7500 series = port group = S22 FPAHE £ UL, IEEE 802.3ad LACP(Link Aggregation

Control Protocol)E Aol XNHsS22 RHS £ QL.

E7500 Series User Guide 319
/’/

*




SW|tch

solution

P —
LACP 2 port group 2 *HoldA™, active Lt passive ZEE AIE6tH =0, H0HE 239
SHEZE2 active PEZ HAFZN JUOOF SHCH. Passive R2EQ ZEE= [ACP IHAS WA
HESHA 210 LACP W22 4SS R0 LACP IH2'E2 ME3BH)| A& SHCE.
LACP OIlAl JIsdt 2E
Mode Description
on LACP Off 2ol ZE 80| MAE X &1 static 8 ZE
‘:, | AH/\-lEIU-
passive HZEZE passive & 2E2 HXHEI. Passive 2E9
LTEE= MM LACP IH2!2 AS6HH A2 AEGHA 210,
LACP IialE 3= I SY0t StCt.
active ZEE active & REZ AHAASHLH. Active ZEZQ
ZEE= LACP 2SS HEEOCZM SAMS AIZSEHCE.
15.1.4. LACP Parameters
LACP 2l EHU AIED = CAS2 S &0
® System Priority
LACP D} S&ole 2 AAX0Nes XAN=E2Z2 &2 (Ll E ZolAM system priority S
SretoliOF &HCH. System priority = AIXI2 MAC =42 20| AFZ2Z 0 system ID
FHotD, T2 AlIAENe Eao A=,
® Port Priority
ARXC 2 ZEN= As2Z E2 CLl € SdllA port priority € &Eaoll0F SHCH.
Port priority = ZE H352 &M port identifier & *AStCH. Port priority =
SIERC M 20 X&s RE ZED 8= £ @S M, standby 2PEZ BIS
LEE ZHXol)| ol AI=2=CH.
® Administrative key
B AFX 2 ZEE 1 ZEC2 HE et Ar=s2= administrative key gt3
gt Bh=C}. Administrative key2 Z&8ot= &2 bandwidth, vian id, duplex,
mtu S0l U2 0] gi0] 22 FRUIB 22 logical interfacell & %= UCH.
LACP Jf &M3IEMH, LACP = & S& Jisst 2l N2 ZEE SEoted AIZSHCH. Otef
Eg JIsd BEE ZE=S S # QUH, SEA L2 RE EZES2 hot standby
AEHO =010 ©I0 S8E 2 ZEN D0 2Mls ALR20CH AISE 0.
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15.2. Configuring 802.3ad Link Aggregation
Control Protocol and Static Link
Aggregation

0l Z0lAM= LACP 2 port group 2 P& 6t

® Specifying the System Priority
Specifying the Port Priority
Specifying an Administrative Key Value
Specifying the Timeout Value
Configuration LACP and static port group
Clearing LACP Statistics

rr

i
i
o
i

2
o
[l

15.2.1. Specifying the System Priority

System priority 2 g2 1 1t

SE=IE UEHHTH

65535 ALOIS] &4 Z0l0{0F &L, =Xt 222 <
default priority = 32768 O|Ct.

ro

LACP System priority & & &otd ™ privileged EXEC 2E0MEE T2 &S HEICH
Command Purpose

Stepl configure terminal Global configuration S =& & & 8tCt

Step2 lacp system-priority priority system priority £ & & &tC}.

Step3 end privileged EXEC 2 & 2 HZ ST

Step4 show lacp sys-id A% LHES &2Istlt.

Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt.
config

& & &t system priority £ default &8 22 =76t2{™ global configuration E & no lacp system-
priority £ At E35t2t

Ct=S & system priority £ 20000 22 £ &ot= H¥HE 2EHECH:
Switch# configure terminal

Switch(config)# lacp system-priority 20000
Switch(config)# end
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15.2.2. Specifying the Port Priority

Port priority 2 gt2 1 1t 65535 A0l &= Z0I{0F &tCH. =Xt 28 ¥
LIEFHCE. default priority & 32768 O|Ct.

flo
10
x
H>
0
i

Port priority & A&t ™ privileged EXEC ZE0MEE TIS2 &S HEICH
Command Purpose
Stepl configure terminal Global configuration SE2Z XS
Stpe2 interface /interface-id LACP £ port priority € &Z&otHd= AEHHOIAE FHAICHH
interface configuration 2= & &I &L},
Step3 lacp port-priority priority port priority £ & & &tCt.
Step4 end privileged EXEC 2= 2 HZ St
Step5 show running-config g5 HE= =IstC
Step6 copy running-config startup- | (84&) & & 2 configuration I+ 0| X & StCt.
config

& A St port priority £ default &8 22 =735t2™ interface configuration @2 no lacp port-
priority £ AtE0atct

CtS2 2IEHO0IA gil 2| port-priority £ 10 22 & &5t= 00| Ct:
Switch# configure terminal
Switch(config)# interface Giga6/1/1

Switch(config-if-Giga6/1/1)+# lacp port-priority 10
Switch(config)# end

15.2.3. Specifying the Timeout Value

€2 LACPDU o & FI|E €8e & UL 8&FJ= short (1 =)L long (30 £)22 £
UALCH

-|> H:I

b Note lacp timeout Z& =2 £ &ot= ARIXIDF Oty &0 A<IX12 LACPDU &
= FI10 = 012t

LACPDU & M & F=J|E &£ &3t X privileged EXEC SEHMEH G882 &2 HECH
Command Purpose
Step1 configure terminal Global configuration 2= 2 &I & &tC}.
Stpe2 interface /interface-id LACPDU H&&EFIIE &EHFotde= CQHHOAE YAIGHH
interface configuration 2& 2 &I & &tC}.
Step3 lacp timeout {short|long} LACPDU M &=F=D|E & &8t
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Step4 end privileged EXEC 2= 2 HA St
Step5 show running-config A% WHE= =lstl.
Step6 copy running-config startup- | (&) & & = configuration I+ 0| X & &tCt.
config
& X &t LACPDU M&D|E default 2 =736t H, interface configuration 2 & no lacp timeout 2
AtEZ3tet

ChS2 B HO0IA gil I HEE e AIAECS] LACPDU &8&==J|E short & & & ot= 0lOICH:

Switch# configure terminal

Switch(config)# interface Giga6/1/1
Switch(config-if- Giga6/1/1)# lacp timeout short
Switch(config)# end

15.2.4. Configuration LACP and static port group

CIHHIOIAMAM LACP E €3 &= UL

LACP 2E 5 £ &5t privileged EXEC 2EUHAMRH &2 ME S HELH

Command Purpose
Stepl configure terminal Global configuration 2 =& & &tCH,
Stpe2 interface /nterface-id LACP 2EE &&Hotd= UHMHOIAE FAIGHH interface
configuration R =2 & & 5HCY,
Step3 Channel-group po-id mode Port group 2= 4 &St} Active 2+ Passive = LACP mode
{active|on| passive} 012 on 2 static port group O Ct.
Step4 end privileged EXEC 2= =2 SH & 5t}
Step5 show running-config 8% LHES &lstlt.
Step6 copy running-config startup- | (&) & &2 configuration I+ 2 0fl X & &tCt.
config

CtS2 Qe H0l A Gigab/1/1 E port-group 1 2| 2 E S5 dt= 0l OICh.

Switch# configure terminal

Switch(config)+# interface Giga6/1/1

Switch(config-if- Giga6/1/1)# channel-group 1 mode active
Switch(config)# end

LACP Ol 2IaH MOt Ol static @ = port-group 2 M4 & F 2
Switch# configure terminal

Switch(config)# interface Giga6/1/1

Switch(config-if- Giga6/1/1)# channel-group 1 mode on
Switch(config)# end

r
]
00
[
my
[w]
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15.2.5. Clearing LACP Statistics

LACP 2] EH B2 E A HIotel™ privileged EXEC 2EWMEH GS2 8= AR
Command Purpose
Stepl clear lacp [aggregator-id] | oS port group 2 LACP SH H 2 E A HISHCL.
counters
Stpe2 show lacp counters HE UW=S =elIstt
CtS2 port group 1 2| LACP £ |82 E AtHIGt= OIOICH:

Switch# clear lacp 1 counters

15.3. Displaying 802.3ad Statistics and Status

E7500 series = 2= ZE &0 e EE2E &2lote HH Y UHE HSEHC.
Command Purpose
show etherchannel portgroup 2| ID HZE EEQ =~ 5 MEINOI FEE N =.
show etherchannel summary | Port group 3t H2Z& ZEQ| HEE 2HAGHH M3
show etherchannel detail Port group Ut (&2 = LEQ HEE XHMIGHA M3
CtES & static &t port group 0| & & HEE & 0Ict= 0ll0ICt

shu#show etherchannel
Channel-group listing:

Group state = L2

Ports: 1 Max Maxports = 8
Port-channels: 1 Max Port-channels = 8
Protocol= -

shu#show etherchannel summary
Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U-inuse f - failed to allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated
Number of channel-groups in use: 1
Number of aggregators: 1

324
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Group Port-channel Protocol Ports
+ : +
1  Pol(SD) - Gi6/1/1(D)

shu#show etherchannel detail
Channel-group listing:

Group state = L2
Ports: 1 Max Maxports = 8
Port-channels: 1 Max Port-channels = 8
Protocol= -

Ports in the group:

Port state = Down Not-in-Bndl

Channel group = 1 Mode = On Gcchange = -

Port-channel = NULL GC =- Pseudo port-channel= Port-chan
nell

Portindex =0 Load = 0x00

Protocol = -

Age of the port in the current state: 0d:16h44m24s

Port-channels in the group:

Port-channel: Port-channell

Age of the Port-channel = 0d:0hOm18s
Number of ports = 0

GC = 0x00000000 HotStandBy port= null

Port state = Down Ag-Not-Inuse

Protocol = -

shu#

BE XZE S0 CHSt LACP SHE £ 3ldtelH, privileged EXEC 2 & show lacp counters E AIE

t

]

[o]]]

S8 ZE 0 st LACP SHE XL 3IotH ™, privileged EXEC E 8 show lacp aggregator-id
counters £ AlZ0otct.
ARAXC LACP E2E= 2% HEHE X 2/otHH, privleged EXEC & & show lacp internal = At
Zotct AU AIAES LACP Z2E2 382 AHE X35t H, privileged EXEC & & show lacp
neighbor = AlE0otct.

£ ZU=° =50 st AME 2= command reference € & 116tct.
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16.1.

IP OPTION JIs

16.2. IP OPTOIN

IP OPTION &

gez 4

0z

I 18.1IP OPTION H&0O]

IP OPTOIN &

=2 linux kernel 0lA Xl Zdt=

2 X2t 2 E parameter S & &/ Ml JtsS ot == 6t
HE O

Jt S8t parameter E2 LS &

/proc/sys/net/ipv4d OteH2l parameter & &
F== Jlsolth

[w

16

IP-OPTION

= =

attack

HAN &9 =

ip option icmp-drop icmp-type ICMP I§3! XtEHS I8t icmp-type & 43! At | Config

(any|<0-255>|echo-regeust|echo-reply) 0| == A XS}

length <1-65535>

no ip option icmp-drop ICMP I{3! Xttt &8 = ol MISHC. Config

ip icmp-ttl-exceed-send TTL Exceed ICMP 02 852 ol &= Xt | Config
cHSHCY.
Default) send

no ip icmp-ttl-exceed-send TTL Exceed ICMP 02 && &&FS oM S | Config
Ch.

ip option icmp-unreachable-send ICMP unreachable 02 852 8 &= Xt | Config
CHBHC},
Default) send

no ip option icmp-unreachable-send ICMP unreachable Ollef & & &2 o AISH | Config
Ch.

ip option ip_default_ttl VALUE Default TTL 20| & & & &t} Config
Default) 64
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Switch
WItCsolutlon .
no ip option ip_default_ttl Default TTL 37| &&= J|=232 2 HASH | Config
Ct.
ip option ipfrag_time VALUE H2el0lA IP fragment & 2 XISt= Al2HS | Config
........... MBI
Default) 30
no ip option ipfrag_time HZe2l0 A IP fragment & R Xlot= Al2+2 | Config
J|Eoz HHSHL.
ip option tcp-conn-rate-limit TCP connection rate-limit profile € 3= J}8tCt. | Config
profile-id <1-128> (any|PORT) TCP XX ZE CHaH period Ol LH Ol count
period <1-3600> count <1-655535> O|AFTCP G122 AlSsls A 22 U 3o
g = QUL
no ip option tcp-conn-rate-limit Profile-id 0l ofl &dl= TCP connection rate- | Config
profile-id <1-128> limit profile S At Xl 8 Ct.
ip option tcp_fin_timeout VALUE FIN-WAIT-2 &Eii2Q] 431 |X Al2t2 & &8t | Config
Ct.
Default) 60
no ip option tcp_fin_timeout FIN-WAIT-2 & EH2 431 Xl Al2t2 D23t | Config
Oz HHSH.
ip option tcp_keepalive_probes VALUE HZ0l BOHFCLD o2 WMNLX A A2 | Config
keepalive probe HIAI Xl ==& & & 5t}
Default) 9
no ip option tcp_keepalive_probes Keepalive probe BIAIXl =& J|28t22 B | Config
2 &tik
ip option tcp_keepalive_time VALUE Keepalive Ot 2 &3IZIUS &S keepalive il | Config
AMX HE A2tE &3S &80
Default) 7200
no ip option tcp_keepalive_time Keepalive HIAIXl B S Al2ES D282 2 B | Config
4 &tCt
ip option tcp_max_syn_backlog VALUE | TCP syn backlog queue 2| ZICHXl & & 0| Ch Config
Default) 1024
no ip option tcp_max_syn_backlog TCP syn backlog queue 2| X|UiX| && & J| | Config
222 HFEH
ip option tcp_max_tw_buckets VALUE Timewait 22119 =& A& StC}. Config
Default) 18700
no ip option tcp_max_tw_buckets Timewait 2212 =8 J|=2gt2 =2 HH S Config
ip option tcp_retries1 VALUE O|A A& TCP session 0fl LSt T & & & = | Config
£ 44t
Default) 3
no ip option tcp_retriesl Ol Al AP{2 TCP session 0fl L3t &S &4 | Config
E =tz sl
ip option tcp_retries2 VALUE SHE NS =8 45, Config
327
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Default)15

no ip option tcp_retries2 U™ NES 2+E J|23t22 HESHCH | Config

ip option tcp_syn_retries VALUE e TCP HZ UM MAESS <Ich XIEE Al | Config
202 XL S0l =018 SYN I3 2 2Lt
Default) 5

no ip option tcp_syn_retries TCP syn M &8& 348 J|23t22 BHst | Config
Ct.

ip option tcp_syncookies Syn flood attack 2 01S /o & & &tCt. Config

(default|disable|enable) Default) enable

ip option telnet-acl access-group <1-99> | Telnet & == access-group 0l CHall 81 % | Config
XHEHotE S Z & St

no ip option telnet-acl acess-group Access-group 0fl 2/t telnet &= Mt 8% S | Config

<1-99> ofl M 8HCt.
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VRRP

(Virtual Router Redundancy Protocol)

VRRP (Virtual Router Redundancy Protocol)= 22 LAN 0l =8t 0] CHel 2tREHE dtLel g2

S
ctREE ItAHZ 8Edt=s

Z [0 otLte It IP =4S F0otd, 1 S & EZ0IC VRRP
LZEZ0 2ol 22 IS0 58 4RE S ottt A4REE OtAHZ SH

t0 }[HXI ctREHS
OtAEE XIEE cHRE Sl ZOH0i CHHIoH e 2t H | E & et Ol ZO0Hot

H=z
2 d45tH VRRP 118 W2 8 St 2E & otLt s

5
S&etth. itAEZ X
2 OtAHZ MEtElCh

17.1. Information about VRRP

17.1.1. VRRP Operation

LAN Ol AZE SAEE= 22 SAEQ SAIGH)| |l O JHKl HEH2Z CIZE HOIESRIO| (first
hop router)E & &SI SAEE S&E XU == 8482 Sol LIZE AOIEROCIE 2HSEHCH U3
2 SHC=R etRHE Z2&ol= &Y E OIChH
® Proxy ARP-SAEE= IHAo SHXQ 22l FAE 2| 26l Address Resolution Protocol
(ARP)E AIE56t1, et RE = XAl MAC =42 ALE0H A ARP request 0l S & 8tHCH.
® Routing protocol - SAE= S& ctRE TZEZ22 AHO0IE EE 0IE2aA a2 2t2

g HOoIES #*=¢&tCh
® |IRDP (ICMP Router Discovery Protocol) 22t0/HE — S A E = Internet Control Message
Protocol (ICMP) router discover 22t0IHEE A @S},

S TZEZE2S ME0HA 10 SAENKN CZE UREHE =502 283 =5 QUCH O &2
SAEE HdAol= YEHE g1 S&E 2HH6HCH DU &3 CIZE HOIEHOIN HOHIF & A5t
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VRRP £ LIZ2E cIRPHE =322 Z&8ct=s 282 EHME ol ZE =+ UCLH VRRP = Kcdf 42l
SEHE otLS O822 F0 Jta et E(virtual router)E BH=CH LAN Ol HE2E SAES2 0 Jrat
UHRHE KIS LIZE HOIEHOIZ &FEHC ctREII DE22 K2 It 2tREHE VRRP &
Oletl 280l 8tlh

J8 12 VRRPJI £F & LAN &= LIEtHCE O GI0A 28 A, B 12l C= Jtat et<RH
THGtEE VRRP Jt &&= VRRP ctSEHOICH Jtat etRHS IP == 24<SH A 2 IP
1

=
=
=
=PN

E Router A Router B RouterC |
i Virtual router Virtual router Virtual router |
! master backup backup v Virtual
e ST o> | e gow
; ‘ i IP address = 10.0.0.1
i 1DDD14 10.0.0.2 11][]1]3} i
= O
— — -
Client 1 Client 2 %

Jtat et Bt 2t 2H A Z0l, ctSE ADJF JtA et H
O OtAH = 8EolL IP =242 AR5 FEL. tRH A AHEZM IOt etRE2 P F
dg=E W3l = BYsEtlt. 2ct0IES=2 LS E HOIERIZ

Il
IP A8 Jta etRE 2|

RE B2 Ce= U JIa 2tREHEZ S&SHCH O OFAE Dt 2 E 0l EO0HDF 2 GHEH, 8ied 2t
PH SUHAM IE =2 24 =22 I8 2RI OFAEIF S H LANO HZ2E SAESOHAH HS
MHIAE MSetCh 4t RH AJL HUHZREH S2EH, 2t2H AJF IS 2t REH2 IP =2 AR 30|
=0 OFAE D =

JE2=clIRHABIEdEES SRIEE VRRPE &3S MHE EWH=0L AAREHAAB= A
Z0 st e et REHEZ S& St

330 E7500 Series User Guide




s

Router A Router B
Master for virtual router 1 Backup for virtual router 1
Backup for virtual router 2 Master for virtual router 2
10.0.0.1 10.0.02
m = = =,
—_ ——— —_ _ &
Client 1 Client 2 Client 3 Client 4
Default gateway =  Default gateway =  Default gateway =  Default gateway =
10.0.0.1 10.0.0.1 10.0.0.2 10.0.0.2
&l 17-2 Load Sharing and Redundancy VRRP Topology
Ol &AM S JH2 Jtat etREJt S ECH Ot 2HSEH 10lA 2tE AJHIP =2 10.0.0.1 8 &
F0lAH OtAY et et EOIN, 2t<SEH B= ctH A0 CHEH Y JHal et EOICH E2H0IHE 1
2= CLZE HOIEHOIL IP =42 10.0.0.1 S AtE L

tat et E 20lA 2B BIJHIP 32 10.0.0.2 2| &7 01X OtAE Ot etREOIH, 24RE AE
ctE B Ol CHE oY Jtal ctEOICH 2201 E 3 It 4 = LIZE HOIEROIS IP =42
Ct.

ro

10.0.0.2 E AtE

17.1.2. VRRP Benefits

Redundancy

VRRP = 0 JH2 ctRHE CZE HOIEROIZ At == UA =Lt 01X 2 WERZAS =Y
A& ZOoHol et /s =0

Load Sharing

LAN SCl0IHEZRHS EHTOl O cHREHUHNZ 24EES VRRP
SOZM EcHE 0 et 2= O] chREHSUHAH S&AIZE = UL

]
nx
0%
w
1
50
[w

=l

Multiple Virtual Routers
VRRP = QIHHIOIA & X0 255 002 Jtal 2tH (VRRP &)= AI&SHL Ch==2| Jt& etRHE
NAASCEMN Ol=3tet Eci® 2ot 2401 IS0t

Preemption
VRRP 2| 0|53t HEHE =2 24 &2 22R2EII AHE JtSotH EUS W, M2 OIAHE CHal
E7500 Series User Guide 331




SW|tch

solution

of A DtAEIDEElE A= 018

o

Ct.

Advertisement Protocol
VRRP = M Z2| HEIHNAE F=4 (224.0.0.18)E AtEdH A VRRP HIAIXIE & & 8tCH IANA = VRRP
HHIPEZES HS 112 E S HEHL.

o

VRRP circuit fail-over
VRRP circuit fail-over 2 QIE{H Ol A2 AEfHl 2 VRRP 24 =<
B OFAHE Dt CIRED E 4= /U E X KAEHT.

i

HEA, = E2 VRRP 2t

It

° Ef%’—E{J ﬁéldlﬁ 54
e CIREH2NZ S
® CIRHS AHHOIAI MSE = A= 2 U MAC =4 D=

17.1.4. VRRP Router Priority and Preemption

ol

VRRP 0l VRRP 2t H 4 &=
[, & =A=ZM VRRP 2t S EH2

&
2:

L=
=

1Ot 28 QAO0ICH OtAH Jhe St2E0 ZO0H0 28US
| Sgs 2F

gtoF VRRP 2t E It Jt&t EFOHQI P=AE XHale Sel AIHHIOIAL IPFAZ X

§9
«Q
2
=)

ot 2 s DAH I 2HRE O Z00 LS O, #ef Ity 2REHE SRS 1 VRRP 2
SE Z0IM OIAE JtA 2ISEE dE5Hs J1Z00 ©0h priority ZHS ASHA B2l Il 2126
o 2H =92 1~254 92 ABE + UL

HE S0, LAN Ol A OtAE Dtat 2tREQ 2H<E A ZOHDt SMIACIH, 8= T2 N AE Y Dt
& ctPHB2ACSUAM OtAHE H=oi0F &L 2HSEH B2 C o & =201 212 101 1t 100 22
AL JUCHH, 2R B2 248 &2t H =222 2tR2H B It OtAH Jt4r 2HEDF &0t ret
HRH B2 CO & &I =20/ 10022 dFEAUCH, =2 IP FTALE I8 8 Itk et RH
Jt OtAH Jtat eteB =2 A8 =0

=2 26 =19 B Jta 2tREIF OLAE e 2RI E = USE Sl OtAH 2HREHE U
e 4= U= 2 (preemptive scheme)= Ml S 8HCH preempt-mode false HE 2 Aol A 0128 DI
S2 AIE0HA 22 &= UL & & (preemption)0| HIEH S TH, OtAH Jta 2tEHIF & 8 Dpat
cRPHE e OtAH It SREI SRS DFAEDE WIHK H = DAL SEE S50
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17.1.5. VRRP Advetisements

= Do
[

OFAE JFa 212 H 9 2 VRRP ctXE I
VRRP Advertisement B Al X0l OtAE Jtal 2tREH9
IPIizlez =M A, VRRP &

otk EUAS FR2 1 =0tCH ST

advertisement Ol Al Xl =

st dE FIIE &

= Ft

LS M

17.1.6. VRRP Curcuit failover

VRRP advertisement Bl Al XIE & & StCH.
M =22 ME 2Dt ZStEICt VRRP
ol &2 = IPv4 LEIHAE A2 TS

H, &8 F=Jl= #30| It sotlt.

VRRP 2| circuit failover J|s2 QIHHIOI AL HEHE 2 AIBHCH ZTAIE QIEH HIOl A= circuit-failover
GO 48 & == ULH VRRP = FHot= QHHOIAS] AEHO [Het Ity etRE 2 & =2 &
= A AIJIJLE SOt AIZICH
17.2. How to Configure VRRP
Ol ZlldE TSt &2 BXE e
® Enabling VRRP
® Disabling VRRP
® Customizing VRRP
® Configuring VRRP circuit fail-over
17.2.1. Enabling VRRP
VRRP £ ZSAIDIHAH 52 HHES =S
Command or Action Purpose
Step 1 configure terminal Global configure 2= =2 Xl &Lt
Gil Al
Switch# configure terminal
Step 2 interface interface-name Interface configuration 2= 2 &I &HC}.
Gil Al
Switch(config)# interface gi2/2/10
Step 3 ip address ip-address/prefix-length OIEHIOI A0 IP =4S & A ST
il Al
Switch(config-if-Gi2/2/10)# ip address 33.1.1.1/24
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

17.2.2. Disabling VRRP

|'O

F

o]}

(HH

Step 1

Step 2

IE{HIO| A2 VRRP & SCtA|Z @
EP show running-config 3822 X332 [, VRRP 11 &

router vrrp virtual-ID interface-name

Gl Al
Switch(config)# router vrrp 3 gi2/2/10

Router configuration 2 =2 & & 5t}

virtual-ip ip-address

CilAI:
Switch(config-router)# virtual-ip 33.1.1.1

QIEHHIOIAN VRRP £ &HSAIJI1]

|
E 8N

virtual-ip

g+ QUI B4, 2 €3 4R

A0l OtAEH Z s &6

enable

Ofl &l -
Switch(config-router)# enable

vrrp session = enable

End

Oll &l -
Switch(config-router)# end

privileged EXEC 2 =2 £0t2+C}

show vrrp
Ofl &l -
Switch# show vrrp

(S44) 229 VRRP 159 A H2E X

show vrrp virtual-ID interface-name
Gil Al
Switch# show vrrp gi2/2/10

(84) &4 2HHOoIAN £8& VRRP 18

ANE &olg 4= AL

EM VRRP 232

on an Interface

FXNotd 22EE SHU Skcte 20l Jts

Command or Action

Purpose

configure terminal

Oll K :
Switch# configure terminal

Global configure 2=

router vrrp virtual-ID interface-name

Gl &I
Switch(config)# router vrrp 3 gi2/2/10

Router configuration 2 =& &I 2 5tHCt

334

E7500 Series User Guide

ﬂ



SW|tch

solution

/—/

- B

Step 3 disable

Oil Al
Switch(config-router)# disable

£ & vrrp session 2 & 5L

17.2.3. Customizing VRRP

VRRP £ customize 6tJ| 98t S S £&otcid U3 =S =&otet
Command or Action Purpose
Step 1 configure terminal Global configure 2= 2 &I &t
CilAI:
Switch# configure terminal
Step 2 router vrrp virtual-ID interface-name Router configuration 252 & 2/ 8HC}.
Cil Al
Switch(config)# router vrrp 3 gi2/2/10
Step 3 advertisement-interval interval VRRP OtAEJH 8M&6h= VRRP advertiment
E NS FIIE ZFEH.
Ol Al - default 1 =
Switch(config-router)# advertisement-interval 3
Note 22 VRRP &0l =8 ctRHE2 &
2dE FI|Z2 HF6H0F ST
Step 4 preempt-mode [true | false] S Ot OtAE AREE0 R4 =20t =
2 ctRHI A E+ JAEE EE A
Ol Al ol o2 EFBIC
Switch(config-router)# preempt-mode true
Step 5 priority level VRRP 9o 24 z=9| gt 8FsHC.
- default = 100
Gil Al

Switch(config-router)# priority 200

17.2.4. Configuring VRRP circuit failover

VRRP circuit failover £
T/™H VRRP = X & & gtCH3 et

BHel 24 =< 8=

10

VRRP Z&0| IP =22

= Sol R4 =20t HE LK 2=

ST 1S HS L#5Hat. 0

ARF=ctH, VRRP 1182 24

|'O

8= AHHOIAI T2

DA T D circuit failover & &

E7500 Series User Guide

335




SW|tch

solution

) —

Command or Action

Purpose

Step 1 configure terminal

il A
Switch# configure terminal

Global configure 2=2 & &L}

Step 2 router vrrp virtual-ID interface-name Router configuration 2= 2 Xl 2/ 8tC},
Ol Al
Switch(config)# router vrrp 1 gi2/2/1
Step 3 circuit-failover interface-name PriorityDelta OIEHIOIACS] AEHDJIVRRP &89 24 =<
Ol &= 0IXl= AEHHOIAE d&5tD 2
OllA: M w9l S BANT }S EFEIC
Switch(config-router)# circuit-failover gil/1/1 10
Step 4 show vrrp (&) 2tRE2 VRRP 1182 &H HEE =
3| &ttt
Ol Al:

Switch# show vrrp

17.3. Configuration Examples for VRRP

17.3.1. Configuring VRRP: Example

Cts2 MM ARIXITAS ARIXIBE 3
2089 432 U3 2Lk
® Group 1:

m by IP =4= 10.1.0.10

el VRRP &0l

T

B APXAI SR =9 12022 0| OS82 OtAHIH ET

B Advertising =J|= 3 =0|LC}.

B Preemption O] &3t & ALY,
® Groupb5:

B A2X BIRE

M
40
EE
S
S
|0

B Advertising =J|= 10 =0ILCl.
B Perrmption 0] 43t &/ QUCH
® Group 100:
B AQX A DA =2 P FA (10.1.0.2)2 JHAD
Ct.

B Advertising ==J|= default 1 = 0| C}.
B Preemption O BI24 3 =/ QUL

Router A
router vrrp 1 vlanl

2 0l 282 OtAHJtE =L

QI 201, 0l 252 OtAEDIt &
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virtual-ip 10.1.0.10 backup
advertisement-interval 3
priority 120
router vrrp 5 vlanl
virtual-ip 10.1.0.50 backup
advertisement-interval 10
router vrrp 100 vlanl
virtual-ip 10.1.0.100 backup
preempt-mode false

Router B
router vrrp 1 vlanl
virtual-ip 10.1.0.10 backup
advertisement-interval 3
router vrrp 5 vlanl
virtual-ip 10.1.0.50 backup
priority 200
advertisement-interval 10
router vrrp 100 vianl
virtual-ip 10.1.0.100 backup
preempt-mode false

17.3.2. VRRP circuit failover: Example
Ct32 GIAMOIA, CIEHIOIA vian10 2] link &FE

= CIEHOIA vian10 2l Z2 &2 AME) HEH0l Tt &
Ef Dt down O] &/&, VRRP &2 & =% & gt

i
i
Ja
Qﬂ
i
i

Iz
3‘_
pull

A HECH CIHEIOIA vianl 2] VRRP
£ &g &=C0 AEBIOIA vian10 2 link &f
2

=}
o

router vrrp 3 vlanl
virtual-ip 33.1.1.1 backup
priority 120
circuit-failover vian10 15

17.3.3. VRRP Circuit fail-over Verification: Example

ro

CtE 2l ol = “VRRP circuit failover: Example” 2 0l M2l & & S & QI&HCH
Switch# show vrrp

Address family IPv4

State is Master

Virtual IP address is 33.1.1.1 (Not-owner)

Virtual MAC address is 0000.5e00.0101
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Advertisement interval is 1 sec

Preemption is enabled

Priority is 120, Current priority is 120

Master Router is 33.1.1.3 (), priority is 120

Master Advertisement interval is 1 sec

Master Down interval is 4 sec

Circuit failover interface vlan10, Priority Delta 15, Status UP

17.3.4. Disabling a VRRP Group on an Interface: Example

9

O
I:!H‘:g

o

Ct |
|

J

rr oo

mo rir

S ECH

router vrrp 3 vlanl
virtual-ip 33.1.1.1 backup
priority 120
disable

PIEHOIA VRRP &2 882 SXSHHAM AEHHOIA vianl 8] VRRP &S SXIAl
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Setting Time and Calendar

E7500 Al2l & A9 X = time-of-day A HIAE HESStCE Ol MElAE 02 HHIS0| 22 A2z 5
JISE LF=HUL CHE AMAE0 A2 AHIAE HISE = UAEE AXOF HESH S AlI2H2 A
ol=5 &tCt.

18.1. Understanding Time Sources

E7500 Al2| X A®IXI= S IHel & (clock)2 JtEICEH StlteE BHE 20l 2ol S X &= otEAH 2
(‘calendar” CLI & & X)012 LHH Xl Stlte AZERO 22 (“clock” CLI @& & X) 0ICH 0] SH
of Zate 242 pre| St

ANAE0| AIE20t= JI2 A2t AA= AZTEQH SEHO0ICH ATZEY N SH2 AAE AE Z2H &
MAZSE SASCH ATZERH 22 0] K AAZEH 388 = Q10 s etg s Solf T
E ANAHOR MEZCH ATEQ N 22 AIAE0| =D|3tE AU 2IBE E [ otEQ0 22 At
2olA =IISECH deld LA GS2 AASE Aol BHAE 4= QUL

® Network Time Protocol (NTP)
o = & (CI=R/N 2 ALE)

MO Z Coordinated Universal Time (UTC), &&= Greenwich Mean Time
(GMT) JIgto 2 Al B2 E 22|ttt It AIE &= NFe A2t BEE BtE e = JESE XY

A2+ (time zone) Wt A 01 EFY (daylight savings time)2 & & & = QUL

18.1.1. Network Time Protocol

NTP = UERIN H2& ZHIS2 Al2t STIE ol 2HE ZT2EZ0ICH NTP = IP/UDP A tl
AE 0IEoi A S&EHCH RFC1305 0l NTP H& 3 0fl CHolt &2 &I01 RUCH

NTP UERJ= Bt MU (time server)til HZAE 2tCIL S (radio clock) £= 2 A 2& (atomic
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clock)dt 22 A2UA= Bt A A(authoritative time source)Z 2 E Al2 §E2E & S&HCH NTP
E Soll 2HHSICH NTP & S AAE AOJOl L2lZ= 219 A

MESEHEZ I EUE T2 E30|C0

NTP = H U= Bt AAZA S0tL 2 NTP “hops”0l ZMot= N E LHEHH = “stratum”0] gt
HES ALEEHLE LA O Z “stratum 17 Bt MBI0l= HRAUE BIY 24D AEH HE /0 UL

2’ Bt A= “stratum 17 Bt ABHZ22EH NTP £ Soll Al2t E2E =4I8H0H NTP = AFS
g+ A=s 8BS MBS It &2 stratum S JHE B MEHE XHAI2] A

ry
b
|-
HU
i
u
on
o

NTP = 28 A2 A2t 22 SIS otAl 0| ol T2 & JHXl 2 2 MESSHCh
® NTP= RIS AAZ SI|56 HHI2tE SIIS6HAl &=L
® NTP = 0ia] ZHIUNA 22 Al2t2 Hluwold C2 220 2 AZLXIE 2B0le HHI%s
stratum O Z0t& =J13t0tAl E=C

E7500 Al2l X ARIX= AAEOl HAIFEI AL 301 HAH2UE S AlIZSE RXNE = A BH
Bl 2ol KA Z=otE/ANH S S IHNLL SHEAN S H2 AAE0 AIAE [ AZEYN 2
= ZJ|etot=0 AME =L

18.2. Configuring NTP

Ol ZUA= AIAEIOIA NTP E MEE = JAEE S 22 Z X0l CHolf £ F et

Configuring Poll-Based NTP Associations

Configuring NTP Authetnication

Configuring the Source IP Address for NTP Packets
Configuring the System as an Authoritative NTP Server
Updating the Hardware Clock

18.2.1. Configuring Poll-Based NTP Associations

NTP £ AIE6t= UWER A EHl= A2 242
ZHIJt HERZAZRH A2 BE2E &5
based association)ot HLI EZ2E IHAELE=
MHUA @ESt= 2=0i CHoll & Z StCt

=0 M A 82 25
AE NBOIA AlZE B2
o

=2

=2 X
BHOo2E SAE
TP EEE FFote & JHAl 4-0l

m) |r|

CsSe ItE H0l ABHE A & 2E0ICH
°

Client mode
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T KRS m D RE T I 0og o O A B0
u.An o____km_uﬁMmm W_.Ao_jmn_,l m 03 ﬂ__io_m_m = 3
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Command or Action Purpose
Step 1 Switch(config)# ntp authenticate NTP & 2IZ JIs=2 &3S AlIZ2ITH
Step 2 Switch(config)# ntp athentication-key key- | 01= J| 2 ™ O|&t(C}.
humber md5 value 2 31= 3| HEe B8 1210 A4S JHACH o
M XI& &= 2 3F= MD5 0l Ct
Step 3 Switch(config)# ntp trusted-key key-number Al21ot= 218 JI1E sttt
gter OIS0t AlZ2|6t= JletH, AIAE 2 NTP
D20l O 91Z AtEdt= AIAEW AIZE SIIE
A& SHCtH
Step 4 Switch(config)# ntp server ip-address key key- | AT EQI0 220| NTP Bt MBS SDI|3 &
number EE et

18.2.3. Configuring the Source IP Address for NTP Packets

AAEIOI NTP 2! S M5 [, NTP I3l AA P =4A= NTP I3 & Md&ot= QIHHIOI AL =
22 d8ECHLNTPIHZIS A4 IP A2 EF QIHHOIAL IP F=AE AHE0t] AUH =248 &
8 2E0M 32 BES AtEoletk:

Command Purpose

Switch(config)# ntp source interface IPFAZ 2232 QEHOIAZ XA ST

18.2.4. Configuring the System as an Authoritative NTP Server
AMAEIO| 22| AlZ2E AAQL SIS &I X 2H2tE BElS NTP MHHZ AIE0otHH =228 & &
2EUM OS2 BHS ~&olet:

Command Purpose

Switch(config)# ntp master [stratum] ANAEES NTP MHZ & & St

E7500 Al2|X APIXIE= stratum 1 MHIAS X2 8HCE GHXISH ZH| LHF0 S22 Jtsét el E2
X 20| EMot k= F2SE 2 E7500 AI el X AKX E stratum 1 £ 885t X2 AEOHA =
Ct.

18.2.5. Updating the Hardware Clock

SIERIN 2= = I8 ZHIUHAM, 2ZENH SH2Z GIERANH 2= FIIE22Z HU0IE ot&EE
d8g = UL NTPZ £3E = 2ZEH N 20| otE/N 220 o H&o6t)| 20 NTPE
A EsStE HEI0A= 012 H &Fot= 210l BHE & 6ICH
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OI=RI0 2SS NTP AIZID SIS =28 28 ZE0AM GsS2 8= ALE6tet:

Command Purpose
Switch(config)# ntp update-calendar AAEIO SIEY N 22 FINHOZ AZEQH 222 HHI0IE
ot== HFEHC

18.3. Configuring Time and Date Manually

AE Its

w
1

UL

ro

Bt AADEGICHH, AIAEI0l AIRE =0

B AIZLE NE &7

00

18.3.1. Configuring the Time Zone

et

[o]]]

ANZICH ZE2E 850t 228 483 RE0AM U39 EH

ujo

AHZ

Ay
ol

Command Purpose

Switch(config)# clock timezone zone | AI2'CHE & SHCH CIAF zone 2 AlIZHUIC 015 S EAISICH(ES
hours-offset [minutes-offset] = AI2tTH OIS 2 AFR). 21X} hours-offset 2 UTC 42| AIXtE Al S
Ch. 21 Xt minutes-offset 2 UTC 22| XIS HAIStC.

HZI

4

18.3.2. Configuring Summer Time (Daylight Savings Time)

e S8 Wl MDD Z2lLi= MO EFY (daylight savings time)S E&otelH 2848 88 2&
A CtEa ZEE S ALZ35tet:

Command Purpose

Switch(config)# clock summer-time | Bt2¢
zone recurring [week day month | =ji¢
hh:mm week day month hh:mm
[offset]]

NHEIZ S AL 28 85, QX offset 2 MM EtY S0t

MO EHYOl OHE S0t Bt=CX =03, 228 88 220N OS82 282z UsS MHES

Ol A& = e EME & U

Command Purpose

Switch(config)# clock summer-time | S& MMHEIL S AlZD 22 8. 21Xt offset 2 MM EFY SO FIt
zone date month date year hh:mm | ¢j= 22 mA|5HC}

month date year hh:mm [offset]
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Switch(config)# clock summer-time
zone date date onth date year hh:mm
date month year hh:mm [offset]

18.3.3. Manually Setting the Software Clock

LUHOZ A|AEO NTP 2 22 F&8F Al2F BIZILISO 2ol A2t SI13H0E Ol O KI L, AlAES
Ol StERIN 2= AL AL 2ZEAN S=HsS 48 2RI AUCH 2 AIEIJHsEE A2 &
ADb QLY O] S A2 0 BHOR MG A2 AIMHO F8t2 2=l ATE 0]
S22 & S50t H, EXEC SEUHAN 22 HHE = AtE6tet

Command Purpose

Switch# clock set hh:mm:ss day month year ATEQNH 2 &4F,

£=

Switch# clock set hh:mm:ss month day year

18.4. Using the Hardware Clock

ATE0 S2 e A2 EE2E |SAoIRcl WERIL H/AUE Bt AAZRH2 A2t
OO0IE d2E +4Ioli0F &0t el AIAE0| SHSC S AZE( SH2 of=AH SHE
FI|H2Z OO0l E ol 5 OF &HCh.

ot=RI0 2= £86h| ol U2 &S & = ULk

® Setting the Hardware Clock
® Setting the Software Clock from the Hardware Clock
® Setting the Hardware Clock from the Software Clock
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18.4.1. Setting the Hardware Clock

OI=RI0 S22 AZER0 S U EL 2 Al2tS 2teletlth. o=/ 22 AAE0l MAIEE A
Lt 201 HE AEHUIM S H=S SHEHCH LBIECZ SIEANH S 2 AIAR0 X2 [ 8 HHet

£3ots =

2= = Us AR A2 2AS AIE0H] JAUE ot=0 2= M8 280t E =5 sl A2t S
|= NTP £ 0IZoil A Ol R & 2d0ICH

Qo ALE S = U= AR AlZE 2 A0 OHHE GIER/INH 2= & F 60| fIo EXEC 220 M C
HH = AtSotet

Command Purpose

Switch# calendar set hh:mm:ss day month year SIERIN 2 & F.

Te=

Switch# calendar set hh:mm:ss month day year

18.4.2. Setting the Software Clock from the Hardware Clock

M=Z2 ot S €822 AZEYH E= &80, EXEC 2E0A G282 382 &S
olet:

Command Purpose

Switch# clock read-calendar SIERIN SHoZ ATEYNH 2= &

18.4.3. Setting the Hardware Clock from the Software Clock

ME2 AZERN S 24822 otERH 2= £&0tdH, EXEC 2EUHAN L2 HHE M2
otet:

Command Purpose

Switch# clock update-calendar ATESN S SIEYNH S £3.

18.5. Monitoring Time and Calendar Services

tet.

ol

i

X3oloted® C AtE

0lo

ol ¥ys

io

ol

2%, Jtdld el NTP EE
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Command Purpose

Switch# show calendar S SIER/A 2 =3

r

Switch# show clock A AZEINH S =

o

ol

Switch# show ntp associations [detail] NTP association & Eff &3

Switch# show ntp status NTP & & =3l

18.6. Configuration Examples

18.6.1. Clock, Calendar, and NTP Configuration Examples

CHS OOl SIEAN S22 I8 ARIXE F 2 THE A28 A ZHE DRI /JD, =I1H
OZSIERHN 2= U0l E &t

clock timezone KST 9

ntp update-calendar

ntp server 192.168.13.57

ntp server 192.168.11.58
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Dynamic ARP Inspection

Z A H N History

E7500-DAI-2
OtXI S =& < 2010-02-17
M gJts &bl: E7500 series

gl
i
S
>
0io
oF
0%
2
=
ro
0z
Z
ro
0
H

b Note Ol ZOIAM ARSI = 00l CHE
= command reference & & X olct.

Ol 2 IS 22 U222 0120 ™ QUL
® DAIN CH&t 0l3l (Understanding DAI)
® DAI J|2 &% (Default DAI Configuration)
e DAI &F XI& 1t XM Atg (DAI Configuration Guidelines and Restrictions)
® DAI & & (Configuring DAI)
® DAI && 0fl Ml (DAI Configuration Samples)

19.1. Understanding DAI

P

rr
0F
S
2

[o]]]

Ol E0l M= DAI O CHEH 8D DAl JIS2 A8 Al ARP spoofing 22 2"k 2 gty

Ciolf &YstCh O 22 03 22 WE22 0120 M UCH
® Understanding ARP

Understanding ARP Spoofing Attacks
Understanding DAl and ARP Spoofing Attacks
Interface Trust States and Network Security
Rate Limiting of ARP Packets
Relative Priority of ARP ACLs and DHCP Snooping Entries
Logging of Dropped Packets
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19.1.1. Understanding ARP

AZ QHI MRS g A Layer 2 E 2 SIRAE Poadeast ool A IP S AI0

JtsSotA sttt OIS , tSAE A2 B32E dS&6td 1 ot=d S2A2E B 2| ARP H
Ol=0l SAE AN HEt MAC =201 SST0 UK ZCHD JFESBHA.
=0
Host A
| S s
: ARP Reply
|
_ ARPRequest
[ N R e —— 1
|| —||
| |
i\ “ |
P | MAC @
Host C MC
Host B Host A Host C
SAEB= SAE AL P F=A0 (HSdte MAC =4S 20| /oM, EZ2EMNAE ZHIC! LK
29 2= SAESUHH EZEMAE HAIK (ARP request)S HE8HLH EZ2EIHAE SHIQ WK
2o DE SAESES SAE BII 8E8H ARP request 8 £=416t10, SAE A= XHAIS MAC
£ Sgetlh.

19.1.2. Understanding ARP Spoofing Attacks

AEJF M8 gratuitous reply 2 ARP HIOIS0| AT
=221 ARP cache poisoning 0| 48 4= QIC},

A2 SSstlh 0I2 26 ARP spoofin =2 0]
Slle 33 et U2 D= EdE2 SN HEHE Sl 2tRH, ARX = SAEZ MY
SICY,

, AQIXI, 2I2E 2 ARP JHAl M2 &

ARP spoofing 222 Layer 2 HIEK AN H&EEH SAE
EdiEs JiI2FL. OS2 Q82 ARP cache

StCH, el U2 SAE=Z MY oo &
poisoning 2| tII€ 2 =Ct.
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Host A
(IA, MA)

C Host B
(IB, MB)

Host C (Man-in-the-middle)
(IC, MQ)

SAEA B Ce= 22 AKX QIHHIOIA A B, COHl HEEN A2, 2F 22 AEC0 |IX
SHCH IP =A% MAC F=AE &3 Hol LIEHLHALH HE =0, S AE A= IP =2 A2 MAC =24
MA E ALZEHCH SAE AJLIP HSUHAM SAE B SHE BRI UAS M, IP =24 1B H2E
MAC =48 2| ?Ioil ARP requestE EZEHAEZ HEEU. ARX} SAE B= 01 ARP
request & ==4IGHH, IP =4 |A 2 MAC =2 MA E 8 S AEC| ARP JHAIE HAEHCH HIE =
o, IP =L 1A= MA BJI SEotH, ARAXY S AE A= IP

FA MAO HEEO UATH S AE
BE

t
I SAEC| ARP JHAIS A AISHCEH

SAECEIPFEAIA(EE IB)O TSt MAC =42 MC E AI20t= ARP response € E2CEIA
EStoZM AKX, SAE A SAE B2 ARP HHAIE LEAIZ &= ULH ARP HHAIDF LEE S A
E=S2IAE= IBZ &6l EEL SHX MAC =AZ MC E AIE3HAH &0 0122 SAE C
Ot ECiEIS JIZ2/O= 212 QOIS SAE C= IA, 1B 2= XM MAC =42 241 D)
20, SHIE MAC =AE 22X X MAC =AZ AIE0lAH JI2 EQlE S /e SAESHAHZ &
g fovadnasirt SAE C= SAE AR SAE BO EaiT AOIO KAIS B0l E@H =D, 0
HAME man-in—the middle attack 0lct &tCF.
@ : \ : @
Host A C Host B
(IA, MA) (IB, MB)
P MAC
Host B MC
Host C | MC @
% P MAC
Host C (Man-in-the-middle) | Host A MA
(Ic, MQ) HostB | MB
349
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19.1.3. Understanding DAI and ARP Spoofing Attacks

DAl = ARP I3/ & Aol 290+ J|s0ICH DAl = |&06HA £2 IP-to-MAC =4 binding 2 Jt
Z ARP IH2IZ 2 995 HD| U EHCE 0] IS 2 main-in—-the-middle attack @22 HE
FAE 2580,

DAl = ARP HIOI=S0| 2& KR &8 ARP request 2 response Ol 2ol BHHA T == S&&HCH DAl JI
S0l 43tE A2X= T30 20| S&EHTr
® untrusted ZEZ A5 L= ARP IH2! S Z ALSHCH
® T4l ARP JHAIE & st W20l R &8 IP-to-MAC =2 binding 2 JtXl 12
‘ElE | ZAFEHCE

OtXl 42 ARP i3!S HIDISHCH.

°
IIJII

DAIlS ARP MH3/S REAS HAIE 0, A& 2 A= HIOIEHI0lA @@€0l DHCP snooping
binding GIOIEIHIOI A0 K &S IP-to-MAC =4 binding £ AIZ8HC}.

b Note AX2 VLAN O DHCP snooping Ol 43 &0 A= [, DHCP
snooping Ol 23 DHCP snooping binding GIOIE{HIO| A D} M = C.

ARP I3!S Al QI IOl AL EA0 [t
® trusted QIEHHIOIAZ =4It
® untrusted QIEHHIOIA N CHOlAl= 2

OI

>

2

0

:\?:I
Mo |>

T gEE IP F=AE I SAEN UHolMsE X0t j‘*EI@
A

TetSh £€2 B DAIJIARP 2! S HIIOtESE 23 =5 UL
® Iiz'o IP =40t R506tAl &0 - € =0, 0.0.0.0, 255.255.255.255 == IP HEIIHAE
A
® ARP Ii3!2 body 0l & & MAC =2 2t Ethernet ofl (12| =40t Y XI5HAl &=Lt

19.1.4. Interface Trust States and Network Security

DAl = AQIXIC 2+ QIE{HIOI A CHEF trust AEH ' MNP ZE SXI6tD QAL Trusted QI HIOIAE
Sol =418 20l KA S 0™ DAl BAIE 285X L=Ct. BHH, Untrusted QIE{HIOIAE &
ol 2413 T3 2 DAI S ZAIZ gH=C},

HdEXO HERD FEUAN, SAER} HEE AKX LEE untrusted 2 €80t AAX0 A2
= ZEE= trusted 2 £ FEHLE 0l 2HUIA, Ol ARAXE Sl HIERZIZ == 2= ARP IH
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212 BOLAAIS 2 S0 VLANOILt HIEQIT9 T2 AWM O 0l& 254 HADF 2235t
Ne= ZC trust 282 CIHHIOIA A& HEOI ip arp inspection trust 2 AFE6+H & C.
Caution UIESRD B0t 2l A/AXI 2 ARP TH2!S BAIGIE = 5t ™,
S5t IS0l LRSEICH. =, DAl Jb AQIX|Q ZYY ozl forwardng
enane o =51 TAC L= SUIINAE ARP I E BAIE & = A
2 xI2 CPU 2 trap & 2= QL 0{0f 8L},
SLIMAE ARP T3S ZAGIEE AXG= 22 19.4.1 HOA
HHEIC = 5H2CH
IS D20k ARIXI AL AAXI BOUA SAE 1} SAE 22 ©stsl= VLAN 0l CHal DAI O &l
s =02t JIEGIN. SAE 1 SAE 20 AQX AQ MBS DHCP AH SV 22FH P =4
E SC SO, QF AQIX| A SAE 10l LHSH IP-to-MAC =4 HE S JIXID QUCH D28
2, AQX AQL AQXl B AHOIS QIE{HIOl AD} untrusted 213, SAE {1 0] &8 ARP TH2I2 A
X BOUA HIIECH =, SAE 1N SAE 2= EAIS & 4 N L
B
Port 3/3®
|c
Host 1 Host 2
OIH{HOIAS trusted 2 AXFMS [, MIAE 2 Q= ZEH|IJF EMMECHE UWEKD 2ot &0
SABICH AKX AOIAl DAIE A8 QX LYOH, SAE 12 AX B8 (0212 AKX A2
OIE{HIO| AD} trusted @ AEG 0] UCIH SAE 2 DXC ARP HHAIZ QA2 2 QUCH 0l &
A2 ALK BOIA DAIS ASHAIDIHRIE LABHCE
DAl Dt AIBHZEOQl AQX|= HAES SAED} HEYI U2 SAES ARP HAIE QAT = &
QIZ HXIBICEH 2Lt DAl = DAIJI A#Z=0l (12 HEK IS SAEQ ARP HAIE 2YEAII=
A2 g XI6HA = 28t
0] Z20] DAIZS ASHZ=Q0l AXINAE DAIZ ASMAIIK Le AQXQ AR OHHOIAS
untrusted & & &aotet. Jeld DAIJF &8 E X = ARXZFRE 2 packet 2 ZALGHI| fall DAI
351
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dZotct. 0led £F0| 2JtsSoHCHH, Layer 3 0l A DAI £ At

adisel AX0 A ARP ACLs E
A &= cloll OF 8HCt.

PR AFSESHA e AKX

MW

b Note E7500 series = DAl Jl 2= ARP I3!S ZHAlct= UWERIAE 25 DI
s M3setth

19.1.5. Rate Limiting of ARP Packets

DAl JIs0| 435l AR X= CPUZ RUL= ARP M2!°) rate £ MISHSICH. CIZEZ untrusted
OIE{HIOI A0 CHOH M =Z 15 0 (15 pps)2l ARP TH2!6t {2 &4, trusted @ EHH Ol A2l rate = X
Stot Xl Z=CE OB HOIA &3 HHE ip arp inspection limit £ AIEZ0HAN 882 HEE o= UL

EXY ZTEE Soll CPUZ R = ARP TH2!2| rate I} &S g2 Z=WotH, A/Xl= 0| ZEZ

=4I 2 ARP IH2!S HIDISHCH MEXIH &2 HEE MKl O &Eiot SXIECh QIEHIOlA

A X HH jp arp inspection limit auto—recovery £ AIE06t3, LA A|2t0] HUst & ZEE XS

2 MHIA Jis MEiZ otE &= UL

b Note ARP TH3!2| rate limit = CPU Ol Al software & X cl&lJ| HE0, Denial-
of-Service (DoS) 320l Tioll 2 S E JIIE == QICH

19.1.6. Relative Priority of ARP ACLs and DHCP Snooping Entries

DAl £ IP-to—MAC =4 HE S ZAIE [, DHCP snooping binding HIOIEHI 0l A S AFZSHCE.

ARP ACLs 2 DHCP snooping binding GIOIEIHIOIAECE HH ZAHM AISECH AKX
F. ARIXI=E HM A

inspection filter @82 = &&0| ZIA2 R0 2 ACLs 2 AFZSHC INPIE=FS]
St ARP ACLs 2 ARP I3!S ZAISHCH. 2teF ARP IH2!0| ARP ACLs 2| deny X1} 2X|6tH

DHCP snooping 0l 2lol S &8 binding 0l EMatdetE 1 IH3! 2 HID| = C.

19.1.7. Logging of Dropped Packets

ALX = HOIE 20l Cist 32E 20 HHW Hd&EotD, &3 LHE0N UH AIAE HAIXE
MASHCH OIAIKIDF MAZEH 2= A8= 27 HIHOA AXMSECH 229 200 = flow 38
(=418 VLAN, port 15, source @ destination IP =4, source 2t destination MAC F=4)JF &

Global && ¥4 ip arp inspection log-buffer 2 HIH2 AJIE AHE 4= JA2MH, & A2t S0+
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2ost 209 =2 28oA AIAE HAIXS &8 &= 28 & AU Jeldd, Global €8 &

& ip arp inspection vlan logging 22 21 I3l EFE XNAEE = QUL

19.2. Default DAI Configuration

Ct39 H&= default DAl 888 B0 =L,

Feature Default Setting

DAl 2 E VLAN Ol CHolf BIZ4& &FEHOICE

Interface trust state 2 E IHHOIAS2 untrusted &EHOI LY.

Rate limit of incoming ARP packets ZE 1502 ME2 SAED SE5% & Layer 2 UE

132t Jt838t1D, untrusted CIEHHIOIA Ol CHAH 15
pps & A& E L.

Trusted CIEHHI Ol A0 CHoHl M= rate E NMISHSEAl &
Ct.

burst interval 2 1 =0|Ct.

OIE{HI 0l A2 rate limit 7| S disable &0 QUL
ARP ACLs for non—-DHCP environments | ARP ACLs 2 &2|& (| JUXl &LCt.

Validation checks HE HAE =SHA E=C.

Log buffer DAI ot &3t El™, deny Tl HLE drop &l= & ARP
m2l 3201 22

log entry 2| Ji== 32 i.

rr

MEGZ = AIAE HAIXIS == =2 5 4.
logging—-rate FJl= 1 =.
Per-VLAN logging deny Sl HLE drop &El= 2& ARP IH3!I0| 22 =L}

19.3. DAI Configuration Guidelines andRestrictions

DAIE €3 E M, Us2 AtgtS ==olch:

v DAIE JIE282x ARIXl Xtalel AR

P HIOI=2t Ei@ Ch. HIERIE ESot)| RlIohA=E
2= ARP I3!S CPUR trapg == U= JIs0l ER5

‘/ DAlE o‘=l ; Eol_pngress security jl go| EI' ? o /\I_egress Checko_” }\I' 6|'I| Dl'al'

v DAl= DAIE XI&3otAl &= ARAXN HZE SAEN UHolMeE SAHOIX ZCH man-
in—the—middle attack® &2 Layer 2 EZEIWAE ZHQI0 XSt Dl M2 01I DAIE At
Sole THoS OEX £2 SHoez2H 22latel. 01212 DA 2435tE o2l o

AXe S AES| ARP HIOI=ES ESoi=L0.
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v DAl= 22 ARP request2t ARP response IH2!29 |P-to- MAC Z=2 binding2 & AtotJ|
2o DHCP snooping binding HIOIEHIOIAE AESEC s&E2 =2 &Y&=IP =40 O
St ARP IH2!2 31 E3dl)| *IHA= BtE Al DHCP snooplng% SHASHAIAHCE.

Oi
tol

v DHCP snoopingO| HI&4 AEf0IHLE DHCP &&0| OtL|I2tH, 22 permitat HLE deny
otJ| flol ARP ACLZ AtS3dtet.

v EECS E4= oA ARP IH Sl rateE £ & Gtct.

19.4. Configuring DAI

Ol 20lM= DAIE £&ot= 2E0l Uioll 228t

Enabling DAl on VLANs (Z =)

Configuring the DAl Interface Trust State (S
Applying ARP ACLs for DAI Filtering (S&)
Configuring ARP Packet Rate Limiting (S&)
Enabling DAl Error-Disabled Recovery (S4)
Enabling Additional Validation (&)
Configuring DAl Logging (S4)

Displaying DAl Information

&)

19.4.1. Enabling DAI on VLANSs

%
1>
>
o
Q
0l
]
my
o
>
)
v
=r_;:=|
pu
uin
o
oY
>
o

VLAN 0| DAI € enable 3t™, A?[Xl= Y VLANS S
Ct:

BZ2CHAES = ARP IH3!

ARX2 MAC =4 E R&0t= ARP request Ii 2!

A IIIJ} RESH ARP request Ofl CHer S & TH2!

char = AOI0l &241%l= 2 & unicast ARP IH2!

Aot A, S8 TH2 0l CHoH A 2t S Ef ot ) ARP HIOIS S B ZBHCH.

ﬂll

-

Ol HA =S

DSJ_

VLAN 0l DAI £ enable ot2A ™, LIS 2l 2 S +=al5tet:

Command Purpose

Switch# configure terminal global & L= AL

Switch(config)# ip arp inspection vlan vian—iad | VLAN 0l DAl € enable StCt.

Switch(config)# no ip arp inspection vian VLAN Ol DAI € disable &tCt.

vian—id

Switch# show ip arp inspection H& S E0lIeHH.

354 E7500 Series User Guide

e



Swﬁclpm R

b Note VLAN 0l DAI £ enable 5t™, oilY VLAN 2 Soll 4 &= 2= ARP Il

212 B ASHCH CHAl 2o, A X12] ARP JHAI2t HIEK I EH ESE
Ct.

CIS2l 0l= VLAN 200 0l DAI £ enable 6l= 28 s 20 =CF:

Switch# configure terminal

Switch(config)# ip arp inspection vian 200

CI22 e 882 &0lote WS BHECH:

Switch# show ip arp inspection

DHCP Snoop Bootstrap . Disabled

Source MAC Validation . Disabled

Destination MAC Validation : Disabled

P Address Validation . Disabled

ARP Field Validation . Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Activet No Deny Deny

SLIHAE ARP DH2!0Il CHoll DAl JIS= MEBGIESE &Y™ class—map 0t policy-map & AFEGHH
ARP TH2!2 CPU 2 trap &&= ol OF&HCY.

Ct22 VIan200 0l =~&lst ARP TH2!Z CPU 2 trap &&= &&3dt= OIMOICEH.
Switch(config)#class—map arp_trap_class

Switch(config-cmap)#match ethertype 0806

Switch(config-cmap)#end

Switch#show class—map

CLASS-MAP-NAME: arp_trap_class (match-all)
Match Ethertype: 0806

Switch#config terminal
Switch(config)#policy—-map arp_trap_map
Switch(config-pmap)#class arp_trap_class
Switch(config-pmap—c)#trap-cpu
Switch(config-pmap—-c)#exit
Switch(config—pmap)#exit
Switch(config)#int vlan200

(
(
(
(
(
Switch(config=if-VIan200)#service—policy input dhcp_user_map
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Switch#show policy—map

POLICY-MAP-NAME: arp_trap_map
State: attached

CLASS-MAP-NAME: arp_trap _class (match-all)
Trap—cpu

Switch#show service—policy
Interface  VIan200 : input dhcp_user_map

19.4.2. Configuring the DAI Interface Trust State

ol

AR|XI= trusted CIHHIOIAZRH =415t ARP TH3! 2 Z ALGHAI

b
rr

Ct.

Untrusted 2IEHHIO|AE Sall =418 ARP 22 R &8 IP-to-MAC =4 M2 JtXI12 JA=Al &

ANECH AR/AX=E RE06tAI 22 A2 HIJIot, ip arp inspection vian logging £ & 0fl M2t 22

HIHO IH3) 2 15 MZ&SHCH

OIE{HIOI A2 trust AEIE E&o6ldH, O3 &H2 +stalel:

Command Purpose

Switch# configure terminal global &8 2=z XS

Switch(config)# interface /fname O AXIQ H2ZE QIHHIOIAS HAlGHD
I MIOIA &X RE=2 R EHH

Switch(config—if—-Gigal/1/1)# ip arp AR AZE CEHBOIAE trusted 2 &F

inspection trust StCH (default: untrusted)

Switch(config=if-Giga1/1/1)# no ip arp AR HZE OEHHOIAE untrusted 2 &

inspection trust A S,

Switch(config—if-Gigal/1/1)# end Enable 2EZ S0t2tCH

Switch# show ip arp inspection interfaces &S Z S0l

CtS2l 0= Gigabit ZE 1 2 trusted 2 8386tl= Y$¥H =2 2 E=CH

Switch# configure terminal

Switch(config)# interface gi1/1/1

Switch(config-if-Gigal/1/1)# ip arp inspection trust

Switch(config-if-Gigal/1/1)# end

Switch# show ip arp inspection interfaces

Inter face Trust State Rate (pps) Burst Interval Auto Recovery

Gigal/1/1 Trusted None 1 Disabled
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19.4.3. Applying ARP ACLs for DAI Filtering

ARP ACL 2 AIE0dtelH, CIse &gs 8stet:

Command Purpose

Switch# configure terminal global && 2 &Sl
Switch(config)# ip arp inspection filter VLAN 0l ARP ACL 2 X Z8tC}.
arp_acl_name vlan vian—id [static]

Switch(config)# end Enable 2=2 S02tCH
Switch# show ip arp inspection 8= E0I6HC)

ARP ACL S HEZ [, Ct32l A&l =2l5tet:

® ARP ACL 2 implicit deny £ explicit deny & 210 ACLS O ZAHMNSE LXIGHA &
22 HDIotHA™, static IIFAEE ASEdtet. 0 20 OHCP binding 2 AFE2&I Xl &

=Lt
static JIREE MBZPXI ®o™, ACL 01| 2XIot= =40l
binding fc,oH/\-I il

® [P-to-MAC =2 0¥ =3
permit 6t= 3! S8 permit = Ct.

CIS2l 0l= 0150] example_arp_acl 21 ARP ACL 2 VLAN 200 0 ®&5t= 28 sS B =CH

Switch# configure terminal

Switch(config)# ip arp inspection filter example_arp_acl vlan 200
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation . Disabled

Destination MAC Validation : Disabled

|P Address Validation : Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active example_arp_acl No Deny Deny

19.4.4. Configuring ARP Packet Rate Limiting

DAIJI 43t &IH ARXl= 22 ARP Ol THoll R&ad ZAIE 8@_, ol ool A</ Xl= ARP 2! 2
DoS =30 FHUoH&CH AIXI2 CPUMNAM ARP IH2!2| rate E MESE2EM CPU 2| 2312 &4
Al 2= QUCH.
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/’——‘_/

y) —

b Note DAI Jt MI235t= ARP rate limit = 2ZE20f 7150/ HHE0M, A9IXI2
CPU At EES HEXLZ IAAZ == 8ICh otXI2 DALIJ Xeldtes
ARP TH3lo| ¥2 ZHEOZ M, DAIGI 28t CPU AIEES ¥& = U
Ct.
LEO CHoll ARP IN2!0fl CHE! rate limit & A F oA H, CIS2 &P S +=3steh:
Command Purpose
Switch# configure terminal global &8 22 XIQISHC}.
Switch(config)# interface /ifname Che A/IXIQE HZE QAHHOIAE YAIGHLD,
QIEHOIA &8 DE2 XIFHCY.
Switch(config—if—-Gigal1/1/1)# ip arp (&) ARP packet rate limit & & & &tC}.
inspection limit {rate pps [burst interval
secondas] | none}
Switch(config—if—-Gigal/1/1)# no ip arp default 28O0 2 St}
inspection limit
Switch(config—if-Gigal/1/1)# ip arp OIE{HI Ol A 2] ARP rate limit JIs2 enable Al2!
inspection limit enable Ct.
Switch(config—if-Giga1/1/1)# no ip arp OIE{HIOI A S| ARP rate limit 1SS disable Al
inspection limit enable 21C}.
Switch(config)# end Enable EE2 S0}2tCH.
Switch# show ip arp inspection interfaces 85 =0I6tC)
ARP packet rate limit £ &3 & M, Ct32 A0l =olotet
® [|EEZ untrusted 2IEHHIOIAN CHHA = 15 pps (packet per second), trusted IE{H|
Ol A0 CHOH M= rate E MISHGHAI &=L
® rate ppsZ =Y Xl £ Uz AetES H4FEHC W= 0 £H 2048 OIC.
® rate none IR E= 45 = ARP I3/ 2| rate Ol HIEt2 ot Kl XSS HAISHCE.
® (=4) burst interval seconds (default = 1)=, ARP T2/ 2| rate It ASHE ZW6t=Xl 2
Z0t= AIZ2EOICH =, rate 2 8 &St &2 burst interval = St = [ Y LEZ2 &
2El= ARP IH2!2 HMIEHSHLE. 2t 8efl= 1~ 150ICk
& RUL = ARP S rate Il & & gt2 ZolH, AAXE Y ZEZ £4I8 DE ARP
IH2!'S HIDIStCt —OrOE'XDP AF2 HIE WA 0l AEIJF S XIS C
® Ol HO0IAL rate—limit 2t2 HAGHK &2, AIEHOIACQ trust AEHE HHoH T CIE H O
A0l CHEt rate—limit 2 default 2t01 HE L. rate-limit 2t2 HE S 0=, trust &EHE
HEolHet:s 488 g0l JUE &0 AHHOIA £F HE no ip arp inspection
limit = AtSotH, SIEHH Ol A2 rate-limit @t 2 default {22 S = L.
® p arp inspection limit enable & = & &oH0F, ARP IH2! rate limit It =& &L},
CtS 2 gil/1/1 0l ARP packet rate limit £ & &ot= 0| 0| C}:
Switch# configure terminal
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Switch(config)# interface gi1/1/1

Switch(config-if-Gigal/1/1)# ip arp inspection limit rate 20 burst interval 2
Switch(config-if-Gigal/1/1)# ip arp inspection limit enable
Switch(config-if-Gigal/1/1)# end

Switch# show ip arp inspection interfaces

Inter face Trust State Rate (pps) Burst Interval Auto Recovery

Gigal/1/1 Untrusted 20 2 Disabled

19.4.5. Enabling DAI Error-Disabled Recovery

ARP JLH9'01| CHEt rate limit 201, ARP IH2! 2l =4I0] MetE ZEE ANsS22 =40y, ths2

Command Purpose
Switch# configure terminal global &8 2 =2 X EHC}
Switch(config)# interface /fname g ARAXQ HZE OHHOIAE HAlIGHLD

e
o
==

HOIA &8 2

{—
Switch(config=if-Giga1/1/1)# ip arp (848) s 23 0ls
inspection limit auto—recovery seconds

Switch(config)# no ip arp inspection limit s =23 JlsS M St
auto—recovery

Switch(config)# end Enable 2=2 S0t2tCH
Switch# show ip arp inspection interfaces d&8 s =0lstC)

CtSS I HI0l A gil/1/1 Ol ARP rate limit 0l 2/5H ARP IH2! =410] XMEHEAUS R, 10 = F0| &
SO =RHE=E 4Fdt= ololChH

Switch# configure terminal

Switch(config)# interface gi1/1/2

Switch(config-if-Gigal/1/1)# ip arp inspection limit auto-recovery 10
Switch(config-if-Gigal/1/1)# ip arp inspection limit enable

Switch(config-if-Gigal/1/1)# end

Switch# show ip arp inspection interfaces

Inter face Trust State Rate (pps) Burst Interval Auto Recovery
gitl/1/1 Untrusted 20 2 10
git/1/2 Untrusted 15 1 Disabled
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19.4.6. Enabling Additional Validation

DAl 2 ARP IH2!2Q| destination MAC F=4-, sender 2 target IP =2, source MAC =40 St &

sS4 ANS B 2 UL

IP =2 £= MAC =401 et Red ZAIE ofdld, OS2 &8s Aotk

Command Purpose

Switch# configure terminal global &8 RE=Z X sHCH,
Switch(config)# ip arp inspection validate (84) FIHEQ 54 HALS enable 8t
{dst-mac | ip | src-mac} (default: none)

Switch(config)# no ip arp inspection validate FIOEQ REH HALE disable StCt.
{dst-mac | ip | src-mac}
Switch(config)# end Enable 2= S02HCH.
Switch# show ip arp inspection HAZ QIS

FOHEQ REH HAME enable 5t H, F
o [I3S2 IFE &S HOUZ StLIE A
® 2 jp arp inspection validate @&= 0|&2 HHAS &

validate Y822 src-mac 2t dst-mac ZALE enable ©

validate ZE 22 ip 2 AtEHZ enable M CHH, src—mac 2

ip & AFBHO| enable & L.

o FINQ REH B A= TS 20k

B dst-mac - ARP response IH2! 0l CHoll Ethernet 6ll 1 2| destination MAC =42t ARP
body 2| target MAC =45 H| 1) &tC}.

B ip-ARPbody2 SSotAl 22 IP =AE ZAtetCh 0.0.0.0 &£ = 255.255.255.255 &
= YEINAE IP =4= HIIECH ARP request 2 sender IP =4, ARP response 2|
sender/target IP =45 A AFSHCH

B src-mac — 2 ARP 2/ 0l THaH Ethernet ollH 2] source MAC =42t ARP body 2|
sender MAC =4 E H C

"‘ []|0
_>,"_
oar
==
10
1o
ol
]

MistCt. Gter ip arp inspection
1, & YW ip arp inspection
dst-mac & At= disable &l 1)

.

CtS2l 0l= src-mac Ofl CHSE FIHE 2 Rad 2 AIE enable ol= &S BHELCH
Switch# configure terminal
Switch(config)# ip arp inspection validate src-mac
Switch(config)# end
Switch# show ip arp inspection
DHCP Snoop Bootstrap : Disabled
Source MAC Validation : Enabled
Destination MAC Validation : Disabled
IP Address Validation : Disabled
ARP Field Validation : Disabled
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Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Active No Deny Deny

CtS2l 0l= dst—-mac 0l CHet =IO R84 A AIE enable ot Y S B =CH
Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac

Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation . Disabled

Destination MAC Validation : Enabled

P Address Validation . Disabled

ARP Field Validation - Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny
CtE22 U= ip Ol st =IHHC R84 ZBALE enable ot 282 20 ECH
Switch# configure terminal

Switch(config)# ip arp inspection validate ip

Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

P Address Validation . Enabled

ARP Field Validation > Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

Ct22l 0= src—mac 1 dst—-mac Ol CHSE FIHEQ KR &4 ZAE enable ot= $8 2 B0 ECH:
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Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac src-mac
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation . Enabled

Destination MAC Validation : Enabled

I[P Address Validation - Disabled

ARP Field Validation - Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

19.4.7. Configuring DAI Logging

0l 2Ol A= DAI Sl 221 °99M of [Hal & stit:
® DAl Logging Overview
® Configuring the DAI Logging Buffer Size
® Configuring the DAl Logging System Messages
® Configuring DAl Log Filtering

19.4.7.1. DAI Logging Overview

ARX= HIIE H2H st F2E 21 HHW MESHD, &8 LMEN LH AIAE HAIKE
MASHCH HIAIKIDF MACH 23E 38 = 27 HIHWA AMSECH 2200 20l flow &
Z=4AI8H VLAN, port 815, source @ destination IP =2, source 2 destination MAC Z=4)JF L&

=

—

19.4.7.2. Configuring the DAI Logging Buffer Size

DAl2 ] HIHS AJIE E&otdY, Us2 HY= =dotet:

Command Purpose
Switch# configure terminal global &8 == XIS,
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Switch(config)# ip arp inspection log—buffer DAICl 21 HHIH AJIE & &6 (Bl= 0 ~
entries number 1024).

Switch(config)# no ip arp inspection log- default HIH 3712 S &L (32)

buffer entries

Switch(config)# end Enable 2=2 Z0}2tCH.

Switch# show ip arp inspection log 8= E0I6HC)

Ct22 Ol= DAl 2l 21 BHIH AJIE 64 2 8 FetHCH:

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer entries 64
Switch(config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate : 5 entries per 1 seconds.

No entries in log buffer.

19.4.7.3. Configuring the DAI Logging System Messages

DAIJ} M4dt= 21 HAIXNE d335taH, 32 &2 = 5tet:

Command Purpose

Switch# configure terminal global &8 2 EZ XS},
Switch(config)# ip arp inspection log-buffer DAl 21 HIHE & & st
logs number_of_messges interval

length_in_seconds

Switch(config)# no ip arp inspection log— default 2 2 &t}

buffer logs

Switch(config)# end Enable 2=2 =0}2tC}.
Switch# show ip arp inspection log &8s =0olIstC)

DAISl 22 AIAE HIAIXIE S&5tAH, 32l ALl =2l5tet:
® logs number_of_messges (default = 5) OlA, 2t2 H2= 0~ 1024 0ICH. 0 22 E A6t
™ 270 HAIXIDF 88 E X =0,
® interval /ength_in_seconds (default = 1) OIA, at2 E2l= 0 ~ 86400 = (1 &)OICt. 0
O AFGIH, 21 HAIXIDHHtZ MEECH (Z, 20 HH= &4 HIHUALH.
o ANMAB 27 WAIXI= length_in_seconds =Y number_of messages 2| HI22 M= L},

0%
]

CtS2 ol= 04 2 =0tCH 12 42l DAl 2 BHIAIXIE ddote=E & Ct:

Switch# configure terminal
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Switch(config)# ip arp inspection log-buffer logs 12 interval 2
Switch(config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate : 12 entries per 2 seconds.

No entries in log buffer.

19.4.7.4. Configuring the DAI Log Filtering

ARP IHZ! S ZAtet =, 11 200l CHEE AIAE HIAINE 8802 MAg == ULt
DAl Q| log filtering 7158 E&&oleid, (tS2 &HS 8listet

Command Purpose

Switch# configure terminal global &8 2 EZ XS},

Switch(config)# ip arp inspection vlan vian—id | 2@ VLAN Ol CHal log filtering & & & &L},
{acl-match {matchlog | none} | dhcp-
bindings {all | none | permit}}

Switch(config)# end Enable 252 SO0} 2tCH,

Switch# show running—config HAZ S=0IstCl.

DAICl 2 AIAE HIAIKNE S0 ™, 383 22 AF0l 7256t
® Default 2 £ E deny &= 22
® acl-match matchlog —ACL&&E J|Ete 2

0

22 &0 0l Y30l matchlog IR EE YAl
110, ARP access-list &8 2| permit £= deny 30l log IR EIL AFE & ACHH, ACL Ol
Ol off permit &l HL} deny &l = ARP Ii 2! =0| 22 &= L.
® acl-match none — ACL 2t 2 XI5t= TH2! 0l CHoll 2 6HK =L
® dhcp-bindings all — DHCP binding It 2 Xlol= 2 M3 S22 2 A &L
® dhcp-bindings none — DHCP binding ot 2 XIot= I3/ =2 2ot E=Ch
® dhcp-bindings permit — DHCP binding 0fl 2/13i 31 && 2SS 2 A&

C

A

22| 0l= VLAN 200 Ol CHoll ACL 2t 2 XIGt= TH3!IOl CHSt 27 HIAIXIE MAGHA =S 843
Ct:

o

-

Switch# configure terminal

Switch(config)# ip arp inspection vian 200 logging acl-match none
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap . Disabled
Source MAC Validation . Disabled
Destination MAC Validation : Disabled
|P Address Validation : Disabled
364
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ARP Field Validation - Disabled
Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No None Deny

19.4.8. Displaying DAI Information

DAI 9 8B E x3loteiH, s 9P S At=dtet

Command Description

show arp access-list ARP ACL Ol CHet @82 & & 6tLt.

show ip arp inspection interfaces OIE{HI Ol AL trust & B B2 E &6

show ip arp inspection vian [ v/ian—id] VLAN Ol CHSt DAl &3t S & AE EE2E &
5L}

show ip arp inspection arp—rate OIE{HIOl ALl ARP 2! =4l rate 32 E &6t
Ct.

DAl SHEEE X3lotHU =D|stotdA®, 58l A S ArEdtet:

Command Description

clear ip arp inspection statistics DAl EHl BEE =D|3} &tit.

show ip arp inspection statistics [vlan vian—id] | DAI JOF X2l ARP M2!0ll e EHEHEE =
& SHCF.

DAl logging B2 E X3|otHLF =J|8totedd, ChE9 HE s AtEstek:

Command Description

clear ip arp inspection log DAl 21 HIHE =D|3} &tCt.

show ip arp inspection log DAl 21 HIHS &M 2] HIHY UsE =
& StCt.

19.5. DAI Configuration Samples

Ol 22 i3t &2 =2 Z&stth
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® Sample One: Interoperate with DHCP Relay
® Sample Two: Interoperate with DHCP Server

19.5.1. Sample: Interoperate with DHCP Relay

Mo
i
02
o
O
[l
o
1o
I
id
o

Ol OlKl= DHCP relay JIs= AtSots ARXI0l DAl € £€8ot= &
g UHEHIN 2EEA O'EF JHE Gt AL:

DHCP Server

VLAN 10

L2 Switch

L3 Switch VLAN 1

DHCP Relay

192.168.0.1
0007.7000.1234

192.168.0.254

Host 1 Host 2
L3 A2 Xl= VLAN 10 = Eolil DHCP AMtHZ DHCP HIAIKIE SHOIH, SAE L= L2 ARAXJF A
ZECH L3 AAXION HZE L2 A9/X= D IPFAE AESL SAE 1)} SAE 2= DHCP E
Soll IPFAE &Y 8=C) 2l B A/XA SAESES VLAN 1 0l |IXISHCh

IP-to-MAC binding E2E &dXS2=Z DHCP
Ol 2/=8tCh. DHCP snooping &&& DHCP
tet.

b Note o2 2H0AM DAI
snooping binding
snooping Il == &1

FE rr

OII

DHCPrelay 2 AFE &= ALK A DAI DI SS AlEotdd, TS 20| &3
Step 1 DHCP relay JIs2 43l Al2ICH

]

Ct:

Switch# configure terminal
Switch(config)# ip dhcp helper—address 10.1.1.1
Switch(config)# service dhcp relay

Step 2 DHCP 2 IP E &% Bt= SAEQ |P-to-MAC binding 82 & ?=ol)| fdli, DHCP
server 22| SAI0 AIEZl= QIEHOlA VLIAN 10 1 SAEDF HZ & IHH 0l A VLAN
1 0l DHCP snooping = &4 3l AIZ2ICH
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Switch# configure terminal
Switch(config)# ip dhcp snooping vian 1
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# ip dhcp snooping

Step 3 NFIPE AEs6t= ARAXI2 ARP 2! S G1E6t)| ?Ich ARP ACL 2 £ F&tlt.

i

Switch# configure terminal

Switch(config)# arp access-list permit—switch

Switch(config—arp—nacl)# permit ip host 192.168.0.1 mac host 0007.7000.1234
Switch(config—arp—nacl)# exit

Switch(config)# ip arp inspection filter permit—switch vlan 1

Switch(config)# end

SHIEN dH A= SIS,

= o o [ i

Switch# show ip arp inspection vian 1

Step 4 SAED HZEE VLAN 1 0l DAI E 435t AlIZICH

Switch# configure terminal
Switch(config)# ip arp inspection vlan 1
Switch(config)# end

SHEH £ A=K =lsti

Switch# show ip arp inspection vlan 1

L3 &
!

el 23

ujo

L3lotH Gt &0,

40
o
(@]

arp access-list permit—switch
permit ip host 192.168.0.1 mac host 0007.7000.1234
|
ip arp inspection vlan 1
ip arp inspection filter permit—switch vlan 1
!
ip dhcp helper—address 10.1.1.1
service dhcp relay
!
ip dhcp snooping vlan 1
ip dhcp snooping vian 10

ip dhcp snooping
|
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20

Netflow

20.1. Netflow overview

20.1.1. Netflow £

Netflow J| =& network £ A& 6= network application(eg. ftp / http / IPTV S)Z 2 network traffic 2
MERZ AI2HS2 data E +=&0tD BHESt= JISOICH RMELZ U3l 22 252 MEES
ULH.
® Network Monitoring - Netflow = real time 0ff 2 & & Al2tXt=Z network switch / router £ S 1t
ot= traffic 2| data & BHEE = U D HI L E Netflow data E AHEdt=E SE X Z 134 2 traffic
pattern 2 X, JfZS2Z AIZXUHH BEHE %= UCH
® Application Monitoring and Profiling - Netflow data = JiJi network application 2 2 AtES
Ol network A3 AIEO| HEIE A2ZI=AZ ZALE 4= QUL Ol2ist E82 MZ 2 service
£ HEStHAHLE network A+ (ex. switch/router S 2| HH XI), application At& (ex. WEB server
O BHXIR2)S D22 @F0 XHA HiXIct=0I0 AtEE = UL
® User Monitoring and Profiling - Netflow £ AtZ3t0{ customer &£ & user Jt AFE
2} application X0 s 2XHEQ FEE ESgs RULH 01HE 82 = network 2F
application At& 2| BHXIE Z2&H6t=0I0 AIZSE == UL, ZMEQ 20t AR A0 CHEH &
A HZBHE AAEE = UL
® Network Planning - Netflow & AI&6tH network & S 2= traffic Ol CH&t &J12t2| data &
S+ AL, 0l8d &J[HQI data = network 72t 8&dt= A2 =X6t
S &06tCH. 0l= routing &HIS =X, ZHILH port/interface 2 &
infrastructure 0l CH St upgrade € H &l ot=0I0l A2 =ULCH
® Accounting/Billing — &ANIgt TRAME SHE MIBcHIIRAH Netflow E ALZ6HEH IR,
TCP/UDP port, bytes, packets 2| &=2ZE & HZ0| Jtsoltlh ISP = 0l & SH
O 2L ALEAIZH bandiwidth AHE, AHE application S 2 26t= A=s=ES

ol= network
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20.2. Netflow overview

20.2.1. Netflow 24

Netflow J| =& network £ A& Gt= network application(eg. ftp / http / IPTV S)& 2 network traffic 2
MERZ2 AI2HS2| data E &0t BHESt= JISOICH RMELZ U3l 22 EE2 MEES
UCH.
® Network Monitoring - Netflow = real time 0l 2& & AlZtXE network switch / router & S 1t
ot= traffic 2| data S BHE S U D HI L E Netflow data E AIEot=E SE X Z 13 2 traffic
pattern S X, JHZSOZ AIEXUH 2E0HE 4= JALH
® Application Monitoring and Profiling - Netflow data = JiJH network application 2 2 AIES
Ol network X3 AIEO| HEIE Al2ZI=AZ ZAIE 4= QUL 0l2ist E82 MZ 2 service
£ H &3t AHHU network XtH& (ex. switch/router S 2| Bii XI), application X+& (ex. WEB server
O BHXIA2)S D22 K70 XHA HiXIct=0I0 A2 = ULt
® User Monitoring and Profiling - Netflow £ AFZ3t0 customer &= user Jt At
¢t application XH0l CHEH RHMECl HEE &=Sg UCH 012&
application Xt& 2| HIXIE Z&ot=00 AHEE = A0, BTHECI 20k 2|8
AW 2T AF=2E 2 QUL
® Network Planning - Netflow & At&3tH network & S == traffic Ol CHSt &J12t2| data E
4 AW, 0lgd &J[HQI data = network 72t 8&3dt= A2 =XGH Zot=alol
= Z0tCE O0l= routing EHIS =X, UL port/interface 2| 8sE= =S network
infrastructure 0l CH St upgrade € H &l ot=0I0ll AtEE =ULH
® Accounting/Biling — & AIS XEAIE SHE HS6tIIRIoH Netflow £ ALE0HH IP,
| =82 J

£ 6= network
= network 2}
QAN CHsH &

TCP/UDP port, bytes, packets S2| & H=0| JIsoICH ISP = 0124 & SHE AME56t
0 22 AL AIZE, bandiwidth AFZ, AFE application S 2 H206l= U25H2 & £ UL
369
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____Switch

NetFlow
FlowAnalyzer
End-user Apps

NetFlow
server

NetFlow/
Data Export

18 20-1 Netflow deployment

Netflow = A Xl BHXIAI T2 2l MIIHKI & QA E 2R 2 St}
® Netflow Exporter: Netflow data € &6t OlE collector & MEeHCH & U A Netflow
Data Export 2 ZAIE &S0/ 32 routing device J} 0| 2 &S 2 X| 2t network application
server 0l & UIXIGH| & &L
® Netflow Collecotr: Exporter 2 2 M &2 2 Netflow data E 41510 21 &0 HEE X0l
HEGEHLE ECHE collector &= Netflow Analayzer 2 &&&HCH 12 0l A Netflow Flow

Collectors, Netflow Server £ ZE Al & & =0|Cl.
® Netflow Analyzer: Collector It X &St data & Jt=6t0H AFE X 2= U EHCE
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LI ASO =& E SHEHIP packet =2 & a2 flow(E= IP flow)et & 2l &L}, flow = packet 2| IP,
UDP/TCP Port 82| 42 =2 &= UA2H &2 flow 0fl =8t IP packet E2 A Z2H0 SS&Q 2
28 JI&ICH Netflow exporter = flow 2| MA/AK/ZAME Soli Netflow data £ 22|6t2 Netflow
collector 2 & & 6tC}.
flow = Netflow exporter Ol Al A& & O|F HIIE = JA20 HIIE flow 0l & Netflow collector =2
MSE L flow = G210 22 Z < Netflow exporter 2 2 & HIDJ| &l Ch.
® exporter Jt flow It 201Gt 2 (= HOIA 0] flow 0l Y 6t= packet O =& X LS 2H2)
2K & USM. lE SAH TCP packet 2| FIN &£ = RST bit & Soll TCP connection O]
E2CASS 2 A=W 010 HE & = flow It ZSCHD ETHEGHO] flow S H DI SHCE.
o flow It LHAIZESO inactive SRS (5 L AI2HS 2 flow 0fl i & St= packet O] =& &
OI-O[[H)
o flowJt LFHAIZIOIA XEHCAST (5 LA AIZ2E0I 4 flow Ol GHE b= packet O] HE =&
ASM)
® Netflow exporter 2| StH & (0| & flow E S A=
A GO memory Ot £F0tHLE byte &= packet =
.

AEM. 6l E S XA Netflow exporter Al
£ N= counter 2| ESEHHN SEH=S

20.2.4. Netflow packet

Netflow = version 0l lt2t Netflow exporter 0l Al Netflow collector 2 Netflow data £ & &0t = packet
9| format O C+t2Ct. 6 J1 M= E7500 0l M Netflow V5 2| &8 format & 20 &L,

IP header
UDP header

Netflow header

Flow record

Flow record

Flow record

18 20-2 Netflow V5 packet format

Netflow V5 &= UDP £ & & protocol 2 AFEGHH header field 0|2 Netflow collector 2 & &E
AFO

flow(flow record) Ot & & & Ct. 2} flow record = G220t 22 WWE2 A2 AL

source IP

destination IP
next hop IP
flow £ RX ol= interface 2 SNMP index
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flow £ TX ot= interface 2| SNMP index

flow 2| =& packet ==

flow 2| =& byte ==

flow M & Al 2t

OtXI&te 2 flow Ofl ol & ot = packet 2 22 A2t

TCP/UDP source port

TCP/UDP destination port

TCP flag

IP Protocol type

IP TOS(TypeOfService)

source ASHS

destination AS H S

source address pfefix mask bits

destination address pfefix mask bits

H 20-1 Netflow V5 record LHE

20.3. E7500 Netflow

20.3.1. requirement ¥ €4

E7500 2| Netflow 7| =2 Netflow processing engine(015t NP)E &= 5l0F2F AIRE &= QUCH NP =
routing A0 JHGHX 2201 E7500 2| routing engine(01dt PFE)t= E2ITIHUCH TekA
Netflow 7| =2 enable 5t=210I routing & packet 2| drop 22 0|H X[ Xl= &£ =Ct.

20.3.2. flow MM

NP = PFE 2 Sdll routing & packet 2 =&t flow 2 EFot1] 0l = flow table 0l X &StCt.
E7500 Netflow = ==& 8t packet  flow 2 & FtJ1 fIoH pakcet Ol A Ct22l 5 It Xl field E & AFStC.

® source IP

® destination IP

® source PORT

® destination PORT

® |P header 2 protocol field
2| 5 It Xl field E key field 2t 3t 12 key field It 22 packet 2 S &t flow & =F & L. E7500 Netflow
= transport layer protol 2 UDP/TCP/ICMP £ XI&&tCt ICMP 2| & 2 source/destination PORT CH 4!
ICMP type £ AFE3t 0 packet 0| &t flow E R =3t0 112/ 2| transport layer protocol 2| 22 PORT

E AMEGSHAl £ 1 flow E 2= 8StCt.

20.3.3. flow HIJ|

NP = FIIE2Z flowtable 2 25610 HIJIZI OO flow £ ZAFSHH HIJIE flow Ol &6l Netflow
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collector 2 & & == U2 Netflow data E 8 S collector It =23 HIDI= flow = Ht =2 AHHIE
Ct. Ct2 2l Z =0l NP = flow £ HIJ| &Lt
® long aging time 0| XI%t2 &2, long aging time 2 flow Jt flow table 0l =M &+ U= =ICH
Al Z2t2 2|0| &Lt
® normal aging time 0| XI%t2 &<, normal aging time & flow Jt update &l Xl & 1(= flow Ol
ol &ot= packet 2 NP JF L0l & =& & =~ S SM) flow table Ol EMHE &= A= ZIHAIZES
o0l StCt.
® TCPflow 2 &< TCP connection 0] 22 .
® flow2 =& byte &It 2GE S

i

b Notice Netflow v5 packet 2/ dOctet 0/ 4byte 0/ 2= 0/ E AIESI0 H&
B o= &+ £ @2kAgiga byte JF 217/ X 0f flow JF B T/ 01 OF
Bt

20.3.4. NIStALE

0|

E7500 Netflow = CtS 1t £ 2 HMIStAIE S JHEICH
H

ol
x
0
&
o
1
50
[m)

® PFE £ Sdll routing & packet 0fl 5
IPv4 packet B+ =& g == ULt

interface 0l M TX &l = packet & =& & =
Netflow collector & =}l data &8 & Al Netflow v protocol ot= Xl & StCt.

Netflow 7| S enable Al port mirroring Il S& AtE& == AL},

o o 0o o
59

20.3.5. E7500 Default Netflow configuration

/,——‘_/

st Default

PFE 0l M routing & IP traffic S Al data =& Disable

Sampled Netflow 1Gigabit module: Disable
10Gigabit module : 1/30

Netflow collector Z EH data & & & Disabled

20.4. Netflow traffic SH| data =& & &

20.4.1. Netflow traffic S Hl data =& &8 G K

EEI S8y

mls netflow IP traffic S Al data ==& enable

ip flow ingress interface £ S0l RX &l = IP packet 0l CH&H S Al
data =& enable
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mls aging flow 2| aging out Al2tS & &
flow-sampler module 2} module € £ sampling rate £ & &.
20.4.2. Netflow traffic SH data =& enable

AN g3

Router(config)# mls netflow IP traffic S| data ==& enable

Router(config)# no mls netflow

IP traffic S Al data ==2&! disable

Router(config-if-<interface>)# ip flow ingress interface OlM IP traffic 3 data =&
enable

Router(config-if-<interface>)# no ip flow ingress interface OlAM IP traffic SH data =&
disable

E7500 Ol Al IP traffic S}l data & +=&
= 0120
interface £ S0l RX &l = packet
E7500 Netflow = PFE & Sdfl routing &l = packet
2 IP It & & & interface Ol A CF AL

O O

cC AXISH
— T =

traffic 2| ingress

=S 2 A0|
= =T M

flow ingress

20.4.3. Flow aging out Al2t &3

2 =0U=sA
olalez =0

==
FE Z2&F0

aging out Al 2+2 NP Dt flow 2| HIJ| (4 b=

& otel ™ ‘mls netflow’
8t &F interface Ol M ‘ip flow ingress
H & ol OF Bt

ol
= Netflow collector 2

o=

o o=

=25t Netflow JI =S enable 6}

'EE = ALESHH NP Jt 0l

o o

A K|S
Tae a2

Off CHoll A2 S H data E =
| O OF StLCH.

4

ASDSZ ‘ip

£ 21 flow 9| & byte
Lt d

.
N

&=

[

=

=2
=

==

A
C)E

Ol AtE

==
ST

&3

normal

normal aging out Al 2t= 0t flow 0l &30t= packet
£ NP It EXI25tH 0f flow = HIJ| &l C.

long

long aging out Al2t Ol & NP Ol ZX &t flow = H|
JIECh.

long aging out Ol normal aging out 2Ct <
long againg out Al 2t0| XI%GHCHH flow = H 2| =l Ch.

Zot|<lol Ch82 2

nio

AtE

o

agingout= & Ct.

&0

=

-

oF O}
LS M

Cict

[—
—

normal aging out Al2+0| X|LIX|

380

&4

Router(config)# mls aging {long 64-1920 | normal
32-4092}

=3

MX
=2 =20

flow 2| aging out Al 2t
long aging default: 1920 =

normal aging default: 600 =

Router(config)# no mls aging {long | normal}

flow 2| aging out Al 2t 2 default 3t 2 2 & =¢&lCt.
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NP o &=4f AN 20l flow Jt aging out & =2 NP Jt & M2 flow E HIJISHH 2K L Al2t2
oF2tel QIF ULH =T 10 =2 LAgES JHEILCH

agingout AlI2t &3 &EHE X 3|otD| ?|ol OtchHel BE S MEE += UL

80 23

Router# show mls netflow aging

flow 2| aging out Al 22 E Al

Router#show mls netflow aging

enable timeout packet threshold
normal againg true 600 N/A
long againg true 1920 N/A

20.4.4. =[O flow == X &

NP It M&EGSHD A= flow =0l= MEH0l JUCH AL=Z X S E Bt flow == Ol &4 22 = flow It M A & X
HO0 NP Ul A ==& &l pakcet2 S AIH S &ICH
AN 49

Router(config) # mls netflow maximum-flows
<1024-524288>

X0 flow =5 &3

default = 524288 Jli O| C}.

Router(config) # no mls netflow maximum-flows

ZI i flow JH==E default 2 T S¢elLCl.

N

=& 2K 2| flow It =2 rate 2 2 forwarding &l = &8I0l Al interface &
22 aging out HRE FIIHE2Z check dt=H2

I flow

Hl data

= A
g #8506

Otm

A
—rjé'o

2 traffic = t=

=L

Bl

E7500 Netflow = module

HEAI O
-/ —
ol X SF

o
o
T =2 o .
A O

e

B

0.4.5. Sampled Netflow J|s & &

t= NP 2 packet forwarding 2
210l forwarding = O OF &
2| packet 0| S}l data 0l 2+S <Xl
StXl ot A Lt

2 = module 0l =8t interface 2 EH &=
2 interface 2 S 2= packet & 220 UM 2 S data
HI 2 2 packet O NP 2| S} data 0l BtF &S = SH data It & Xl traffic 2

S0

o g0

packet = S& flow
tIt 0l CF.
XMelolt= PFE Jt 22lEHAN SAH
packet 2 drop =2 0 XX &=
PELAMOZ drop HE2Z2 S

=

\_
| 235

XA

— T -

R0t

packet N H=

=2 A X|

g &dot& s

380

4849

Router(config) # flow-sampler module <module
5/ &> mode random one-out-of <1-2047>

PS|
=

module & £ samping rate = &

module S sampling rate £ Xl

=3
1Gigabit module default sampint rate: 1/1
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10Gigabit module default sampint rate: 1/30
Router(config) # no flow-sampler module | module & samping rate £ default £ &l =¢&IC}.
<module &73=>

20.5. Netflow traffic S H| data X 3|

20.5.1. Netflow traffic SH data X3 &

=N &3

show mls netflow ip flow E X3

show mis netflow ip count flow =X & X3

clear mls netflow ip flow & S Al HIJ|

20.5.2. flow X3 HH

I &89

show mls netflow ip [detail|] [nowrap] [LINE] NP LHS| HI DI &I X2 flow E &3|StCH.

detail: Ct22| FIt&HQl E2E HAlstCH
® output interface (SNMP interface index)
® source/destination AS number
® next hop address
® source/destination MASK
® TCP FIN/RST flag
nowrap: 2 E£F Al Ats =HIE 2 ot A 2 =L
LINE: bpf filter, tcpdump Ol A AtE3dt= bpf filter
syntax £ E AloHH filter l match & = flow 2t &

QUCH (KHAIS bpf filter 282 tcpdump il
=t

show mls netflow ip [detail|] [nowrap] [LINE] NP LHS| HI D& X %2 flow 2 = XtE L3 st

LINE: bpf filter, tcpdump Ol A AtE3dt=
syntax £ H AlStH filter 0l match &l = flow 2| =
Kt MICH,

20.2.1.2->10.2.1.2 UDP (1000 -> 1003~1007) 5 Ji 2| flow Off CH &t =3l st H O| Ct.
Router# show mls netflow ip
DstIP SrclP Prot:SrcPort:DstPort  Src i/f

Pkts Bytes Age LastSeen

20.2.1.2 10.2.1.2 udp :1000 :1003 1101
920752 47879104 63 2010-02-08T14:08:11
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20.2.1.2 10.2.1.2 udp :1000 :1004 1101
921432 47914464 63 2010-02-08T14:08:11
20.2.1.2 10.2.1.2 udp :1000 :1005 1101
921957 47941764 63 2010-02-08T14:08:11
20.2.1.2 10.2.1.2 udp :1000 :1006 1101
922770 47984040 63 2010-02-08T14:08:12
20.2.1.2 10.2.1.2 udp :1000 :1007 1101
923127 48002604 63 2010-02-08T14:08:12

Router# show mls netflow ip detalil
DstIP SrclP Prot:SrcPort:DstPort  Src i/f

Pkts Bytes Age LastSeen

Outiff  Src AS Dst AS Nh Addr Src Mask Dst Mask FIN/RST
------------ + et ot + + + +
20.2.1.2 10.2.1.2  udp:1000 :1003 1101
108269 5629988 7 2010-02-08T14:09:26
1102 0 0 0.000 16 16 0
20.2.1.2 10212  udp:1000 :1004 1101
108950 5665400 7 2010-02-08T14:09:26
1102 0 0 0.000 16 16 O
20.2.1.2 10212  udp:1000 :1005 1101
109474 5692648 7 2010-02-08T14:09:26
1102 0 0 0.000 16 16 0
20.2.1.2  10.2.1.2  udp:1000 :1006 1101
110263 5733676 7 2010-02-08T14:09:26
1102 0 0 0.000 16 16 O
20.2.1.2 10212  udp:1000 :1007 1101
110624 5752448 7 2010-02-08T14:09:26
1102 0 0 0.000 16 16 O

destination port 1005 2! flow 2t H AIStH| St XU CH.

Router# show mls netflow ip detail dst port 1005
DstIP SrclP Prot:SrcPort:DstPort  Src i/f

Pkts Bytes Age LastSeen

Out i/f Src AS Dst AS Nh Addr Src Mask Dst Mask FIN/RST
------------ B SR Sy + + + +

20.2.1.2 10.2.1.2 udp :1000 :1005 1101

205363 10678876 14 2010-02-08T14:12:48

1102 0 0 o0.00.0 16 16 O

flow =XtE X3|6t= 0l0|CH

Router# show mls netflow ip count
Number of shortcuts =5
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Router# show mls netflow ip count dst port 1005
Number of shortcuts = 1

20.5.3. flow HJ|¥HH

=N &9
Router# clear mls netflow ip Al flow E = Al HID|

20.6. Netflow traffic EH data 8 & &

flow JF HDIEl D SH data & &£ E Netflow collector It 2 & & O U CHH flow = Netflow collector 2
M S E L E7500 2 Netflow v5 packet 2 &S0l At SHCE.

20.6.1. Netflow traffic SHl data 8 S&E& B

I 49

mls nde sender Netflow traffic S | data & & enable

ip flow-export destination Netflow collector £ & &

ip flow-export source = data 8 S Al ALE E source interface X &.

20.6.2. Netflow traffic & Hl data &< enable

a0 =
Router(config)# mls nde sender Netflow traffic & Hl data & & enable
Router(config)# no mls sender Netflow traffic & Hl data 8 & disable

20.6.3. Netflow traffic SH data 8 &SCHA & &

T &9

Router(config)# ip flow-export destination A.B.C.D | Netflow traffic E | data £ & &gt
<1-65535> collector 2| IP, UDP PORT £ & & &t(}.
ZIO 200K &&= UL

Router(config)# no ip flow-export destination A.B.C.D | Netflow collector £ S| data & & A A
<1-65535> X2l

20.6.4. SH data 8 S Al A& source interface X| &

E7500 Netflow = E2t= {oll EX data £ & Sot= interface & BHAE 4= QUL
EEL y =L
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Router(config)# ip flow-export source IFNAME Netflow traffic S Hl data & & &3dt= packet
9| source IPE A &EE interface & IPEZ
4 8tCt.

Router(config)# no ip flow-export source Netflow traffic &l data £ & &0t= packet
2| source IP 2 Netflow collector 2t HZ &
interface 2| IP £ AIZ0t =5 StC}.

20.6.5. Netflow traffic SH|l data 8 &S& & X3

380 &9

Router(config)# show mls nde Netflow traffic S H data @S & & X3

Router#show mls nde

Netflow Data Export enabled

Exporting flows to 30.2.1.2 (55555) 40.2.1.2 (33333)

Exporting flows from Loopback0

Version: 5

Total Netflow Data Export Packets are:
8 packets, 10 records

Total Netflow Data Export Send Errors:
0 packets, 0 records dropped

Total Netflow Data Export Packets are:
8 packets, 10 records

Total Netflow Data Export Send Errors:
0 packets, 0 records dropped
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QoS %L ACL

2 Z2 8l 2932l E7500 Series A< X1 2] QOS (Quality of Service)&d & % ACL (access-list) &
pS|

21.1.  QOS

21.11. 8 &3F
= 2l qos Ol (S M HWS SA5H ADIE BY0l= 1S 20

T 21-1.QOSEY & HH(

L &89 2c
mls qos QOS M L& s 43t 5l Config
no mls gos QOS M L& = HIZ4-3st 8T Config
show mls qos QOS & £4F MEHE X3|8HCh Exec

E7500 &H|2l QOS 2tet &2 22 89 HFH0| T JAlt= 242 JI2 HHMSHH S &L MIs qos
t2dst 2o JX 2 22 HREE2 QOs 2 HE 0= £&0| =Jtsotlt.

21.1.2. TX Scheduling &3
E7500 Series A?| X0 M= Scheduling & ?loff SPQ (Strict Priority Queue) Method 2t WRR
(Weighted Round Robin) Method € XI&otH CIZE= SPQOICH 0l 22 A2 EMoAM ALEdt=

20l JtsotH, 2 JH2A WRR &S JHH A OIS AOI0IA Sl R4 =2 & JHEILCH

Ol ZHIMM M3 = WRR 2 & 2&3HH = SDWRR (Shaped Deficit Weighted Round Robin) Method
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OICt. DWRR 2 22t WRR 0l A quota 22| E [ diF= 2aloz S&GIH, 01E SoHA #&ESI S0
2= EdiZ, burst otH =2 S0 2 EdE2 OIOIHES XEdF= JlssS Z et
SDWRR 2 0{J|0fl GIOIE{2l SE0 latency £ £710| 2§ shaping )| s0| Z&t=C 5:3 HIE2 2 N
2| queue Ol weight ot =HR®RCt2 & M, WRR (2 DWRR) 2 1,1,1,1,1,0,0,0, 1,1,1,1,1,0,0,0 = A

£ queue B=0l OIF{&ACIH, SDWRR & #&= d<0l= 1,01,01,0,1,1, 1,0,1,0,1,0,1,1 =A
o

F

H

queue BH=E 0| OIF I XIHA weight Off Ttet A ZS ZES U SAIO EHE latency &= S01==

LEsH
2 EE= E5 842 queue E JHXILD JLCH 7Y A JIE =2 SA=RAE JHX LD, 0 ¥ FIt It
dRE RH =2E AL
Queue 7 SPQ
Queue 6 SPQ
Queue 5 WRR group 1 (50)
Queue 4 WRR group 1 (30)
Queue 3 WRR group 1 (20)
Queue 2 WRR group 2 (60)
Queue 1 WRR group 2 (40)
Queue 0 SPQ
ol H= 7 & AAH=SHO oA SIHX BIAIE B&Est 220IC
- Q71 Q6 2SPQE EAFERULL Q7 2 HE =2 24=R0IH sAI0 SPQ OIEBZ, 2=
EEES IIE =2 REE=/Z HelsEt 0222 Q6 01 el L.

- Q5432 WRRgroupl OF
WRR group 1 2 SPQ 2C 2
&K 2 ZHE el

SPQ 2 O

DN A20 2H2E2| weight 2 50:30:20 2 2 2 Hi &I U LCH.
H=2A0F £ X0 WRR group 2 2L =20 0l £ A0l

- Q212 WRRgroup 2 2 Z&&0 U2H, 0l = ALOI0I= 60:40 2| weight BHES Jt&ICH

WRR group 2 =

- QoesPQ &

?12 2= F0A CIOIE It Melel =0L Xel=lCh.

SAEARICH MY 2 26=2IE AL Q7~1 2| 2RE FIt Ml ook

gt Qo Ol S ettt

b Notice

W2l WRR group S 401 A AFESHALE (0: Q52 Q2 0l WRR1 S & &
]

FD, Q4 2 Q1 0l WRR2 E £&06IH AtE0dt= &) WRR group ALO|
2

rr ,Q
-IO B

|_r1 OII

O 22 70l SPQ E AtSots X2 HEAE0] OtLI, 012 H £ E

Z20 A= SHU Uold=s €810 LA s&HE = AL

It
bl

= HHlHM= A2HZ=E 4 & 2 tx-scheduling 0l 2= mapping table S &8t I, LEH HEot= &
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Ao SHGIH, SEY 7 2 map= EEHM AIZEE = UL AMZ=Z 8 map= £8E
= USLH 0 H2 default SPQ 2 AIEEIH HE0| SIHS6IEE, 24t 28E = A= A2 7 M
Ol Ct.
H 21-2. Tx-scheduling map &8 23
"0 a9 QPc
olE OIS = JtAI= mapping table 2l n Bl =
mls qos map tx-scheduling NAME queueing- | Ol cH&t queueing-method £ & & &tCt. ol & 0l Confi
method <0-7> (strictjwrri|wrr2) E2 JHXl= mapping table 0] 2= FR0= g
M=Z &4-EHCH
I heduling NAME ) wrrl £= w2 £ 2388 2 2= wir weight £
mls gos map tx-scheduling queueing- | _ C = ,
SAO #&F0| Jt= Weight g{0 AP f
method <0-7> (wrrijwrr2) <1-100> o | JFSOILE. Weight X0 0141411 Config
%o 12 4¥ECt
mls gos map tx-scheduling NAME wrr-weight U - !
| 20 = MK
<0-7> <1-100> Wrir 2 83 & 72| weight £ & Ct Config
no mls gos map tx-scheduling NAME | iE 72l queueing-method £ oH XISt off Al Confi
gueueing-method <0-7> g Z < LSEQ strict 2 Hh2IC g
no mls qos map tx-scheduling NAME wrr- | Wir 2 23 & 72| weight £ ML CIZE Confi
weight <0-7> o1z 43EC ?
] oie Ol&2 JiXl= mapping table 2 AHAISH )
no mls gos map tx-scheduling NAME o Config
show mls qos map tx-scheduling Tx-scheduling &8 82 SEH&EC Exec
? 2 20| FE XA tx-scheduling 0fl TS mapping table 2 dt= ZE0 CtS0t 20| &880 A2
StCF.
H 21-3. Tx-scheduling &3 & 0]
O &9 2c
) e 0|52 JIXl= mapping table 2 SiE 2 |
mls qos tx-scheduling NAME interface
E QIEHOI AN & A ST
) e 0|52 JIXl= mapping table 2 oY 2 |
no mls qos tx-scheduling NAME interface
E QI HIOI A0 A o MISHCH.
21.1.3. Porttrust 2%
ZEN o= EHEN CHol M QOS E =&ol)| floiMe= T2l COS &= DSCP gt= &t0olst
5,012 822 32 24 =2 E FotH T UCH SHXIEH QI &= ECfEH 2l COS == DSCP
0l 2= = JA=XE ZFoH =0{0F StCt.
382
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Ot2el 2£80| 8l E2R0l= COS == DSCP gt= X0t 2, 0l 220l ZE0 £
0

default COS gt= 0I|EotH S&6HH &0 UL FLI2

2 o
o
O
c
Q
O
(0]
S
0
Q
O
wn
A
r
O
92)
@)
o
S
£

Trust mode = COS == DSCP 0fl tHoll A €8 = U2, = U €8 = 1, = U €806t
o

- trust DSCP (%= BOTH) 2Z=0/04, TH2! 0l DSCP 840l JUCHH 01 S 01 S§HCH.

- trust COS ((£= BOTH) 2Z0/0, 2! 0l COS 20| UCHH 0IZ 0| = stlh.

- trust COS (S£= BOTH) 20/, 2! 0l COS 20l SACtYH, TEN AAE default COS 2t
£ 0|3 8tCt.

- 1 219 R0l = default COS 8t2 0| =&t

Trust DSCP 2=0[04, IH2! 0l DSCP gt0| A= 2248, ol g 2! = DSCP E B2 22 QOS Jt &
HEIH, X X2 AR = COS E HIEL2Z QOS Jt MAHE LY.

H 21-4.porttrust &3 HE N

HHEO o =1
Y ZE CIHHIOI A0 trust mode E &S |
mls qos trust (cos|dscp|both) o interface
Y LE CIEHHIOI A0 trust mode E SHAISH | ;
no mls qos trust Ch ol HS none ©= SHEEICL interface
mls gos cos <0-7> EZEQ LEZE cosats &% interface
no mls qos cos ZEOIZEcosat &= oHME. interface
21.1.4. DSCP H& map &%
Trust DSCP 20l 2| A oY TH2!0| DSCP E J|&=2 2 s&0otHAH & E2, 0l a2 Gt 20|
S Bt
- DSCP gt0ll (HZ queueing S &
- DSCP gt0ll (t& COS marking(or remarking) = &
- DSCP gt0ll (2 DSCP remarking = &f
383
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21.1.4.1. DSCPto queue &3

DSCP gtoll et oY I3 2 queueing S &2 =
D 2

d6t=0l, Ol= enable/disable 2 &0| 10| &Al S
&SHCH Ol S&O 2 8t &

SCP-queue map at2 8 SH2Z S A= L.

Switch#show mls gos map dscp-gqueue
DSCP-TO-QUEUE MAP

dl : d2 o0 1 2 3 4 5 6 7 8 9
0 0 0 0 0 0 0 0 0 1 1
1 1 1 1 1 1 1 2 2 2 2
2 2 2 2 2 3 3 3 3 3 3
3 3 3 4 4 4 4 4 4 4 4
4 5 5 5 5 5 5 5 5 6 6
5 6 6 6 6 6 6 7 7 7 7
6 7 7 7 7

H 21-5.dscp-queue map €& HHQY

24240f 29 ==
mls qos map dscp-queue <0-63> ... <0-63> to _

q P P-a Dscp-queue map = & & &tC}. config
<0-7>
no mls qos map dscp-queue Dscp-queue map = =J|3+ StCt.. config
show mls qos map dscp-queue &M dscp-queue map & &S 2 &L Exec

21.1.4.2. DSCPto COS & &

DSCP gt0il et oHE 2! 2 COS marking (or remarking)S &2 =818 4= QUCt Ol= ZE CIEH( O]
A HZ enable/disable & 80| J)tsotM, CIZ E = disable O|C. 0] S0l 2 28t DSCP to COS map

p2 8 8H2 2 |

Switch#show mls gos map dscp-cos
DSCP-TO-COS MAP

dl : dz O 1 2 3 4 5 6 7 8 9
0 0 0 0 0 0 0 0 0 1 1
1 1 1 1 1 1 1 2 2 2 2
2 2 2 2 2 3 3 3 3 3 3
3 3 3 4 4 4 4 4 4 4 4
4 5 5 5 5 5 5 5 5 6 6
5 6 6 6 6 6 6 7 7 7 7
6 7 7 7 7
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H 21-6.dscp-cos map &8 FHN

o134 of &89 2=

mls qos map dscp-cos <0-63> ... <0-63> to <0- _

75 g P P Dscp-cos map £ & & &Lt config

no mls qos map dscp-cos Dscp-cos map S =73t stCt.. config
oY ZE QIEHHOIAN dscp-cos marking = | .

mls qos dscp-cos = interface
oIS 8 &Gt
oY ZE QIEHHOIAN dscp-cos marking = | .

no mls qos dscp-cos o _ interface
=SHotKl XS 460

show mls qos map dscp-cos &I dscp-cos map &&= EWECh Exec

21.1.4.3. DSCP to DSCP &3
DSCP g0l (et Y IH2! 2 DSCP remarking S &2 =3 & £ ULt 0l A X4l DSCP gt2
BG5S C= 2010l A mutation Ol &t E& 2 AFESHCE Ol= ZE QI HI 0l A & 2 enable/disable & &
Ol Jt=otH, CIZE = disable OIC}. 0l &0l 2R% DSCPto DSCP map ai2 8% &322 |7
=L OZ2ZE= 1101 7120122, 20| UA AtZot)| fIoid= map = BHE S0 L& CIEH H Ol A0
X Z0oll OF &tCh.
Switch#show mls gos map dscp-mutation
DSCP MUTATION MAP
dl dz 0 1 2 3 4 5 6 7 8 9
0 0 1 2 3 4 5 6 7 8 9
1 : 10 11 12 13 14 15 16 17 18 19
2 20 21 22 23 24 25 26 27 28 29
3 : 30 31 32 33 34 35 36 37 38 39
4 : 40 41 42 43 44 45 46 47 48 49
5 : 50 51 52 53 54 55 56 57 58 59
6 : 60 61 62 63
H 21-7. dscp-mutation map &3 HH
O &9 2c
mls qos map dscp-mutation <0-63> ... <0-63> _ .
Dscp-mutation map 2 & & &tCt. conf
to <0-63> P P } 9
no mls gos map dscp-mutation Dscp-mutation map = =J|3t &tCt.. config
) ole ZE 2IEHHOIA0 dscp remarking & == | .
mls qos dscp-mutation o _ interface
Aot S S L.
) ole ZE 2IEHHOIA0 dscp remarking & == | .
no mls qos dscp-mutation o _ interface
HOHAl RS L4FEH
show mls gos map dscp-mutation S H dscp-mutation map &8 2 20 &=Lt Exec
385
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21.1.5. COS & map &%

Trust COS 2 =0/l 2JoiiA ol T2!0l COS E JI=2=2 s&otH 2 Z2, DSCP 2+ Hl=zotH Ol IH

A2 GsS 20l s&etth

- COS g0l (& queueing S &
- COS g0l (& DSCP marking(or remarking) = &
- COS g0l (& CcOos remarking S &

21.1.5.1. COS toqueue &3

ot=0l, Ol= enable/disable £ & 0| 0| &Al SZ

COS gt0ll et oY I3l 2 queueing s &= =&
2 389 &30z A=

Cct 21
O A -/
&tCt Ol S &0 € 2§ COS-queue map &8+

Switch#show mls gos map cos-queue
COS-TO-QUEUE MAP
CoS 0 1 2 3 4 5 6 7

T 21-8. cos-queue map &8 &

23 £3 2c
mls qos map cos-queue <0-7> <0-7> Cos-queue map £ & & &tCt config
no mls qos map cos-queue Cos-queue map = =J|3} &tC}.. config
show mls gos map cos-queue ST cos-queue map &8 2 20 ELCt. Exec

21.1.5.2. COStoDSCP&H

COS g0l et ol Y TH2! 2 DSCP marking (or remarking) S &2 +=81& 4= QCH 0l= ZE I HIO|
A 22 enable/disable € & 0| JtS6tH, LI & E = disable O|Ct. 0| S0l 228t COSto
A 4¥oZ SAECH

£
rlo

Switch# show mls gos map cos-dscp
COS-TO-DSCP MAP
COS : 0 1 2 3 4 5 6 7
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H 21-9. cos-dscp map &3 N

L)

o134 of &89 2=

mls qos map cos-dscp <0-7> <0-63> Cos-dscp map = & ¥ stCh config

no mls qos map cos-dscp Cos-Dscp map = =7|3t &tCt config
oY ZE QIEHHOIAN cos-dscp marking = | .

mls qos cos-dscp o _ interface
Aot E S EH

| oY ZE QIEHHOIAN cos-dscp marking 2 | .
no mls gos cos-dscp AHET UEE AR interface
show mls gos map cos-dscp & TH cos-dscpmap &&= 2 ECH Exec

21.1.53. COStoCOS &3

COS g0l et ol e TH2! 2 COS remarking S&2 +=8& 4= JUCH 0l= X1 X
StCt= 2010 A mutation Ol2t ES S AFESHCH Ol ZE QIHHI0lA

Jts5tH, CIZ2 E= disable OICH 0| S& 0 228 DSCP to DSCP map st2 &%
CLOZE=1:10 7120122, 20| AH AIZ6HI| FHHM= map S HEZ0| ZE

Ao cosgis B
Y = enable/disable & & 0|

T

2322 |SX&

CIHHI Ol AN &

COS MUTATION MAP
In COS : 0 1 2

Switch#show mls gos map cos-mutation

I 21-10. cos-mutation map €& HHN

23 &9 2c
mls qos map cos-mutation <0-7> <0-7> Cos-mutation map = & & &tCt. config
no mls qos map cos-mutation Cos-mutation map S =7|3} 8tCt.. config
) MY ZE QI H Ol AN cosremarking 2 =& |
mls qos cos-mutation _ = interface
St=E & & s
] Y LE CIHH Ol AN cos remarking 2 =& |
no mls qos cos-mutation _ _ interface
OHXl == 8 FEHC
show mls gos map cos-mutation & cos-mutation map & & 2 20 =L}, Exec
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E7500 &8I = CF8t ACL £ B 0| JHs 504 012 0ISTHA, & 686t DX G T D B X s

= UM M35 = ACL 2 AH &F56t0 standard IP ACL, extended IP ACL, MAC ACL £ 12&
= UCH

Standard IP ACL 2 source IP 22+ I3/ 2 F&8tCt. Standard IP ACL 2 ol A= <1-99>, <1300-
1999> 2l HS (HYO0l EEE N U2, O 2 HSIH Ot 01822 % M4 5t= 240| JH=S6tCk.
Extended IP ACL 2 source IP, destination IP, protocol type 2 0l EdiM T2 E 2E2E + UL £t
TCP, UDP I3l 2l A= L4 src & dst port £ O|EollA *E0t= XA JtSotH, ICMP IH212] 2=
= icmp-type Z, IGMP IH3l 2l A= igmp-type 2 0I2BHAH P=ot= 2 & IHSGHL. <100-199>
<2000-2699> 2| HH& 0| EET0 A2, O 2 HEII ot 01822 MAst=e A0l Jtsol
Ct.

MAC ACL 2 mac =42 0|SalMd 2= ?—E—Bfm, mac-access-list 2t= 80 2 =2l & AUCH
MAC ACL 2 2= <1100-1199> 2| HHS HHO

21.2.1. Standard IP ACL

Standard IP ACL IH2'2| source IP 2 T
access-list )t HZE = JUCH, HEL A0

=2
[
==

S
0
i
Sl
o
[l
ol
2 -
lo

Standard IP ACL 2 22l <1-99> 2| 99 JH°| ACL S A& = UYL=
JHZ=DJF sO0{LFH Al <1300-1999> 2| 700 JH 2| expanded & 0| =Itg
oAl ALE2E 2= QU ZIHA 12 2XEe ACL 2 F=)lote

T 21-11. standard IPACL &3 "3 0

HHO 49 2c
access-list <1-99> (permit|den _
(p Ideny) Standard IP ACL & & & &tCF. config
SRC_IP_ADDRESS
no access-list <1-99> (permit|den = .
I G Ideny) Standard IP ACL 2 ol Ml &tCt. config

SRC_IP_ADDRESS

S OI=(H5)E JIK= ACL D22 AR

no access-list <1-99> o config
access-list <1-99> remark LINE oilE ACL Oll CHet &H = FIILEtCY. config
access-list <1300-1999> (permit|deny) Expanded range 2| Standard IP ACL 2 & & &t .

n
SRC_IP_ADDRESS Ct. contig
no access-list <1300-1999> (permit|deny) Expanded range 2| Standard IP ACL 2 Sl Ml St | config
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SRC_IP_ADDRESS Ct.
no access-list <1300-1999> g HSE It Nl= ACL MR E AMHISHCH config
access-list <1300-1999> remark LINE oS ACL Oll CHEt &= =Dt8tC. config
access-list standard WORD (permit|deny) . )
£ S F S
SRC_IP_ADDRESS Named Standard IP ACL t config
no access-list standard WORD (permit|deny) = )
S ol MIStCH.
SRC_IP_ADDRESS Named Standard IP ACL £ ol Ml &t Ct config
no access-list standard WORD Y 0SS JtXl= ACL 82 E AHHISHCH config
access-list WORD remark LINE oS ACL Ofl CHEH &Y = FDI8tCY. config
Show access-list ACLAEEES X380 Exed

P HHOES0lAl SRC_IP_ADDRESS = (IS 22 &HHOZ A& £ QL.

AB.CDAB.CD IP 1S wildcard E@EHE & A0| JisolCh LBHXQl P
A& = Bt 2 masking &= £=01 0 0| Ch.

host A.B.C.D CF SHLIQ IP =402 D22 M= host prefix S 281 A Al
Z et

A.B.CD otLtel IP Bt =H&l 2= host AB.C.D Ut SatAH el
EICH

any SEIPFAE NEGtE 2R = any E MEEHCH

b Notice QUBIHMOZ IPHHES 20|E AR 10.1.1.0/24 2t 22 &2 10.1.1.0
55.255.0 1t S 2 &t 90| Z JtXIH 0l= 10.1.1.0 ~ 10.1.1.255 2| IP

t,ACL & & 0l M= wildcard = 0|2t BtHH2 & & &4 10.1.1.0 ~
10.1.1.255 |IP *2t= K &GH)| fI6HA = 10.1.1.0 0.0.0.255 = K| & GHOF

21.2.2. Extended IP ACL

Standard IP ACL Of srcip =ABt2 2 IH2!E F=Zot=0l Btoll, extended ip acl = srcip 2 destip E

S AFE St &0t OtLl 2t protocol type 2 Ol 2l 28 4 ULt L& TCP, UDP I3l 2l
d2= L4 src & dst port E 0|l A #=ot=e AT JISSHH, ICMP IH3! 2l 3 2= icmp-type =,
IGMP I 2! 9l H & igmp-type S 0|2 AM R E6t= 20 & Jts56tC.

Extended IP ACL 2 &¢dlf <100-199> 2| 100 )12 ACL 2 &F
ACL 2| JH==J} sH{UH M <2000-2699> 2| 700 Ji 2| expanded
IPACL It OI&HHX 2 B2 012 oM AFZE = U DI HA
20| JtSGtLt.

== gy, 2R
= cC
- -

&t, standard

g M
w J8
o
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H 21-12. extended IPACL &3 230

EETY £ ==
access-list <100-199> (permit|deny)
(<0-255>|icmpligmp|ip|ospf|pim|tcp|udp) Extended IP ACL 2 & & StLt. config

SRC_IP_ADDRESS DST_IP_ADDRESS
access-list <100-199> (permit|deny) icmp
SRC_IP_ADDRESS DST_IP_ADDRESS ICMP type 2| Extended IP ACL 2 & & &tCH | config
ICMP-TYPE

access-list <100-199> (permit|deny) igmp
SRC_IP_ADDRESS DST_IP_ADDRESS IGMP type 2| Extended IP ACL & & &&!Ct. | config
IGMP-TYPE
access-list <100-199> (permit|deny) (tcpludp) TCP / UDP type ©| Extended IP ACL S & & _
SRC_IP_ADDRESS DST_IP_ADDRESS sic) config
eq <0-65536> ’
no access-list <100-199> (permit|deny)
(<0-255>|icmpligmp|ip|ospf|pim|tcp|udp) Extended IP ACL 2 off Ml &tCt. config
SRC_IP_ADDRESS DST_IP_ADDRESS

no access-list <100-199> config

access-list <100-199> remark LINE off
aCCQSS-|I.St <20,00_26,99> (perm|t|deny) Expanded range 2| Extended IP ACL € & .
(<0-255>|icmpligmpl|ip|ospflpim|tcp|udp) H a0 config
SRC_IP_ADDRESS DST_IP_ADDRESS s=
access-list <2000-2699> (permit|deny) icmp

S ACLOI et &8s =otetlh config

ICMP type 2| Expanded range 2| Extended

SRC_IP_ADDRESS DST_IP_ADDRESS CLS A=} config

ICMP-TYPE IPACL S &F&tCt.

access-list <2000-2699> (permit|deny) igmp IGMP type 2| Expanded range 2| Extended

SRC_IP_ADDRESS DST_IP_ADDRESS _ config
IPACL & & &St

IGMP-TYPE

access-list <2000-2699> (permit|deny) (tcp|udp) TCP / UDP type © Expanded range &

SRC_IP_ADDRESS DST_IP_ADDRESS config

oq <0-65536> Extended IP ACL £ & & L}

no access-list <2000-2699> (permit|deny)
(<0-255>|icmpligmp|ip|ospf|pim|tcp|udp) Extended IP ACL S o Ml &tCt. config
SRC_IP_ADDRESS DST_IP_ ADDRESS

no access-list <2000-2699> . config
access-list <2000-2699> remark LINE OHE ACL Ofl CHEF & H 2 F=Dt5tC. config
access-list extended WORD (permit|deny)

(<0-255>|icmpligmp|ip|ospf|pim|tcp|udp) Named Extended IP ACL 2 & & &tL}. config

SRC_IP_ADDRESS DST_IP_ADDRESS
access-list extended WORD (permit|deny) icmp

SRC_IP_ADDRESS DST_IP_ADDRESS ICMP type 2| Extended IP ACL & & & stCt. | config
ICMP-TYPE
access-list extended WORD (permit|deny) igmp
SRC_IP_ADDRESS DST_IP_ADDRESS IGMP type 2| Extended IP ACL 2 & & &tC}. | config
IGMP-TYPE
no access-list extended WORD (permit|den =

. . . . (p |deny) Named Extended IP ACL 2 ol X StCt. config
(<0-255>|icmpligmplip|ospf|pim|tcp|udp)
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SRC_IP_ADDRESS DST_IP_ADDRESS

no access-list extended WORD g 0|52 JtXl= ACL M S E AHHISHTE. config
access-list WORD remark LINE SHE ACL Ofl CHEt &H = FDIt6tCt. config
Show access-list ACLEE S =36t Exec

| HH U SO0IlA SRC_IP_ADDRESS 2 DST_IP_ADDRESS (S 22 Yo 2 &g 4= UL},

AB.CDAB.CD IP tH S wildcard EEi2 &&0| JtsotCh LeHEol P
&3 )= Bt & masking &l = £&0[ 0 Ol Ch.

host A.B.C.D CFotLIQ) IP =402 D122 M= host prefix S 231 A Al
5t

any SEIPFALE NEotE ER= any E AFSEHH

30| 1o A extended IPACL A=

b Notice ABCDE YY) M9 E=S
HO 2= hostA.B.C.D E A2 5tC}.

K AGHA %22, &

5
T
mjo
P
0
Qﬂ
rr
OH

b Notice ULINMOZ |P HEE 2018 &< 10.1.1.0/24 2t 22 ES2 10.1.1.0
255.255.255.0 ot S 28 9|0|E JHXIM 0l= 10.1.1.0 ~10.1.1.255 9| IP
-2t= 20| &L,
FXI2H ACL & & 0fl Al = wildcard = 0/ 2 BHH2 4 X T 04 10.1.1.0 ~
10.1.1.255 IP ?22t2 XI&otJ| ?Ioil A= 10.1.1.0 0.0.0.255 2 X &l OF
stC}.

ol

-

r

21.2.3. MAC ACL

MAC =4AEZ 0|0l TH3!E R 206t= 2A0| =60 MAC ACL 2 &2l <1100-1199> | ACL H &
o & & JACH MACACL 2 IPACL It &2l mac-access-list 2t= @& S AIZSHCL

I 21-13. standard IPACL && H3H

L &89 2c
mac-access-list <1100-1199> (permit|deny)
SRC_MAC _ADDRESS DST MAC ADDRESS | MACACL S & &¢&tCt config
<]1-8>
no mac-access-list <1100-1199> (permit|deny)
SRC_MAC_ADDRESS DST_MAC_ADDRESS | MAC ACL S & MI&Ct. config
<1-8>

) e OIS(HS)E JtKAl= ACL B8R E AHIst
no mac-access-list <1100-1199> o
Show mac-access-list MACACL & AEHE X 3| &Lt Exec
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P HEHS0UH M SRC_MAC_ADDRESS 2t DST MAC_ADDRESS ISt 22 &g oz 8&& 4 QUL
© SRC_MAC 1t DST_MAC ECtany Jt & 4= QL.

H.H.HH.HH MAC Ul & = wildcard EEH 2

E
any 2= MAC =£4E X &ols Z2& any € AtEstCH.

21.2.4. ACL 2 QIHHIOIA HE

Ol Jtsotth MIIM QIEHIOIAE TS
BHOIANSE HE0| Jtsotlth

I 20l 4&FE ACL 2 U231t 20l 2lHHoI AN HE
VLAN QIE{HI 0| AE 2|0|6t0, router port & X & & ZE Ol

|0

Input 2 &1t output &0l 2 = U2H, ol LHHOIAZ SO 2= L= Uots W20 Cioll A
S

H 21-14. ACL o QIEHHIOIA HE &8 B30

2O 49 2c

' access_—group { <1-199> | <1300>2699> | ol S CIEHHIOIAN acl S B & &L Interface
WORD) } {in|out}

no Ip access-group { <1-199> | <1300>2699> [ | 5\ o1y o) A 0fl acl 2 aHHIBICH Interface
WORD) } {in|out}

b Notice Router port & no switchport & Ei @I port £ 2| 0| &tCt.

D Notice Service-policy = ACL It 8 X Al Z| T input 282 2 16000 JH, output &
SO 2 4000 JHCl rule & &&EE = UL

D Notice Input &8 2 2 = service-policy 2t ACL 2 S A0 HE0I0 AtEdte 21
Ol Jl=solCH output 2&f0 2= == 6tLICH & & 0| JhsotCh
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21.3. Service-policy & &

H=dt ACLEE 0120l O =& SEie QOS &8 = <ol A= class-map 1t policy-map = 0| &0l
N Chet FEHSl rule 1t action £ A& ot= 20| JtsS0otCh. Class-map OlM= ACL £= S& & I3
O 2 0|2 M IHA'E RS, policy-map HA= OIZH =F & AW SEE S&EE s34
= JAE S HELCH

Class-map A= ACL 2 S8t I3l F =08 OtLlet ethertype, cos, vlan, protocol, dscp, ip-
preedence(TOS), 14 port, tcp flag, mips flag = Ct2st HHO = I3 2 EF[Rot= A0l ItsHLH
Class-map 2 ACL 2 0|88 £ U2 &0t OtLI2t, AND OR =82 & ACL 1t Ct

ANEdte X & Jtsotth

0

01248t class-map 22 EF & EHE 2 J|=2H 2! permit / drop S 0| 2|0l & queueing, cos marking
/ remarking, dscp marking / remarking, rate-limit 52| s& =2 =& 6t= 20| Jt=otCt. £ & nexthop
2 HS56t0 PBR (Policy based routing) O JtsotHl & == QULCH QOS 2F A&

mirror, redirect, netflow S2 S& S &5t ol0 Ul 220 228 Y& S&
< UL

rr
02
o
o
OH

OIgH HAHE policy-map 2 service-policy ct
interface Ol input &&= output 280l & E0t0 Al

oM vlan 2IE{HIOlA EE= router port

00
!
1
s0
O

21.3.1. Class-map

Class-map 2 Ii2!2 2F5t)| /st SHCZ MHECCE W32 2E8= JI2X2Z ACL 2 AE6HH
&4 AOM, 120l < ethertype, cos, vlan, protocol, dscp, ip-preedence(TOS), 14 port, tcp flag, mips
flag & CtYe HHCZ IH2 S 2/ ot= 20| JHSLL.

ACL 2 ip acl 2t mac-acl 2 25 ArEJtS0HAICH 112 ACL 2F ASE == QUCH 142l ACL Of Jt&

= U= M=F =2 Z/ 4= 100010/, 1000 M OlA2 ACL 2 HZ6t0A otH, O JHS

ACL 2 =2l 8t5 class-map & 22 [It2t 2t=H HSoll =00k 8Lt

ACLE2 HIRS [HE 28 £H2 JI2&8 2= AND Hat2 3dt=0, 0lE S0 ACL 2t DSCP E &

0l 480olH, SIS £240| 2F oY &= WAL 25 & = UL Class-map 2 A HE [ match-

any S82 BAECZ A ol= 2R = OR HA&ES =35I, =3 otLiBt BHESIHZE 20| &

& &C.

H 21-15. Class-map & & HE 0]

HHO 829y 2c
AND &4t 2 226t= Class-map S &4 ot _

class-map WORD } _ Config
DolE =2 0|ssttt
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8t= Class-map £ 4475t | Config
class-map match-all WORD

OR S4to 2 ZJ/6t= Class-map 2 & 406t | Config
class-map match-any WORD .

al -

no class-map WORD Class-map 2 A NI &tCh.. Config
match access-group NAME ACL 2 0|88t 2% s 4d&&t0 cmap
match cos <0-7> Cos = 0|38t 2% s &&&tHC cmap
match ethertype WORD Ethertype £ O|Z2&t 2% =S 8 & &t cmap
match ip-dscp <0-63> Dscp 2 0188t 27 ZHd= 4 & &t cmap
match ip-precedence <0-7> E—precedence 2 0188 28 A2 H#FE | cmap
r<nla}t6c5h536ijer4 {source-port|destination-port} Ldport S 0|83 22 x2S SFaH). cmap
match mpls exp-bit topmost <0-7> Mpls flag £ 0|28t 2] TS & & &t cmap
match tcp-control VALUE Tcp-control £ 0| &8t 2% L2428 8 F St cmap
match vlan <1-4095> VLAN 2 0|28t 28 ~H 2 84St cmap

b Notice Ethertype 2| 2F & 4 X2l hexadecimal 2 2F &tCt. 0l S =01 ARP Ef
2101 AL 0806 22 XISotH = L.

b Notice Tcp-control S 6 Atel 2 &l+=2 2REHCH MIE S0 5 B M Xtelel SYN
flag £ 20X &= 000010 22 & AGHH = Ch.

21.3.2. Policy-map

Class-map 22 1= EdE2 J2=2 permit /

remarking, dscp marking / remarking, rate-limit S2| &2 =3
S0ot0 PBR (Policy based routing) 0l JtsotA & 4 UCH QOS 2+ A

redirect, netflow S2 S&2 85I H o106 &bHl 280 & Ch2s S &

otLI2| policy-map Ol= = O

100 JH 2| class-map Ol CHoH M =& = Kl &ot= 20l Jt=otLt. Class-
map & 1000 2l &= JtXl= ACL 0l ALEE = UJI0l, 024 10 BHHSl ACL &=S 6tLtY
policy-map Ol Al MOt JbSGHAIBH AM HW 2 HILC=Z 0l 2 =S rule 2 AIESE =& &l

Ct.

2t class-map E 2 I3 0|l CHEt S&= =S = A=, 2 22 A== NFE = U2, s&
o 20 et =
marking 6 2 ot12, dsc

=
=
f=UE sHU S=CX =0
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Policy-map P1

Class-map C1

Action for C1

Class-map C2

Action for C2

Class-map CN

Action for CN

18 21-1. policy-map & HEX

Marking 1t remarking 2 82 72300 M=, SH= AN oY 2EDgleH s 2
marking 2 £=80ot1, Y 2SOt JeH remarking © g S& 5L Trap-cpu, mirror, redirect, netflow
S2 S&E2 QOS 2= HEFHOI A2 LK 0 class-map 1t policy-map £ 0IE3dAM M3t A0l
Jts36tLt.

H 21-16. Class-map & & HEH

O &9 2c
. i 0IE2 policy-map 2 M45tD Y =& )

policy-map NAME _ Config
2 0l =8l

no policy-map NAME ol e 0l 22l policy-map S 4 HISHCE.. Config
Class-map 2| S&& Xl &3dt= sub node £ 0|

class NAME pmap
SBCt

no class NAME HE class-map =& S&&H S AT HIEHC pmap
N class-map 2= 2FE EcE 2 drop &

drop pmap-c
Ct.

set cos <0-7> Cos marking & & pmap-c

set drop-precedence <0-2> Drop precedence & & pmap-c

set ip-dscp <0-63> Dscp marking & & pmap-c

set ip-precedence <0-7> Ip precedence (tos) & & pmap-c

set queueing <0-7> Queueing &3 pmap-c

police <1-10000000> <1-10000000> exceed- -

. Rate-limit & & pmap-c
action drop
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police aggregate NAME Aggregated rate-limit & & pmap-c
nexthop A.B.C.D { priority <1-8>| } PBR nexthop && ! nexthop priority & & pmap-c
netflow Netflow & & pmap-c
redirect IFNAME Redirect & & pmap-c
mirror Mirror & & pmap-c
trap-cpu { high-priority| } CPU trap & & pmap-c

21.3.3. Service-policy

t O output 2EH

E 21-17. service-policy &3 &0

MX™SH A
=c= T

S ‘|5l_| pOIiC -1 Iap = Vla 1 interface &< a T router port interface 0'” ﬂ-l o)'ol j|'o 6I'E|'
y
N“:l’ LIF, Output ol- ;;_E [a— SerVice'policy 9"

ot
}§6H]4 input &&= SOt €8S SAI0 HE0| Dot

oz of &89 2c
) ) ) Y 0122 policy-map 2 LIEHHIOIAN =HE |
service-policy { input | output } NAME siey interface
) ) ) 8H% 012 policy-map 2 CIEHHIOIANAM A |
no service-policy { input | output } NAME interface

é

tCH

b Notice Router port & no switchport & E{ 2! port £ 2| 0| &tCt.
b Notice Service-policy = ACL 1t & ™ M = O input 2822 16000 JH, output &
SO 2 4000 H2l rule £ && & 4 QUL
Notice Input & &F 2 2 = service-policy 2t ACL 2 S A0 B &5t Ar&E5t= 2

=13
0| Jt=GtCH output &2 = == otLICt & 0] Jt

olr
_O'j
O

COPP

£ HME8otl= XS 20Istlt. CPU Ol Z2E 20
200l Ao ReE=E ER0l= CPU 2 85

o
s UE Z2EZE W0 Me=HX ==+ U
| A
=

°0l2 CPU 2 R &
e e Cheet Mol 20l RS &
SHO2de = A2H, H S *d=
= 22, g 2

oOt=2 A O| =

A —
ds Soil EdE =S Helal=

= I

ZHE 0p1e

= EcHT 0l CHSt rate-limit £ QOS & =4
=al,

Sdet I
?IE JHXI
d=9 &
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21.4.1. Service-policy on COPP

Control Plane 0fl service-policy £ HE&dlM CPUZ R &= EHE N CHoll Policing2 +=&8& = U
Ct.
I 21-18. service-policy 2] control-plane & &8 ¥&0
HHO =] 2c
control-plane Control-plane 2 &2 & & tCk configure
oS 0152 policy-map £ control-plane 0l & | Control-
service-policy input NAME _ policy-map P ontro
2350} plane
oS 0152 policy-map £ control-plane 0l & | Control-
no service-policy input NAME o policy-map P ontro
2= o XIStCt plane
b Notice Control-plane 0l M Service-policy Jt At& &= & < 0= policy-map 0l A
HHot= S& = police, drop, set queueing 2| S&0t =340 S L},
21.4.2. Rate-limit on COPP
CPUZ ReUE= SF EHE0 CHol M rate-limit 2 & & & == ULt
H 21-19. rate-limit & control-plane 22 &3 HH 0
242401 29 ==
CPUZ RAULZ= EHE = arp-reply 0l CHoH c |
_ - ontrol-
rate-limit arp-reply <1-1000000> <0-7> N SlE&= EdEO 2H(PPS)t queue E lane
EASHCEH P
CPUZ RUEE= EciE = arp-request 0l TH c |
. _ - ontrol-
rate-limit arp-request <1-1000000> <0-7> A 8= EcHEH 2(PPS)2t queue £ lane
S ENBICEH P
o CPUZ R&= EHE = igmp Ol CHoLA S | Control-
rate-limit igmp <1-1000000> <0-7> _
B&l= EciZ ol 2(PPS)1 queue E M EHEHCH | plane
i I » 1 CPUZ RUL= Eci® & ip-control 0l CHoH c |
rate-limit  ip-control-over-multicast <1- - _ ontrol-
P N 3lg%= EHES Z(PPS)U queue E A
1000000> <O0-7> ~ plane
BASHCEH
CPUZ &= EcHE = ipv6 ns Ol CHoH A c |
= trol-
rate-limit ipv6-neib-sol <1-1000000> <0-7> SiEL= EcHE O 2(PPS)1 queue E « EH Bl pf;:;o
Ct
rate-limit 14-port (both|tcp|udp) CPUZ REE= Eci® S L4 EcHH0 Tiol Control
(both|multicast|unicast) <1-65535> <1-65535> | Al &&= EcHZ 2 2(PPS)It queue & & lane
<1-1000000> <0-7> e 51 C} P
o CPUZ R%= EHE = mid ol CHAl A 31 S | Control-
rate-limit mld <1-1000000> <0-7> _ _
Tl= EfE Ol 2%(PPS)I queue E M EHSHLH plane
397
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CPU & R&= EHE = multicast Ol CHSH c |
L . _ = trol-
rate-limit multicast <1-1000000> <0-7> N o8& = EcfiE el 2(PPS)2t queue E M lc;rrléo
E4SHCH P
CPU Z Re&= Edi® & £& protocol ol CH c |
. _ - _ trol-
rate-limit protocol <1-255> <1-1000000> <0-7> | Al S8 = EcHEH 2 2(PPS)It queue E lc;rrléo
S EHSHCE P
CPU Z %= EHE = rip(version 1) 0l CH c |
S _ _ _ trol-
rate-limit ripvl <1-1000000> <0-7> oAl I8 = EciEel 2(PPS)1t queue £ lc;rrléo
S EHSHCE P
CPUZ R&= EE = tcp-syn Ol CHoll A c |
. _ = _ trol-
rate-limit tcp-syn <1-1000000> <0-7> SlE&= EcE o 2(PPS)2t queue E M EHE! plc;rr]léo
Ct
CPU 2 ®#2&= Ecfl® = udp broadcast 0f c |
o _ _ = trol-
rate-limit udp-broadcast <1-1000000> <0-7> Uoll A Sl EE= EcHE 2l 2(PPS)1t queue E I(;I:];O
S EHSHCE P
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___Switch

22

1ties

Ut

22.1. MK

o

S0l t

28t JIEF DI

ol
=

JU

AEl dump 2™

22.2.

SE0i

22.2.1.

£ BIAIXIZ dump oI 28t

&l
=

ESS

S)2l Al

, MULTICAST, ct< &, EctOlH

SO Z “show tech-support” HE 2 AIE

o)

# show tech-support

s

=M, Olcl E9

St
=]

dS ME

H
o

[0 O Z0 BIAIXIOF 22 &0 20,

(u]

J!

£ Sl

Ol Of Bl ALK

2s BEAS

!

2
=

cC
st

0

o3
e

o4
o

Ct. Ol

Y WX &5
Ct.

S 0AIK=E 82 =&0|

=20, =

HOIE Ol & XI &2 ([

o

E= HAIK

et

&0t SEAIFHO0F

Ctrl+C € &

Il fIoh A =

. _
EHSYHF

=
s

o0

A
e

ol
10

9]

wr
LH
H
=
<N
%
ol
m_m

Show tech

|
110

AL
T

ol

Ol 2E X0 CHAl &8t HE

b

ni

ol

OI XI0ll CHSt confirm

2 20
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Switch# show tech-support

--- Display the system information ---

MODEL-NAME
SERIAL-NO
System MAC-ADDRESS:

E7508
POOMO0O0O0O0O0O0OA
00:07:70:74:££:01

--—- Display the system version ---

Ubiquoss Switch Operating System Software
E7508 Software (E7500-PFE),
Technical Support: http://www.ubiquoss.com
(c) 2001-2010 by Ubiquoss Inc.

Version 1.3.7
Copyright

BOOTLDR: E7500 Software (e project boot r0l17.bin os), Version 0.1.7

shu uptime is 5 hours, 11 minutes

Time since shu switched to active is 5 hours, 10 minutes
System restarted at 09:15:11 UTC Thu Feb 18 2010

System image file is "tftp://10.1.13.4/evol.rl137"

If you require further assistance please contact us by sending email
spot.team@ubiquoss.com.

Freescale MPC8641HPCN processor with 2048M bytes of memory.
Processor board ID POOM0O0000O0OOA

7448 CPU at 1000Mhz, Rev 0.2 (pvr 8004 0202),
Last reset from s/w reset

131072K bytes of Flash internal SIMM

1024KB L2 Cache

(Sector size 256K).

-—-—- Show current system's time ---

14:26:50 UTC Thu Feb 18 2010

--- Display elapsed time since boot ---

0 days, 5 hours, 11 mins, 39 secs since boot

to

400

//

E7500 Series User Guide

————




SW|tch

solution
) —

-—-— CPU information ---

ST Q5h 2BE HHOIS HHOIS AME AN L= MM A2 202 F2ig
OICH 0 JISS AIZ25H0 28X}
20| ®2I5 20

Jor Mo

H 1. command history £3| ¢ &3 HH

HH0 &9 ec
show history B AMAHE HANWH=SZS 3 etCh Privileged
show history back m ASHE HENESS A2HS H=22 X355t Privileged
Ct.
show history detail m HHS AME Al2Huser/E S IPE FII&  Privileged
O HAIBCH
A2 HIFHE =610 8ot R = stHF JHE T

22.4. Output Post Processing

22.4.1. output post processing IR

ZHIS S dE E= 28 2= 80 WEE show 2 A& EHCH show 2E2 HWE =2 & ot H
Ol 2I1 ot HelohAd 20 == 2101 LBHEO0IL, O WE0| et 3= |
= t

Ol =9, show mac-address-table @ &2 &

§
@
>
(@]
D
02
o0
10
OH
2
N
0z
00
ol
el
= 1o
AT
o
10
=
o 0
o
o W
e
[l
[w)
M
e
0
rnrorr

SS ME0tHE E

A pipe cti) 2= JlsH HI=xotH, = FBI0A= 3 JtXI2 Ol2l g2

output post processing 2 Xl & &FCt. Output post processing Jls2 ALE06lJ| ol A= show & & 0]
S bar () E 010 2011, L2 BEUHE A=5HH = L.

Asizoz |
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"

o
_O'j

| include WORD

0x
m

Al rr
r
Mol 18

| exclude WORD

HeI| HE| HHI
o
_O'j

|
]
ol
rir
0
|
e
il
na

| begin WORD

m
o un| Wn| un

[ |
o Jn| in| Jn| 2
o ox| o

i
RS RS
a

1]

22.4.2. output post processing Ol Al

show mac-address-table @& = MYst 29| 2 E £EEot=0, 1 = |ote 2201 Z2&E mac F

A0t =250 A E = include

(]
>
00
o
[w)

Switch#
Switch# show run | inc service
service password-encryption

service dhcp

rlo
z
Il
o
2
10
N
&
]
llH)I
oII
&
9

show ip interface & & t=0l, 1 & S& vlan 2IHHI0lA 0|F2&

2 e = begin 2 AHE 8L

E7508 236#show ip interface | begin Vlanl

.skipping

Vlanl is up, line protocol is up
Internet protocol processing disabled
IP Flow switching is disabled

Vl1lan33 is administratively down, line protocol is down
Internet address is 20.1.3.2/24
Broadcast address is 20.1.3.255
MTU is 1500 bytes
Ingress service-policy is not set.
Egress service-policy is not set.
IP Flow switching is disabled

V1an200 is down, line protocol is down
Internet address is 200.1.1.236/24
Broadcast address is 200.1.1.255
MTU is 1500 bytes
Ingress service-policy is not set.
Egress service-policy is not set.
IP Flow switching is disabled
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22.4.3. DDM (Digital Diagnostic Monitoring)

E7508 = DDM = Xl&0ot= GBIC 2 &EHE &HMIGHH AFE X0 E0HF= BHUHE KRS
Monitoring & =2 CtS 1t 2L
EE ag
25 GBIC Port 2&
el GBIC Port 8 &t
&= GBIC Port 8 =
RxPower GBIC Port 2 & AID|
TxPower GBIC Port & &4 AIJ|
22.4.4. GBIC DDM Monitoring
DDM & Kl &5t= gbic Ofl &toll LS ZEHE ALE0H ghic &I &M &EHE =elg == UL
HEN Mode 49
show interface transceiver  Privileged DDM 2 X| & ot= ghbic 2| AEE &I &HCY.
Switch# show interface transceiver
If device is externally calibrated, only calibrated values are printed.
++ : high alarm, + : high warning, - : low warning, -- : low alarm.
NA or N/A: not applicable, Tx: transmit, Rx: receive.
mA: milliamperes, dBm: decibels (milliwatts) .
Optical Optical
Temperature Voltage Current Tx Power Rx Power
Port (Celsius) (Volts) (mA) (dBm) (dBm)
Gi2/1/3 42.6 3.32 17.4 =7.7 -40.0 --
Gi2/1/4 41.5 3.32 15.5 -6.7 -40.0 --
gi3 gbic ddm 50.6'C 3.5V 14.0 mA -6.08 dBm -40.00
dBm
Normal Normal Normal Alarm (L)
Alarm (L)
(warn) 100.0 =-10.0 4.0 1.0 131.0 0.0 8.00 0.00 8.00
0.00
(alarm) 100.0 -10.0 4.0 1.0 131.0 0.0 8.00 0.00 8.00
0.00
gil/2
Normal Normal Normal Normal Normal
(warn) 128.0 -128.0 6.6 0.0 131.0 0.0 8.20 -40.00 8.00 -40.00
(alarm) 128.0 -128.0 6.6 0.0 131.0 0.0 8.20 -40.00 8.00 -40.00
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SELEF & L AZEQON gOdole

2 Z0lMd = AlAE 2l Flash File System 2| 2t2| 2ot ! USB, Compact Flash(CF) File System 2| At
20l oM & HStCH E7500 series OlM HIB56t= File System 2 AIAE OS Image &
Configuration L2 E2 N&EGte iz =2 MEZH, 28 Al HII HEE OS Image 2
Configuration It2 =2 A|AEIO0| Loading 5tHl L. 0 UMz JI2F 2! File System 2Z0 Z &t
HHOU2A OS Image 2 Configuration File Management 0ff 2 & HaE &L 24 25 8530 2

(. 2 H=20iM &FE JIs2 A2 ALE0 2ot HZE &= ACH

to

e 48 MBS ?loll JI2XH 22 Flash I Al
Ct. Ol HOIA = MS2 o e AIAEO CHol

E7500 Series A9 Xl= OS image It H& &
AEE F=6t10 USB, Compact Flash S2 X &
Pas|

o

Flash I} AIAE2 OS image MY HH|2 &S ML 2 HEGH| ol AISSCH 2 =2
& P

Flash HI2¢cl2 IAUA JISE D, MES I £= rename BEHZE HNE0IES AFHE £ AL
LSt AFE X2l @F AP0 @2k 0I0I Flash File System 0 N & & IS erase HHHZ X2 5= U
Ch. Gt XI20{LF HEE Y0l OIS 28 M AISE OSimage L= &8 W CIX =2|6HOF &HCF.

Flash It A|AEI D= CHEH USB IFY AIAEM CF T AAEE2 &HI0 & 20| Jtsct &
HIO HEE N Jqe AL Flash Y AIAE D 200l OSimage Y ) &H| &8 WY E M&E6HD ¢
d HHA=Z SoHM WL =2 22|t J-s3BtCt.

AAE Y 22| E /8 )2 980 = s 20
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H23-1. MY A2 E A FHO
=L &9 RE
show flash: Flash I 2| MBS 20{=C}. Privileged
show (usbflash:|disk1:) (<0-9>]) | CF OI22l, USB BIZ2z2I0 2 AEiE 2 | Privileged
&Lt
dir (usbflash:|disk1:| flash:) O WY AIAEICl MAERIE B EC Privileged
erase (flash:|)filename Flash Hi2210 & & IS ANMISHCE. | Privileged
erase (diskl:|usbflash:) (<0-9>])  CF BIZ2l, USB U220l Ues WS  Privileged
filename AN BHCH
rename (usbflash:|diskl1:|flash:) I} 2| 0|8 & Y AIAES 2XIE ¥  Privileged
(<0-9>|) filename 2AsHC},
(usbflash:|disk1:|[flash:)
(<0-9>|) change
CtE2& E7500 Series 22| X0 Al File System 2| 82 & 2= W AIOICH It OIS Wt AFOIE, O
el 8M(B) L U 2E 2EM)0 tHE ZEQ &N 1 Y2l BFE HAISHH.
Switch# show flash:
-length- ----------- type/info-----------—- CN path
1155631 text file -- aaa
2216 text file -- tmp.cfg
12678220 [NP]1.2.4 -— Eoct.R124
12683172 [NP]1.2.5 -- Eoct.R125
11480 Kbytes available (119592 Kbytes used, 92% used)
Switch# show diskl:
———————— filename-------- -----------type/info------------ CN -length-
acl 15k text file -- 732508160
osfp ecmp text file -- 731899904
1474004 Kbytes available (2147920 Kbytes, 28 % used)
=2 UsSB HIZ20l A= W= XN<= WlAIOICH
405
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shu#show usbflash:

———————— filename-------- -----------type/info------------ CN -length-
l.avi binary data file -- 732508160
2.avi binary data file -—- 731899904
1474004 Kbytes available (2147920 Kbytes, 28 % used)

shuterase usbflash: 1l.avi

shu#show usbflash:

———————— filename-------- ---—--------type/info------------ CN -length-
2.avi binary data file -- 731899904
2189344 Kbytes available (1432580 Kbytes, 19 % used)

shu#
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23.2.

/—/

Image/Configuration/BSP Down/Up Load

E7500 Series 29Xl 2Z5tHM 228 OS Image, Configuration It 2 Bootloader 0l CHaH
N FTP £= TFTP E 0IZ2dlM 22t £= 928 & £ UL, 0l= MZ2 It 2 Flash
Lol MESHALE, ¥E802 AIZ2E & L0, 284 Z Q5 Backup 2 FTP/TFTP ABOl &
= UCH. &8t MZ2 BSP It2sS O2=2E ol BEE == U o HUIM= OHHEXA
FTP/TFTP & SdlilA LIYsS CURIE L= P2 oteXl AHSCH. ofiolA J1= 8t running-
config & startup-config Off CH&t 42 <14.3 Configuration It Ze|>E & XAotet

Warning 220I0IS& Image 2 A2 A|AE SN HEO Oet Y6 FAE
b Qo2 2 SALS XAl AFEES H2D] dietCh

Warning  FTP/TFTP £ Sdll B &%= configuration 2 & AlAE2| configuration
b Ol =0t AL BHHHECH = &M AIAE 2| configuration O] 2t& 6| SO Xl

Ch22 & &)= configuration 22 2tX G| U X = =0,

23.2.1. FTP & S8t Down/Up Load

Oteh= FTPE 0128 I UR2E L= HZE LN et 2S00 ol 22 490 =%
Ct.
H 23-2. FTP & &%t Down/Up Load E &
=E] g9 ==
copy ftp:  (usbflash:|diskl:] FTP MH{ 0l A= OS Image IS Flash, USB, Privileged
flash:) (<0-9>|) CF Ol M&SHC.
copy (usbflash:|diskl:| flash:) Flash, USB, CF 0l = OS Image 2= FTP Al Privileged
(<0-9>|) ftp B Ol X & 8HCt
copy ftp: config-file FTP A0l = Configuration It 2 S Flash 0l 4 Privileged
Sai
copy ftp: running-config FTP MHOl 2= Configuration IS & IHSl  Privileged
running-config 2 = & A|21C}.
copy running-config Running-config £ oll& W2 AlAEW filename 2 Privileged
(usbflash:|disk1:| flash:) (<0- =z X =Z=&tC}
9>|) filename
copy running-config ftp: NAENA 28502 & running-config € FTP Privileged
MBE 0l X & StCt.
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copy ftp: bootloader FTP MB10l = BSP It 2 Flash 0l X & &tCH.
Oteie= FTPE OI=6t IHY Ot &Yl et 0E 2 ECH.

Switch# copy ftp: flash
IP address of remote host ? 10.1.13.4
User ID ? evolution
Password *?
Source file name ? 0621
Destination file name ? 0621
Warning: There is a file already existing with this name
Do you want to over-write [yes/nol? y
Over-writing 0621 file to flash memory
(A4et

Switch# copy ftp bootloader

IP address of remote host ? 192.168.0.1
User ID ? Ins

Password ?

Source file name ? E7xg.bsp

Bootloader key (Oxaabb) ? 0x860011

FTP:: 10.1.13.4//E7xg.bsp ——> bootloader
Continue [yes/nol? yes

(=)

Ct22 &M configE USB B2l M&ESt= &2l OlAIOICH.

shu#copy running—config usbflash: evol.cfg
shu#show usbflash:

2189336 Kbytes available (1432588 Kbytes, 19 % used)

shu#

———————— filename-—————--- -——————————-type/info-———————————= CN —length-
2.avi binary data file —— 731899904
evol.cfg text file - 7131

b Warning  Bootloader & & Al2| key 2t 222 <Iol AAEO &
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23.2.2. TFTP & &8t Down/Up Load

OlcH= TFTP E OlS8r e U= -0l et SE0i0l Uolld HE2 &
&=

H 23-3. TFTP £ S&!' Down/Up Load & & (4

%21 0f sy

I

copy tftp:  (usbflash:|disk1:] TFTP A8 0l A& OS Image It S Flash, USB, Privileged

flash:) (<0-9>1) CF 0fl M &St

copy (usbflash:|disk1:| flash:) Flash 0l = OS Image W22 TFTP MB{0 X Privileged

(<0-9>|) tftp: 5L

copy tftp: config-file
JSES=i

TFTP AB 0l A= Configuration I

2!

nio

Flash 0fl Privileged

copy tftp: running-config

running-config & = £ Al 21C}.

TFTP MB0I Rpe= Configuration IS &2l Privileged

copy running-config tftp: AAEOA 22521 &M running-config £ TFTP  Privileged
AE Ol K &S

copy tftp: bootloader TFTP AHi0l U= BSP WY S Flash 0f X & &t Privileged
Ct.

Otci= TFTP MHOUIA LIS CH2=2% ot -8l st WE 20 &L,

shu#copy tftp: usbflash:

IP address of remote host 7 10.1.13.4
Source file name ? evol.r137
Destination file name ? evol.r137

TFTP::10.1.13.4//evol.r137 ——> usbflash: 0 [evol.r137]
Proceed [yes/no]?y

Switch# copy tftp bootloader

IP address of remote host ? 10.1.13.4
Source file name ? E7x.bsp
Bootloader key (Oxaabb) ? 0x860011

TFTP:: 10.1.13.4// E7x.bsp ——> bootloader

Proceed [yes/nol? yes
(A4 2F)
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23.3. Configuration I} 2t¢|

28 8432 AlAE
Ct. E7500 Series A<
Flash HI22I0 H&Z
DRAM LHOIAl &S5t
Management il 228t N

(=Neo:l|

[

2 Xt E7500 Series A9IXIE 2EotHAN & Ch2et Oict0IEHS &

[0l AbZ3t= Configuration 0fl = startup-config 2 running-config Jt
0 A9IX =J] 3 Al 249 %= Configuration € startup-config 2t 1
= SFEE HIIM=

g
AR

=3
BA =2

Ct=

running-config 2t StCH.

S YEs £Feh

Configuration File
al

=

g, &X

I 23-4. Configuration Management & & 4

= 43 L

show startup-config Flashs, USB, CF lil2¢2| & Booting configuration Privileged
O H4FE MY FEE BEWEL).

show running-config e &8 48 E2E EWEL Privileged

copy running-config startup- &I AIAEWA 2&Z°2! Running configuration Privileged

config I S startup IHY 2 K & EHCH.

erase startup-config 8T 84X startup configuration IFY 2 X|2Ct,  Privileged

23.3.1. Configuration It 4 &

AMAE 2AXIF&E 48 HEolH M22 882 DRAM Ol M&EECH DRAM Ol M&E=E 43 &
2= AAE M 28 Al RANEX E=C0 Oetd 48 ZEE AAE W 28 AU E H=S 7XIoH|
loide 48 F2 02 S Flash U220l HEGHOF &Ct COtE&& M2 running configuration £
BHF=E 3802 M2 running-config & startup-config 2 M&ol= HEOHO OIS S 20 =
Ct.
Switch# show running-config
|
interface Giga6/1/1
no switchport
ip address 192.168.51.1/24
<=
SWITCH#
SWITCH# copy running-config startup-config
Overwrite 'system.cfg'? [yes/no] y
SWITCH# show startup-config
|
interface Giga6/1/1
no switchport
ip address 192.168.51.1/24
410 E7500 Series User Guide
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SWITCH#

23.3.2. Configuration I} At K

E7500 Series A2 Xl= AAE JHAIS Al Flash BI22l0 HEZH U=
Ch. 2reF ST A D Ue configuration THA S AMIGHD CIE T2
H s WilA 2E06=F== XA MY startup-config E XIS CHE Itdge 88

SWITCH# erase flash: Systeml.cfg

Warning: Systeml.cfg is booting config file
Do you want to erase it [yes/nol? y

SWITCH# boot config System2.cfg

SWITCH# reload
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23.4. SFE/NETFLOW 2ZERI({ 2t

E7500 Series A2 Xl= SFE
AHE H&E & = JULH D
ot & HetCt.

=N
IME S

ATENHSS &=

g
A

ETFLOW 2 flash Ol 212f2] module O w*Sot=0 B Re AXE
SFE/NETFLOW 2 ol /=

JH/AtMIotE S0 T

H 23-5. SFE/NETFLOW 2 ZEQI(H 22l 938}

o1 2 &9 RE
show flash: module (<1-6>) SFE module 2 Tt HEE B ECH Privileged
show flash: netflow netflow 2| Il HEE B =Ch Privileged
copy flash: module flash 2 It = SFE module Ol =J+&HCH Privileged
copy flash: netflow flash o T S net flow Ol =Jt8tCH Privileged
erase flash: module <1-6> SFE module 2 MY S AHHISHCE Privileged
filename

erase flash: netflow filename  netflow module 2| T} S AN &tCH. Privileged

23.4.1. SFE/NETFLOW A2ZEQ|(H X3

SFE Module 2 flash 0l ZXHdt= I 2

2 old=E T332t 2L

NyH=
oS T

dHM =

=2 module ID &

K&t £330t Jbs0otH,

Switch#show flash: module

Module 1 Flash Information :

6312 Kbytes available
Lo<HERs

% failed connect to module 5
%

failed connect to module 6
Switch#show flash: module 1

Module 1 Flash Information :

-length- ——=-----——- type/info----
19775 executable binary file
4470825 [SFE] 0.0.1

4476230 [SFE] 1.0.9

(9432 Kbytes

used)

path

pss_misc_ 5836
evolsfe.rl01
evolsfe.rl109

-length- ———===-—-—- type/info--——-—-—--—-——- CN path

19775 executable binary file -- pss_misc 5836
4470825 [SFE] 0.0.1 B* evolsfe.rl101

4476230 [SFE] 1.0.9 -- evolsfe.rl09
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6312 Kbytes available (9432 Kbytes used)

b Notice SEE X 22 module Ol CHEH X3l=  “%failed connect to module”

Ol AIXIO S5 =0

NETFLOW o It 2 E X3lotes tl= Ul €0

Switch#show flash: netflow

NetFlow Flash Information

-length- ----------- type/info-----------—- CN path
11640516 [NP]1.2.1 B* Eoct.R121

19524 Kbytes available (12604 Kbytes used)

23.4.2. SFE/NETFLOW &I EQ 0 =t

PFE 2| flash 0= SFE & NETFLOW 2| /S0l 228 AZEQHE XN

EFIOE SFE & NETFLOW 0l =Jlote 22 TS £

Switch#copy flash: module
filename to write on SFE ? evolsfe.rl05
SFE Module id(l~6) 2 1

Send: -> Module 1//evolsfe.rl105
Proceed [yes/nol? y

1416 Kbytes available (14328 Kbytes used)

......................... < Mer >
Switch#show flash: module 1

Module 1 Flash Information

-length- -———------- type/info------------ CN path

19775 executable binary file -- pss_misc 5836
4470825 [SFE] 0.0.1 B* evolsfe.rl101
4476721 [SFE] 1.0.5 -- evolsfe.rl05
4476230 [SFE] 1.0.9 -- evolsfe.r109

Switch#copy flash: netflow

filename to write on Netflow ? Eoct.R105

Send: -> Netflow Module//Eoct.R105

E7500 Series User Guide
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Switch#show flash: netflow

NetFlow Flash Information

-length- ——=-------—- type/info-—----------- CN path
11421604 [netflow]1.0.5 --— Eoct.R105
11640516 [NP]1.2.1 B* Eoct.R121

8176 Kbytes available (23952 Kbytes used)

23.4.3. SFE/NETFLOW 2T EQ0f & A

SFE/NETFLOW 2| HI2e2l0l EMdt=s AZEYAHS A Hct= WH= ChS Z2CH

Switch#show flash: module 1

Module 1 Flash Information

-length- -——-=-=-——---- type/info------------ CN path

19775 executable binary file -- pss_misc 5836
4470825 [SFE] 0.0.1 B* evolsfe.rl01

4476721 [SFE] 1.0.5 -- evolsfe.rl05

4476230 [SFE] 1.0.9 -- evolsfe.r109

1416 Kbytes available (14328 Kbytes used)

Switch#erase flash: module 1 evolsfe.r1l05
Switch#show flash: module 1

Module 1 Flash Information

-length- ——=-----——- type/info------------ CN path

19775 executable binary file -- pss_misc 5836
4470825 [SFE] 0.0.1 B* evolsfe.rl01

4476230 [SFE] 1.0.9 -- evolsfe.r109

6236 Kbytes available (9508 Kbytes used)

Switch#show flash: netflow

NetFlow Flash Information

-length- --—--------- type/info------------ CN path

11421604 [netflow]1.0.5 -- Eoct.R105

11640516 [NP]1.2.1 B* Eoct.R121
414
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8176 Kbytes available (23952 Kbytes used)

Switchf#erase flash: netflow Eoct.R105
Switch#show flash: netflow

NetFlow Flash Information

-length- ———-------—- type/info------------ CN path
11640516 [NP]1.2.1 B* Eoct.R121

19428 Kbytes available (12700 Kbytes used)

E7500 Series User Guide

415

//



Swﬂclpm e

y) —

23.5. Boot Mode && L A|AE THAI=

E7500 Series 2% Xl= 2FotHM Z 28 OS Image 2 configuration I 0l CHHA CHS u
2 48g &= UL OlEH HFE OS Image 2 conflguratlon L2 AMAES TH AIS Al HE2S

H 23-6. Boot Mode && 2 AlA

oz

M AlIS 230

380

£3 e
boot system flash filename OsS 28 Al #2E OSImage £ & & stit. Privileged
boot system ftitp filename Ci& & Al H&E OS Image £ tftp booting 2 Privileged
A.B.C.D 2 st}
boot config filename ChS 2€ Al ®=2¢< Configuration 2 S A &St Privileged

Ct
reload ANAEZ T AIS AIZICH Privileged

23.5.1. Boot Mode &%

E7500 Series 22 XI 0l M OS Image 2} configuration T 0l CHoll M CHS Boot Mode & & & [ Ofl
2t 22 =20t 2 R0t boot flash ZEHE Aldie [H0ll= E7500 Series ASIXIH M AFZ
%= A= OS Image L0l CHoH A S HEBI== ol OF 5t04, & boot config 2O E AIHE [0l
E7500 Series A XA AIEE &= A= configuration IH 0l CHOHAM 2t HE8tE = GHOF &I CH.

¢l & XH Flash File System 0l L= L0l CHoH Al 2t M Sot== 6t04 OF &Lt

|Jrronpee r

Switch#

Switch# boot system flash p8xg.r090
Switch#

Switch# boot config lns.cfg

Switch#

23.5.2. AAHE THAIS

E7500 Series A X2 & On/Off L= reload HEOZ AIAE TH AlZO0| JisotCh L5 reload
HHOl in L= at A2 o= AIAE TH AIE0 Oist deE JtsotCh 2t reload at 3822

— O O —

ANAETH AIE S Ol etCHH show clock &2 &M Al2tS Aot £ &olOF 8Lt
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H 23-7.Boot Mode &8 L AIAE TH AlS HE N

=L &9 2c
reload ANABIS S Al M AIEEHC Privileged
reload AAE TH AIES Ol 2FSHCE Privileged
{in time(at time [day] [month]} = in: &S AI2Htime)2 0l AIAEI0| XH Al X E
[reason] = at SFBHAIZ0 AIAZOI T AR E

* time: HH:MM 8422 & & Jt=

» day:122EH 31 2NA 43 Its

= month: 1 22H 12 MK 23 Jts

(ex. Jan or January)

= reason: A|AE TH A& OIRE S5
reload cancel AAEDTH AR Ol2FS FASCH AAE TH AIZH Privileged

o FA UHE2 BEE HOlgz =& 0.
show reload ANAE T AIE Ol 22 S8 Privileged

Otei GIIMI= reload at 22 AAE T AIRS Olot= £ &0t reload cancel 222 0l
= FAot= £FO0I0

Switch# show clock

23:52:01 KST Thu Feb 18 2010

Switch# reload at 13:00 19 Feb For reload test

System configuration has been modified. Save? [y/n]: y

Building configuration...

[OK]

Reload scheduled for 13:00:00 KST Fri Feb 19 2010 in ( 13 hours 7 minutes )
Reload Reason: For reload test

continue to reboot ? [yes/nol: y

Switch# show reload

Reload scheduled for 13:00:00 KST Fri Feb 19 2010 in ( 13 hours 7 minutes 28
seconds ) on vty/0 (10.1.20.99)

Reload reason: For reload test

Switch#

Switch# reload cancel

* K Kk

*** ——— SHUTDOWN ABORTED -

* % %

Switch# show reload
No reload is scheduled.
Switch#
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____Switch

AAEICL T AR MOl BEEAl &2 configuration

Warning
ol q&otE
Oteiet 22

System configuration has been

NESRRS!
£ StCh Config E&52 &S = reload
A

modified. Save? [y/n]: y

AAE0l Flash File System 0l 2= M&6t) JAS e AMAEE 2

Warning
Mo MHAIsS AMAAN= o SCH.
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